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This paper deals with the flash memory reliability in terms of the ionizing radiation effects.
In fact, the reliability of flash memory depends on physico-chemical restrictions of electro-
static nature due to the effects of ionizing radiation. The presented results are actual as a
high degree of integrated components miniaturization affects the memory sensitivity, while
the role of memories in the solar cells management system for space flights is increasing, so
that the effects of ionizing radiation may cause changes in the stored data or the physical de-

struction of the flash memory components.
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INTRODUCTION

The miniaturization of electronic devices initi-
ated with the appearance of the first semiconductor de-
vices has to this day reached a considerable level of de-
velopment in many areas of electrical engineering. At
first it was attempted to implement semiconductor de-
vices for lower frequencies, which did not achieve sat-
isfactory results. One of the first semiconductor de-
vices used at these frequencies was a tunnel diode,
which is now completely suppressed by the elements
of the TE-diode group, bipolar and MOSFET transis-
tors, as it proved to be temperature unstable and sensi-
tive to the effects of radiation. Microwave semicon-
ductor devices began to develop in the early sixties.
Since then many semiconductor devices have been de-
veloped for applications in microwave oscillators, am-
plifiers, mixers, detectors, efc. Semiconductor devices
used in electronics are numerous and among them the
special attention should be given to the flash memo-
ries.

Flash memory is the latest form of semiconduc-
tor memory that is named because of the speed with
which can be reprogrammed. Flash memory first ap-
peared in the mid-eighties and it was intermediate be-
tween EPROM and EEPROM memory according to
the price and the functionality. Flash memory, the
same as EEPROM, uses an electrical erasing technol-
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ogy. The entire flash memory can be erased in a matter
of seconds. However, the flash memory can not be
erased byte by byte, but only by blocks. Flash memory
achieves the same packing density as well as EPROM
(greater than EEPROM) because it uses only one tran-
sistor per bit of data. This is the most flexible type of
ROM, and today it is often used to store the BIOS pro-
gram. The use of flash memory to store the BIOS al-
lows the user to always have the current version of
BIOS on the computer.

Flash memory offers fast access to data besides
the feature that it does not require power supply for
data storage. Another very important feature of flash
memory is that it has better kinetic shock resistance
than hard disks. It is almost physically indestructible
when packed in amemory card which is used by a digi-
tal device.

Due to its characteristics, flash memory plays
an importantrole in the system for management of so-
lar cells in space flights. For this reason, the stability
characteristics of flash memory under the influence
of light ions are of a particular interest (primary cos-
mic radiation), as well as the actual interaction with
flash heavy ions (secondary cosmic radiation, and
conditions of a particular risk). This aspect of the
characteristics of flash memory has lately often been
the subject of scientific interest. Hence, this paperis a
continuation of work in the same field carried out at
our project [1-5].
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THE PRINCIPLES OF THE FLASH MEMORY

Flash memory stores information in the rows of
floating gate transistors (FTG) called “cells” and each
cell stores one bit of information. Devices of newer
generation which use flash memory can store more
than one bit of information per cell, using more than
two levels of electrical charge where each successive
information is placed on the “floating” input of a cell
[6, 7]. In flash memory, each cell looks similar to a
standard metal oxide semiconductor field-effect tran-
sistor cell (MOSFET), except that it has two inputs in-
stead of one. One input (gate), as in other MOS transis-
tors, is the control input (CG), while the second input
is “floating” (FG) and isolated with single oxide layer.
Floating input is located between the control input and
the substrate. Since the floating input is isolated with
oxide layer, any electron that is found in it is trapped
and in that way floating gate places the information.
When electrons are on the floating input, they modify
(halt) electric field that occurs from the control input,
which modifies the voltage pulse of the cell. In this
way, when a cell is “read” by setting certain voltage
pulse on the control input, the current electric state will
or will not flow, depending on the voltage pulse of the
cell, controlled by the number of electrons on the float-
ing input. The presence or absence of the current elec-
trical condition is detected and translated into “zeros”
and “ones”, thus reproducing the stored data.

In the devices which store more than one bit of
information per cell (multi-level cell device), the
amount of current flow is detected in order to deter-
mine the number of electrons stored in the floating
gate. Figure 1 shows the architecture of flash memory.

In order to program memory cell flash control
leads short voltage pulse. Voltage pulse triggers the
avalanche breakdown of the memory transistor that
charges floating input (hot-electron injection). In this
way, 1-Mbit chip of flash memory can be programmed
in two seconds as opposed to the normal EEPROM.
However, chip erase is performed simultaneously.
During deletion, the flash memory control sends era-
sure impulses in the entire field of memory and in this
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Figure 1. Architecture of the flash memory
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Figure 2. Block diagram of the flash memory

way erases all memory cells. Erasure time for the
whole flash memory is about one second. Figure 2
shows the block diagram of the flash memory.

The central part of the flash memory is a matrix
of memory cells. Cells are addressed by address buffer
that alternately receives and transmits address signals
to the sector of rows and columns. Row and column
decoders select a word line and one or more pairs of
bit-lines, as in the normal memory chip. The data is
read by the I/O data buffer or is written in an addressed
memory cell by the buffer through the I/O port.

The processes of reading, deleting, and pro-
gramming are controlled by double-byte instructions
that external microprocessor enters into the instruction
register of flash control.

Depending on a circuit realized by each memory
cell, flash chips are classified into two main catego-
ries: NOR and NAND.

NOR flash memory is suitable for use in micro-
processor systems due to its ability to directly connect
to the system. In addition, when it works in read-only
mode, the memory is operating in a similar way as
EPROM which characterizes simply designed inter-
face.

The NOR structure, shown in fig. 3, provides di-
rectaccess to individual cells. This simplifies the over-
all device architecture, but increases cell area because
of the need for contacts at each drain and source. The
NOR structure is used by Intel. It requires voltages of
about 12 V for erasing and writing.

The second approach uses the NAND structure,
as shownin fig. 4. The NAND cell is more compact be-
cause it does not provide contacts to individual source
and drain regions. However, cells in the NAND struc-
ture require reading and writing through the other cells
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in the stack, an architecture that results in inherently
slower cell access. Cells in the NAND structure re-
quire higher voltages — typically 20 V for erasing and
writing than the ~12 V of the NOR structure.

The overall architecture of either type of flash
memory is very complex. Reading can be done rela-
tively rapidly for either cell architecture using conven-
tional circuitry for access and readout. However, eras-
ing and writing are very slow operations (in the order
of milliseconds) compared to conventional memories.

To overcome this limitation, flash memories are subdi-
vided into blocks, allowing erasing and writing to be
done at the block level. Internal registers and buffers
provide temporary storage for pages of data, allowing
more transparent interface. A write state machine and
a command state machine are used to control the com-
plex sequences of operations that are needed. A
charge-pump circuit is also required in order to pro-
vide the high internal voltages that are needed for erase
and write operations.

Because of this complexity, flash memories can
not be treated as simple memories. It is quite challeng-
ing to determine how they respond in radiation envi-
ronments.

The main goal of research is to examine the theo-
retical and experimental radiation resistance of flash
memories and the limits forecast of their applicability.
Methods to protect these types of memory are the main
tasks of the research.

NUMERICAL SIMULATION OF THE
INTERACTION OF RADIATION AND
MATERIALS APPLYING
MONTE-CARLO METHOD

The development of computers and improve-
ment of their performance and features have led to the
extension of implementation of simulation techniques
from radiation and nuclear physics to other fields of
science and technology. Although the application field
of Monte-Carlo methods extended to almost all areas,
this technique remains a very important and very much
applied in radiation physics [8, 9].

Implementation of Monte-Carlo methods in radi-
ation physics is based on the fact that the interaction
processes of radiation and material are stochastic. The
particles emission process of ionizing radiation is ran-
dom: the moment of nucleus transformation and parti-
cles emission as well as the direction of the emission
can not be predicted. Types of atoms with which emit-
ted particles interact, the type and intensity of interac-
tion are also random processes. As the Monte-Carlo
method is based on the random numbers use, it is conve-
nient for the simulation of these random processes. It is
especially suitable in the case of complex geometry,
inhomogeneous materials, poly-energy radiation and
these problems are commonly encountered in practice
[10-12].

Ion beams in the simulations were chosen to cor-
respond to the radiation fields in which electronic
components are often located. For the implementation
of the Monte-Carlo simulation SRIM software pack-
age was used whereby the simulation of the ions pas-
sage is derived by comparing the radiation damage
caused by atoms displacing in the ONO dielectric and
tunnel oxide [13-15]. Dimensions of layers used in the
simulations are shown in fig. 5.
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Figure 5. Model of flash memory cell used in the
numerical simulation of the ions passage
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Simulations were performed with the ion beam,
which normally falls on the upper surface of the cell
(control gate), where the ONO dielectric is repre-
sented by a 3-layer structure with upper and lower ox-
ide (Si0,) and Si;N, layer between them.

RESULTS AND DISCUSSION

Energy losses of heavy ions regarding atoms dis-
placement have been investigated in low and medium
beam energy (~10 keV and ~100 keV, respectively).
Figure 6 shows that the vacancy concentration gener-
ated by the incident beam and displaced atoms have a
general trend of increase regarding the depth of flash
memory cell. This can be explained by the preferential
relocation of atoms forward (in the direction of the
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Figure 6. Vacancy distribution generated by displacing atoms (expressed per incident ion) for: 10 keV protons (a),
10 keV alpha particles (b), 100 keV carbon ions (¢), and 100 keV iron ions (d)
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Figure 7. The distribution of the displaced oxygen atoms (expressed per incidention) for: 10 keV protons (a), 10 keV alpha
particles (b), 100 keV carbon ions (c), and 100 keV iron ions (d)

beam) and the fact that dislocation interactions domi-
nate at the end of the path of displaced atoms. A striking
increase of the vacancy concentration on the distinguish
surface layers of cell is attributed to the existence of the
energy barrier at the junction of two materials, which
makes difficult vacancy transition from one material to
another. For all four types of incident ions, the concen-
tration of vacancies is particularly high in the nitride
layer of the ONO dielectric which can cause the genera-
tion of the electrically active surface complexes on the
distinguish surfaces of Si;Ni, and surrounding oxides
[16-18].

The concentration of displaced atoms of oxygen
is highest in the tunnel oxide (fig. 7).

Displaced atoms and vacancies in the tunnel ox-
ide may with impurities, present in this layer, form de-
fects with the characteristics of electronic and cavity
traps. The presence of defects in the tunnel oxide al-

lows electrons to pass through the potential barrier be-
tween the floating gate and the substrate, creating a
leakage current. At sufficiently high concentration of
shallow traps in the oxide, the leakage current can be-
come significant and leads to a change in the logical
state of the cell, even in the case of stable permanent
defects, it can prevent cell re-programming.
Migration of vacancies and displaced atoms
through the tunnel oxide, which is described as the
ionic conduction in solid material, arrive to the distin-
guish surface of the floating gate and the substrate. In
this interfacial, displayed by a certain mechanical
stress due to the discontinuity of crystal grid, surface
states are formed that can affect electrons. In the case
surface states act as deep electron traps, they can affect
the threshold voltage of the flash cell and can lead to
errors during the reading of the cell content. Surface
complexes at interfacial oxide/surface represent the
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scattering centers for electrons in the channel and can
reduce drain current, which decreases the access speed
to flash arrays of cell.

CONCLUSIONS

An analysis of the effects due to the displace-
ment of atoms was performed using a numerical simu-
lation of the ions passage through the cell of the flash
memory. Due to the low thickness, the layers of the
flash memory cells are insensitive to ion energies
greater than approximately 1 MeV. The simulation of
radiation transport, however, shows that for a given
type and energy of ions in some layers of the cells a
considerable number of displaced atoms and vacan-
cies occur. Damages caused by such displacement,
which occur in the structure of flash cells, can affect
the whole range of its parameters (threshold voltage,
leakage current, access time and time of writing data),
as well as prevent the re-programming of the cell.
Some types of errors may occur even for devices that
are not biased during the time that heavy ions strike oc-
curs. Error detection and correction may be a viable
way to recognize this type of failure mechanism, but it
is also necessary to understand how and why the errors
are generated within the device, as well as weather in-
ternal errors in the memory controller will affect their
operation in the space.
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Mapuja [I. OBPEHOBWH, Hophe P. TASAPEBUH,
Emun 'h. IOJJNHhAHWH, Muiom /b. BYJUCHUh

E®EKTU JOHCKOTI 3PAYEILA HA ®OJEN MEMOPUJE

Y pany ce u3naxe MUTamke MOY3IaHOCTH (PJIell MEMOpHja y YCIOBHMA JIejCTBa jOHU3Yjyher
3pauema. Ha moyspmanoct paja gpaemnr memopuje yTuay (pu3nIKo-XeMHjcKa OrpaHnueHha €JIeKTPOCTaTUIKE
mpupose yciuey fejcrtBa joHusyjyher 3padema. [Ipuka3sanu pe3ynraTu cy akTyelHH 300T OCETIBHBOCTH
MeMOpHja Ha BUCOK CTEIIeH MIHHjaTypH3alyje NHTerpUCaHuX KOMIIOHeHaTa 1 cBe Behoj yiio3u MmeMopuja y
CHCTEMIMA 32 YIpaBibamhe COMApHUM helnjaMa y KOCMUYKUM JICTOBUMA Y KOjuMa e(eKTH joHusyjyher
3paderma MOy OUTH TaKBU f1a JOBEAY 10 IPOMEHE MEMOPHCAHUX MOaTaKa WK O (PU3MUYKOT YHHUIITEHA
caMuX KOMIIOHEHaTa (pien MeMopHja.

Kmwyune peuu: paews memopuja, paoujayuorna otitioprociu, Mouitie Kapao cumyaayuja




