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ABsTRACT— Cloud computing is a complex infrastructure
revolved around (mobile and non-mobile) computing, database and
storage capacity, and service delivery. This evolving concept aims to
serve as the next generation heterogeneous service-based model,
with centralized and decentralized clients, servers, services, and
data storage entities across multiple platforms. Mobile cloud
computing (mcc), which is a subset of the cloud computing space, is
where a number of the cloud entities are mobile-based. This paper
is focused around the idea of mcc deployment in the healthcare
areas, defining the cloud computing mobile health (mhealth),
(ccmh), which includes the relevant issues and challenges. The
main contribution of this paper is a set of recommendations for the
future expansions of both cloud computing and emerging mhealth
technologies when they are merged together.

Keywords: Cloud computing,
security, Quality of Service (QoS)

Mobile Health (mHealth),

I.  INTRODUCTION (Heading 1)

Cloud computing is a term referring to a cloud-based
evolving infrastructure in which clients, servers, and
databases are interconnected (partially through the
Internet). Such an interconnection is aimed to facilitate the
delivery of services and deployment of applications
offered to clients on the cloud. One of the industries that
can benefit from this infrastructure is the healthcare
applications, in which patients, doctors, nurses, lab
technicians, pharmacists, insurance and government
agencies can be considered cloud entities. The focus of this
paper is to explore the utilization of smartphone as the
patient’s cloud end-point entity and the related aspects and
issues [1]. Smartphones have been the center of the
attention for the past recent years and the current hardware
and software capabilities found on nowadays smartphone
devices are sufficient to handle health-related data
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acquisition,  classification, delivery, and remote
interactions [2]. There are however a few challenges
associated to the deployment of smartphones in the
healthcare space, which will be considered and discussed
in this paper.

The rest of the paper is organized as follows: Section 2
provides an introductory summary to cloud computing.
Section 3 summarizes the advantages and challenges
concerning cloud computing. Section 4 revolves around
the idea of mHealth deployed in cloud computing, which is
followed by a set of recommendations in Section 5. A
discussion is given in Section 6 followed by the
Conclusion (Section 7) and the References, which
concludes the paper.

1. INTRODUCTION TO CLOUD COMPUTING

Cloud computing provides virtually limitless functionality
and services for information sharing and management in
an ubiquitous, centralized/decentralized, and pervasive
manner, aimed to support multiple platforms (Figure 1,
adapted from [3]).
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Figure 1. Cloud computing paradigm (adapted from [3])

As shown in Figure 1, the entities outside the cloud are the
cloud clients, which include: smartphones, servers,
laptops, and tablets. According to the National Institute of
Standards and Technology (NIST), cloud computing
features the following six essential characteristics [4]:

A. CLOUD COMPUTING ESSENTIAL CHARACTERISTICS
Based on NIST’s specifications and recommendations,
cloud computing features the following six essential
characteristics [4]:

ON-DEMAND SELF-SERVICE — A client consumer can
request a service, network time, resources, and storage
(online renting, upload, and download) without a third-
party involvement.

FLEXIBLE ACCESSIBILITY — This characteristic translates
to ubiquitous network access, where any client with any
device (assumed capable of minimum functionality), is
able to get connected and receive services.

ELASTICITY PROVISION — Services and capabilities can
often be extended and scaled automatically.

METERED SERVICES — The usage quantity and quality
are measured and clients are billed accordingly.
RESOURCE POOLING — Multiple clients can be serviced
simultaneously using a multi-tenant model with on-
demand dynamic mechanisms.

LOCATION INDEPENDENCE — The services provided by
the cloud are often independent of the original, current,
and future locations of the clients.

B. CLOUD COMPUTING SERVICE MODEL VARIATIONS
There are three main variations of cloud computing service
models on top of the data centers layer (Figure 2, adapted
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from [1]): Infrastructure as a Service (1aaS), Platform as a
Service (PaaS), and Software as a Service (SaaS) [1, 4].

e DATA CENTERS LAYER — This provides hardware
capability for the cloud and is connected to the high-
speed network backbone.

INFRASTRUCTURE AS A SERVICE (IAAS) — laaS is right
on top of the data centers layer and is the most basic
cloud service model in which the client is provided
with network access, storage, application, and
computing resources without control over underlying
cloud physical infrastructure, such as Amazon
CloudFormation [5].

Software as a Service (SaaS)

Platform as a Service (Paa$)

Infrastructure as a Service (laa$)

Data Centers Layer

Figure 2. Service-based cloud computing architecture (adapted from

()

e PLATFORM AS A SERVICE (PAAS) — PaaS is on top of
laaS, which provide clients with access to the operating
system, programming language environment, web
services/servers, and database for testing, building, and
custom application deployment, such as the Google
App Engine and Microsoft Azure.

SOFTWARE AS A SERVICE (SAAS) — This is the highest
layer of service model in which the client can have
access to the software system and application via
remote connectivity and run their applications on
virtual machines and be billed for the exact amount of
usage, such as Google Apps.

C. CLOUD COMPUTING DEPLOYMENT MODELS
The deployment model comes any of the following four
flavors:

e PusLIC cLoUD — This is where the cloud applications,
storage, and entire resources are available in the public
domain, such as Microsoft and Google clouds.

PRIVATE cLOUD — In contrast to the public cloud,

private cloud is used in for a single organization
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e HYBRID CcLOUD — Is a mix-and-match of both public
and private clouds

e COMMUNITY cLouD - Is a shared infrastructure
between several organizations in support of a common
shared interest.

I1l.  Cloud computing advantages and challenges

A. CLOUD COMPUTING ADVANTAGES

Cloud computing is an evolving concept with promising
capabilities because of its infrastructure’s portability,
mobility, and connectivity to high-speed data transport
mechanisms. Therefore the advantages of cloud computing
can be categorized as followed [1, 6]:

e HIGH EFFICIENCY — All cloud-based systems and
services (e.g., applications, storage) benefit from highly
efficient client-based usages, which are adaptive and
can accommodate many clients with dynamic
capabilities.

e SCALABILITY AND FLEXIBILITY — The adaptability of
cloud-based systems according to the usage trend
fluctuations has made cloud services easily scalable to
the sudden increase of clients and flexible to the service
delivery modes.

e |IMPROVED RELIABILITY — Running applications on
virtual machines with real-time back-up systems is a
proven method to increase reliability, which is one of
the advantages of cloud computing.

e VIRTUALLY LIMITLESS RESOURCES — The provision of
service elasticity means that once the client is offered a
service, services and capabilities can often be extended
and scaled automatically.

e OVERALL COST-EFFICIENT — The flexibility, improved
reliability, and higher efficiency lead to cost reduction.

e ANYWHERE-ANYTIME AVAILABLE — This translates to
ubiquitous network access, where any client with any
device (assumed capable of minimum functionality), is
able to get connected and receive services.

e EASE OF USE - Requesting services via cloud
computing has taken the ease-of-use bar to a whole new
level due to the fact that any device is able to get
connected and receive services independent of the
location.

B. CLOUD COMPUTING CHALLENGES

Despite all the benefits and advantages associated to cloud
computing, there are a number of disadvantages and
challenges concerning the infrastructure, deployment,
service, and delivery models, which are categorized as
followed [1, 6, 7, 8]:
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e SECURITY AND PRIVACY — Providing security and
privacy is a huge obstacle for cloud computing due to
the nature of the communication channel with
distributed clients accessing resources, anywhere and
anytime. The security concerns are broken down to the
followings:

o Centralized data security: Due to the nature of the
cloud computing data distribution (which can be
centralized and/or distributed), providing security
measures for both topologies become very
challenging and important.

o Safeguarding backend data: This in particular is
important for public clouds, outside of corporate
firewalls, prone to various types of attacks.

o Virtualization security: Recent studies have
shown that hypervisor and virtual machines are
prone to VM-based rootkits [9].

o Identity concealment: The identity of clients
accessing resources on the cloud is another
challenge, especially when scalability becomes a
factor

o Shared-tenancy attack: It’s been shown that
eavesdropping software can be loaded into a
shared server running VM and monitor the
client’s activities.

o Brute force attacks: A virtualized infrastructure
can be used for launching brute force attacks
trying to decrypt private data.

o Denial of Service (DoS): This is a major risk
factor to business continuity when an adversary
targets a service provider by transmitting a large
number of attach queries, which will either slow
the service provider down or stops the service
completely.

o Data availability: This is the opposite of DoS,
where a service provider will try to ensure its
services are available to the clients most of the
time. The higher the probability of service
availability, the better.

e Interoperability — Service providers have to ensure that
they support different client platforms, which is an
ongoing task.

e Other issues and challenges include: Managing the
cloud, the contractual relationship, dealing with cloud-
exit strategies, and activity monitoring.

IV. Cloud computing from mHealth perspective

Electronic Health (eHealth) is the body of knowledge and
efficient practices concerning health-related sensors,
acquisition, usage, storage, information retrieval, and
devices. Another objective of eHealth is to apply best
engineering practices in dealing with the followings:
Health systems and infrastructures, healthcare standards,
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Mobile Health (mHealth), telemedicine, and health-based
cloud computing.

Mobile Health (mHealth) is the practice of eHealth
supported by smartphones. Figure 3 (adapted from [10])
shows the mHealth big picture, where the biomedical data
is captured at the body-worn sensor end. The data is
transmitted to a data collector (smartphone) via a link
technology (i.e., Bluetooth, Bluetooth Low Energy,
ZigBee) [11]. The data collector transmits the information
to the cloud/Internet via the cell-tower, which in turn will
be received by a number of cloud entities. In a healthcare
scenario, the cloud entities include: patients, family, coach,
doctors, nurses, lab technicians, pharmacists, medical
database, insurance and government agencies.

Clinician/Family/Coach piES

Medical
Database

ey
Caregiver K

Medical
Sensor

Lab/Insurance

Smartphone

Link MoBil Avis
Technology  pats analysis/mining

Figure 3. Mobile Health in cloud computing (adapted from [10])

The deployment of mobile technologies in the medical
field (mHealth) has already gained overall acceptance in
the medical community, those social aspects of this
migration is still on ongoing topic of research. Merging
mHealth with cloud computing (Mobile Cloud Computing
“MCC”) results (CCmH) in an increased accessibility to
healthcare facilities and providers, improved quality, and
more efficient processes.

In this section we discuss the details and issues concerning
mHealth (CCmH).

A. WIRELESS BoDY AREA NETWORK (WBAN) IN CCMH
The usage of sensors used on patients bodies is an
emerging technology in the mHealth space. Monitoring
these sensors in the CCmH perspective is a challenging
issue. Reference [12] presents a sensor-based WBAN-
CCmH framework in which continuous patient monitoring
is done on the cloud using personal and cloud medical
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servers. The prototype ran four simultaneous sensors
capturing Electrocardiography (ECG), Electromyography
(EMG), Electroencephalography (EEG), and Pulse
Oxiometer (SPO2) data. The sensor data is captured by an
Android Python-based Samsung Galaxy S and is
transmitted to the cloud.

Reference [13] presents a similar framework and the
related prototype that captures, analyzes and transmits
ECG data from the patient’s bedside to the cloud. This
reference addresses the issues concerning to cost and
scalability in a non-disruptive method.

B. MEDICAL IMAGING DATA MANAGEMENT IN CCMH

Since remote monitoring/handling is an essential tool in
the CCmH paradigm, medical imaging becomes more
important compared to the classical face-to-face treatment
models. Reference [10] focuses on the cloud side, where a
Hospital Management System (HMS) is created to provide
fundamental connectivity between the home and primary
healthcare systems. This framework is optimized for
handling compressed medical images, providing efficient
and fast-access storage, fast mobile access, preserving
security and privacy requirements, and conforming to the
healthcare standards, such as HL7 and HIPAA.

C. MoBILE HEALTH RECORD (MHR) IN CCMH

The shift from Electronic Health Record (HER) to
Mobile Health Record (MHR) is inevitable once
smartphones  become  prominent interfaces  for
interconnecting patients to the healthcare space. Reference
[6] discusses MHR for CCm in terms of privacy and
security mandates, where the cloud providers are expected
to support security of MHRs against external attacks.
There are methods to cover the secure handling and
storage of the MHRs information, which will be discussed
in Section 5.

D. GOVERNMENT REGULATIONS FOR CCMH

From governments’ perspectives, the following
mandates are of great importance [8]:
e Having a physical cloud located inside the

governments’ territories.

e Mitigating existing and new security threats, rising the
need for deploying Security as a Service to adopt both
public and private clouds.

e Combat the possibilities for Denial of Service (DoS)
and in particular; Distributed DoS attacks.

o Investigate cloud services for public health, science,
education, and law enforcement responses.
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E. CELLULAR TECHNOLOGY REQUIREMENTS FOR CCMH
There are numerous cellular technologies that can be
deployed in the CCmH picture. A cellular network covers the
interaction between the smartphone and tower. The tower is
tied to the back-end of the cloud either directly or indirectly.
The Third Generation Partnership Project (3GPP) oversees the
progression of many of the most recent cellular technologies,
including HSPA (High Speed Packet Access), EEDGE
(Evolved Enhanced Data Rates for GSM Evolution), and LTE
(Long Term Evolution). Different technologies limit the
system based on the available bandwidth, delay budget, and
data rate. Reference [10] covers these technologies and
compares all the different limitations they have on bandwidth,
delay, and data rates. For CCmH applications, it has been
shown that LTE (then LTA-Advanced “LTA-A” as LTE’s the
next generation cellular technology) appears to offer relatively
higher bandwidth with lower (network access, as well as, end-
to-end) delays, with promising overall connectivity
improvements, which is more suitable for CCmH applications.

F. BENEFITS AND CHALLENGES OF CCMH DEPLOYMENT

Most of the benefits and challenges mentioned in
Section 3 are applicable here, however the more focused
benefits are:

e Increased battery life due to efficient cloud network
connectivity (e.g., connectivity-on-demand, low-power
prolong connectivity)

e Easy management of HER, MHR, and Personal Health
Record (PHR)

e Faster access to healthcare personnel to avoid health
crises

e Easy creation and management of circle of trust in
regards to the patient’s health conditions

e Efficient access to medical information and data
management both for the private and public sources.

More specific issues and challenges revolving around
CCmH are [1], [14]:

e Personal security and privacy, which include:
anonymity, authentication, authorization, encryption,
and accountability

e Low bandwidth normally available to mobile usage
specially during the peak hours

e Anywhere availability is another issue that mobile
coverage is not available in all locations

¢ Interoperability between different mobile platforms

e Limitations on the processing power, memory, and on-
device gadgets

¢ Reliability of mobile applications

e Limitations of Quality of Service (QoS) offered
through cellular/Wi-Fi networks.

e-ISSN: 2251-7545

Other challenges which often are not very much
discussed but could have significant implications to the
implementation, include: potential disruption in a loss
of interconnectivity (e.g. termination of access due to
vulnerability issues or natural disaster) and the strict
regulations in some countries in regard to transfer and
storage of data as many cloud providers especially the
larger ones are based overseas or operate overseas
servers. Other business related issues such as data
ownership, use and control of data, are also of major
concern.

V. Recommendations for CCmH deployments

The deployment of mHealth in the cloud space (CCmH)
has a number of benefits and challenges, which have been
discussed in this paper. In this section, the roadmap to
better CCmH deployment is provided with the following
set of recommendations:

A. SECURITY AND PRIVACY FOR CCMH

As mentioned in Sections 3 and 4, security and privacy
were the most important challenges of a diverse space like
a cloud. The following security-related amendments
require attention [14]:

407

SECURITY AND PRIVACY ON THE SMARTPHONE —
Identity concealment and anonymity are required to
preserve the user’s privacy and security. Strong
encryption and decryption algorithms are required. For
this, NIST’s requirements suggest the deployment of
Suite-B algorithms [15], [16], [17], [18], [19].

o Suite-B cryptographic algorithms, including: the
Elliptic Curve Diffie-Hellman (ECDH) for the
key agreement, the Advanced Encryption
Standard - Galois/Counter Mode (AES-GCM)
for the encryption-authentication, Elliptic Curve
Digital Signature Algorithm (ECDSA) for the
digital signatures, and the Secure Hash
Algorithm (SHA) for message digest and
integrity schemes. Suite-B uses Elliptic Curve
Cryptography (ECC) exclusively for key
exchange and digital signature.

SECURITY ONCE THE DATA IS ON THE NETWORK — Since
both centralized and distributed data topologies are
possible in cloud computing, providing security
measures for both topologies become very challenging
and important, including: contact information, names,
doctor notes, prescriptions, medications, medical
information, and procedures, must all be protected
using the strongest cryptographic algorithms available
(e.g., Suite-B).

SECURE TRANSMISSION — VPN-based (end-to-end
secure tunnel) is suggested to reduce the possibility for
inside or outside adversaries (both on the private and
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public clouds) to have any chance to have access to the
private information or alter/delete. For this issue, strong
VPN/IPSec tunnels are suggested.

e SECURE STORAGE — Multi-redundant storage databases
are required to store MHRs. This should be
accompanied with very strong encryption techniques.

e ACCESS CONTROL — In particular, Role-based Access
Control (RBAC) techniques would be ideal for cloud-
computing environments, including [20]: context-aware
approaches (dynamic and fine-grained mechanisms),
identity protection, and data provenance incorporation.
RBAC techniques are simple, flexible, support least
privilege, and privilege management.

e AUTHENTICATION — An important security measure is
to securely exam who accesses the resources and at the
same time, the legitimacy of the resources accessed by
authenticated user. A number of methods can be used
in relevant APIs (Application Programming Interface)
including [20]: Kerberos (ticket-based authentication
protocol), LDAP (Lightweight Directory Access
Protocol), Active Directory, NTLM (NT LAN
Manager), RSA (Rivest, Shamir, and Adleman) public-
key cryptography, X.509 (public key infrastructure
“PKI” certificate system), and SAML (Security
Assertion Markup Language, an XML-based open
standard data format for authorization and exchanging
authentication).

e PRIVACY-BY-DESIGN (PBD) — One of the most effective
strategies for mitigating privacy risks is through a
concept called Privacy-by-Design (PbD). PbD is based
on the fact that privacy needs to be considered from
early stages of the design of a system. This is to ensure
that the possibilities for privacy breaches are dealt with
throughout various levels and layers of the system
design and not just through providing preventive
patches. PbD is built on top of the following seven
principles (adapted from [21, 22]): “proactive not
reactive; preventative not remedial, privacy as the
default, privacy embedded into design, full
functionality: positive-sum, not zero-sum, end-to-end
lifecycle protection, visibility and transparency, and
respect for user privacy.

B. INTEROPERABILITY FOR VARIOUS CCMH PLATFORMS
As mentioned, there are many platforms on the network
and not all of them are interoperable. Open Source
approaches, such as Android platform are required or a
translator medium to translate between various platforms
and formats are required.
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Figure 4. Logical view of Network-Cetric Healthcare Operations
(NCHO) (adapted from [23-25])

C. ScALABLE QOS SCHEMES FOR CCMH

Scalable QoS approach for CCmH can become a tricky
issue when too many clients are trying to access heavy
loads of mHealth data with multimedia contents. For this
matter, load sharing techniques are required to balance the
data delivery according to the location, application, and
user mandates.

D. BIGDATA ISSUE FOR CCMH

Aggregation and management of medical information and
its efficient transmission across networks and cloud are
very challenging. The current approach to managing large
amount of health-related data (i.e., Big Data) requires non-
SQL data storage/access schemes, such as those used in
Hadoop, which are based on efficient data aggregating
methods, data classification and characterization (e.g.,
deep-packet inspection) techniques [26].

E. PRIORITY DEPLOYMENT OF CCMH
INDUSTRY SPACE

The number of cloud-based applications that smartphones
will cover is expected to grow exponentially, including
[27]: m-banking, m-education, and m-education. Providing
scalable priority to mHealth applications is a challenging
task, especially when the number of mobile-based
applications is not bounded. For this, guaranteed classes of
priority need to be established for extremely high priority
applications, such as health, which may call for self-
organizing classes of priority.

IN THE M-
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VI. Discussion

With the advances in cloud computing, there is clearly a
benefit to healthcare delivery by embracing mHealth in the
cloud space. However the ultimate and far reaching benefit
lies in the ability to support a NCHO (Network-Centric
Healthcare Operations Approach (Figure 4).

Network-centric healthcare operations have been discussed
in detail [24, 25, 26]. In particular what von Lubitz and
Wickramasinghe have established is that if healthcare is
ever going to meet its objectives of delivering effective
and efficient quality care, it is imperative that a network-
centric perspective is adopted. What we have presented in
this paper is the necessary steps to design and deploy
successful mHealth solutions in the cloud space. By so
doing, it will then only be possible to truly design
appropriate and successful network-centric healthcare
initiatives.

VII.

The deployment of mHealth in the cloud space (Cloud
Computing Mobile Health “mHealth” or CCmH) has a
number of benefits and challenges, which have been
discussed in this paper. We presented an introductory
summary to cloud computing and summarized the
advantages and challenges concerning cloud computing.
Then we discussed the idea of mHealth deployed in cloud
computing. We concluded a set of recommendation
regarding the security and privacy of CCmH,
interoperability issues, scalable Quality of Service (QoS),
and medical data aggregation for CCmH. We believe
providing supports for the security and privacy for
smartphone is going to be challenging and vital, in
particular to mHealth. This includes supporting local,
distributed, centralized data as well as data on the move.

Conclusion

Cloud Computing Mobile Health is still in its infancy with
promising potentials and the set of recommendations
provided in this paper should draw the community’s
attention to the current issues and challenges, which should
be addressed before cloud computing can be fully
exploited.
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