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Abstract: During the past few years a lot of PKPublic Key Infrastructures)
infrastructures have been proposed for healthcare networks in order to enswge secur
communicatn services and exchange of data among healthcare professionals.
However, there is a plethora of challenges in these healthcare PKI infrastructures.
Especially,there are a lot of challenges for PKI infrastructures deployed over large
scale healthcare nebrks. In this paper, we propose a PKI infrastructure to ensure
security in a largescale Internebased healthcare network connecting a wide
spectrum of healthcare units geographically distributed within a wide region.
Furthermore, the proposed PKI infrastture facilitates the trust issues that arise in a
large-scale healthcare network including mdbmain PKI infrastructures.

Keywords: PKI; healthcare networkjtrust list; identity certificates; attribute
certificates

1. Introduction

Nowadays, the growing need for high quality healthcare provesmoithe increasing
mobility of citizenshave led to the realization of largescale healthcare networks
interconnecting many different stakeholders (e.g. hospitals, clinics, phasinaicibe
healthcaresector. The main goal of largescale healthcare networks is to enhance the
provision of healthcare services to the citizens in a more efficient Wy provide
higher quality of emergency care, improve the efficiency of emergency healthcare
units and ehance patient safety.

A large — scale healthcare network can be seen as an amalgam of
heterogeneous information systems, facilitating the exchange of healthcare
information effectively across healthcare institutions geographicaliyidited within
a wide region. Moreover, several services such as email and video conference are
supported for assisting the efficient and productive collaboration of remote healthc
units.

Therefore, healthcare professionals located in different healthcare units are
able tocollaborate, share opinions and expertise with their peers to provide care to
patients in a more proficient way. Additionally, they are allowed to access
information resources, such as clinical data and administrative informaticeq stor



different heahcare units from any place and any time. Furthermore, this
infrastructure supports telemedicine services to patients that prefer to stay awvtheir o
home with minimum intervention from healthcare professionals instead ing be
hospitalized2, 5, 14].

Modern large— scale healthcare networks are based on Internet technology,
since it provides an attractive infrastructure for efficient and ecosfffective
communication as well as data sharing among doctors, staff members and healthcare
units. However, thee benefits come with a noticeably great factor of risk as Internet
technology has not been designed to guarantee security. Moreover, the fact that
patient information is extremely sensitive and critical information introducey man
serious security conceswhich should be handled appropriately at all possible levels.
Hence, when designing the security of large scale Intéasetd healthcare networks,
it is essential to define the security requirements that should be fulfilled.
Authentication, authorizatig data integrity and data confidentiality are the most
important security requirements that should be satisfied in-kogle healthcare
networks.The PKI technology has been widely accepted as the best solution to satisfy
these requirements for data exchange over insecure networkasstinginternet. The
PKI technology enables the deployment of PKI infrastructures that issue, rewibke a
manage digital signatures and public key certificates in order to replace h&writ
signatures in government services, commerce, and legal proceedings. Digital
signatures and public key certificates allow remote parties, who have no previous
relationship, to reliably authenticate each other and communicate in a secure way.
Moreover, authorization is achieved due to tie® of the public key certificates.
Furthermore, digital signatures are used to ensure the integrity of the exchamrged dat
In addition, the uniqueness of the digital signature providesemmndiation. Finally,
the PKI technology enables encryption af thansferred messages in order to provide
confidentiality [9, 11]. However, the adoptionof PKI solutions in largescale
healthcare networks is moving slowly becausé&rudgt concernghat arse amonghe
participating parties

First of all, largescale healthcare netwoek consst of many different
interconnected PKirust domains, since each participating healthcare unit comprise a
different PKI trust domain Additionally, there are not trust management mechanisms
to deal with mulgple interconnecte®KI trust domairs appropriately. Consequently,

PKI trust development in larggcale healthcare networks is of utmost importance in
order to ensure secure commuation and exchange of data [5, 10, 13].

In this paper, we propose a RPBased security infrastriure to provide
security in a largecale Internebased healthcare network connecting hospitals,
clinics, primary care units, pigospital health emergency care, homecare units and
pharmacies dispersed over a wide adgdditionally, at the same time th@oposed
infrastructure intends to provide scalability, flexibility and reduced adtramisn
costs, especially when the number of participatirglthcarestakeholders increases.
Furthermorethe proposedKIl infrastructurefacilitates thetrustissuesthatarise in a
large-scale healthcare neork including multidomain PKI infrastructures

Following the introduction this paper is organized as follows. In Section 2, we
briefly present some related work of PKI infrastructures for healthcare networks to
ensure secure communication services and exchange of data among the participating
parties. In Section 3, we discuss the main open issues associated with the efficient
adoption of PKI technology in largecale healthcare networks. In Section 4, we
describe th proposed”KI Infrastructure. Furthermore, the proposed PKI Trust Model
and the main components of the proposed PKI Infrastructure are presented.dn Secti



5, the description ofthe Certificate Evaluation Process is given. Finally, Section 6
concludes th paper.

2. Related Work

During the past few years a lot of effort has been invested in research and
development of PKI infrastructusdor healthcare networks in order to ensure secure
communication services and exchange of data among the participating parties. Some
related work regarding the current efforts follows.

In [5], a PKkbased eHealth authentication architecture is proposed to
authenticate healthcare professionals accessing the RTS (Rede Telematica da Saude),
a regional platform for sharing clinical data among a set of affiliated health
institutions over a dedicated national health network. The proposed PKI makes use of
unpublished and shelived certificates as well as cresertification agreements
between the RTS andHealth institutims to authenticate the healthcare professionals
when they access the RTS. The certificates are stored on smart cards and they are also
used for professionals’ authorization as they incorporate roles of the profesaitonals
their home institution. Furtherm®, trust agreements between thHdealth institutions
and the RTS take place in order to make the certificates recognized by the RTS.

In [3], the authors present the PKI and the security architecture for a system
that gives opticians Internet access fribrair high street shops to patient data stored
in a hospital Diabetes Information System (DIS), using a standard Web browser. The
authors show that in a wedkesigned system the underlying PKI is virtually invisible
to the users, and its security is taken granted in a transparent manner. However,
they state that in complex information systems such as their proposed PKI, d&ilure
just one component or administrative procedure can lead to catastrophic effects on the
availability of the entire system.

Additionally, in [8] the authors propose the use of Public Key Infrastructure
(PKI), Attribute Certificates (ACs) and public key enabled protocols such.8simm
order to provide the appropriate framework to support security services (i.e.
authentication, authorization and confidentiality) in mobile online healthcare
networks. In other words, this paper proposes a framework which integrates ACs and
the TLS protocol in order to support mobilehealth transactions and sustain high
level of data confidentiality to the involved entities. Furthermore, the feagibilthe
proposed framework is evaluated through extensive experimentation.

In [7], the authors present a hybrid public key infrastructure solution to
comply with the HIPAA (Health Insurance Portalyiliind Accountability Act)
privacy and security regulations in systems supporting Intemedtled healthcare
applications. The proposed schema is contact based instead of adopting conventional
session based cryptographic key management. The presented public key infrastructure
can be constructed from existing cryptographic technologies where various relevant
security standards, tools and products are available.

In addition there are many national healthcare PKI systems applied over
national health data networks in many countries such as UK and Au$tialighe
major objective of such networks is to provide an integrated environment for efficient
delivery of healthcare services within a country.

In [15], it is discussed that Australian government has been exploring how
digital certificates issued by a national PKI can act as electronic credentias for



number of different types of professionals. Especially, in 2006, the Australianalfede
Department of Health and Ageing commissioned an independent seraiygis that
strongly endorsed digital certificates forpeescribing. Moreover, in [15it is
mentioned that in France and Germany, healthcare smartcards are upgraded-with PKI
capable chips in order to support new healthcare applications that recigrgspa
signatures.

Finally, MedCom, the national health data network of Denmark, supports a
nationwide PKI system in order to provide user authentication, for both citizens and
professionals. It is achieved using Public Certificates for Electroniac8srfOCES
certificates) issued by the national PKI that can be used in a plethora of hationa
public services. Healthcare professionals ame several OCES certificates: a)
administrative digital signaturdy) health professional’'s digital signature bdsan
personal identifier and) authorization for treating patientso].

3. Open I ssues

There are a lot of open issues regarding the efficieoptamh of PKI
technology inargescalehealthcare networksvolving many communicating parties
First of all, one of the main issues regarding the adoption of PKI technology in such
networks is the trust model that will be appliddhe choice of the appropriate trust
model is of critical importance for the designing of an efficient intganizational
hedthcarePKI infrastructureHealthcarePKIl infrastructure requires the establishment
of a trust model on which it can rely and be deployed. The decision of the trust model
is conducted from the trust relationships that exist in the environment in wiaich t
PKI1 will be deployed. The trust relationships are based on the organizational (i.e.
administrative) structure of the healthcare domélowever, thereare manytrust
concernsassociated withsubordination between the participating parties in multi
domainPKI infrastructureg2, 10, 13].

Furthermore the level of complexity ofhe certificate pat processingn a
healthcare PKI infrastructuiis one more factor that affects tb#icient adoption of
PKI technology in largescale healthcare networkblealthcaremulti-domain PKI
infrastructuresdeployed for largescale networksconsisting of manyCertification
Authoritiesshould keep low complexityf the certificate path processing. Essentially,
the certificate path processing includes two main procegsds;constructionand
path validation. Consequently, patbnstructionincluding the aggregation of all the
certificates, which are required to form a complete fratim a given target certificate
to a trust ancheishould be simpleAdditionally, path validation should be performed
directly in order to determine if the public key of the certificate can be trusted or not.
Especially, path validation is critical cases of trust extension. However, at the same
time the determination of the quality of a givesrtdicate is of utmost importance.
End-entities should be provided with information abdl Certification Authority
(CA) liabilities as well as quality of service parametefsthe certificates that the
Certification Authority (CA)issueg2, 6, 13].



4. Design of the Proposed Healthcare PKI Infrastructure

The proposechealthcarePKI is focused to bapplied on a largscalelnternetbased
healthcare network that serves a healthcare domtarconnectingll the healthcare
professionals registered to the healthcare dottated within a defined larggcale
region.

We have assumed that the healthcare domain consists of a wide range of
healthcareunits (i.e. healthcarestakeholders) includingentral hospitals, clinics,
primary care units, prhospital health emergency care units, homecare units and
pharmacies.Furthermore, we have assumed thhe tlargescale Internetbased
healthcare networkenables communicatiorand exchange of data among the
healthcare professionals thfe interconnectingedthcare stakeholdersloreover, we
have considered that the healthcare domain follows the hierarchical orgamization
structure consisting of three levels of hierarchy.

In the highest levebf organizational hierargh there is a governmental
agency of te Ministry of Health. The governmental agency is considered as the
national healtbareauthoity and all the central hospitals and clinmisthe network
are under its exclusive administrative control.

The second level of therganizationahierarchy inwlves the central hospitals
and the clinicsWe have assumed that under the administrative control of each central
hospitaland clinic there is a number tife prehospital health emergency care units
home healthcare units amharmacies located close tbe corresponding central
hospital or clinic. Additionally, we have supposed that each central hospital
include under its administrative control primary care units which are locaise
it. Essentially, the central hospitals and clinics play the of the regional healtlare
authorities.

Finally, the third level consists dhe endusers of all the healthcare units
includedinto the given largescale healthcare networkWe have assumed ththe
endusers of the included healthcare units aré tiealthcare professionalshe given
largescale healthcare networkomprisesa wide range of groups dfiealthcare
professionalsncluding doctors, nurses, administrative staff, pharmacists, support staff
and IT staff.Each healthcare professiordlthe given largescale healthcare network
Is registered to a central hospital or clinConsequentlywe consider that the
registered endisers to each central hospital and cliniare their healthcare
professionals as well as the healthcare professionalsegirimary care units, the
pharmacies, the piteospital health emergency care units and the home healthcare
units that are undexdministrative controbf each central hospital and clinic.

4.1 Proposed PK1 Trust Mode

Due to the fact that we have assednthat the healthcare domain follows the
hierarchical organizational structure, \weopose aentralized PKltrust model with
hierarchical CA structre. The proposed PKI trust modébllows the traditional
hierarchical PKI trust model whiclis based on the establishment of superior
subordinate CA relationshipl.can be represented as an inverted tree with the root at

the top and the branches extending towards. The elemeth® wmiverted tree are

nodes and leaves. The nodes represent the CAs and the leaves represent the end
entities. The root is the node located at the top of the inverted tree and is knbwn as

root CA. Below the root CA there are zero or more layers of subordinate CAs. The



root CA is the starting point for trust. It is the “trust anchor” for the entire tradem

and issues a setignedcertificate as well as certificates to subordinate CAs that are
immediately below it but not to the end users. Subordinate CAs, in turn, issue
certificates to other lower level subordinate CAs or-entities. The certificates
issued to CAs are known as CA certificates and the certificates issuedeotdies

are known as endntity certificate§12, 13].

According to the proposed PKI trust model, each central hospital and clinic
hosts a regional CAhat issues the certificates (i.e. identity certificates atiribute
certificates) of itgegistered endisers (i.e. healthcare professionals)other words,
the regional CA, which is set up into a central hospital or clinic, issues the cesificate
of the endusers of the corresponding central hospital or clinic as well as the
certificates of the endsers of the primary care units, the pharmacies, thbgspital
health emergency care units and the home healthcare thaitsare under its
administraive control.

Furthermorethe governmental agency of the Ministry of Health hosts the
national CA that issues the CA certificates (i.e. identity certificates anbduss
certificates) of all the CAs which are set up into the central hospitals ands clinic
included into the largeeale healthcare network.

The proposed hierarchical trust mqdat case that it isapplied into a
healthcare domain consisting of N central hospitals and K clisichown into the
following Figure 1:

Figure 1: Proposed Hierarchical Trust Model

The proposed PKI trust model enabilee compartmentalization of risk, management
and certificate processing, since it is based ontrénditional hierarchical PKI trust
model. Thus, it can support the deployment of a mersdensible and scalable
healthcare PKI. Moreover, each CA is able to embody multiple Certificate d2olici
leading to a more efficient PKI infrastructure. Additionally, the proposed PKI trust
model takes advantages of the hierarchical PKI model's features regarding path
construction andpath validationprocessesEssentially,in the proposed PKitrust
model, the pathconstruction procespresentslow complexity since there exists
always a single path from any eoder of the PKI infrastructurep to the root CA
(i.e. trust anchor) located within the governmental agency of the Ministry othHeal
Hence, the proposed PKI trust model has a great advainagerms of path
construction process complexitggainst the Bridge CA model that was first
introduced by the U.S. Federal Government to facilitate the interconnection of CAs
through a crossertification process. Although the Bridge CA model is quite simple
for the enduser, it is characterized by technical difficulties since the path construction
Is intrinsically complex and several checks must be peddrthroughout the
certification chain13]. In addition, the path validation procesisthe proposed PKI
trust modelis achieved efficiently, since the hierarchi¢alst models allow the
relying partyto determine easily if the certificate path is va8il

On the other hand, the main disadvantage of traditional hierarétdatust
model is the trusissues related to subordination between participating parties. There
IS not a consensus aboutho is going to manage the root CA and how the responsible
party is going to do if13]. However, our proposed model addresses this issue
introducing the national healthcare authority which is a governmental agency of the



Ministry of Health and everyone is obliged to follow its decisiandpolicies Thus

our proposed model is able to address all possible legal and political interafyerabil
issues raised due to the wide range of different PKI trust donrathgled in the
healthcare network where ouroposed model is applied.

In addition the proposed PKI model makes use of Trust Lvgiéch are
published and managed by the governmental agency of the Ministry of Health that
plays the role of a Trust Providefhe provided Trust Listallow more effcient
determination ofwhether an endser that makes a request for healthcare services is
trustworthy as well as qualified sufficiently to be provided with the corresponding
services according to his/her requedioreover the provided Trust Lists are the
essential mechanisms that enable the interfacing between any healthcare stakeholder
(e.g. hospital, clinic, pharmacy) participating in the healthcare netaodk any
external healthcare organization that is willing to participate in the healthcare
network It is achieved due to the fact that the Trust Lists keep information about each
healthcare organization that leaves or joins the healthcare network.

Finally, the proposed PKI model can be implemented using current existing
technological PKI solutions provided by companies such as VeriSign and OpenTrust.
The main advantage of the propo$d€l model is that it provides the concept of how
to design and implement a scalable, flexible and reliable PKI infrastruciura f
large-scale healthcare network inclad multi-domain PKI infrastructures. However,
the current existingechnologicalPKI solutions are generic and can be modified
efficiently in order to implement a PKI infrastructure thaes the requirements and
specifications of our proposed PKI modekcified in healthcare networks.

4.2 Architecture of the Proposed PK1 Infrastructure

The proposed PKI Infrastructure consists of a wide spectrum of components including
identity certificates, attribute certificatdRegional Healthcar€ertificate Autlorities
(RHCAs), aNational Healthcar€ertificate Authority (NHCA)andTrust Lists

4.2.1 Certificates

Certificates are the main components of any PKI based infrastrulctuhe. proposed
PKI infrastructure, we have supposed the use of two typeertficates; identity
certificates and attribute certificates.

Identity certificates are digital documents used to certify the identity of an
entity. Namely, identity certificates verify that a public key belongs to anitgent
They bind the identity of an entity to a public key and are digitally signed using the
private key of the issuing CA. ldentity certificates are the vehicle byhwmbitblic
keys are distributed over unsecured media such as Intmasetl networkgl, 9]. In
the proposed PKI infrastcture, there are two types of identity certificates; CA
identity certificates and enalser identity certificates.

Each eneuser identity certificate of the proposed PKI infrastructure
incorporates a&ertificate extension called NHCA TrustList Link that contains the
URL location ofthe NHCA Trust Listincluding thereliable CA identity certificates
of the proposed PKI infrastructurddditionally, eachenduser identity certificate
incorporates one more certificate extension, called Identity CertificRevocation
List Link (ICRL Link) that contains the URL location of the Identity Certification



Revocation List including theerial numbers of theevocated identity certificates of
the RHCA in which the holder of the ender identity certificate is regesed.

Attribute certificateswhich are also know as authorization certificateare
digital documents that do not include the subject’s public keys. Instead, they carry
authorization information associated with the AC holder. An attribute cetéifan
incorporate attributes (i.e. privileges) that specify access contmimation (e.g.
group membership, role) and other authorization information related to the AC holder.
Furthermore, attribute certificates can enable the support and impleme it
critical part of the authorization process.

In the proposed PKI infrastructure, we have supposed the use of two types of
attribute certificates; CA attribute certificates and-aedr attribute certificates. Both
of these types are used for conirgl access to the larggeale healthcare network
resources and employing rdbased authorization policie®esides, CA attribute
certificates include information about the quality of the issuedused identity
certificates.

Each eneuser attribute cefficate of the proposed PKI infrastructure involves
a certificate extension, called NHAC Trust List Link that contaimes URL location
of the NHAC Trust Listincluding the CA attribute certificates of the reliable CAs.
Moreover each enduser attribute certificate contains a certificate extension, called
Attribute Certification Revocation List LInKACRL Link) that contains the URL
location of the Attribute Certification Revocation List including sieeial numbers of
the revocated attribute certificates tife RHCA in which the holder of the ender
attribute certificate is registered.

The incorporated links in thenduser identity certificate and the ender
attributecertificate are shown in the following Figure 2:

Figure2: Incorporated linksin the end-user certificates

4.2.2 Regional Healthcar e Certificate Authorities (RHCAS)

One RHCA isset up ineach regional healthcare authority (i.e. central hospitals and
clinics) included in the largscale healthcare networkEach RHCA includs three
main componenisthe Regional Identity Certificate Authority (RICA), the Regional
Attribute Certificate Authority (RACA) and Regional Registration Authority (RRA).

Regional Identity Certificate Authority (RICA): Each RICAIs configured to issue,
renew and revoke identity certificates for the -eisérs registered to it. Each RICA
issues endiser identy certificates to the endsers whoare able to prove their
identity. Namely, the RICAs of the largecale healthcare networikssue dator
identity certificates, nurse identity certificates, administrative staff tikgen
certificates, support staff identity certificates and IT staff identity cerdfsca
Moreover, the RICAsssue the identity certificates of the emskers of the prbogital
health emergency care units, home healthcare units and pharmacies. Finatlye only
RICAs of the central hospitals issue also the identity certificates of thasems of
their primary care units. All the issued emsker identity certificates olaeh RICA are
distributed to the eligible endsers. Essentially, the RICA of eacbntral hospital or



clinic plays the role of the root CA for the enders registered to the corresponding
central hospital or clinic.

Furthermore, eacRICA is responsibléo inform the endisers when endser
identity certificates issued by it are no longer valid. For instance, ansamddentity
certificate may become invalid before the normal expiration of its validitipgbén
case that the engser changed his pers information or the private key associated
with the certificate is compromised. Under such circumstances, the RICA revokes the
identity certificate by listing its serial number on a list, called Identity @eatibn
Revocation List (ICRL)ANn enduseris allowed to have access to the ICRL of any
RICA using the ICRL Link embodied in each euaser identity certificate.

Regional Attribute Certificate Authority (RACA): The RACA issues endser
attribute certificates for the enders registered to ibagd on their specific
requirements and needs. other words, RACAs play a significant role to control the
access to the stored information, the role of the accessingsencand the type of
information use. Each endser attribute certificate containstlaorized eneuser’s
attributes and binds them to the amkr identity certificate. An endser attribute
certificate verifies that the holder possesses a value for a given attribute (e.qg.
qualifications, permissions, authorities granted) in order theehdla obtain the
required healthcare services. Consequently, in the proposed PKI infrastrdoite

the attribute certificates each eunsker is assigned a set of specific rights that governs
the permissions required to accomplish his/her tasks. Fontihey each endser can
possess different attribute certificates associated with different purposes of use i
different situations. The issued eunser attribute certificates of each RACA are
distributed to the eligible endsers. Additionally, in the prased PKI infrastructure,
each RACA is responsible to verify the validity of the -@1sér attribute certificates
and revokes attribute certificates in case that they are no longer valid, comgromise
lost. The eneuser attribute certificate validity pedas based on the validity period of
the enduser identity certificate. Each R®A revokes the endser attribute
certificates by listing their serial number on a list, called Attribute Certification
Revocation List (ACRL)AN enduser is allowed to have @ess to the ERL of any
RACA using the ALRL Link embodied in each engser attributeertificate.

Regional Registration Authority (RRA): Finally, each Regional Registration
Authority (RRA) is responsible for gathering certificate requests fromptitental
endusers of the corresponding central hospital or clinic and checking their creslential
in order toverify identity of the applicant.

4.2.3 National Healthcare Certificate Authority (NHCA)

The NHCA is set up in the governmental agency of the Ministry of Heaitt
consists of the following three national matomponentsthe National Identity
Certificate Authority (NICA), the National AttributeCertificate Authority (NACA)
and theNationalRegistration Authoritf{NRA).

National Identity Certificate Authority (NICA): The NICA is responsible for
issuirg, renewing and revokin@A identity certificates in accordance with one or
more CertificatéPolicies.The NCA issuesCA identity certificates only tcRHCA set
up into theregional healthcare authorisi@.e. central hospitals and clinicsjvolved



into the largescale healthcare netwodndcan prove their identity and credentidls.
other wordsthe NICA plays the role otheroot CAfor the RHCA of the largscale
healthcare network

National Attribute Certificate Authority (NACA): The NACA is responsible for
issuing CA attribute certificates for thRHCA. The CA attribute certificates
incorporate qualifying information (i.e. service parameters) associated wath th
services that the correspondingrtificate holder (i.e. central hospitals, clinics) can
provide to each endser.

National Registration Authority (NRA): The National Registration Authority
(NRA) is responsible for gathering certificate requests fronRIHEA and checking
their identityin order to implement the function of registration. Furthermore, the NRA
enhances the over scalability of the proposed PKI infrastructure.

424 Trust Lists

In our proposed PKI infrastructure, the QA playsalsothe role of a TrusProvider
andis respnsible to publish and manageo types oflists; the National Healthcare
CA Trust List(NHCA Trust List) and theNational Healthcare Attribute Certificate
Trust List (NHAC Trust List).

National Healthcare CA Trust List (NHCA Trust List): The NHCA TrustList is a
signed list, includingthe trusted CA identity certificates ofthe legal and reliable
currentRHCA of the PKI infrastructureMoreover, theNHCA Trust Listcomprises
information that validates the integrity and authenticity of dlaga includedn it.
Additionally, the NHCATrust List is updated ewvetime that sRHCA leaves thd°KI
infrastructureor a newRHCA joins the PKI infrastructuteNamely, the NMCA Trust
List is updated every time that a central hospital or clinic leaves or joinsrgee la
scale healthcare networikkonsequently, the NHCA Trust List allows accessh®
reliable CA identity certificatesf the current reliable RHCAt any time that an end
user is involved in an electronic transaction and needs to validate if tee esun
enduser identity certificatés currently a legal entity. The enuser is allowed to have
access to the NHCA Trust Lisising theNHCA Trust List Link embodied in each
enduser identity certificate

National Healthcare Attribute Certificate Trust List (NHAC Trust List): The
NHAC Trust Listis a signed list, includinghe CA attribute certificates of the
RHCAs Similar to the NHCA Trust List, the NHAC Trust List includes also
additional information that validates the integrity and authenticity of tbeed
Attribute Certificates.The major importance of the CA attribute certificate derives
from the fact that theelying party is able tdnterpret the incorporated service
parameters of the CA attributertificateand decidaf the issuer is qualifiedor a
given specific purposelfhe NHAC Trust List is updated based on the NHCA Trust
list. In other words, in case that a CA identity certificate is added/remokfezhrthe
NHCA Trust list, the corresponding CA attribute certificate is automatically
addedremoved in/from the NHAC Trust List. Finallyh¢ enduser can access the
NHAC Trust List using the NHAC Trust List Lknembodied in each endser
attributecertificate.



5. Certificate Evaluation Process

In the proposed PKI infrastructure, the certifica@valuation process consists of a
number of stepsn order todefine whether the endser, who makes a reques,
trustworthy as well as qualified sufficiently to be provided the correspondiniges
according to his/her requedto present the certificate evaluation procegs,assume

the casdhatan enduser (i.e. identity certificate holder) of a central hospital intends
to get involved in an electronic transaction with anotheresst (i.e. the relying
party) of a clinic. The required steps of the proposed PKI infrastructure are shown in
the following Figure 3:

Figure 3: Certificate Evaluation Process

Step 1. First of all the identity certificate holder should send his/her identity
certificate to the relying party.

Step 2: Upon receiving theerd-user identity certificate othe identity certificate
holder, the relying party needs t@lidate if the given identity certificate is not
revocated. Thus, the relying party makes use of the ICRL Link incorporated ento th
receivedidentity certificaé and points to the ICRL including the serial numbers of the
revocated identity certificates of the RHCA in which the holder of theused
identity certificate is registered. In case that the serial number of the rewwty
certificate is storedhithis list then the process is stopped. Otherwise, the relying party
should validatdf the issuer(i.e. the correspondingHRCA) of the enduser identity
certificate is currently a legal and reliable authorityat he/she can trusihis
validation shouldtake placein Step 3, before the appropriate procedures for path
construction and path validation take place.

Step 3. The relying party makes use of the NHCA Trust List Lingluded in the
received identity certificate and points the NHCA Trust Listincluding all the
current valid CA identity certificatesf all the RHCAs includedinto the largescale
healthcare networkn order to checkvhetherthe RHCA issuedthe enddseridentity
certificate is still valid and can be trustworthg case thathe CA identity certificate

of the RHCA is not included in the NHCA Trust List, then the RHCA is considered
untrustful and the process is stopped. Otherwise, in case that the CA identity
certificate of the RHCA is includeth the NHCA Trust List, thethe RHCA s
consideed trustworthy andthe path construction and path validation psses can
take placan order to examine the validity of each certificate of the path. In case that
any concern is raised regarding the validity of one or more certificates édtin¢hen

the process is stoppeth different circumstanceghe identity certificate holder is
considered as trustworthy aride procedure is continued in Stepid order the
relying party to define whether the holder is qualified to be provided thiess that
he/she request

Step 4: The relyig party should request thattribute certificate of thedentity
certificate hafler in order to be able to decide whetther identity certificate holdes
qualified efficiently andhas the rights to be praled with the requested services
Additionally, therelying party should request the attribute certificate of the identity



certificate holder in order to be alile decide whethethe relying partycan provide
the appropriate services to the holdéthe dentity certificate in case that the holder
is qualified sufficiently Regarding the first decisiothe CA attribute certificate of the
RHCA, in which the holder is registereshould be checked. Furthermore, the second
decision is based on thmatching 6 the relying party’s attribute certificate and the
attribute certificate of the identity certificate holder

Step 5: The identity certificate holder should send his/her attribute certificate to the
relying party.

Step 6: Firstly, the relying partyshoutl validate if the received attribute certificate is
not revocated. Thus, the relying party makes use of the ACRL Link incorporated into
the receivedattribute certificate and points to the ACRL including the serial numbers
of the revocated attribute ceitihites of the RHCA in which the holder of tagtribute
certificate is registered. In case that the serial number of the gfitrdyutecertificate

is stored in this list then the processtepped. Otherwise, thocesss continuedn

Step 7.

Step 7: The relying party shouldecide whether the identity certificate holder has the
rights to be provided with the requested servitésnce, the relying party uses the
NHAC Trust List Link included in the received attribute certificate andtpdo the
NHAC Trust Listinvolving the CA attribute certificates ddll the reliable RHCAs
included into the largscale healthcare network in order to access the corresponding
CA attribute certificate of the given RHCA and chédke holder has the appropriate
rights In case that there 130 concern regarding the right$ the holder, then tte
matching process of the relying party’s attribute certificate and the attribtifecatr

of the identity certificate holder should take place in order to decide whether the
relying can provide the appropriate services to the holder.

6. Conclusion

In this paper, we have proposadPKI infrastructure to provide secure communication
services and exchange of data among healthcare professionals over-scdsge
Internetbased healthcare network connecting a wide range of healthcare units
dispersed over a wide arebhe proposed PKI infrastructure aims at addngsghe
raised issues related to the deployment of PKI infrastructures over -saae
healthcare networkst adgts thetraditional hierarchical PKI trust model in order to
enablethe compartmentalization of risk, management and certificate processing.
Furthermore, itfacilitates the trust issues raised in a lasgale healthcare network
including multtdomain PKI infrastructures. Moreover in the proposed PKI
infrastructure, the certificate processing tharacterized by low complexity.
Additionally, our PKI infrastructure suggests the wsferlrust Lists in order to provide

a mechanism that allows more efficientetenination of whether an ender that
makes a request for healthcare services is trustworthy as well as qualified siyfficient
to be provided with the corresponding services according to his/her request.
Moreover at the same time the proposed infragtrrecintends to provide scalability,
flexibility and reduced administration costs, especially when the number of
participating healthcare professionals increases.



Our PKI infrastructure can balso used to support secure healthcare services
not only for healthcare professionals but algor patientsregistered tocentral
hospitals or clinicsof a largescale healthcare networRatients can be one more
group of eneusers served by the healthcare netwét@wever,a challenging task is
going to bethe distrbution and storagef the identity and attribute certificates of the
patients.A possible solution can be the use of smart cards. Despite the fact that this
solution can be feasible for the distribution and storage of the healthcare
professionals’ certifiates, it is impractical for the distribution and storage of patients’
certificates because of its cost. This solution is not cost effective since eaatt pati
should have a smart card including his/her identity and attribute certificates| asw
a smartcard reader in case that he/she wants to implement a healthcare transaction
from his/herown home.Hence the secure distribution and storage of the identity and
attribute certificates of the patients oflaagescalehealthcare domain should take
place & a future work.
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