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Abstract

Due to its non-shareable characteristic, biometrics has been widely implemented for au-

thenticating users. This characteristic asserts that biometrics meets the non-repudiation

requirement which is one of the key factors in the authentication system. Among biometric

modalities, such as iris, face and voice, fingerprints have the best capability for satisfying

both technical and social aspects of an authentication system. Nevertheless, similar to those

other modalities, once the stored fingerprint template has been compromised, the effect will

be forever since the fingerprint pattern is permanent. So, a mechanism which can protect

this fingerprint pattern is desired. Common cryptographic approaches, however, do not work

due to uncertainty in the captured fingerprint image caused by disturbing factors either in

the scanner or in the finger itself. While authenticating fingerprints in the plain format is

not secure, in the cipher format it is impractical because slightly different inputs result in

completely different outputs.

Therefore, a specific transformation mechanism is needed: one which is able to accept

similar fingerprints and reject dissimilar fingerprints, while at the same time generating a

relatively non-invertible fingerprint template. Most of the existing protection approaches,

however, have high error rates which make them inappropriate to implement. The approaches

proposed in this thesis are for addressing this problem, in particular.

According to the fingerprint authentication system architecture, the proposed approaches

in this thesis comprise three modules: feature transformation, feature representation and fea-



ture comparison (matching). This thesis also evaluates the overall capability of the proposed

approaches from various points of view to measure the accuracy, the capability for revoking

the template and generating another template, and the capability for scrambling the finger-

print pattern. This measurement includes the accuracy degradation caused by the proposed

transformations, particularly the local feature-based transformation.

Firstly, the global feature-based transformation is developed by exploring both the fin-

gerprint singular point (i.e., core point) and minutiae points. In this case, the core point is to

be the reference point for transforming minutiae points. A projection line crossing the core

point is constructed after plotting the fingerprint image on a Cartesian coordinate space.

Minutiae points are projected onto this line according to their coordinate and orientation.

The similarity level between the fingerprint template and query, which is specified by the

mean absolute error value, determines the decision of whether the template matches to the

query. The experimental results show that this approach is able to improve the existing

performance, despite the possible limitation (i.e., relying on the core point).

In order to eliminate possible drawbacks of that global feature-based transformation, a

different approach: a local-based transformation, is implemented by extracting only minutiae

points. This is to explore the relation between minutiae points themselves. Different from the

previous approach, the transformation is performed by plotting the fingerprint image on a

polar coordinate space. That space is further processed by dividing it into some sectors. Only

selected minutiae points are taken to be the transformation input which means reducing the

number of minutiae comparison in the matching stage. In general, this proposed approach

has been able to eliminate the core-point dependency and, at the same time, to produce only

a slightly higher error rate than the previous proposed approach.

To make further improvements, especially in terms of error rate and processing time, the

transformation is designed in both Cartesian and polar coordinate spaces. In this proposed

approach, the number of minutiae points being used in both fingerprint template and query

2



construction is specified, and the feature representation being implemented in the previous

local feature-based transformation is redefined. Furthermore, the Cartesian space is divided

into some quadrant-levels and the polar space is divided into some blocks (sectors-tracks).

The experimental result shows that the performance significantly goes up. This approach has

been able to take advantages of being core point independent and at the same time generates

higher performance than most existing fingerprint template protection approaches.
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Chapter 1

Introduction

1.1 Background

Knowledge- and token-based authentication systems have been widely researched and imple-

mented in various applications, from complex systems, such as e-voting [3] to simple ones,

such as computer account verification [97]. These two authentication systems have high reli-

ability and accuracy levels so that only when the information provided by the user is exactly

the same as what has been stored in the database, the authentication is successful. This

simplicity has made it easy for the users to authenticate themselves.

Nevertheless, these two authentication systems have some drawbacks. Firstly, pass-

words (knowledge-based authentication) and ID-cards (token-based authentication) are easily

shared or distributed between users, so, the system is not able to detect whether they are

used by the legitimate users. This can result in breaking the non-repudiation property in the

authentication process. Secondly, most users hold exactly the same passwords for various

applications [75] which makes it easy for the adversary to compromise all applications since

he/she only needs to break one password. Moreover, dictionary words or the word password

itself has been commonly used as a password [75, 46] which actually does not comply with

the security standard, especially in terms of length and randomness. A vulnerable situation
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caused by the password-related issue was also described by Furnell et al. [39] where there

were 34% of users who never changed their passwords at all and only about 46% of users who

changed their passwords within six months. Therefore, in multiple applications, passwords

can be the weakest point.

On the other hand, the biometrics-based authentication system has advantages over the

existing knowledge- and token-based authentication ones. The fact that biometrics employs

the human physical or behavioral traits has become its strength since a legitimate user must

present when the authentication process is performed. Also, biometrics is not easily shared or

distributed [75]. This makes it difficult for the users to repudiate. Furthermore, an advanced

technology has been introduced to detect the authenticity of the biometrics, for example, the

liveness detection of face [90] and fingerprint [52]. In addition, the combination of biometrics

and either passwords or ID-cards in multiple applications potentially increases security.

Conceptually, the biometrics-based authentication system is similar to both knowledge-

and token-based ones. It needs to process the biometric data so that it is appropriate (in

terms of size, format, etc) to be stored in the database. This biometric data, called biometric

template, is to be compared (matched) with the biometric query which is presented by the

user in the authentication process.

Among existing biometric modalities, the fingerprint has been the most popular to be

used in any authentication or identification system [84]. Fingerprints as identification have a

long history [64, 40]. They have been proposed to be a marker of identity by ancient people

and have been researched scientifically since sixteenth century. In addition, fingerprints

have relatively good characteristics, at least, based on them, users can be distinguished

by using their unique fingerprint pattern which will not change over a long period of time

(distinctiveness and permanence properties [46, 64]). It should be noted that in rare cases,

the fingerprint pattern may change due to some reasons, for example, occupational and

aging factors. It is also shown in [74] that the possibility of different individuals being falsely
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matched is low.

In fact, each biometric module has different characteristics. Fingerprints, in general, hold

properties which are suitable for various aspects required by a biometrics-based authentica-

tion system. Other biometric modalities may be better in one aspect but worse in others.

For example, the iris is the best in terms of potentiality for circumvention but it is the worst

in terms of acceptability [46, 64]. The superiority of fingerprints have made them a potential

candidate to be used either in single or in multiple authentication systems. In the latter,

fingerprints are combined with the existing knowledge- and token-based systems or other

biometric modalities.

Similar to the other biometric modalities, however, the permanence characteristic has

made fingerprints problematic. This is because once they are compromised, the effect will

be forever. On the other hand, fingerprints are not attack-proof and fully private in spite

of their strength. The fact that a copy of fingerprints is easily left in the surface where the

finger has contacted with, called a latent print, has made fingerprints vulnerable although

this latent print cannot be recognized easily due to its invisibility [111]. Nevertheless, the

difficulty of reconstructing a fingerprint from its latent form or of copying and distributing

the fingerprints, can be bypassed by directly compromising the stored fingerprint template

in the database which results in breaching the security and privacy properties. Therefore,

there must be a mechanism to protect the fingerprint data so that in case its template is

compromised, the fingerprint data is still safe.

This thesis focuses on how to protect this fingerprint data by transforming it. This

transformed data is then the secure template which is stored in the database. In the rest of

the thesis, the terms transformed template and secure template are used interchangeably.

6
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1.2 Research Problems

The obstacles to protect the fingerprint data are mainly caused by the intra-user variabil-

ity that in every scan, a finger is very likely to produce a similar but non-identical image

pattern due to some reasons such as ambient and imaging conditions [75]. This has made

the conventional cryptographic algorithms unable to protect the fingerprint data well. This

is because, if the fingerprint comparison is performed after the template is decrypted (i.e.,

in a plain format), then its original data will be disclosed. On the other hand, performing

fingerprint comparison in the encrypted structure (i.e., in a cipher format) is very difficult

because slightly different fingerprint data can lead to completely different transformed tem-

plate. It can be inferred that there is a contradiction between the exactness of cryptography

and the uncertainty of fingerprints. As a result, using conventional cryptographic or hashing

algorithms for securing the fingerprint data is impractical.

Therefore, a mechanism which is able to perform matching in the transformed (secure)

domain while at the same time still has a capability for identifying the similarities and

differences between fingerprints is highly desirable. This leads to eliminating the need of

storing the raw (non-transformed) fingerprint template data such that the privacy of the users

is protected. It is worth to note that for the transformation, the key (password) somewhat

similar to that of conventional cryptography is required to make the transformed fingerprint

template revocable in case it is compromised. So, in this case, the use of a fingerprint-based

authentication system is not to replace either the knowledge- or token-based system as such

but it is to firstly prevent both legitimate and illegitimate users from violating the non-

repudiation property due to the difficulty in copying or distributing the fingerprints, and

also to shelve the use of non-standard passwords as it was found in [75, 46, 39].

At the matching process, it is very likely that the inter-user similarity (i.e., different

fingers may produce similar fingerprint images) will also arise. In the raw fingerprint domain

7
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matching, the intra- and inter-user issues have made it impossible for an authentication

system to achieve perfect authentication results. It is expected that in the transformed

fingerprint domain matching, this performance will even decrease; however, this degradation

must be kept as low as possible. Thus, there should be an effective approach to distinguish a

fingerprint pattern from the others. One possible step is by representing the fingerprint into

a form which only contains the unique fingerprint point properties or the relation between

those properties themselves. In particular, this can be between the singular point (especially

core) and minutiae points or between minutiae points themselves.

Yet, there are at least two issues regarding those points. First, it has been widely known

that the core point detection is unstable, particularly in terms of the orientation. In case

the core point is employed to be the reference to the transformation, it is predicted that the

performance may not be high due to the intra-user issue, despite its simplicity. Second, the

number of minutiae points is relatively high, which can be more than a hundred [64, 40]. As

each point may not be exactly reproducible, a higher number of minutiae points can lead

to a higher intra-user variability. Moreover, a higher number of minutiae points can also

make it possible for minutiae points from different fingerprints to overlap. It means that the

inter-user similarity can also be higher.

So, in this fingerprint data protection research, some questions have arisen out of those

issues, which are: How the fingerprint features are transformed (secured)? What feature

representation should be used? If the raw fingerprint data is not stored, how to perform

fingerprint matching in the transformed domain? How to minimize intra- and inter-user

issues? What is the transformation impact on the performance and how to measure it?

What if the secure template is compromised?

In this thesis, there are three approaches taken to address those questions. The first

is to develop a global feature-based (i.e., core-based) transformation function which can

produce a relatively high performance. The second is to investigate a local feature-based
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(non-core-based) transformation function by utilizing only the minutiae information in a

polar coordinate system along with designing the matching method according to its feature

representation. The third is to extend the second approach by employing both Cartesian

and polar coordinate systems for the minutiae transformation in order to obtain a better

performance and to reduce the possible drawbacks of the second approach. Overall, the

feature representation of each approach is developed in accordance with its transformation

characteristics. Some scenarios will also be provided to measure the performance in various

cases. In addition, the performance can also be evaluated by comparing it with one without

transformation as well as that of other securing techniques.

1.3 Limitations of Existing Solutions

In order to protect the fingerprint data, many transformation functions have been proposed

recently. Most of their performance, however, is not satisfying. This is reflected by their

error rate value which can be as high as 15% or even more, for instance, 6.8%, 9.5% and

10.3% [56], 13% [113], more than 10% [49], 15% [11] and 16.8% [8]. It is worth mentioning

that the data used for the evaluation process may vary among that research; however, those

values have indicated the common accuracy of the respective method.

In addition to the performance issue experienced by most existing fingerprint data protec-

tion methods, the non-invertibility property can also be another drawback. Various attacking

techniques have been implemented, from conventional approaches, such as the brute force

attack [88], to mathematical problem solving approaches [76]. It is hard to have a secure

system which is able to defend against all types of attacks. A feasible solution is to make the

attack as complex as possible to be successful.

Regardless of the assumption being made, some attack techniques have been able to reveal

the fingerprint data. For example, Quan et al. [76] are able to recover about 90% of minutiae

points which have been protected by using the functional transformation proposed in [80].

9
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Similar to this attacking technique, some others are carried out by assuming that either fully

or partially, transformation data have been compromised, including the transformed finger-

print template, the transformation function, as well as transformation parameters and keys.

It means that the attack does not consider the difficulty of compromising those transformed

template, transformation function, parameters and keys themselves. Therefore, the attacks

may work in specific circumstances only. For example, the attack using the method proposed

in [76] may not be applicable to other cancelable template schemes, such as that proposed by

Lee et al. [57] whose secret keys or parameters are assumed to be highly secure. Nevertheless,

fingerprint security and privacy should not rely on this assumption because it is impractical.

1.4 Overview of Contributions

Three transformation approaches are proposed to deal with the problems which have not

been fully addressed by the existing fingerprint data protection ones. These approaches are

particularly designed to address the performance problem such that they are likely to be

able to accurately recognize various fingerprints. Nevertheless, other requirements, such as

an ability to revoke the fingerprint template and to generate different templates are also

considered.

In general, the contributions of the thesis can be highlighted as follows:

• The local feature-based authentication approach is designed such that it is able to work

on either a secure mode or an insecure mode (without protection). This characteristic

makes it flexible to use.

• Global and local feature-based authentication approaches are proposed with respect to

their own characteristics. These have given options for the different implementation

environments.

• The representation of extracted fingerprint features which is invariant to translation

10



CHAPTER 1. INTRODUCTION

and rotation is developed along with a matching algorithm which is able to accept intra-

user variability and reject inter-user similarity. Those characteristics are to be reflected

by the results of the experiments. The global feature representation is constructed

by exploring minutia properties referring to the core point whilst the local feature

representation is structured by examining both the relation among minutiae and the

properties of the minutiae themselves.

1.5 Thesis Organization

The remaining chapters in this thesis are structured as follows.

Chapter 2: Fingerprint Biometrics and its Vulnerabilities investigates basic and ad-

vanced fingerprint characteristics and the general concept of the fingerprint-based au-

thentication system. This includes fingerprint classes, singularities, features and their

representation, as well as the terminologies used in the authentication system. A de-

tailed literature survey of fingerprint template vulnerabilities, including attack models,

and existing techniques implemented to protect fingerprint data are presented. This

literature review reveals the key research problems and possible approaches to address

them.

Chapter 3: Transformed Fingerprint Template Environment explains how the ex-

periments for this research are carried out. Terminologies used in the evaluation process

are defined. In addition, this chapter also provides the scenarios to be implemented

in the experiments. These reflect real world cases, for example, situations in which a

secure template is safe or lost. Scenarios to evaluate the ability of each proposed app-

roach to revoke both the key and the fingerprint template, and to evaluate the effect

of the transformation on the fingerprint authentication system performance are also

provided.

11
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Chapter 4: Projection-based Transformation (Approach 1) presents a global feature-

based (core-based) transformation function. The chapter starts with an examination

of the limitations of the current approaches, including that of singular point detection,

followed by description of the proposed one. Then, the results of experiments on

fingerprint features with different parameter settings are plotted on graphs and analyzed

according to the previous designed scenarios.

Chapter 5: Pair-polar Coordinate-based Transformation (Approach 2) proposes a

new local feature-based transformation function that employs a polar coordinate sys-

tem. This is implemented by following the analysis of recent related approaches pro-

vided in the beginning of the chapter. The proposed approach which consists of three

parts: minutiae points selection, minutiae points transformation and fingerprint match-

ing, is described. Here, the description of minutiae points transformation also covers

that of minutiae points representation and template generation. The non-transformed

fingerprint template is also evaluated in order to find out the performance degrada-

tion caused by the transformation. In addition, the separability of genuine-imposter

fingerprint distribution is also analyzed.

Chapter 6: Cartesian and Polar Coordinate-based Transformation (Approach 3) in-

troduces an improved local feature-based transformation function in both Cartesian

and polar coordinate systems. The minutiae points selection and fingerprint matching

techniques used in Chapter 5 are also implemented in this approach. The transforma-

tion function comprising two steps, namely, the rotation of the minutiae points in the

Cartesian system, and the rotation and translation minutiae points in the polar system,

is explained. This is followed by an analysis of the experimental results performance

comparison with existing approaches, including the two new approaches investigated

in the previous chapters.
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Chapter 7: Conclusion provides the summary of the thesis contributions, and discusses

the possibility of further research to increase the performance of transformation func-

tions.

13



Chapter 2

Fingerprint Biometrics and its

Vulnerabilities

This chapter surveys recent research in fingerprint authentication systems and possible vul-

nerabilities of stored fingerprint templates to security and privacy breaching. Existing ap-

proaches to address these vulnerability issues are also surveyed. In addition, this chapter

investigates advances in fingerprint concepts, which form the foundation of fingerprint-based

authentication systems.

This chapter is structured as follows. Section 2.1 describes fingerprint biometrics and its

properties. This section consists of a survey on fingerprint feature classification and its char-

acteristics. Section 2.2 presents an architecture of fingerprint-based authentication systems.

This includes explanation of processes in these authentication systems and factors that in-

fluences those processes: fingerprints image capture, fingerprints feature representations and

fingerprint matching. Section 2.3 depicts potential threats against the fingerprint template

stored in a database. Some fingerprint template-attacking models are investigated. Section

2.4 surveys two state-of-the-art fingerprint data protection approaches: the biocryptosys-

tem and feature transformation. Finally, Section 2.5 summarizes the key information and
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highlights the direction of the research.

2.1 Fingerprint Biometrics

A fingerprint is the result of regeneration of fingertip epidermis [64] that constructs ridges

and valleys [12]. In fingerprint images, ridges and valleys are represented by dark and bright

areas, respectively. Because ridges increase the friction between the fingers and surfaces of

other objects, they are useful for grip as well as maximizing the capability for recognizing

different textures [111].

The two main characteristics that make fingerprints useful for authentication are perma-

nence and uniqueness (in [74], the terms persistence and individuality are used, respectively).

Permanence refers to the stability of ridge patterns, which fingerprints of individuals do not

change throughout life; while uniqueness refers to the singularity of fingerprint patterns -

there is no exact same ridge pattern on any other finger. While the permanence of finger-

prints can be proved by intensively analyzing the ridge pattern of individual fingers, the

uniqueness of fingerprints is not easy to validate. This is because fingerprints originating

from different fingers may have similar appearances, in some cases. Nevertheless, they are

very likely to be different if the analysis is undertaken using high resolution images [74]. This,

however, requires high cost. Therefore, simpler fingerprint features are needed as a reference

to recognize and distinguish among fingerprints.

There are some features that can be extracted from fingerprints according to ridge con-

figuration. Based on their scale, those fingerprint features are analyzed and categorized into

three different levels [64, 103]: global level (level one), local level (level two) and very fine

level (level three).

The global level classifies fingerprints based on the general ridge or valley pattern which

establishes distinctive configuration. This classification leads to three general classes, those

are loop, arch and whorl. These classes can be further divided into left loop, right loop,
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(a) (b) (c)

(d) (e)

Figure 2.1: Ridge characteristics derived from the global level, where (�) and (4) represent
loop and delta, respectively (a) left loop (b) right loop (c) whorl (d) arch (e) tented arch
(fingerprint images are taken from FVC2002 [61]).

arch, tented arch and whorl (presented in Figure 2.1). Wilson et al. [107] summarized their

a priori distribution probability to be 0.037, 0.338, 0.317, 0.029 and 0.279 for arch, left loop,

right loop, tented arch and whorl, respectively. Based on this distribution, it can be inferred

that those classes do not have uniform distribution and about 93.4% of fingerprints fall into

one of only threee classes: left loop, right loop or whorl [111].

In most fingerprints, there is a small number of unique regions, called singularities, whose

location determines the corresponding class of the fingerprint. Therefore, these singular

regions are usually used for fingerprint classification purposes. The unique region can fall

into either loop, delta or whorl, as depicted in Figure 2.1. In this case, whorl can also be

defined as two loops which front each other. In more detail, it is found that left loop, right
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(a) (b)

Figure 2.2: Singularity regions and points (a) core (b) delta.

loop and tented arch classes have one loop and one delta; the arch class has neither loop

nor delta; the whorl class has one whorl and two deltas [116]. Each singular region contains

a singular point which acts as the unique feature in the respective region. This can be a

core or delta point. The former is located at the peak of the inner most ridge which can be

viewed as the center of the fingerprint; while the latter is located at the divergent point of

the ridges, which constructs a “triangle”, as depicted in Figure 2.2. Not all singular points,

however, can be easily identified, particularly those in the arch class.

By relying only on the information generated from fingerprint classes and singular points

themselves, however, the authentication process does not work well. This is because, in

spite of their fast detection, both of them provide only a small amount of distinctive fin-

gerprint information. Further, it is difficult to capture a fixed location for singular points

in all fingerprint images [80, 64]. This means that the location of singular points is diffi-

cult to accurately detect. Therefore, this feature level cannot be used in a fingerprint-based

authentication system without combining it with other feature levels.

At the local level, a fingerprint is described based on its ridge points (points constructed

by ridge lines). These ridge points indicate local fingerprint features, which are more sta-

ble and discriminable than singular points of the global level. Based on this stability and

discriminability, ridge points can be a promising tool in a fingerprint authentication system.

Moreover, most commercial authentication systems and forensic experts have adopted this
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(a) (b) (c)

(d) (e) (f)

(g)

Figure 2.3: Ridge characteristics derived from the local level (a) ridge ending (b) bifurcation
(c) crossover (d) independent (e) island (f) lake (g) spur (fingerprint images are taken from
FVC2002 [61]).

feature [74]. Likewise, academic research has also used it in many fingerprint authentication

systems, such as in [56, 4, 1].

The frequently used feature generated from this local level is minutiae, which is the repre-

sentation of how the ridge ends. Some minutiae classification methods have been introduced

that result in different minutiae numbers and types, such as that in [72, 9]. Examples of

possible minutiae types are depicted in Figure 2.3. A relatively simpler method than others

is proposed by ANSI/NIST-ITL [9] which classifies the minutiae types into four categories.

The first is type A (ridge endings), where the ridge ends suddenly without diverging into

other ridges. The length of this ridge must be greater than its width. The second is type

B (ridge bifurcations), where the ridge line diverges into two ridges. The third is type C
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(compound), which can be either crossover or trifurcation. The former is the point where

two ridges intersect each other while the latter is the point where a ridge diverges into three

ridges. The last is type D (undetermined), which consists of all other ridge types that cannot

be classified into those three categories. Among those proposed minutiae types, ridge end-

ings and ridge bifurcations are the most commonly used in fingerprint-based authentication

systems [64]. A good quality fingerprint image usually has 20 - 70 minutiae points [46], and

it can be up to more than one hundred [40]. The example of how both global and local level

features can be generated from a single fingerprint is depicted in Figure 2.4. The generated

global level features are a core point, loop and delta; while those of the local level are ridge

ending, bifurcation, independent and spur (independent and spur are commonly included in

bifurcation).

By considering that in the fingerprint authentication, 12 matched minutiae points of two

fingerprints are enough to determine that both are derived from the same finger, Pankanti

et al. [74] have investigated the possibility of a fingerprint matching to another randomly

chosen fingerprint. They found that the possibility of 12 out of 36 minutiae points in a

fingerprint match to 12 minutiae points of other fingerprints containing also 36 minutiae

points are 6.10 × 10−8. By using the same token, Zhu et al. [117] conducted an experiment

on a fingerprint with 46 minutiae points. They obtained 2.25 × 10−6 of possibilities. These

results show that there is still a possible error in the minutiae-based authentication system,

even though those error rates are small. In other words, despite the uniqueness of fingerprints,

it is still difficult to achieve error-free fingerprint-based authentication using these local level

features alone.

The very fine level is the highest level at which the detail of ridges, such as the width,

pores, scars and creases is analyzed. This level generates more distinctive features than

the other levels and is useful in evaluating fingerprints in specific conditions, such as latent

prints [64]. Other fingerprint features have been outlined in [74] which include minutiae
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delta

loop core point

spur

bifurcation

independent

ridge ending

Figure 2.4: Both global and local features in a fingerprint (the fingerprint image is taken from
FVC2002[61]).

distribution, minutiae area and fingerprint quality. Yet, in practice, not all of these features

are utilized. The selection of which features should be used depends on many factors, such

as the purpose of matching and the required accuracy level. In general, the disadvantage of

this level is that it requires a good quality of high resolution fingerprint images, for example,

1000 dpi [64], which may make this level features inefficient to apply. Consequently, these

features are rarely implemented in fingerprint-based authentication systems [111]. Examples

of features that can be generated from this level are depicted in Figure 2.5, where scars and

pores are analyzed.

The best authentication performance may be achieved by combining all three level fea-

tures; however, this will result in a higher cost. A possible solution is to combine global

and local level features as has been implemented in [5, 113, 8]. Wang [103] outlines key

functions of the three levels: (i) global level features are appropriate for pattern description,

for instance, classification and indexing; (ii) local level features are used in the matching

process, especially in the general environment; (iii) very fine level features are useful in a
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(a) (b)

Figure 2.5: Ridge characteristics derived from the very fine level (a) scars in a fingeprrint
(b) sweat pores in a ridge line, represented by circles.

specific matching process, for example, in cases where the available fingerprint information

is minimal.

2.2 Fingerprint Authentication System

Based on their characteristics, fingerprints have been implemented in various authentication

systems. In general, these authentication systems are equivalent to both knowledge- and

token-based authentication ones that all of them require to store data (template) in a data-

base. In the fingerprint-based authentication systems, however, there should be additional

modules to process the data. Despite their complexity, fingerprint authentication systems

have made it easy for users since they do not have to worry about forgetting the password

or losing the key which may happen in knowledge- and token-based authentication systems,

respectively.

The fingerprint authentication system consists of two steps [4]:

1. Enrollment: constructing and storing a fingerprint template by firstly extracting the

fingerprint features and/or other related data.

2. Recognition: measuring the similarity (difference) level between the fingerprint query
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and the stored fingerprint template based on the specified features and/or other related

data.

Based on their purpose, fingerprint authentication systems can be grouped into two cate-

gories: fingerprint identification and fingerprint verification [64]. A fingerprint identification

system (FIS) recognizes a user by comparing the fingerprint query with all enrolled finger-

print templates in the database; therefore, there is a one-to-many comparison. A fingerprint

verification system (FVS) recognizes a user by comparing the fingerprint query with an en-

rolled fingerprint template according to the identity (or other user’s properties) he/she claims

to be; therefore, there is a one-to-one comparison. Sometimes, the term authentication also

refers to the verification.

As explained by Maltoni et al. [64], overall entities (modules) involved in a fingerprint

authentication system can be depicted in Figure 2.6. The modules and their use are described

as follows:

• Fingerprint capture (scanning) module is to convert fingerprint biometrics into digital

representation (image). It means that this module converts a three-dimensional object

to a two-dimensional one.

• Feature extraction module is to generate a set of features from the fingerprint im-

age. This set (represented by feature set 1) contains compact and good (e.g., stable)

fingerprint data.

• Feature representation module is to generate a fingerprint template based on the feature

set 1. The template (feature set 2) contains specific data which is sent to the data

storage.

• Matching module is to compare the fingerprint template with the fingerprint query.

This module decides whether these two fingerprints are from the same finger.
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Figure 2.6: The architecture of fingerprint authentication systems, which comprises some
processing steps (modules) (adapted from [64]).

The details of these modules are described in the following sections.

2.2.1 Fingerprint Capture and Uncertainty

There have been various advanced fingerprint scanner technologies introduced that have a

capability for capturing the detail of fingerprints [20, 43] and even equipped with spoofing

protection [93]. Furthermore, the specification of fingerprint image qualities has also been

defined [7]. In spite of these advanced technologies and the permanency of fingerprint patterns
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itself, however, the result of fingerprint scanning is still not so stable. It is very unlikely to

reproduce exactly the same fingerprint images from a finger. In other words, there is still

uncertainty in generating fingerprint images from a finger. This is because many factors

influence the fingerprint image capturing process [64, 44], which include:

• Impression (pressure) of fingers to a scanner.

• The position of fingers on a scanner.

• Different shapes due to some reasons, such as drought or wetness.

• Cleanliness of a scanner.

These all factors (condition of both fingers and scanners) are very likely to vary from

time to time. This inevitable condition causes the amount of finger surfaces contacting

with the scanner is also varied. Consequently, exactly the same fingerprint images are dif-

ficult to obtain. Moreover, due to the fact that fingerprint scanning is actually mapping a

three-dimensional finger onto a two-dimensional image, there must be non-linear deforma-

tion introduced [44, 111]. This has an effect on accuracy of the subsequent fingerprint image

processing.

This uncertainty can be represented in the forms of insertion (a minutia point appears

only in the query), deletion (a minutia point appears only in the template), reordering (a

minutia point appears in both the template and the query but their location is not identical)

or combination of them as illustrated in Figure 2.7. More than that, not only the location of

the minutiae points in the fingerprint image can change but also the type of minutiae points

itself [74]. Eventually, all of these variations lead to the intra-class and inter-class problems

as depicted in Figure 2.8.
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deletion

insertion

Figure 2.7: A fingerprint template and a fingerprint query that suffer from insertion and
deletion of minutiae points (fingerprint images are adapted from FVC2002Db2a [61]).

2.2.2 Feature Extraction

Fingerprint images captured by scanners should be enhanced before being extracted. This

is because their quality is varied (Figure 2.9) due to possible noises appearing on them. It

is difficult to extract adequate features (e.g., core and minutiae points) commonly used in

the authentication system if the image quality is low. This condition is very likely to cause

an error in determining feature location (coordinate) and feature orientation, or even cause

failure to detect those features. Both of these cases lead to missing the singularity of the

fingerprints. Consequently, the overall authentication result is affected. Some enhancement

approaches have been introduced, for example, by using a log-Gabor filter [101], a short-

time Fourier transform (STFT) [25] and a multi-scale operator [71]. These have been able

to recover some missing ridge lines; nevertheless, the quality of enhanced fingerprint images

still depends on their pre-processed condition.

In order to accurately detect and extract the features, the enhanced fingerprint images are

usually further pre-processed by converting them into binary ones (called the binarization

step) and, in turn, by reducing the width of ridge lines to one pixel (called the thinning

step) on which the minutiae and core point detection is performed. There have been some
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(a) (b)

(c) (d)

Figure 2.8: The effect of uncertainty (e.g., minutiae insertion, deletion, reordering) of the
fingerprint images. Fingerprints (a) and (b) which are originating from the same finger may
have differences whilst fingerprints (c) and (d) which are originating from different fingers
may have similarities (fingerprint images are taken from FVC2002 [61]).

binarization and thinning approaches introduced, such as one in [115] and in [47], respectively.

The skeleton images (resulted from the thinning step) can produce more accurate minutiae

points (in terms of coordinate and orientation). Nevertheless, as depicted in Figure 2.10,

the enhancement and the subsequent processing steps are still unable to refine certain parts

of fingerprints due to the low quality of the corresponding fingerprint images. It is argued

that the image pre-processing stage should not be implemented because of some reasons, for

example [64], (i) binarization and thinning steps remove important information, which may

increase the number of spurious minutiae points; (ii) binarization and thinning steps require
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(a) (b) (c)

Figure 2.9: The fingerprint images (a) a high quality fingerprint (b) and (c) low quality
fingerprints caused by noises, which result in inaccurate or missing some features (fingerprint
images are taken from FVC2002 [61]).

(a) (b)

Figure 2.10: Fingerprint image enhancement (a) before enhancement (b) after enhancement
(fingerprint images are taken from FVC2002 [61]).

additional time to obtain the features.

2.2.3 Feature Representations

In this thesis, fingerprint feature representation is defined as a set of objects extracted from

the fingerprint features, for example, properties of points (type and orientation) and the

relation between points. Here, the point refers to both singular and minutiae points such that

the relation between core and minutiae points or between minutiae points themselves can be

covered by this definition. Ideally, a feature representation should only contain the invariant
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and unique objects so that the effect of translation, rotation and noises can be minimized.

As the result, the effect of fingerprint intra-user variability and inter-user similarity can

also be minimized. This means that the form of how fingerprint features be represented

highly influences matching performances. In addition, the representation of features should

be generated, stored, and matched easily [64].

As has been previously described, fingerprint features can be categorized into three levels.

By considering the strength and the weakness of features in each of those levels along with

fingerprint authentication environments, this thesis explores both global and local features,

whose common representations are provided as follows.

In a Cartesian coordinate space, a minutia point can be represented as a triplet [10], which

consists of its relative position to the core point. Suppose T,mi, and n are the fingerprint

template, the minutia point ith and the total number of minutiae points, respectively; (xi, yi)

and αi are the coordinate (i.e., abscissa, ordinate) and orientation of the minutiae mi with

respect to those of core point respectively. In this case, the core point is the center of the

coordinate space and its orientation is aligned with x−axis. The template of a fingerprint

can be denoted as:

mi = (xi, yi, αi)

T = mi











(2.1)

where 1 ≤ i ≤ n, (xi, yi) ∈ R and 0 ≤ αi < 360o. The definition of this triplet structure

is depicted in Figure 2.11(a). This feature representation has been implemented in some

research, for instance, in [77, 80, 8, 92, 5].

Similar to that of the Cartesian coordinate space, a minutia point in a polar one can also

be represented by a triplet [10]. In this case, the template of a fingerprint is formulated as:

mi = (ri, θi, αi)

T = mi











(2.2)
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Figure 2.11: Feature representation (a) cartesian (b) polar.

where ri and θi are the radial and angular coordinates of minutia mi, respectively; ri ∈ R

and 0 ≤ θi, αi < 360o, 1 ≤ i ≤ n. Here, the (ri, θi) coordinate is also relative to the core

point whose orientation is aligned with the 0o, as illustrated in Figure 2.11(b).

By implementing the similar concepts of those global feature-based representations, local

features may be superior due to their stability and reliability. A local feature-based represen-

tation can be constructed by assigning each minutia point mi a descriptor, which contains

information of its k-nearest neighboring minutiae points. Suppose ri j is the distance be-

tween a reference minutia mi and its neighboring minutia mj ; and θi j is the angle between

the orientation of mi (x-axis) and the edge connecting mi to mj in counterclockwise. The

template can be depicted as:

mi = {(ri 1, θi 1), (ri 2, θi 2), ..., (ri k, θi k)}

T = mi











(2.3)

where 1 ≤ i ≤ n, k ∈ N
∗. The definition of this local feature-based representation is provided

in Figure 2.12(a). Other local feature-based representation techniques have also been intro-

duced, for example, one which explores the relation between three minutiae points forming

a triangle [49, 34, 14].
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Figure 2.12: Feature representation (a) k-Nearest Neighbor with k = 3 (b) combination of
global and local structure.

In addition, global and local feature-based representations can be combined such that a

minutia point is described based on its relative location to both the core point and neighboring

minutiae points. In [11], this combination is represented in a polar coordinate space. At the

global level, every minutia point is described by its polar position, i.e. every minutia point

has (ri, θi), while at the local level, every point is described by its five nearest neighboring

minutiae points, as depicted in Figure 2.12(b). This structure can be denoted in Equation

2.4.

(Fglobal)i = (ri, θi)

(Flocal)i = {(ri 1, θi 1), (ri 2, θi 2), ..., (ri 5, θi 5)}

mi = ((Fglobal)i, (Flocal)i)

T = mi







































(2.4)

where 1 ≤ i ≤ n. Another possible combination is proposed by Yang et al. [113], where

global features are represented by their respective position in a Cartesian space while local

features are represented by minutia triangular structures. Overall, combining the global and

local feature-based representations not only taking the strength of each of them but also

their weakness.
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2.2.4 Feature Comparison (Matching)

As the final stage in the fingerprint authentication system, the matching module decides

whether the fingerprint query is either accepted or rejected. The decision is taken by com-

paring the fingerprint template, which has been stored in the database, with the fingerprint

query being processed. Matching can be performed effectively if the fingerprint template and

query images largely overlap so that a large number of features can be extracted and com-

pared maximally from those two images. This gives the matching module enough information

before taking the decision, whether they are similar (in case genuine users) or dissimilar (in

case imposters). This is, however, not easy because many factors influence the process of

capturing the fingerprint images (see Section 2.2.1).

According to Maltoni et al. [64], fingerprint matching approaches can be categorized

into three groups: correlation-based, minutiae-based (local) and non-minutiae-based (global)

matching. Additionally, Ceguerra and Koprinska [22] and Yang et al. [114] have implemented

neural network-based matching, which requires a higher number of data training than the

others.

Correlation-based matching is performed by lying a fingerprint image over the other.

Then, by using a correlation filter, the relation between their corresponding pixels is analyzed.

Therefore, in this approach, matching is done by directly correlating the images.

The minutiae-based matching approach, also called local matching, has been widely im-

plemented in authentication systems due to its reliability and accuracy. Here, after being

extracted from both template and query images and appropriately represented in the spec-

ified format, the minutiae points are compared such that the fingerprint template and the

fingerprint query have as many as possible matching minutia pairs. Different from this, non-

minutia-based matching (global matching) is performed after aligning the global features.

There is a trade-off among those matching approaches in terms of distinctiveness, com-
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plexity and distortion-tolerance [103, 64]. In general, minutiae-based matching is considered

to be more accurate than the others, even though the actual authentication performance also

depends on how the minutiae points are represented, in particular what invariants extracted

from the features, as discussed in Section 2.2.3. In certain environments, such as in a poor-

quality fingerprint image, however, minutiae-based matching is inferior due to a low number

of minutiae points can be extracted. In this case, global matching is more appropriate even

though the performance may not be high [103].

2.3 Template Vulnerabilities

Like knowledge- and token-based authentication systems, fingerprint-based authentication

systems are also vulnerable to attacks. Depending on its purpose, the attack may exploit

various vulnerable points in the system. For describing this possible attack, some threat

models have been proposed recently. Jain et al. [46] explain the fish-bone model by identifying

some possible system attacks and analyzing the cause-effect relation of them. They found

four factors: administration, intrinsic, biometric overtness and non-secure infrastructure that

potentially caused intrusion and denial of service to the system. Cukic and Bartlow [29]

provide an attack tree model. This explains that the attacks can be carried out in several

stages. Relating to Figure 2.6, Ratha et al. [79] show that there are eight points to which

the attack can be launched. These points comprise the process in each entity (module) and

process between those entities. Roberts [81] argues that there are three dimensions of the

attacks on the systems: threat agents, threat vectors and system vulnerabilities, of which

needs different countermeasures. In addition, there are six defensive measures which were

also explained: input device protection, input data protection, system data protection, data

storage, system tamper resistance and secure communication.

From those threat models, it can be inferred that compromising the fingerprint template

stored in the database is a common threat that greatly affects the security and privacy of
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the users. For example, the compromised fingerprint data can be used by the adversary to

compromise other systems or applications where the users have registered.

Furthermore, the stored fingerprint templates usually contain sensitive fingerprint infor-

mation, which can be used to reconstruct the fingerprint patterns. Ross et al. [83] have

depicted that there are three types of fingerprint information can be inferred from the tem-

plate: the orientation field, the class or the type, and the friction ridge structure. Based on

this information leakage, the raw (original) fingerprint data can be revealed illegitimately.

This is common cases that some research has demonstrated it. For example, Feng et al. [38]

successfully reconstructed a fingerprint with only a small number of spurious minutiae. In

this case, a gray scale image was resulted from the phase image. Also, by using a standard

template, Cappelli et al. [19] were also able to generate a fingerprint image. Recently, Wang

and Hu [104] have proposed an advanced technique to reproduce a fingerprint image based

on a partial image. In spite of the fact that it is still not easy to deceive the image-based

authentication system by using only minutia information [68], this research has proven that

the stored fingerprint template in the database is vulnerable to attacks, which can lead to

disclosing the fingerprint data of the users.

2.4 Protected Fingerprint Template

As described by Jain et al. [45], there are two different approaches can be taken in protecting

the fingerprint data. The first is the fingerprint cryptosystem-based approach which deals

with fingerprint key binding and key generation. The second is the feature transformation-

based approach which deals with invertible and non-invertible transformations. Alternatively,

those two approaches can also be combined so that one approach will minimize the weakness

of the other. However, the complexity may increase accordingly.
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2.4.1 Fingerprint Cryptosystems

Fingerprint cryptosystem [100] or fingerprint encryption [21] is actually to secure a crypto-

graphic key by using fingerprint features. So, its purpose is different from that of fingerprint

data protection designs. However, fingerprint cryptosystems can also be applied for pro-

tecting fingerprint data because their authentication process is conducted by comparing the

cryptographic key, which is obtained from a secure version of fingerprint data. It means that

the original fingerprint data does not need to be stored in the database.

In its implementation, fingerprint cryptosystem usually needs to provide additional non-

secret fingerprint information (called helper data) in order to extract the key. Therefore, this

helper data should not contain too much fingerprint information so that a raw fingerprint

cannot be recovered given helper data alone. Since it needs to extract an exact binary key

string from a fingerprint, designing fingerprint cryptosystem may be more difficult than that

of fingerprint authentication system itself, especially in overcoming the intra-user variation.

Fingerprint cryptosystem can be developed by using either a key binding approach, which

an independent key is binded to fingerprint features, or a key generation approach, which a

key is directly extracted from the fingerprint itself.

Key Binding

Binding biometrics (i.e., fingerprints) with a key was initially proposed by using the fuzzy

commitment scheme [51]. The overall process is carried out by combining a codeword w

generated from an error correcting code (ECC) with the biometrics B in the enrollment step;

and generating the codeword w′ resulted from a query biometrics B′. If only the difference

level between w and w′ is less than the threshold, then it is inferred that B = B′. This

concept has been implemented in some biometric modalities, such as fingerprints [110] and

iris [41]. However, a difficulty may arise in the ECC implementation due to a possible high

error rate caused by the intra-user variability [91].
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Juels and Sudan [50] further improved that concept by developing the fuzzy vault scheme.

Like the previous approach, the biometrics B hides the secret key κ. This is performed by

projecting each element of B onto the polynomial P . On the other hand, P is constructed

according to κ. The projection produces a set of points S1 which is then combined with chaff

points (S2), where S2 /∈ P . The combination of S1 and S2 is to be the vault V , which is

used by the biometric query B′ as the helper data for retrieving κ. The reconstruction of κ

is done according to the coefficients of P .

This fuzzy vault scheme has also been implemented in various biometric modalities, such

as iris [58] and face [37]. In further development, helper data is automatically generated from

the fingerprint and is added to the fuzzy fingerprint vault [99]. This helper data is extracted

according to the orientation field information. In order to achieve a better performance,

Nandakumar et al. [65] refined this fuzzy fingerprint vault by applying a minutia matcher

using multiple impressions and decoding. Still working on the fingerprint biometrics, Xi

and Hu [108] proposed the fuzzy composite feature-based fingerprint vault scheme, which

matching between minutiae points is performed in two layers. This is intended to create

multiple matching processes such that not only the corresponding minutiae points to be

compared but also their neighboring minutiae points.

Yet, this fuzzy vault scheme suffers from a key inversion attack [85]. Assuming that helper

data and the key are compromised, the original fingerprint information can be recovered.

Furthermore, fuzzy vault may also have problems in revoking the vault; and cross-matching

the vault among databases [45]. This is because multiple vaults generated from the same

biometric data will project the genuine points identically.

Key Generation

Different from that of key binding scheme, a key and helper data (called a sketch) in the key

generation scheme are directly generated from biometric data. Dodis et al. [31; 32] proposed
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the fuzzy extractor scheme, which consists of secure sketch and strong extractor modules

to derive a secret key from biometric data. This key generation process can be depicted in

Figure 2.13. In the registration step, the secure sketch module produces a sketch s based on

the biometric data B and seed r; while the strong extractor module produces the key κ based

on B and seed x. The value of P = {x, s} is public and is used in the authentication step.

Next, the biometric query B′ and the sketch s are to recover the original biometrics B such

that the value κ can be generated. Here, κ can be recovered if only B ≈ B′ given P = {x, s}.

In order to measure the similarity level between the template and the query, they proposed

three different metrics: Hamming distance, set difference and edit distance metrics. Overall,

the main goals of the fuzzy extractor scheme are to achieve [30]:

• Uniformity (generating κ from B and x): This is based on fact that biometric data is

not distributed uniformly.

• Fuzziness (reproducing κ if only B ≈ B′): Due to the intra-user variation and inter-user

similarity problems, the same fingers should generate similar fingerprints while different

fingers should generate dissimilar fingerprints. This also works on other biometric

modalities.

• Robustness: Different sketches s produce different keys κ, so that κ′ ⇐ (s′, B′) and

κ⇐ (s,B′)

Arakala et al. [11] implemented this fuzzy extractor concept in the fingerprint modality

by using descriptors. In this case, each descriptor is constructed by global and local features

presented in a polar coordinate space. Similar to other global feature-based implementation,

the singular point (i.e., core point) is to be the center of the space. Global features are

represented by their position relative to the center; while local features are represented by 5-

nearest neighboring minutiae points centering on the point being compared. Secure sketches
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Figure 2.13: The fuzzy extractor scheme [31, 32, 33] (a) generating template (b) generating
query (adapted from [31, 32]).

are developed by employing PinSketch [31]. For measuring the distance between the template

and the query, and correcting the minutiae points error location, they implemented the set

different metric and the BCH error correcting code [106], respectively. The experimental

results, however, show that the error rate is relatively high (10% and 15% for private and

public databases, respectively). It is believed that these error rates are affected by non-

accurate singular point detection and extraction processes.

Despite its excellent concept, fuzzy extractor [31, 32] may not preserve the privacy. It

is because the identity of users can be revealed once the sketch is compromised, regardless

of the strength of the generated key [59]. In order to alleviate this problem, Li et al. [59]

developed an asymmetric fingerprint representation of fuzzy extractor by combining the

proposed concepts in [31, 32] and [23].

Overall, the sketch developed in the fuzzy extractor [31, 32] suffers from information

leakage [17]. In particular, this happens in multiple uses of the sketches, assuming that they

are generated from the same fingerprint data. Furthermore, the result of the experiment

conducted by Simoens et al. [89] supports this argument. Some possible issues of secure

sketches, which are used in various fuzzy extractor implementations, have also been analyzed

in [91].
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Different from the previous approaches, Shibata et al. [87] used a statistical analysis

approach to extract a bit string. This is performed by dividing the fingerprint region into

some subregions. In this approach, there are two fingerprint feature definitions, which are

constructed based on: (i) the ridge orientation of these subregions; (ii) the ridge orientation

of neighboring subregions. Nevertheless, some weakness is identified from this approach, for

example, (i) raw fingerprint data (x and y minutia coordinates) is stored in the database for

the alignment purpose, which make this approach inappropriate to implement for a fingerprint

data protection scheme; (ii) similar to [59], at the registration phase, each user is required

to provide multiple fingerprint templates (each finger is scanned several times) to produce

stable features. This is very likely to reduces the user acceptance of the system.

2.4.2 Feature Transformations

Based on their invertibility, feature transformation approaches can be classified into two

categories: invertible (two-way) and non-invertible (one-way). Both of them transform a

fingerprint in such a way that the result still has a correlating pattern to its non-transformed

version but difficult enough to recover this non-transformed template given only its trans-

formed version. The transformation itself can be carried out either in the signal or in the

feature domain.

The invertible approach usually has low error rates, is easy to revoke and is able to gen-

erate different transformed fingerprint templates given fingerprint data and several different

keys [63, 45]. However, it much relies on security of the transformation functions, the trans-

formed templates and the keys. In case all of them are compromised, the fingerprint data

can be revealed because of its invertibility property.

Like the previous approach, protecting fingerprint data by using existing cryptographic

algorithms (e.g., a symmetric key algorithm) also requires secure key storages. The fingerprint

data is stored in a database after being encrypted (this is to be a template); therefore, as
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long as the key is secure, the fingerprint data is also secure, assuming that the cryptographic

algorithm is unbreakable. The authentication is carried out by comparing the fingerprint

query with the decrypted fingerprint template. At this state, it can be inferred that the

fingerprint data is not secure anymore. As described in Section 1.2, doing authentication in

a cipher format is impossible because of the uncertainty of fingerprints. Therefore, existing

cryptographic algorithms are inappropriate to protect fingerprint data.

Based on this invertibility characteristic, a fingerprint data protection technique, called

BioHashing [94, 95], was proposed (in [45], it is also called salting). This technique provides

protection for fingerprint data against illegitimate reconstruction by implementing random

multi-space quantization (RMQ). This comprises several steps: (i) biometric projection by

using a linear transformation, such as FDA [13] or PCA [98]; (ii) projection on subspaces;

(iii) quantization. BioHashing has been able to achieve the ideal condition (zero EER). Nev-

ertheless, it is found that this ideal error rate is mainly caused by an unrealistic assumption

that each user holds a unique seed value to generate a tokenized random number [54, 24].

This assumption indicates that the number is highly secure and must never be compromised.

Although it is possible, in many cases this assumption may not work. Since the introduction

of this technique, some variants of BioHashing have been proposed, such as that in [67]. In

general, BioHashing is more applicable to use by using the singular point in the image-based

transformation [94, 66]. Similar approaches have been implemented in different biometric

modalities, such as in palm print [28] and iris [27].

Another approach was proposed by Lee and Kim [56], which generates bit strings by

projecting minutiae points on a three-dimensional array (3D array). In this design, a minutia

is alternately chosen to be the mapping reference to the other minutiae points, and a bit string

is generated according to the number of the corresponding mapped points in each 3D cell.

It is performed such that an element is set to 1 if the respective cell contains more than

one point, and set to 0 if otherwise. Using different keys for each transformation, they were
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able to achieve a low error level. However, when the same keys were applied, the error rate

increased significantly.

The non-invertible transformation function, which is also known as the cancelable bio-

metric template function, was introduced by Ratha et al. [78] and Bolle et al. [15]. Different

from its invertible counterpart, this non-invertible function does not much rely the security

on the secrecy of keys itself. The difficulty of reversing the transformation function has been

the major protection for the fingerprint data. In case the adversary has been able to com-

promise either the keys or the transformed template, both of them are just revoked and the

new ones are easily re-generated. Thus, the raw fingerprint data is still safe.

Theoretically, this approach requires not only non-invertibility but also discriminability

at the same time. It means that the transformation function has to be non-invertible and is

able to recognize and distinguish the transformed templates. Those two factors refer to the

fingerprint security and accuracy, respectively. In practice, it is difficult for a transformation

function to meet those two requirements simultaneously [45]. As the result, a transformation

function may offer the security but at the same time suffers from much performance degrada-

tion, and vice versa. For example, while providing non-invertibility, the approach proposed

in [8] and [49] obtained a significant error rate increase that the error rate difference between

before and after the transformation is more than 10%. Further research on trade-off between

security and performance (accuracy) factors is conducted in [35].

The transformation function itself may use either texture information, such as in [26]

or geometric (minutiae points) information, such as in [77, 80]. The latter has been a de-

facto standard in the fingerprint applications [34] and has been implemented in most of the

fingerprint-based authentication systems [74].

Similar to those of non-transformed authentication system, feature representation and

matching modules of the transformed authentication system can be developed based on

either global or local features. According to the research conducted by Thomas et al. [96],
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it can be inferred that, in general, the global feature-based system is more appropriate to

resource-constrained devices1 than the local feature one due to its simplicity. On the other

hand, local feature-based system shows a better performance in terms of non-invertibility

and discriminability.

Generally speaking, several characteristics that should be satisfied in designing a finger-

print transformation function are outlined as follows [64, 53, 8, 80]:

• The function can be used to transform two feature sets B and B′, which are derived

from the same fingerprint. In this case, B and B′ may be positioned (e.g., rotated,

translated) in the same workspace.

• Given a fingerprint and a transformation function, different transformed templates can

be generated by using different keys. The new template must be different enough from

the old one, so that, there is no cross-matching between them.

• It is infeasible to reconstruct the original fingerprint data given the transformed tem-

plate.

• Considering that the transformation function gives rise to decreasing the performance,

the degradation must be kept as low as possible.

• Similar transformed fingerprint templates are successfully authenticated if only their

difference is relatively small.

2.5 Summary

This chapter has described the general concept of both fingerprints and fingerprint authenti-

cation systems from various points of view. Fingerprints have two main characteristics which

make them appropriate to be an authentication tool, those are uniqueness and permanence.

1A resource-constrained device is any device whose resources are constrained intentionally [55].
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There are three feature levels at which the fingerprints can be classified. The first is the

global level, which provides the global ridge patterns. The second is the local level, which

describes fingerprints based on the local information (minutiae points) and the third is the

very fine level, which gives detail information of ridge composition. Overall, all those feature

levels can be used in an authentication system, depending on the authentication purpose and

the availability of fingerprint features.

Due to some factors, a finger is very unlikely to reproduce exact fingerprint images. This

intra-user variability problem has meant fingerprint-based authentication systems are not

able to completely eliminate the authentication error. In other words, the ideal (error-free)

condition may not be achieved. Other than this image capturing problem, the overall authen-

tication result is also influenced by other factors: feature extraction, feature representation

and matching modules. Therefore, in order to have a good result, the captured fingerprint

images should be in a high quality so that the features can be completely extracted, appro-

priately represented and accurately matched.

Despite some advantages offered by the use of fingerprint-based authentication systems,

the raw fingerprint template stored in the database of the system is vulnerable to attacks

which threat the security and privacy of the users. This is because the permanence of

fingerprint patterns also means that once a fingerprint is compromised, the effect will be

forever. Therefore, the fingerprint data must be protected and in case the fingerprint template

is compromised, the original data is still safe. Many securing approaches have been introduced

to protect the fingerprint data. Among them, feature transformation, which does not have

to correlate the template with public helper data, can be a potential solution. Most of the

proposed feature transformation functions, however, have a performance drawback which is

reflected by their error rate.

In this thesis, fingerprint data protection is performed by transforming minutiae points

based on either global or local data. In particular, the geometrical function is examined.
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The relation between fingerprint features is also investigated to further determine a stable

feature representation in either Cartesian, polar or both coordinate spaces. Accordingly, a

matching module is developed to deliver the final result.
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Chapter 3

Transformed Fingerprint Template

Environment

This chapter presents the scope of the thesis and depicts how the experiments are carried

out. This includes testing approaches, which are used for evaluating the performances of

proposed schemes as well as some terminologies used for representing both environment and

the results of the experiments.

This chapter is structured as follows. Section 3.1 describes the focus of the thesis. This

is to detail the research position in the existing fingerprint-based authentication system ar-

chitecture. Section 3.2 specifies the environment in which the experiments are conducted,

including what data is used in the experiments, and how the experimental results are an-

alyzed. More detail scenarios of the experiments are provided in Section 3.3. Finally, the

summary of this chapter is provided in Section 3.4.

3.1 Research Focus

General architecture of fingerprint authentication systems has been previously explained in

Section 2.2, whose detail is depicted in Figure 2.6. It shows that fingerprint data is processed
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in several steps before being stored in the database. Those steps are: data captured, feature

extraction and feature representation. In this thesis, that architecture is modified so that

the data sent to the database is in a secure (transformed) version. This is carried out by

inserting a feature transformation module and redesigning the feature representation module.

Accordingly, the feature comparison (matching) module is also redesigned (see Figure 3.1).

These three modules are the focus of this thesis.

The feature representation module explores the properties of both singular points (i.e.,

core point) and minutiae points, or relation among them to have as stable as possible in-

variants against translation, rotation or any other ambient and imaging conditions. Here, a

feature representation is defined such that it is appropriate for the other modules. Likewise,

the matching module will also employ that representation in deciding the authentication

result.

The feature transformation module itself is designed so that it meets not only non-

invertibility but also discriminability (refer to Section 2.4.2). The ideal characteristic to

achieve is that similar (unnecessary to be identical) transformed fingerprint data derived

from same inputs (fingers) produces exactly the same outputs, whereas dissimilar trans-

formed data derived from different inputs (fingers) produces different outputs. Let a and

a′ be respectively the fingerprint template and the fingerprint query; and Γ(a, κ1, κ2, ...., κq)

be the template a which has been transformed by using a function Γ and keys κ1, κ2, ...., κq,

where q is the number of keys being used in the transformation. The results of a transformed

fingerprint authentication process can be formulated as follows:

Γ(a, κ1, κ2, ...., κq) = Γ(a′, κ1, κ2, ...., κq) if a ∼ a′

Γ(a, κ1, κ2, ...., κq) 6= Γ(a′, κ1, κ2, ...., κq) if a � a′











(3.1)

In this thesis, a key is defined as a value that is used for securing (transforming) the

fingerprint data such that some identical data transformed by different keys results in different
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Figure 3.1: The transformed fingerprint authentication system. In this system, the feature
transformation module is inserted and both the feature representation and matching modules
are redesigned.

secure templates. In addition, the transformation may also require a parameter, represented

by ρ (to be used in the transformation function proposed in Chapter 4). Different from

a key whose value can be dynamically changed for every fingerprint template-query pair
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a Γ(a,κ,ρ)

Γ κ,ρ

a’ Γ(a’,κ,ρ)

Figure 3.2: The process of fingerprint transformation by using both key κ and parameter ρ.

transformation, a parameter is statically set to a certain value.

The general concept of this fingerprint transformation process can be illustrated in Figure

3.2. This shows that in the recognition step, the fingerprint query is transformed by using the

same function, keys and parameters which have been used to transform the corresponding

template.

In the rest of the thesis, the fingerprint transformation and the minutia transformation

refer to different definitions. The former means the transformation of all minutiae points of

a fingerprint while the latter means the transformation of an individual minutia point of a

fingerprint.

3.2 Design of the Experiment

3.2.1 Error Rates

Due to the intra-class variability and inter-class similarity factors, match and non-match de-

cisions produced by a matching module cannot be free from errors. The match or non-match

decision itself is generated by comparing the matching score with the specified threshold,

whose result, in turn, reflects the difference (or similarity) level between the fingerprint tem-

plate and the fingerprint query. In addition, the appropriate selection of threshold values

47



CHAPTER 3. TRANSFORMED FINGERPRINT TEMPLATE ENVIRONMENT

determine the overall accuracy (performance) of the authentication system.

In this thesis, the accuracy of the transformed fingerprint authentication system is mea-

sured by calculating the number of false reject and false accept decisions. The former occurs

when the genuine query is incorrectly rejected (actually, both the fingerprint template and the

fingerprint query are derived from the same fingers) whilst the latter happens when the non-

genuine query is incorrectly accepted (actually, the fingerprint template and the fingerprint

query are derived from different fingers). In general, false reject is inversely proportional to

genuine accept (the case when the fingerprint query is correctly accepted), whilst false accept

is inversely proportional to genuine reject (the case when the fingerprint query is correctly

rejected). Evaluation by using a set of data produces a false rejection rate (FRR) and a false

acceptance rate (FAR) along with their corresponding genuine acceptance rate (GAR) and

genuine rejection rate (GRR), respectively. The ideal condition is achieved when both FRR

and FAR are equal to zero, which means all fingerprint queries are correctly accepted and

rejected. Yet, it is impossible to have that value at the same time [78] since there is a trade

off between them.

Plotting the FAR and FRR at the same time results in an equal error rate (EER) curve.

In general applications, it is common to select the environmental setting based on an EER

value, i.e., the error rate when the FRR and FAR are equal. The matching threshold selection,

of course, depends on the purpose of the system. If high security is preferred for example,

a low FAR is recommended instead of neither a low FRR nor a low EER. The performance

evaluation is also performed by plotting the FAR and GAR into a curve, which results in

the receiver operating characteristic (ROC) curve [36]. These EER and ROC curves have

made it easier to evaluate the performance along with the respective thresholds. In addition

to the accuracy level (represented by an error rate), the performance can also be viewed

from other factors, for instance, the speed of the matching process. Different applications

may have different preferences in what performance factors being required. In this thesis,
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the performance is more focused on the accuracy; nevertheless, other factors may also be

identified.

In addition, a fingerprint image may not meet the quality standard to be a template due

to some reasons. For example, it does not contain enough features (the singular point or

minutiae points). In this case, the failure to enroll (FTE) status will be generated. Practi-

cally, both the “actual FRR” (due to the weakness of the feature representation, the feature

transformation or the matching algorithm/implementation) and this FTE (due to either the

weakness of the feature extractor algorithm/implementation or the quality of fingerprints

itself) constitute the final FRR value. Overall, the total FRR will affect the GAR.

3.2.2 Experimental Environment

Similar to that of other research, such as in [108, 65, 45], the evaluation of the proposed

approaches is conducted in a public database of Fingerprint Verification Competition 2002

(FVC2002) [61]. This database contains fingerprint images whose quality is varied. Like other

FVC databases [60, 62], this database consists of four sub-databases. The first three sub-

databases were obtained from real fingers whilst the last one was generated synthetically.

The FVC2002 database itself is suitable to any size of touch sensors, in particular large-

area sensors [64]. Some other databases are also available for research, such as that of

National Institute of Standards and Technology [70]. However, they may not be appropriate

to evaluate the algorithms which should run on the specific environment, for example, the

live-scan operation [64].

The feature extraction from fingerprints is carried out by using VeriFinger software [69]

to collect a set of minutiae points; and FOMFE model [105] to obtain the core point. The

set of features obtained from this extraction process can be denoted in Equation 3.2. This

set is to be the input to the proposed fingerprint data protection approaches.

49



CHAPTER 3. TRANSFORMED FINGERPRINT TEMPLATE ENVIRONMENT

B ∈ ψ

B = {mi}
n
i=1

mi = (x, y, θ, type)i

msp = (x, y, θ)sp







































(3.2)

where ψ is the fingerprint domain space; B is a set of minutiae points extracted from a

fingerprint image; mi and msp are the ith minutia point and the singular point (i.e., core

point), respectively; (x, y) is the point coordinate in the Cartesian space; θ is the point

orientation, type is the minutia type (in this case is either ridge ending or ridge bifurcation),

and n is the total number of minutiae points in B.

The research is run based on the assumption that users willingly present their fingerprint

data to be verified, similar to [108, 45, 65], such that, the fingerprint data should have a

relatively good quality. In order to comply with this circumstance, a Db2a sub-database is

selected among those in FVC2002. This sub-database contains 100 fingers for the testing. By

implementing the similar testing approach to that in [108, 45, 65], the fingerprint template

and the fingerprint query in the experiment are represented by the first and second sets

of impression images available in that sub-database, respectively. In addition, other sub-

databases (i.e., Db1a and Db3a) will also be used in the experiment for a performance

comparison purpose (described in Section 3.3.1).

Suppose there are two sets of fingerprint impression images (i.e., the first is the set of

fingerprint templates and the second is the set of fingerprint queries). For all scenarios

used in the experiment, the genuine user evaluation is carried out by comparing each image

in the second set with its respective image in the first set, whilst the imposter evaluation is

conducted by comparing each image in the second set with all images in the first set except its

respective pair image. From this evaluation setting, there are 10,000 fingerprint comparisons

in total, which consist of 100 genuine user and 9900 imposter evaluations.
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The error rate obtained from the experiment represents the capability of the modules

involved in the authentication system (in this thesis, those are feature transformation, feature

representation and matching modules). It can be interpreted as follows. Firstly, by comparing

the error rate obtained from the evaluation of transformed fingerprint template-query pairs

with that of non-transformed ones, the amount of the performance degradation caused by

the transformation can be inferred. This can be determined if only the format of both

transformed and non-transformed fingerprint data is same, such as the one proposed in

Chapter 5. In case the protection approach has made the fingerprint data format changes,

such as the one proposed in Chapter 4, the performance degradation cannot be determined.

This is because the specific matching module does not work on that non-transformed template

format. Secondly, the error rate obtained from the evaluation of transformed templates

means the performance (accuracy) of the overall system itself. The evaluation can be done

by comparing this error rate with that of other transformation approaches.

3.3 Evaluation Scenarios

The evaluation scenarios are designed such that they reflect real world cases, for example, the

transformed template has been compromised and a new set of keys is issued to generate a new

transformed template. For the following evaluation scenarios, let δd(a, a
′) and δs(a, a

′) be the

difference level and the similarity level of the fingerprint template a and the fingerprint query

a′, respectively; Φd and Φs be the maximum difference level and the minimum similarity level

allowed for a and a′ to be recognized as successfully “matched” or “verified”, respectively;

and Γ(a, κ1, κ2, ...., κq) be the transformation of a by using a function Γ and some q keys

κ1, κ2, ...., κq, where q ≥ 0.

The selection of which (δd(a, a
′),Φd) or (δs(a, a

′),Φs) pair should be used depends on the

matching algorithm being implemented. For example, in Chapter 4, the matching algorithm

verifies the difference between the fingerprint template and the fingerprint query, so, in order
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to make a “matched” decision in the transformed domains, a legitimate template and query

pair has to satisfy δd(Γ(a, κ1),Γ(a
′, κ1)) ≤ Φd. On the other hand, in Chapters 5 and 6, the

matching algorithm verifies the similarity between the fingerprint template and the fingerprint

query, so, in the non-transformed and transformed domains, a legitimate template and query

pair has to meet δs(a, a
′) ≥ Φs and δs(Γ(a, κ1),Γ(a

′, κ1)) ≥ Φs, respectively.

Additionally, evaluation terminologies used in [8, 77, 80, 34, 18] are redefined and com-

bined. For simplicity purpose, the notations used in the following sections refer to (δd(a, a
′),Φd)

pair.

3.3.1 Accuracy

It is to measure the effect of the transformation on the capability to accept similar fingerprints

and to reject dissimilar fingerprints, that is, how the transformation tolerates the intra-

user variability (same fingers/users) and does not tolerate the inter-user similarity (different

fingers/users). This scenario also represents the worst case that the adversary has been

able to steal the user’s transformation key. By using this stolen key, along with his/her

own fingerprint data, the adversary tries to authenticate himself/herself to the system. It is

assumed that the raw fingerprint data of the users is safe and the adversary does not have

this information at all.

The testing is conducted by transforming both the legitimate and illegitimate fingerprints

using the same set of keys, as defined in [8, 80]. It is to evaluate whether these conditions

are fulfilled:

δd(a1, a
′
1) ≤ Φd

δd(Γ(a1, κ1),Γ(a
′
1, κ1)) ≤ Φd











(3.3)
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δd(a1, a
′
2) > Φd

δd(Γ(a1, κ1),Γ(a
′
2, κ1)) > Φd

a1 � a2























(3.4)

The Equations 3.3 and 3.4 mean that if before the transformation the query matches to

the template, then after the transformation the query should match to the template, too;

and if before the transformation the query does not match to the template, then after the

transformation the query should not match to the template, either. This is also to measure

how much the performance degradation caused by the transformation function is. It is very

likely that after the transformation, the error rate goes up. Ideally, Equation 3.3 works only

on the fingerprint pairs derived from the same fingers whereas Equation 3.4 works on the

fingerprint pairs derived from different fingers.

In this testing scenario, for the purpose of comparison, the experiment is also done on the

sub-databases Db1a and Db3a whose image quality is lower than that of Db2a. Furthermore,

both of them contain spurious and missing minutiae points. This is appropriate to represent

the practical situation where the legitimate users do not willingly provide their fingerprint

data to be verified or the adversary attempts to pretend to be a legitimate user by presenting

the legitimate but incomplete fingerprint data. Since this is out of the defined assumption, the

thesis still focuses the experiment on Db2a. Therefore, in the following chapters, otherwise

it is explicitly mentioned, the experiment is carried out in Db2a.

3.3.2 Revocability and Diversity

In case the set of keys or the transformed template is compromised as previously discussed in

Section 3.3.1, it must be canceled and a new set of keys is issued to generate a new transformed

template. The capability for canceling and issuing the new transformed template is called

revocability. The new transformed template itself must be different enough from the old one
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even though it is actually derived from the same finger. This is called diversity [80, 18]. In

particular, the new transformed template must not authenticate the old transformed query

and the old transformed template must not authenticate the new transformed query, either.

This means that there is diversity between those transformed fingerprint data, which also

means that the privacy is maintained. In order to evaluate this case, p1-FAR is defined. This

is to be a pseudo FAR value resulted from the evaluation of the fingerprint template and the

fingerprint query after being transformed by using different keys, as formulated in Equation

3.5. It is worth mentioning that both the fingerprint template and the fingerprint query are

originated from the same fingers that in the non-transformed domain, they authenticate each

other [8, 80].

δd(a1, a
′
1) ≤ Φd

δd(Γ(a1, κ1),Γ(a
′
1, κ2)) > Φd

κ1 6= κ2























(3.5)

In an ideal case, each user has a unique set of keys, which is not compromised. It means

that the adversary does not have knowledge about the key and both the transformed and

non-transformed fingerprint data. This situation can be represented in Equation 3.6 that in

both non-transformed and transformed domains, different fingerprints do not authenticate

each other. In this case, the transformation is also conducted by using different sets of keys.

For the evaluation, r-FAR is defined. This is the proportion number resulted from incorrectly

accepting illegitimate transformed queries. In addition, those testings in Equations 3.5 and

3.6 also indirectly evaluate the effect of the key selection on the transformation.

δd(a1, a
′
2) > Φd

δd(Γ(a1, κ1),Γ(a
′
2, κ2)) > Φd

a1 � a2

κ1 6= κ2







































(3.6)
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3.3.3 Changeability

The fingerprint data protection approaches should make the transformed fingerprint data

different from its non-transformed version. It means that there should exist differences such

that transformed and non-transformed fingerprint data do not authenticate each other. In

order to evaluate this case, p2-FAR is specified. This is to be the pseudo FAR resulted

from the comparison between the transformed fingerprint template and the non-transformed

fingerprint query. This can be denoted by Equation 3.7 [80].

δd(a1, a
′
1) ≤ Φd

δd(Γ(a1, κ1), a
′
1) > Φd











(3.7)

Equation 3.7 also represents the assumption that in the authentication system, the enrollment

is done under supervision in a high secure environment. This implies that the adversary is

unable to bypass the transformation system. In this case, the fingerprint is automatically

transformed into a secure mode. On the other hand, the recognition step is unsupervised

and distributed to the clients. This means that the security is likely to be lower than that

of the enrollment step. It indicates that in a bad case, the adversary may be able to bypass

the transformation. As a result, the fingerprint query, which is not transformed, is compared

with the transformed template as represented by Equation 3.7. In addition, this evaluation

scenario also depicts the case when the adversary has been able to compromise the non-

transformed fingerprint data and use it as a query in the authentication process. Because

the set of keys is safe, the adversary cannot transform the data into an appropriate secure

version.

Fulfilling the requirements in Equation 3.7 means that transforming fingerprint data is

equivalent to generating a new fingerprint. In other words, the transformed fingerprint can

be viewed as a different fingerprint. This assumption also works on the diversity property
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(Equations 3.5 and 3.6) as previously discussed.

3.3.4 Non-Invertibility

The original (non-transformed) fingerprint data, ideally, cannot be recovered given the trans-

formation function, transformed template and even the set of keys, that is, the transformation

is a one-way function (also called a non-invertible function). In the real world, in addition to

this non-invertibility factor, it is likely that there are other security mechanisms to protect

the databases (smart cards) containing the transformed template, assuming that the trans-

formation function is public. Yet, this thesis does not discuss such mechanisms as it more

focuses on the template transformation itself.

In this case, non-invertibility (security) is defined as the difficulty in reconstructing the

original fingerprint data given its transformed version [18, 80]. A function is categorized as

highly secure if there is no way recovering the original fingerprint data but carrying out a brute

force attack, even though all transformation function properties (i.e., the transformation

function, the transformed template and the set of keys) have been known. This ideal case

can be formulated in Equation 3.8 that the original fingerprint template a is transformed into

b by using the transformation function Γ and key κ1 such that there is no inverse function

Γ−1(b, κ1) can be used to generate a from b. However, this is just the maximum security

level. The practical transformation function is very likely to have a lower non-invertibility

level than that, because of the trade-off between non-invertibility and discriminability (see

Section 2.4.2).

b = Γ(a, κ1)

a 6= Γ−1(b, κ1)

a 6= b























(3.8)
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3.4 Summary

In this chapter, the research scope of the thesis has been described. It covers three modules

of the transformed fingerprint-based authentication system, those are: feature transforma-

tion, feature representation and matching modules. The research is conducted by inserting

that first module and redefining those second and third modules in the fingerprint-based

authentication system architecture. Those three modules determine the overall performance

of the authentication system. In other words, a poor design or implementation of either one

of those modules may significantly decrease the performance.

In protecting the fingerprint data, the key or parameter is required, mainly for the re-

vocation purpose. Particularly, in case the transformed template is compromised, the new

key is issued to generate the new transformed template. In addition, the same keys and

parameters are applied to transform fingerprint template-query pairs in the authentication

process, such that, similar fingerprints (inputs) result in the same outputs and dissimilar

fingerprints result in different outputs.

Various verification testing scenarios have been designed, whose goal is, in general, to

evaluate the performance of the system. Those testing scenarios themselves represent the

real world cases, which include the evaluation of (i) the accuracy, which is done by authenti-

cating both legitimate and illegitimate transformed queries whose transformation key is same

as that of the transformed template; (ii) the revocability, which is conducted by re-issuing the

transformation key and generating its corresponding transformed template; (iii) the diver-

sity, which is performed by authenticating both the legitimate and illegitimate transformed

queries whose transformation key is different from that of the transformed template; (iv) the

changeability which is carried out by authenticating the legitimate non-transformed query

to its transformed template counterpart.

The experimental results obtained from those scenarios (i.e., scenarios (i)-(iv)) are rep-
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resented by true and false positive/negative rate values (i.e., GAR, GRR, FRR and FAR).

These values are then plotted on either ROC or EER curve to make it easier to analyze.

Additionally, in certain cases, the features cannot be extracted from fingerprints which lead

to a failure to enroll (FTE). The performance level, specifically the matching accuracy of

both non-transformed and transformed fingerprint data, can be used to indicate the perfor-

mance degradation as well as its relative performance to other fingerprint data protection

approaches. This is considering that the transformation is very likely to cause an increase of

the error rate. Some properties of the transformation function, such as non-invertibility and

the verification speed, are also evaluated.

In the real application, the selection of the authentication system settings (e.g., matching

threshold, maximum error rate) depends on the purpose of the system, whether low FAR,

low FRR or low EER is required. The evaluation of the proposed transformation functions

itself is performed on the public sub-database FVC2002Db2a, by considering the assump-

tion being used in the research. For the comparison purpose, the other sub-databases (i.e.,

FVC2002Db1a and FVC2002Db3a) are also used in the certain testing scenario.
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Projection-based Transformation

This chapter proposes a global feature-based transformation function (cancelable template

design), that minutiae points in the fingerprint are transformed with respect to the singular

point (i.e., core point). In particular, both the location and the orientation of the core point

is to be the reference to the minutiae point transformation.

This chapter is structured as follows. Section 4.1 depicts state-of-the-art global feature-

based cancelable fingerprint template approaches along with their potential problems. A gen-

eral survey on singular point detection is also provided in this section. Section 4.2 describes

the minutiae points projection design. The results of experiments, which were conducted

in various scenarios and databases, are provided and analyzed in Section 4.3. Finally, this

chapter is summarized in Section 4.4.

4.1 Global Feature-based Cancelable Templates

Fingerprints mostly fall into classes which contain singular points [107], whose type, number

and location depend on their corresponding class (neither core nor delta points are available in

the arch fingerprint class, refer to Section 2.1). These singular point characteristics represent

a global fingerprint pattern, which in turn provides global fingerprint information. Indeed, the
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uniqueness of fingerprints cannot rely on them alone because all fingerprints in a same class

share similar characteristics. Therefore, in global fingerprint feature-based authentication

systems, a singular point is usually utilized along with minutiae points. In this case, a

singular point is used as a reference point to registering a fingerprint query. This registration

process deals with translation and rotation settings being applied for aligning fingerprint

template and fingerprint query [112]. For this registration, actually, any stable point is

suitable, regardless of its type. However, it is found that core point detection is more stable

than that of delta point [116], which makes it more appropriate to use.

Overall, global fingerprint feature-based authentication systems have some advantages

[96], which make it appropriate for them to apply for resource constrained devices. Like-

wise, global feature-based transformation hold these advantages in spite of having to rely

on the accurate core point data (e.g., location and orientation). This is crucial because the

transformation of fingerprint features (e.g., minutiae points) is also conducted based on this

data.

Research in finding accurate singular point detection has been conducted. For example,

Zhou et al. [116] detected fingerprint singularities by using the orientation field. Specifically,

they used zero-pole model [86] to get an accurate and efficient reconstructed orientation

image. The experimental result, however, shows that the total number of incorrect detection

is about 20% which is relatively high. Wang et al. [102] proposed a singular point detection

method by defining the relation between that point and its corresponding neighbours. They

are able to achieve 7.19% of EER. A better result is shown in [105], which singular point

detection is performed by utilizing the 2D fourier expansion method called FOMFE. It is

claimed to be able to work well in noisy fingerprint images. The experimental result, which

is obtained from a matching scenario, exhibits lower error rates than those of other methods,

that FAR = 1% and FRR = 3.6% can be achieved simultanously.

Nevertheless, a small difference of singular point data can lead to much transformed fin-
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gerprint template deviation. Therefore, despite the improvement of singular point detection

method as shown in [105], there still should be another mechanism to minimize the effect of

inaccurate singular point detection. This mechanism can be implemented in each module of

the authentication system architecture.

By relying on the proposed singular point detection methods, many global feature-based

transformation functions have been introduced. These can be either an image-based or

geometrical-based approach. However, most of them suffer from performance (accuracy) and

even reversibility issues. Moreover, their EER can be more than 15%, which is considered to

be high as described below.

A transformation function proposed by Ang et al. [8] was developed by firstly constructing

a line crossing the core point. There are two purposes of the use of this line. First, its angle

is to be the transformation key. Second, it is to be a transformation line, which reflects the

minutiae points of the first half image onto another half such that this second half contains

all minutiae points of the fingerprint. The fingerprint verification is performed by evaluating

this combined space (the second half space) using a matching algorithm in [48]. After the

transformation, around 16.8% of EER was obtained. This error rate is relatively much higher

than that of without transformation, which was found to be 4%. These results depict that

there is an EER increase of about 13%.

In terms of non-invertibility, this transformation may not be high. The fact that there

are only two subspaces (one below and one above the reflection line) makes it easy for an

adversary to recover the original fingerprint data in the event that this transformed template

is compromised. Moreover, it is known that one of those two subspaces contain information

of all minutiae points, that about half number of them is the transformed (reflected) minutiae

points and the rest is non-transformed (unreflected). The distance between minutiae points

in the combined subspace and the reflection line provides information of non-transformed

minutiae points location.
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Figure 4.1: Mapping points onto the circle (a) perpendicular mapping of [113] (b) straight
mapping of [92].

Yang et al. [113] developed a scheme by utilizing both local and global features of finger-

prints. In this scheme, a circle with a certain radius is drawn centering at the fingerprint core

point. Each minutia point pair in the circle is connected with a line and is mapped onto the

circle in the perpendicular direction (Figure 4.1(a)). While global features are obtained from

each minutia point relative position to the core point, local features are from each triangular

properties formed by a set of three minutiae points, which include the difference angle of

two minutiae orientation, and the angle between the line connecting two minutiae and their

minutiae orientation. This configuration is intended to improve the performance of a scheme

proposed by Sutcu et al. [92]. In this case, each minutia point pair was mapped onto the

circle in a straight instead of perpendicular direction (Figure 4.1(b)). This straight mapping

causes arbitrary distances of the transformed minutiae points, which affect the overall per-

formance. Yang et al. [113] show that their approach have been able to reach 13% of EER.

This is about 19.8% lower than the EER obtained by [92].

A relatively high error rate obtained by Yang et al. [113] and Sutcu et al. [92] is mainly

caused by incapability of the transformation function to accommodate the fingerprint trans-

lation and rotation issues. A small position change (reordering) of minutiae points can result

in different mapping point location as illustrated in Figure 4.2. Insertion and deletion of
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Figure 4.2: The effect of the reordering minutiae points (a) the mapping function of [113]
(b) the mapping function of [92].

minutiae points make the mapping results even worse because there is no corresponding

point in the template/query.

4.2 Minutiae Point Projection Design

In this proposed scheme, the transformed fingerprint template is stored in the form of a

vector string. This is different from that of its original fingerprint data, where both core and

minutiae points are represented in the forms of the coordinate, orientation and type. The

vector string generation process itself consists of a number of steps, that each of them is

given a parameter or a set of keys, as depicted in Figure 4.3. In this case, the singular point

(i.e., core point) is also to be the transformation reference point.

4.2.1 Quantization

A fingerprint is aligned with the Cartesian coordinate space by locating its core point (msp)

at the center of the space, whose orientation is to be the x -axis. In this coordinate space,

cells (squares) are constructed, as depicted in Figure 4.4. Shibata et al. [87] also utilized cells

and extracted ridge orientation from each of them. In their approach, the number of cells is
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Figure 4.4: In the quantization step, the fingerprint coordinate space is divided into subspaces
(cells or squares).

limited to 8 × 8 blocks whose size is fixed at 16 × 16 pixels. Different from that approach,

this thesis constructs the cells such that all or most the minutiae points in a fingerprint

are covered depending on the total number and size of the cells. These cell construction

characteristics (for example, the size of cells) are determined by the parameter ρc.

All minutiae points in each cell, if any, are mapped by a function Γc onto the center of

the corresponding cell. Therefore, in the event that the cell contains more than one minutia

point, there is a many-to-one mapping in that cell. It is worth noting that the information

of minutia point total number of each cell is not stored. As a result, there is no information

about which cell performs either many-to-one or one-to-one mapping process. An empty cell,

of course, represents that there is no minutia point in the corresponding cell both before and

after the mapping. In this case, each point being mapped still keeps its minutia orientation

and type information such that it is independent from the coordinate mapping. This means

that a point may change its coordinate but not its orientation and type. This is to maintain

the uniqueness of the fingerprint pattern. Note that in this transformation design, the minutia

type information is not used; therefore, in the next sections it will not be referred. Globally,
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this step is denoted as:

{(mi)c}
nc

i=1 = Γc({mi}
n
i=1, ρc) (4.1)

wheremi and n are respectively the minutia point which has been extracted from a fingerprint

and the number of minutiae points in the corresponding fingerprint (refer to Equation 3.2);

(mi)c and nc are the minutia point which has been mapped by the function Γc and the

number of mapped points, respectively. In this step, nc = n and each mapped point is

independently processed in the subsequent steps. Specifically, all points within a cell, if any,

are mapped according to Algorithm 4.1.

The effect of reordering on minutiae point location is minimized. This is because all

minutiae points within a cell are translated to a point, regardless of their location in the

cell; while at the same time, the uniqueness of each minutia point is maintained by the

unchanged orientation information. As a trade-off, the reordering problem is not fully solved.

For example, in the subsequent fingerprint scan, minutiae points whose locations are close to

the cell boundary may move to a next cell, which leads to reducing the minutiae number in

the original cell and increasing that of the other. Minutiae insertion and deletion problems

are equivalent to this case.

Algorithm 4.1 Quantization step

Input: {mi}
n
i=1

Output: {(mi)c}
nc

i=1

1: for p← 1 to total cells in B do
2: (xp, yp)← center point coordinate of cell p
3: if total minutiae in cell p 6= ∅ then
4: for i← 1 to total minutiae in cell p do
5: (mi)c ← (xp, yp, θi, ti)
6: end for
7: end if
8: end for
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4.2.2 Projection

A line Lα, which is denoted by (yi)α = sα × (xi)α + cα, where sα is the slope and cα is the

(yi)α-intercepts of the line, is drawn in the coordinate space. In this case, it is defined that

this line crosses the axis at msp(0, 0); therefore, cα = 0. Suppose α is the rotational distance

of Lα from x -axis in counterclockwise. The slope is defined as sα = tan(α), where tan(α) is

the tangent function against α. The information of α itself is stored in the key κα.

All mapped minutiae points in the previous step ({(mi)c}
nc

i=1) are projected onto the

line Lα with respect to the x -axis and y-axis as represented in Figure 4.5(a) according to

Equation 4.2.

{(mi)α}
nα

i=1 = Γα({(mi)c}
nc

i=1, κα) (4.2)

where (mi)α, nα and Γα are the projected minutia point, the number of projected minutiae

points and the projection function, respectively. This projection, called (x, y)-projection,

specifies that nα = 2nc and the resulted minutiae points projection spread over the line

Lα. According to Figure 4.5(a), the projection of (m1)c onto (m1)α and (m2)α is per-

formed based on the fact that their abscissa or ordinate is identical. Suppose (m1)c =

((x1)c, (y1)c), (m1)α = ((x1)α, (y1)α), (m2)α = ((x2)α, (y2)α), it can be inferred that:

(x1)c = (x1)α

(y1)α = sα × (x1)c

(y1)c = (y2)α

(x2)α = (y1)c/sα







































(4.3)

In addition, the orientation of minutiae is to be the third point generated by this pro-

jection step. This is obtained according to the point at which the line crosses with the

corresponding minutia orientation line, as depicted in Figure 4.5(b). This projection, called

(x, y, θ)-projection, results in nα = 3nc. It is worth mentioning that the variation of the
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Figure 4.5: An example of the minutia projection step. A minutia point (m1)c is projected
onto the line Lα whose slope is determined by κα (a) projection with respect to both x− axis
and y − axis (b) projection with respect to x− axis, y − axis and θ.

minutiae orientation is higher than that of minutiae location [65]. Therefore, each projected

point ((mi)α) is assigned a weight ωi, such that:

∀i ∈ {N∗ ≤ nα} : ωi =











ωori if the point is from the orientation (θ)-projection

ωcor if the point is from the coordinate (x, y)-projection
(4.4)

where ωori and ωcor represent the weight of θ- and (x, y)-projections, respectively. In this

case, points resulted from θ- projection have smaller weight than that from (x, y)-projection.

Suppose Lp : yp = sp × xp + cp the orientation line according to the orientation of (mi)c;

(m3)α = ((x3)α, (y3)α) the projected point resulted by θ-projection (refer to Figure 4.5(b)).

This projected point, (m3)α, is defined by assuming that Lα and Lp are crossing at (m3)α,

such that:

(y3)α = yp

sα × (x3)α = sp × xp + cp where (x3)α = xp

(x3)α × (sα − sp) = cp

(x3)α =
cp

sα−sp

(y3)α = sα × (x3)α



















































(4.5)
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Figure 4.6: The grouping step. In this example, projected points {(mi)α}
nα

i=1, nα = 10 are
grouped into 4 partitions.

4.2.3 Grouping

The projected points {(mi)α}
nα

i=1, which spread over the line Lα, are divided into (l/p) groups,

where l and p values are derived from the keys κl and κp, respectively. Specifically, κl

determines the length of line Lα involving in this grouping step, whilst κp specifies the length

of each group, as depicted in Figure 4.6. The weight ω of points in each group is summed up

and mapped onto a vector v whose total number of elements is also (l/p). Therefore, there

is a one-to-one mapping between (l/p) groups in Lα and (l/p) elements in v. It is worth

mentioning that some projected points in {(mi)α}
nα

i=1 may be beyond the range of l. As the

result, those points are not involved in the grouping process.

The rule of how to map the total weight of points in each group onto the element of vector

v is specified by the key κin; that is, this key arranges the index (permutation) of each group

in Lα, such that it contains a set of q possible indices (see Equation 4.6). There are at least

two advantages offered by introducing this permutation. First, it is useful for revocation.

Second, it makes the secure fingerprint template more unique. As the result, this reduces
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the error rate caused by the inter-user similarity.

q =
(l/p)!

((l/p)− (l/p))!
= (l/p)! (4.6)

In addition to the length of both the projection line and the group, the position of groups

itself is also specified. Suppose mr(xr, yr) is the midpoint of Lα, which is unnecessary to be

same as msp(0, 0). This point, mr(xr, yr) is defined as:

xr =
max(Πxα)−min(Πxα)

2 +min(Πxα)

yr = tan(α)xr











(4.7)

where Πxα is the set of abscissas of {(mi)α}
nα

i=1. Considering that minutiae location is more

stable than minutiae orientation [65], this Πxα is restricted to only contain points generated

from (x, y)-projection.

The transformation process of this step can be denoted as follows:

v = Γin({Γlp({(mi)α}
nα

i=1), κl, κp}
nlp

i=1, κin) (4.8)

where Γlp, Γin and nlp are the grouping function, permutation function and number of groups,

respectively. In this case, nlp = (l/p). An example of this grouping step is illustrated in

Figure 4.6. For simplicity, suppose all points in Lα are generated by (x, y)-projection, whose

ωcor = 1. It is defined that there are four groups in Lα. By referring to Equation 4.6, κin

specifies the indexing number of each group, for example, (0, 1, 2, 3). It means that group

0, group 1, group 2 and group 3 contain 2 points ((m3)α, (m4)α), 0 point, 1 point ((m5)α))

and 3 points ((m6)α, (m7)α, (m8)α), respectively. It is worth pointing out that there are 4

points in Lα which are not covered by these groups because they are beyond the line length

l. These are: (m1)α, (m2)α, (m9)α, (m10)α. The total point weight of each group is mapped

onto vector v such that v = (2, 0, 1, 3).
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4.2.4 Matching

The vector v is to be the template, which is stored in the database. Matching (verification)

is conducted by comparing the fingerprint template v with the fingerprint query v′. If v′ is

similar enough to v, then the verification is successful.

The similarity between v and v′ is determined by using mean absolute error [42, 92]. It

measures the average of differences between the corresponding vector element pair in v and

v′, as denoted in Equation 4.9.

δ(v, v′) =
1

ε
Σε
i=1|si − s

′
i| (4.9)

where ε, si and s
′
i are the total number of elements in v, the ith element in vector v and v′,

respectively. In this case, the value of ε must be exactly same as that of nlp. Additionally,

in order to make it verifiable, both v and v′ must have the same ε. The value of δ(v, v′) less

than or equal to the specified threshold τ means that v′ is similar enough to v and otherwise.

In summary, suppose Γ and κ are the set of all transformation functions and the set

of keys used in Γ, respectively. Securing the raw fingerprint B generates the template v,

which is denoted as v = Γ(B, κ). A different set of keys κ is required to generate a different

template v which may be used in a different system.

4.3 Experiments and Analysis

The proposed scheme is evaluated in accordance with evaluation designs which have been

provided in Section 3.3. Here, the changeability testing is not applicable because the trans-

formation changes the data format. As the result, matching can only be performed after

transforming the fingerprint data. This has made the transformed and non-transformed fin-

gerprints incomparable; it means that the transformation function meets the changeability

(distortion) property by itself.
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4.3.1 Accuracy

In this evaluation, it is assumed that the set of keys κ = {κα, κl, κp, κin} has been compro-

mised. As previously discussed, both the fingerprint template and the fingerprint query must

have a same total group number (l/p) and a same total vector element number (ε), which are

determined by combination of κl and κp, to make them verifiable (refer to Section 4.2.4). It

means that compromising only κα and κin may not be adequate for the adversary to break

the system.

The results of the experiment, which was conducted in FVC2002Db2a, are described in

an ROC curve shown in Figure 4.7. It depicts the performance obtained by varying the

orientation weight (ωori) and fixing the location (coordinate) weight (ωcor) to 1. In this case,

ωori = 0 refers to (x, y)-projection, which means that the orientation information is not used.

From Figure 4.7, it is found that ωori = 0.06 delivers the best result. Specifically, when

GAR=94%, its FAR is the lowest among others, which is about 2.39%. It is only slightly

lower than that of ωori = 0 and 0.03. Increasing ωori leads to decreasing the performance as

reflected by ωori = 0.5 and ωori = 1. Furthermore, ωori = 0.06 can achieve a slightly lower

EER than that of ωori = 0, which are about 5.5% and 5.6%, respectively. On the other hand,

assigning minutiae orientation the same weight as that of minutiae location leads to a higher

EER as represented by an EER curve in Figure 4.8. It can be inferred that this requires

a higher threshold (τ). This result has supported the previous assumption that minutiae

orientation is more varied than minutiae location.

In more specific, it is found that 3% of genuine user testings result in failure-to-enrol

(FTE) because of the unavailability of the core point in the corresponding fingerprints. In

this case, the extractor may deliver incorrect core point data, whose example is depicted in

Figure 4.9. The FRR depicted in both Figures 4.7 and 4.8 include this FTE rate.

The summary of genuine and false acceptance rates for certain thresholds according to
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Figure 4.7: The ROC curve of various orientation weights (ωori). In this case, the location
weight (ωcor) is fixed to 1.
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(x, y, θ)-projection. In this experiment, ωcor is fixed to 1.
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Figure 4.9: A fingerprint which does not have the core point. The circle represents the point
incorrectly recognized by the extractor to be the core point (the fingerprint image is taken
from [61]).

those graphs is provided in Table 4.1. Overall, it can be inferred that in the specific ωori val-

ues, (x, y, θ)-projection gives better results than (x, y)-projection. Selection of an appropriate

τ , of course, depends on the implementation, whether security (low FAR) or convenience (low

FRR) is preferred.

It is found that the main reason of the false rejection is the small overlapping area

between fingerprint templates and fingerprint queries. Figure 4.10 depicts an example of a

legitimate fingerprint pair, which fails to authenticate. By referring to their core point, it

can be inferred that the template and the query are obtained from relatively different finger

sides. As depicted in Figure 4.11, in spite of their small overlapping area, there are still some

matched minutiae pairs can be identified; however, their number is significantly lower than

that of non-matched minutiae pairs.

In this case, the decision of whether the query matches to the template can be explained as

follows. Suppose n and n′ are the number of minutiae points in the fingerprint template and

query, respectively; there are i minutiae overlapped and l/p groups in Lα (in the experiment,

l/p = ε = 26). In order to make the fingerprint template-query pair is authenticated,

the amount of differences between corresponding elements of template and query vectors
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Table 4.1: The summary of experimental results on FVC2002Db2a according to the accuracy
scenario for certain thresholds.

τ FTE ωori = 0 ωori = 0.06 ωori = 0.5 ωori = 1
(%) GAR FAR GAR FAR GAR FAR GAR FAR

(%) (%) (%) (%) (%) (%) (%) (%)

1.7 3 94 2.60 94 2.39 79 1.19 51 0.34
2.2 3 96 6.11 95 5.60 93 3.60 80 1.78
3 3 97 16.85 97 15.88 96 12.13 94 7.96

(a) (b) (c)

Figure 4.10: A fingerprint pair whose overlapping area is small (a) template (b) query (c)
the overlapping area between template and query (fingerprint images are taken from [61]).

should not exceed τ , on average. This amount of differences not only depends on i matched

points but also depends on (n − i) and (n′ − i) non-matched points of template and query,

respectively. Greater i results in smaller both (n − i) and (n′ − i), which means that the

difference between the template and the query is also smaller. The minimum number of i

should be held, however, can not be fixedly defined because n and n′ are likely to be different

from scanning to scanning.

In fact, relatively small (n − i) and (n′ − i) are still acceptable. For example, (x, y, θ)-

projection is applied to transform the minutiae points; suppose τ = 1.7, ε = 26, n = 32, n′ =

31, i = 30, ωcor = 1 and ωori = 0.06. Three non-matched minutiae points ((32-30) + (31-30)
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Figure 4.11: Minutiae points of the template and the query to be transformed to the projection
line. Partition boundaries, minutiae points of template and query are represented by +, o and
∗, respectively. The corresponding (matched) minutia point pairs are put in the ellipse.

= 3) result in δ(v, v′) = ((3 × 2 × 1) + (3 × 1 × 0.06))/26 = 0.2377, assuming that those

projected points are covered by the line (within the range specified by κl). This value is still

lower than the threshold. On the other hand, 20 matched points (i = 20) will leave 23 points

to be non-matched. Still assuming that all projected points are on the line range, this may

generate δ = (23 × 2.06)/26 = 1.8223 which is greater than the threshold.

For a comparison purpose, the experiment was also conducted in Db1a and Db3a of

FVC2002. It is found that in Db1a, there are 2% of fingerprint pairs whose core point is

not available. The extractor alternatively delivered a relatively stable point which can be

a transformation reference. However, these fingerprints are excluded and are categorized

as FTE. This is because such points are core extraction method-dependent. A similar case

occurs to Db3a, where there is 1% of fingerprint pairs which does not have the core point.

Different from that in Db1a, the alternate point delivered by the extractor is not stable. In

addition, it is also found that there are 3% of fingerprint pairs whose core point exists but it

cannot be detected and 2% of fingerprint pairs whose minutiae points cannot be extracted
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Table 4.2: The GAR and FAR obtained from various databases, where ωcor = 1 and ωori =
0.06.

FVC2002 τ FTE (%) GAR (%) FAR (%)

1.7 2 94 4.30
Db1 2.2 2 97 11.22

3 2 98 34.32

1.7 3 94 2.39
Db2 2.2 3 95 5.60

3 3 97 15.88

1.7 6 92 14.04
Db3 2.2 6 94 33.93

3 6 94 69.89

at all, either. So, there are 6% of fingerprint pairs which are classified as FTE.

Along with that of Db2a, the results of the experiments carried out in Db1a and Db3a

are provided in Table 4.2. Similar to that in Table 4.1, the total FTE and FRR numbers lead

to reducing the GAR. It is shown that the transformation conducted in Db2a generates the

highest performance whilst that on Db3a produces the lowest one. Although Db2a depicts

a higher number of FTE than Db1a, its performance is still relatively better than that of

Db1a. Overall, this is appropriate to the assumption which has been discussed in Section

3.2.2.

In addition, examples of fingerprints with undetectable core and minutiae points are

shown in Figure 4.12. It can also be inferred that difficulties in detecting the core point

occurring in those databases are caused by following reasons:

• The fingerprint does not have the core point.

• The fingerprint does have the core point but it cannot be detected.

That first reason results in failing to generate the template at any time while the second

causes inaccurate core point data. This second problem can be overcome by requiring the

users to scan their finger several times until an appropriate fingerprint image is obtained.
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(a) (b)

Figure 4.12: Fingerprint with undetectable points (a) undetectable core point (b) undetectable
minutiae points (fingerprint images are taken from [61])

Many other global features-based cancelable fingerprint template designs have a relatively

higher EER value than that of proposed scheme. For example, the approaches proposed by

Yang et al. [113] and Sutcu et al. (cited in [113]) which obtained 13% and 35% of EER,

respectively. Both of them were also evaluated using FVC2002Db2a. Additonally, on average,

the time taken by this proposed scheme to match a template-query pair is about a second

which is low.

4.3.2 Revocability and Diversity

Revoking a transformed template is performed by generating a new template by using a

different set of keys κ. In order to evaluate the revocability and diversity properties, 99

random sets of keys κ = {κα, κin} were generated for each query (a template-query pair has

to have a same (l/p) value to make it verifiable, refer to Section 4.2.4). This leads to 9900

pseudo imposter testings (p1-FAR ). This is to measure the FAR of template-query pairs

derived from the same finger but transformed by using different sets of keys.

78



CHAPTER 4. PROJECTION-BASED TRANSFORMATION

Table 4.3: The p1-FAR and r-FAR values, which respectively represent legitimate and illegit-
imate fingerprint pairs transforming by using different sets of keys.

τ p1-FAR (%) r-FAR (%)

1.7 0.27 0.03
2.2 2.16 0.28
3 13.72 5.92

The experimental results of revocability and diversity are provided in Table 4.3. It is

found that this pseudo FAR is low, specifically for τ = 1.7, which is close to zero. It is also

denoted that if template and query pairs originating from different fingers are transformed

by using random keys (the template and the query have different sets of keys), the false

acceptance (r-FAR) is even lower than that of pseudo imposters (Table 4.3). The value of

p1-FAR and r-FAR is close, especially for τ = 1.7 and τ = 2.2. This means that transforming

the same fingerprints by using different keys results in different templates, as if they are from

different fingers. In other words, this condition leads to a low possibility of cross-matching

among databases [34, 49].

4.3.3 Non-invertibility

In the event that v is compromised, the total weight of points in each group involved in

the transformation can be revealed. The group permutation number (the relation between

groups in the line Lα and elements of the vector v), however, is still unknown. In the worst

case when all κ, ρc and v are compromised, the adversary is able to reveal the projection

line information but not the exact coordinate of projected points {(mi)α}
nα

i=1 on this line.

Assuming that these projected point coordinates can be found (by performing a trial and

error method, the probability of a minutia point location in a partition is 1
bl/pc × 100%);

and referring to Section 4.2.2, that each point in {(mi)c}
nc

i=1 derives three new points (mi)α

because of the (x, y, θ)-projection; the adversary should find each of these three points to

obtain a corresponding point in {(mi)c}
nc

i=1. The number of point combinations itself can be
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denoted by nα!
(nα−3)! . It is worth mentioning that each point in {(mi)c}

nc

i=1 must be constructed

by two points resulted from (x, y)-projection and one point from θ-projection. Therefore, the

number of possible (mi)c points can be found is ((
∑k1−1

i=0 k1) × k2), where k1 and k2 are

the points from (x, y)-projection and θ-projection, respectively. On the other hand, not all

projected points ((mi)α) are covered by l (specified by κl). For example, in Figure 4.6, points

(m1)α, (m2)α, (m9)α and (m10)α are beyond the range l. Therefore, no information about

those points is available. The implementation of θ-projection has made finding (mi)c more

difficult. This is because, different from (x, y)-projection which always follows x and y axis,

θ-projection follows the minutia orientation whose angle is relatively varied (even though it

is not purely random).

Suppose all (mi)c points can be found. The adversary may use the information in ρc to

find {mi}
n
i=1 (refer to Section 4.2.1). However, ρc only contains information of the range of

where a minutia point mi is originally located, without providing its exact location informa-

tion; based on this, the possibility of finding a correct minutia point coordinate is ( 1
w2×100%),

where w is the width of the corresponding cell. Furthermore, if there is more than one point

in the cell, then all those mi points are mapped onto the same (mi)c. Therefore, in the worst

case when {(mi)c}
nc

i=1 can be revealed, the minutiae points in {mi}
n
i=1 are still safe; while the

possibility of finding {(mi)c}
nc

i=1 can be represented as 1
bl/pc ×

1

(Σ
k1−1

i=0
k1)×k2

× 1
w2 × 100%.

Besides its role in revoking the template, a set of keys/parameters is also useful for

minimizing the inter-user similarity. Furthermore, the use of a set of keys results in creating

more key spaces than that of just a key. The size of a key space is proportional to the

security (non-invertibility). Nevertheless, it is predicted that there is a trade-off between this

key space size (security) and the performance. Specifically, the value of α which is represented

by key κα, may not deliver the same performance for all 0 ≤ α < 360o, α ∈ R.

In order to evaluate this condition, an experiment was performed by varying α in the first

two quadrants (0o ≤ α < 180o). This was carried out by limiting the performance to a certain
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Table 4.4: The ranges of an appropriate α value should be used in order to obtain GAR
≥ 90% and FAR ≤ 10%. These are limited to the first two quadrants (0o ≤ α < 180o).

τ Ranges of α (α ∈ R)

1.7 [15o, 70o], [110o, 165o]
2.2 [20o, 40o], [140o, 160o]
3 -

level, in this case is GAR ≥ 90% and FAR ≤ 10%, whose results are provided in Table 4.4.

It is found that not all of values in those two quadrants satisfy that required performance.

In addition, the same experiment conducted in the other two quadrants also delivered an

equivalent results. Overall, those experimental results on all quadrants (depicted in Figure

4.13, in the even that τ = 1.7) recommend the ranges where the value of α should be chosen

from. In other words, in order to maintain the performance, α should not be freely chosen.

Implementing α beyond the ranges specified in Figure 4.13 for example, results in dropping

the performance. This is because the projected point will be beyond the line lenght l of Lα

as illustrated in Figure 4.14.

This restriction has reduced the α space. For example, for τ = 1.7, there is a decrease

of about 39% and even greater for τ = 2.2. Furthermore, there is no α available for τ = 3.

Consequently, there is also a smaller number of κα available to use. It is worth talking into

consideration that the effect of decreasing the α space is minimized by introducing the other

keys, for example, κin.

As it has been discussed in Section 4.2.4, in order to make the vector query verifiable, its

total element number must be same as that of the vector template. It is defined by ε = (l/p)

whose value is derived from {κl, κp}. Compromising only either l or p is not enough to

reveal ε. Nevertheless, the same ε can also be derived from different (κl, κp) pairs, such that

ε = (l/p) = (l′/p′) where l 6= l′, p 6= p′. So, the adversary can obtain ε by compromising v or

(κl, κp), or by trying all {l′, p′} ∈ R combination.

A greater ε means increasing the number of possible permutation of the vector element
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α2=70α3=110
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α6=250 α7=290
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Figure 4.13: The ranges of an appropriate α value in all quadrants with τ = 1.7.

indices (refer to Equation 4.6), which is proportional to the entropy (log2ε!). In other words,

a greater ε enlarges the κin space, which has an effect on the difficulty in revealing B given

v. In addition, a greater ε also means better scalability that the number of users obtaining

a unique κin is likely to be higher. As the result, the authentication system is able to

accommodate a larger number of enrolling users.

However, as depicted in Figure 4.15, too big ε decreases the performance. Figure 4.15(a)

shows performances in various ε values when κp is fixed, while Figure 4.15(b) is when κl is

fixed. Both figures show that ε = 26 reaches GAR = 94% when FAR ≈ 2.3%. This GAR

level can only be achieved by other ε values with higher FAR, for example ε = 22 at about

3% and ε = 30 at about 5% (refer to Figure 4.15(a)) and ε = 34 at about 2.4% and ε = 22

at about 5.5% (refer to Figure 4.15(b)). So, in terms of performance, ε = 26 is better than

the others. This generates 26! = 4.0329 × 1026 indexing possibilities. Assuming that the

machine can procees a million verification per second, a brute force attack will take about

6.3941 × 1012 years on average to break this κin only.

In the event that p is fixed, increasing ε results in increasing l. It is worth pointing out
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Figure 4.14: A projection line which is relatively close to either x or y axis produces points
whose coordinate is beyond the coverage line. In this example, α1 > α2 > α3 (a) relatively
close to y axis (b) relatively close to neither x nor y axis (c) relatively close to x axis.

that the length of the projection line involved in the grouping is determined by the length of

each group and the total number of those groups, i.e., l = p × ε. The increasing of l means

a larger projection space is covered. On the other hand, most minutiae points are located at

50 - 150 pixels around the core [80]. As the result, most projected points are also around the

core, especially those produced by (x, y)-projection. Furthermore, on average, the center of

Lα is about 47 pixel from the core. Consequently, most of those projected points are covered

by Lα. In this case, ε = 26 has been an optimal value as previously discussed. It is also

found that implementing more than 26 groups in Lα (elements in v) is very likely to increase

the inter-user similarity. This is because after the 26th, groups in Lα mostly contain either

no point (empty) or points produced by θ-projection only whose weight is less than that of
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Figure 4.15: The ROC curve of various ε. Too low or too high ε decreases the performance.
In this example, ε = 26 gives better performance than 18, 22, 30, 34 or 38 for certain error
levels (a) the key κp is fixed (b) the key κl is fixed.

(x, y)-projection.

Equivalently, in the case of l is fixed, increasing ε results in decreasing p. It means that
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Figure 4.16: The ROC curves of various {κl, κp} pairs, while the ε is fixed.

each group may contain relatively unique points. Due to intra-user variability issue, however,

this causes a higher FRR and a lower GAR. On the contrary, a smaller ε (higher p) reduces

the uniqueness of the fingerprint patterns. This leads to a higher FAR and a lower GRR.

In addition, too small or too big l and p also affects the performance as depicted in Figure

4.16, where a fixed ε is constructed by various (l, p) pairs. It is shown that p = 18 generates

a better performance than that of 14, 22 or 26, especially when the FAR is between about

2% and 4%. Assigning 14 to p results in a better performance when FAR is between about

4% and 6.5%. It can also be inferred that a bigger p leads to a lower performance as depicted

by p = 22 and p = 26.

Overall, it has been argued that there is a trade-off between security (non-invertibility),

which is represented by the key size, and the performance, which is represented by the

accuracy in particular. There are two possible options can be taken to deal with this trade-

off. First, the performance is allowed to be slightly lower for compensating the security. For

example, the performance is kept at GAR ≈ 90% and FAR ≈ 10% such that {κα, κl, κp} can
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be varied. Second, the performance is maintained at the highest level by reducing the key

spaces. For example, by converting the keys {κα, κl, κp} to parameters {ρα, ρl, ρp} such that

only their optimum value is used. In this case, κin is to be the only key, as in the previous

discussion.

4.4 Summary

In this chapter, a projection-based cancelable fingerprint template approach has been pro-

posed. This utilizes the core point to be the reference to transform minutiae points. A

vector string is generated which is to be the template and is stored in the database or smart

card. The experimental result shows that the proposed approach meets both performance

and non-invertibility requirements. More specifically, it satisfies the accuracy, revocability,

diversity and changeability. It has relatively low error rates, and even lower than that of the

surveyed global feature-based schemes.

As discussed and shown in the experiments, in rare cases, the core point may not be

available in a fingerprint for some reasons. Failing to detect the core point caused by noises

can be solved by scanning the finger several times until the expected point appears. However,

this does not work on fingers whose core point is physically missing, such as happening in

the arch finger class (the a priori distribution probability of arch finger class is 0.037, refer to

Section 2.1). On the other hand, as a global feature-based approach, this proposed scheme

relies on the existence of the core point. Therefore, in spite of its performance and security

(non-invertibility) superiority, the proposed scheme experiences limitation in this certain

case. Consequently, the reliability of the proposed secure authentication system is affected.

There are two possible solutions for dealing with this drawback. First, it needs to gener-

ate an alternate stable point which should be available in all fingerprint classes. The other

existing singular point: delta point, is also not available in the fingerprint arch class. More-

over, a delta point is more unstable than the core point itself. Therefore, while finding new
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stable points is still an issue, the other existing singular point (i.e., delta point) cannot be an

alternative to replace the core point. Second, it needs to develop other cancelable fingerprint

template algorithms which completely eliminate the need of the core point detection. In this

case, the existence of a core point does not have an effect on the registration and verification

processes. This second option is to remove the transformation dependency not only on the

core point but also on the other singular points (e.g., delta point).
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Chapter 5

Pair-polar Coordinate-based

Transformation

Most existing fingerprint data protection methods, including feature transformation (cance-

lable template), rely on the global feature (i.e., core point) information. In spite of their

strength, those methods do not work well if the core point is not accurately detected. On

the other hand, accurate core point data is difficult to obtain [80]. Consequently, they will

be core point extractor capability-dependent. A small change in the core point information

can greatly affect the performance. Moreover, in some cases, the core point is not physically

available [26, 116] as described in Chapter 2. The experiments conducted in Chapter 4 have

shown that global feature-based protection methods suffer from the unavailability of core

point information.

In order to address this problem, this chapter proposes a scheme which only employs

fingerprint local features. In this scheme, each minutia point is described by its neighboring

minutiae points. In particular, information of both the minutiae property and the relative

position of a minutia point to other minutiae points in the polar coordinate space is explored.

This chapter is structured as follows. Section 5.1 describes the concept of polar coordinate
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system-based and local feature-based transformations. Section 5.2 depicts the pair-polar

transformation design. The experiment and its results are provided in Section 5.3. Finally,

Section 5.4 summarizes this proposed local feature-based fingerprint data protection scheme.

5.1 Polar Coordinate System-based and Local Feature-based Transformations

5.1.1 Polar Coordinate System-based Transformation

Among transformation functions introduced by Ratha et al. [77; 80], the Cartesian trans-

formation, based on the experimental results obtained from a private database IBM-99 [16],

exhibits the lowest fingerprint matching performance. The other two transformation func-

tions (i.e., polar and functional functions) show a slightly lower performance level than that

of without transformation. In addition, based on the experimental results on the public data-

base FVC2002Db2a [61], Jain et al. [45] report that with 5% of FAR, they are able to obtain

about 92%, 97% and 98% of GAR for polar transformation, functional transformation and

without transformation, respectively (there is no report about the experimental result of the

Cartesian transformation). These results show that the functional transformation generates

a higher performance than that of polar transformation.

Furthermore, the functional transformation is designed to solve the reordering problem

experienced by Cartesian and polar transformations. This is done by folding the fingerprint

image surface such that the fingerprint global minutiae structure changes but its local struc-

ture does not. In other words, the transformation crumples a sheet which contains minutiae

points. Despite its high performance, the functional transformation suffers from attacks,

such as one that has been described by Shin et al. [88] and Quan et al. [76]. Therefore,

the functional transformation may not be appropriate to use if security and privacy are pre-

ferred. In this case, the polar coordinate system-based transformation can be an alternative,

considering that its performance (presented in [80, 45]) is only slightly lower than that of
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Figure 5.1: An example of sectors and tracks (a) sector (b) track (c) block.

the functional transformation. Moreover, there are still many opportunities to increase its

performance by, for example, re-designing its transformation function.

In their implementation of the polar transformation function, Ratha et al. [77; 80] explored

the global features, that is, the core point is to be the reference, similar to other global feature-

based fingerprint data protection methods. In this polar transformation, the fingerprint space

is divided into some subspaces centering at the core point, whose orientation is to be the

reference to its angular coordinate. Figure 5.1 depicts the definition of subspace attributes,

called sector and track. In this case, a sector refers to a subspace enclosed by an arc (as)

and two radii (rs) while a track refers to a subspace enclosed by circles L1 and L2 or by

L2 and msp (the centroid). In this figure, the size of sectors, denoted by ωs, is determined
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Figure 5.2: Blocks in a polar coordinate space (a) before the transformation (b) after the
transformation.

by the angle θs, which is measured from 0o or x -axis; and the size of tracks, denoted by ωt,

is defined by rt. Additionally, the intersection of a sector and a track is called a block or

sector-track.

Each block is given a sequential number to be its identity as depicted in Figure 5.2(a).

Based on their identity number, the transformation is performed by rearranging the position

of blocks, along with their corresponding minutiae points. An example of this rearrangement

result is shown in Figure 5.2(b). It is possible that after the transformation, a block location

is occupied by more than one blocks or even no block at all. On the other hand, it is also

possible that a block remains at its original location. Therefore, in terms of this block mov-

ing, the transformation may practically result in either many-to-one or one-to-one mapping,

depending on the key being used for the transformation.

Since the transformation is applied to a set of minutiae points in a block all together,

the structure of minutiae points within the block is maintained, especially for a one-to-one

mapping. This means that after the transformation, the relative positions of those minutiae

within a block do not change. In the event of a many-to-one mapping, the structure may

change because minutiae points originated from more than one block are combined.
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It is worth noting that the size of each block in the same sector is not identical. This may

cause a problem if a block is transformed into either a smaller or a larger block (i.e., a block

in a different track), as the distances between minutiae points in this block are affected. For

example, in Figure 5.2, block 3 moves to block 7 whose size is different. Overall, the block

transformation is carried out based on the transformation matrix [80], such that:

C ′ = C +M (5.1)

where C ′, C and M are the new block indexing number, the old block indexing number and

the transformation matrix, respectively. For example, given C = [0 1 2 3 4 5 6 7] and M =

[+3 +1 +0 +4 -3 -5 -5 -3]. The transformed block C ′ is [3 2 2 7 1 0 1 4] whose illustration is

depicted in Figure 5.2. It is also shown that after the transformation, more than one block

may occupy the same block (e.g., blocks 4 and 6 to 1) and there are blocks which do not

move at all (e.g., block 2). In the event that transformed blocks must not remain in their

original location, the transformation matrix must not contain 0.

Despite its good result in satisfying the non-invertibility requirement, the polar transfor-

mation design in [77, 80] has two potential drawbacks. These relate to the discriminability

property caused by the intra-user variability. First, in the subsequent fingerprint scanning,

minutiae points, particularly the ones which are close to the block border, may be located

in different blocks. Second, as it has been discussed in Chapter 2 and shown in Chapter 4,

in certain situations, the core point may not be extracted from fingerprints, especially from

an arch fingerprint class. Therefore, this polar transformation concept does not work at a

certain fingerprint class.
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5.1.2 Local Feature-based Transformation

Unlike a global feature-based design (in which the polar coordinate-based transformation

was originally implemented), a local feature-based design only explores the minutia point

structure. Instead of the core point, local feature-based transformations utilize minutiae

points themselves as the reference to the transformation, such as that implemented by Lee

and Kim [56]. In their transformation, each minutia point is subsequently selected as a

reference to its neighboring minutiae points. In general, local features are relatively invariant

to translation and rotation, compared with the global features. Nevertheless, the superiority

of local features may also depend on the quality of fingerprint images, such as shown in [57].

The local features can be constructed by either the relation between minutiae points or the

property of minutiae points itself, such as the orientation information.

In order to increase the accuracy of the matching process in the local feature-based

transformation (e.g., reducing the effect of the intra-class variability), the relation between

minutiae points can be constructed in several layers (hierarchical). This means that verifica-

tion of a minutia point in the query is carried out by comparing its neighboring points with

those in the template, and those neighboring points are in turn verified by comparing their

neighboring points. An example of this is given in Figure 5.3. Letm1 in Figure 5.3(a) andm′
1

in Figure 5.3(b) be the minutiae points being verified. Their respective neighboring points,

m2,m3,m4,m5 and m′
2,m

′
3,m

′
4,m

′
5,m

′
6 are compared. Suppose m2 matches with m′

2. These

two minutiae points are verified by comparing their neighboring points, m2a,m2b,m2c and

m′
2a,m

′
2b,m

′
2c. Similar comparisons apply to the other neighboring points. If those compar-

isons satisfy the threshold, then m1 matches with m′
1. This concept has been implemented

for a fuzzy vault scheme [50] by Xi and Hu [108] in their composite feature-based design.

The disadvantage is that this hierarchical verification increases the computation level.

Instead of individually verified as in the previous approaches, minutiae points can be
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Figure 5.3: Hierarchical minutiae point verification (a) template (b) query.

concurrently verified in a group. For example, every three minutiae points are grouped

to form a triangle from which the feature representation is obtained [49, 6, 34, 14, 40].

However, in some cases, this approach eliminates the individual property of minutiae such

that it reduces the uniqueness of fingerprints. As a result, it can cause an FRR increase.

5.2 Pair-polar Transformation Design

Based on that polar coordinate-based transformation design and those characteristics of

fingerprint local features, the pair-polar coordinate-based transformation is proposed. This

approach is inspired by research conducted, specifically that in [108, 56, 6, 77] and [80].

In general, this approach takes the input only from a set of selected minutiae points.

As in the concept of cancelable template, matching between fingerprint template and the

fingerprint query is carried out in the transformed domain; therefore, in case the template

is compromised, the fingerprint data is still safe. The overall process of this approach is

depicted in Figure 5.4, which consists of the following stages:

1. Minutia point selection.

2. Template generation.
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3. Minutia point comparison (fingerprint matching).
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Figure 5.4: The pair-polar coordinate-based transformation architecture.
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5.2.1 Minutia Point Selection

Suppose B is a set consisting of n minutiae points extracted from a fingerprint, as denoted in

Equation 3.2; BS is the subset of B consisting of at least k minutiae points whose distances

to other minutiae points are greater than the defined threshold τ1; p is the factual total

minutiae number in BS, and dis(mi,mj) is the distance between minutiae mi and mj . The

set BS, which is to be the input to the transformation function, is denoted as:

BS = {mi}
p
i=1, k ≤ p ≤ n (5.2)

Minutia mj will be included in BS if it satisfies the requirement in Equation 5.3. The details

of this minutia point selection process is depicted in Algorithm 5.1.

dis({mi}
j−1
i=1 ,mj) > τ1, 1 < j ≤ p (5.3)

If a fingerprint image fails to generate at least k points, it is ineligible to be either a secure

template or a secure query. In this case, τ1 and k may be changed to accommodate the

corresponding fingerprint image, or even the original fingerprint image may be used to avoid

failure to enroll (FTE).

Similar to the minutia point selection process in [65], which is used for the fuzzy vault

[50] implementation, in this feature transformation (cancelable template) design, the distance

between minutiami and minutiamj is determined by considering both the minutia coordinate

and minutia orientation. This definition can be denoted in Equation 5.4.

dis(mi,mj) = t1 ×∆r + t2 ×∆a (5.4)

where ∆r =
√

(xi − xj)2 + (yi − yj)2, ∆a = min(|θi − θj |, (360 − |θi − θj |)), t1 = 1 and

t2 = 0.2.
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Algorithm 5.1 Select minutiae points from a fingerprint

Input: B
Output: BS
1: s← 1
2: while s ≤ total minutiae in B do
3: mi ← ms

4: BS ← ms

5: increment p
6: if dis(mi,mj) > τ1 then
7: for r ← 1 to p do
8: if dis(mj ,mr) ≤ τ1 then
9: break

10: end if
11: end for
12: BS ← mj

13: increment p
14: end if
15: if p ≥ k then
16: break {total number of selected minutiae is greater than threshold}
17: else
18: increment s
19: BS ← ∅ {reset BS}
20: end if
21: end while

5.2.2 Template Generation

Generally speaking, a secure fingerprint template is developed after the minutiae points are

transformed and their features are represented as a vector. This template development is

performed according to the set of selected points (BS) obtained from the previous step. Each

point in the set holds a descriptor which contains information about its relative position to

the neighboring points. This information is stored in the form of vectors [108] whose details

are provided as follows.
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Vector Definition

Supposemi is the minutia point being processed andmj is a neighboring minutia point ofmi.

The minutia mi is positioned at the center of the polar coordinate space, whose orientation

acts as the 0o axis and is to be the reference to both radial and angular distances of mj .

The relation between mi and mj is represented by vector vi j whose definition is provided in

Equation 5.5 and depicted in Figure 5.5(a).

vi j = (ri j , αi j , βi j) (5.5)

The elements of vector vi j are described as follows:

• ri j : the radial distance between the centermi(0, 0) and a neighboring minutiamj(xj , yj)

such that ri j =
√

x2j + y2j

• αi j : the angle between the orientation of the center mi and the edge ri j in the

counterclockwise direction such that αi j = arctan(
yj
xj
)

• βi j : the angle between the orientation of the neighboring minutia mj and the edge

ri j in the counterclockwise direction such that βi j = arctan(
y′i
x′

i
)

From this definition, it can be inferred that ri j = rj i, αi j = βj i and βi j = αj i.

The centermi and each of its neighboring minutiae (represented bymj) inBS, {mj}
p
j=1|j 6=i,

where p is the total number of minutiae in BS, form a set of minutiae points mpi. Each of

these mi and mj pairs constructs a vector vi j . Since all the minutiae points in BS are to

be the center, each minutia point has a set of (p− 1) vi j vectors. Suppose msi is the set of

vectors constructed by the center mi, the non-transformed template of BS is represented by:

∀i ∈ {N∗ ≤ p} : msi = {vi j}
p
j=1|j 6=i (5.6)
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Figure 5.5: Vector generation process in the polar coordinate system (a) definition of vector
properties (b) the example of vector set of points, ms1 = {v1 2, v1 3, v1 4}.

Referring back to the assumption that each minutia point in BS has (p− 1) vectors; this

implies that the location information of each minutia point is determined by its (p−1) neigh-

boring minutiae. The example of msi construction process, as presented in Figure 5.5(b),

can be illustrated as follows. Suppose there are four minutiae points in BS (p = 4), i.e.,

BS = {m1,m2,m3,m4}, where m1 is the minutia point being processed, m2,m3 and m4 are

the neighboring minutiae points of m1. The set of vectors of m1 is ms1 = {v1 2, v1 3, v1 4},

where v1 2 = (r1 2, α1 2, β1 2), v1 3 = (r1 3, α1 3, β1 3) and v1 4 = (r1 4, α1 4, β1 4). Equiva-

lently, ms2 = {v2 1, v2 3, v2 4},ms3 = {v3 1, v3 2, v3 4} and ms4 = {v4 1, v4 2, v4 3}. The set

{ms1,ms2,ms3,ms4} has been the non-transformed (insecure) template of BS. In turn, this

set has also been the non-transformed template of B because BS itself is the representation

of B.

Transformation

The transformed (secure) fingerprint template and query are generated by re-arranging the

minutiae points in the polar coordinate space according to the transformation function and

the set of keys being used. For this transformation process, as in Ratha et al. [77; 80], the
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polar coordinate space is divided into blocks. Different from [77, 80], however, blocks are

developed with respect to the reference point mi because this transformation design does not

employ the core point. In this case, there is one track being generated; therefore a block and

a sector refer to the same definition and those two terms are interchangeable.

The general process of the transformation is denoted as follows:

BSsec = Γ(BS, κ) (5.7)

where BSsec is the result of the transformation of BS, Γ is the transformation function and κ

is the set of keys being used in the transformation. BSsec is either the template being stored

in the database or the query to be authenticated with the corresponding stored template.

It contains sets of vectors which describe transformed minutiae points in BS. Additionally,

the process of generating BSsec is provided in Algorithm 5.2. In case the non-transformed

template or query is preferred, the transformation step (line 2 - 8) of Algorithm 5.2 is skipped.

In the transformation, minutiae points are re-arranged in two directions, those are: (i)

angular direction, which is performed by transforming the minutia mj according to its corre-

sponding sector with respect to the orientation of mi; (ii) radial direction, which is performed

by modifying the distance between mj and mi.

The angular transformation (sector transformation) is carried out by considering a ran-

dom vector υw, which specifies the location to where a sector is mapped. All minutiae points

within each sector are moved according to the following equation:

new sect = abs(old sect+ υw)mod(total sect) (5.8)

where new sect, old sect and total sect, are indices of transformed sectors, indices of original

(non-transformed) sectors and the total number of sectors, respectively .

The radial transformation is performed by utilizing the transformed-radial factor rw. In
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Algorithm 5.2 Transform minutiae points using Pair-polar method

Input: BS
Output: BSsec
1: for i← 1 to total minutiae in BS do
2: {Transformation}
3: for s← 0 to total sector - 1 do
4: angular transformation
5: for j ← 1 to total minutiae in sector s do
6: radial transformation
7: end for
8: end for
9:

10: {Generating minutiae vectors}
11: for j ← 1 to total minutiae in BS do
12: if j 6= i then
13: msi ← vi j
14: end if
15: end for
16: BSsec ← msi
17: end for

particular, the radial distance of points in the specified transformed sector locations, which is

represented by ri j , is modified. Let ri j and r
′
i j be the radial distance of before and after the

radial transformation, respectively, and µ be a variable being used for the modulo operation.

This radial transformation is denoted by:

r′i j =
(ri j × rw)mod(µ)

rw
(5.9)

From the transformation functions in Equations 5.8 and 5.9, there are variables whose

values can be varied such that an insecure fingerprint can be transformed into some different

secure ones. Specifically, the combination of υw, rw and µ are applied to the transformation

keys. Therefore, every transformation Γ needs a set of keys κ = {υw, rw, µ}. In order to

eliminate the possible linkage in BSsec, each {msi}
p
i=1 is transformed by using a different κ.
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5.2.3 Minutia Point Comparison (Fingerprint Matching)

As discussed in the previous sections, matching process (verification) between a fingerprint

template and a fingerprint query is done in the transformed domain, whose inputs are sets

consisting of certain (selected) minutiae points only. Although the fingerprint template and

the fingerprint query are derived from the same finger, it is still possible that those sets contain

relatively different minutiae points. In order to address this possibility, some thresholds are

defined in the matching process to eliminate the effect of those non-overlapping minutiae

points on the matching result.

It is worth pointing out that the proposed matching algorithm is independent of the

minutiae selection and transformation designs. Therefore, it can be implemented with or

without those two steps, as long as the data format is identical. Also, this matching design has

made it possible to combine the matching algorithm with other transformation algorithms.

Verification of the fingerprint query is accomplished in two comparison levels: point and

vector. Specifically, the verification is done by comparing each point in the query with all

points in the template whilst the point comparison itself is performed by comparing each

vector in the vector set associated with a point in the query with all vectors in the vector set

associated with a point in the template (an example is depicted in Figure 5.6). In order to

be recognized as a matched vector pair, a vector in the query and its corresponding vector

in the template have to satisfy the following conditions:

1. Their similarity level is greater than or equal to the specified thresholds.

2. Their similarity level is greater than when they are paired to other vectors.

Equivalently, these conditions also have to be fulfilled by the point in the query and its

corresponding point in the template to allow them to be recognized as a matched point pair.

Different from that in [108], this matching algorithm utilizes neither the conditional

matched state nor the primary matching rate for comparing minutiae points. Instead, a com-
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Figure 5.6: An example of a fingerprint verification process. The template and the query
consist of four and three minutiae points, respectively. Verification is carried out by imple-
menting a many-to-many comparison to their vectors.

plement similarity threshold is applied. Moreover, in both transformed and non-transformed

domains, all neighboring points are counted. In other words, a point descriptor is con-

structed by all points derived from those in BS (for a transformed template) or all points in

BS (for a non-transformed template) except the point being compared itself (the center of

the polar space, mi). Therefore, regardless of their location in the polar coordinate space,

all neighboring points equally contribute to the authentication result.

The matching procedure, including some further refinement of the algorithm in [108], is

presented in Algorithm 5.3. This covers those two comparison levels which are carried out

sequentially. By referring to Figure 5.7, this matching procedure along with its example can
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Algorithm 5.3 Match the query to the template

Input: BS′
sec, BSsec

Output: R
1: for i′ ← 1 to p′ do
2: for i← 1 to p do
3: if type′i = typei then
4: compare ms′i to msi
5: remove duplicate matched vectors
6: if total matched vectors ≥ λ then
7: possibly matched points← {mi,m

′
i}

8: end if
9: end if

10: end for
11: end for
12: for i← 1 to total possibly matched points do
13: remove duplicate possibly matched points
14: total matched points← non duplicate possibly matched points
15: end for
16:

17: {Authentication decision}
18: if total matched points ≥ η then
19: R← 1 {matched}
20: else
21: R← 0 {not matched}
22: end if

be illustrated as follows.

Constructing vector sets. The sets of vectors corresponding to each point is con-

structed according to the vector definition in Equation 5.5. Denote BS and BS′ as the set

of selected minutiae template and query, respectively; p and p′ the total number of minu-

tiae points in BS and BS′, respectively. This generates the vector sets {msi}
p
i=1 for the

fingerprint template and the vector sets {msi}
p′

i=1 for the fingerprint query.

Let mi and m
′
i be respectively the minutia points in the template and in the query being

processed by the matching module. These minutiae points are located at the center of the

polar coordinate space. From the example shown in Figure 5.7, it can be deduced that the

template has p = 6, i = 1 whilst the query has p′ = 5, i′ = 1. Accordingly, m1 has five and
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Figure 5.7: An example of matching process of two transformed fingerprint data (a) template
(b) query.

m′
1 has four neighboring points. In addition, the corresponding vector sets of mi and m

′
i are

{v1 2, v1 3, v1 4, v1 5, v1 6} and {v
′
1 2, v

′
1 3, v

′
1 4, v

′
1 5}, respectively.

Comparing vector sets. This step is performed by firstly checking the type of the

point pair being processed (i.e., mi and m
′
i). If both of them are of the same type, then the

vector matching is proceeded by comparing each vector in {ms′i} with all vectors in {msi}.

This mi and m
′
i matching step will generate ((p′−1)×(p−1)) comparisons. In the event that

the type of mi and m
′
i is different, the next query point (i′ + 1) is taken and the matching

process is back to the previous constructing vector sets step. In this thesis, only two common

minutiae types are used: ridge ending and bifurcation.

Suppose that both m1 and m′
1 in Figure 5.7 have the same minutia type. Each query

vector v′1 k, where 2 ≤ k ≤ 5 is compared with all template vectors v1 j , where 2 ≤ j ≤ 6.

Referring back to the vector definition in Equation 5.5, the difference (similarity) between

v′ of ms′i and v of msi can be represented as vector difference components: ∆ri,k i,j , ∆αi,k i,j ,
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∆βi,k i,j , whose definition is provided as follows:

∆ri,k i,j =
|r′

i k
−ri j |
ri j

× 100%

∆αi,k i,j =
min(|α′

i k
−αi j |,360−|α′

i k
−αi j |)

360 × 100%

∆βi,k i,j =
min(|β′

i k
−βi j |,360−|β′

i k
−βi j |)

360 × 100%























(5.10)

Finding pair-matched vectors. Finding the pair-matched vector is performed based

on the vector difference level, which has been defined in the previous step. It can be expected

that smaller differences leads to a higher possibility to be a pair-matched vector.

In order for a vector v′i k to match with vi j , all their vector component differences,

represented by {∆ri,k i,j ,∆αi,k i,j ,∆βi,k i,j} in Equation 5.10, have to satisfy the following

requirements [108]:

∆ri,k i,j < τr

∆αi,k i,j < τα

∆βi,k i,j < τβ























(5.11)

where τr, τα, τβ are the thresholds of each vector difference component. Accordingly, their

total difference, represented by ∆f , has to satisfy:

∆f ≤ τ2

∆f = ∆ri,k i,j × ωr +∆αi,k i,j × ωα +∆βi,k i,j × ωβ











(5.12)

where τ2 is the threshold of the total vector difference; ωr, ωα, ωβ are the weight factors of

the corresponding vector difference components.

If the requirements in Equations 5.11 and 5.12 are satisfied, then v′i j possibly matches

with vi j . The matched vector relation between ms′i and msi itself is one-to-one. This means

that a vector in ms′i cannot have more than one pair-matched vector in msi. Likewise, a

vector in msi cannot have more than one pair-matched vector in ms′i. Considering that there
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is a possibility of some vector pairs satisfying the thresholds (see Equations 5.11 and 5.12),

only the vector pair whose ∆f is the least is selected, as depicted in Figure 5.8. It means that

in every ms′i and msi verification, there are at most min((p′ − 1), (p − 1)) vector-matched

pairs generated. In other words, the relation between ms′i and msi is injective but is not

necessarily bijective.

If there are at least λ vector-matched pairs between ms′i and msi, then the point m′
i

possibly matches with the point mi. This vector comparison is carried out such that all

vector sets in {ms′i}
p′

i=1 and {msi}
p
i=1 are processed.

Determining whether the query matches with the template. Assuming that there

are q possibly point-matched pairs between BS′ and BS have been found in the previous step.

Due to the one-to-many, many-to-one or many-to-many minutia point comparison, there may

be duplicate matched points among those q pairs. Similar to the previous duplicate pair-

matched vector case, those duplicate matched points are also removed to obtain the actual

(non-duplicate) pair-matched points. This is done according to the following criteria:

1. The total number of the corresponding vector-matched pairs. Only the minutia point

with the highest number of vector-matched pairs is selected and classified as the pair-

matched point. If this highest number is obtained by more than one pair points, then
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Figure 5.8: The pair-matched vectors of ms1 and ms′1 are (v1 2, v
′
1 2) and (v1 4, v

′
1 5).

.
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proceed to the next criterion.

2. The level of ∆f values (Equation 5.12) of each vector-matched pair associated with the

corresponding point-matched pair. Denote fv and L an array vector and its length (the

number of elements in fv), respectively. Each ∆f is mapped according to its level onto

fv. In this case, level is defined as the specified range of values to which ∆f is classified.

For example, suppose L is 5 (fv has 5 elements) and there are 7 vector-matched pairs

in the corresponding point-matched pair whose set of ∆f values are {0.8, 2.7, 0.2, 1.6,

2.4, 1.9, 0.1}. The first element of fv is determined by the first level of L, that is, the

subset of ∆f whose values fall into [0,1). This results in {0.8, 0.2, 0.1}. In this case, the

subset has 3 members; therefore, the first element of fv is set to 3. By the same token,

the subset {1.6, 1.9} is in [1,2), which is the second level of L. So, the second element of

fv is set to 2. Likewise, the third, fourth and fifth elements are 2, 0, and 0, respectively.

This is because {2.7, 2.4} is in [2,3) and no value in the ∆f set is in both [3,4) and

[4,5). So, for this set of ∆f and L, the resulted array vector is fv = (3, 2, 2, 0, 0). Based

on the fact that the smaller ∆f the more similar the points, an array vector fv whose

first element is the highest is selected. If this highest number is obtained by more than

one array vectors, then that with the highest second element is selected, and so on.

Similar to the first criterion, if there are more than one point-matched pairs having

exactly the same fv element values, then proceed to the next criterion. Otherwise, the

pair-matched points have been found.

3. The average of ∆f . Only the point-matched pair with the smallest average ∆f value

is selected. If there are more than one point-matched pairs having exactly the same

average of ∆f , then any of those pairs can be used. Nevertheless, this is unlikely to

happen because the average of ∆f should be different for a certain digit number.

From these criteria, it can be inferred that the actual pair-matched points should have as
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many as possible pair-matched vectors. The process of removing duplicate pair-matched

points is analogous to that of removing duplicate pair-matched vectors, which has been

illustrated in Figure 5.8. Additionally, if there are at least η actual (non-duplicate) point-

matched pairs between BS′ and BS, then the fingerprint query B′ is classified as matching

with the fingerprint template B.

5.3 Experiments and Analysis

The proposed approach is evaluated according to the scenarios which have been described in

Section 3.3: accuracy, revocability, diversity and changeability. This is done by measuring

the degree of similarity between the template and the query. In addition, the security (non-

invertibility) of the proposed approach is also provided.

The minutia selection process (refer to Section 5.2.1) has been able to reduce the number

of minutiae points in each fingerprint to about 65% of the original number. The set of

selected minutiae points (BS) is to be the input to the transformation function. For the

transformation itself, the parameters are obtained by deriving them from [65, 108] as well as

by doing an experiment on a smaller database of FVC2002Db2a, comprising both genuine

and imposter testings to find the best value combination. This smaller database comprises

10 randomly selected image pairs. Once the required minimum performance level has been

obtained, the corresponding parameter values are implemented in the formal experiment.

The experimental result of this small database (represented by an EER value) corresponds

to that of the bigger database. In more detail, these experimental results are plotted on an

ROC curve (depicted in Figure 5.9). It is shown that the combination between τ2 = 4 and

λ = 6 delivers the best performance, especially for small FAR. For example, when FAR is less

than about 1%, the parameters (τ2 = 4, λ = 6) achieve about 90% of GAR, which is higher

than the others. Moreover, from FAR ≈ 1% to FAR ≈ 8%, GAR is the highest. Hence,

the parameter pair (τ2 = 4, λ = 6) is implemented to the formal testing on all scenarios and

109



CHAPTER 5. PAIR-POLAR COORDINATE-BASED TRANSFORMATION

0 5 10 15 20

80

82

84

86

88

90

92

94

96

98

100

False Acceptance Rate (FAR)

G
en

ui
ne

 A
cc

ep
ta

nc
e 

R
at

e 
(G

A
R

)
τ
2
 = 3, λ = 8

τ
2
 = 4, λ = 4

τ
2
 = 4, λ = 6

τ
2
 = 4, λ = 8

τ
2
 = 5, λ = 6

Figure 5.9: ROC in the transformed domain of various τ2, λ combination using small data-
base.

databases (FVC2002Db1a, FVC2002Db2a and FVC2002Db3a [61]).

5.3.1 Accuracy

As described in the evaluation design (refer to Chapter 3), it is assumed that the key is com-

promised. The experimental results, which are obtained from FVC2002Db2a [61], show that

the EER of both non-transformed and transformed fingerprints are 5% and 6%, respectively,

whose graphs are provided in Figure 5.10. It can be inferred that the transformation has

increased the EER by 1%, which is relatively small comparing to that of other transformation

functions; for example, about 13% in [8] (the EER of non-transformed and transformed fin-

gerprints are 4% and 16.8%, respectively). Furthermore, as summarized in Table 5.1, 6% of

EER is lower than that obtained by using other parameter settings (more detail acceptance

rates are depicted in Figure 5.11). In addition, this EER itself is also lower than that of most

other transformation functions, for example, 6.8% of [56] and more than 10% of [49].

When the experiment was performed in FVC2002Db1a, the EERs obtained from non-

transformed and transformed fingerprints are 3% and 9%, respectively; whilst those of
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Figure 5.10: Equal Error Rate (EER) in both transformed and non-transformed domains.

Table 5.1: EER obtained by varying the parameters.

(τ2, λ) EER (%)

(2,7) 16
(4,4) 15
(4,6) 6
(4,8) 7.8
(6,7) 8
(6,8) 8

FVC2002Db3a are 16% and 27%, respectively. All these EERs of transformed fingerprints

are higher than that of FVC2002Db2a. As discussed in Section 4.3.1, the number of extracted

minutiae points from FVC2002Db1a images is smaller than that from FVC2002Db2a; while

that from FVC2002Db3a is even smaller than that from FVC2002Db1a. Furthermore, 2% of

fingerprint image pairs in FVC2002Db3a are unextractable, which result in failure to enroll.

It also means that, in this case, fingerprint transformation and authentication processes do

not work. According to the assumption that in the real world users have willingness to au-

thenticate (provided in Section 3.3.1), the experimental results obtained from FVC2002Db2a

are more representative.
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Figure 5.11: ROC curve of various parameters.

Nevertheless, there is a trade-off between this excellent accuracy performance and the

computation speed. On average, the system takes about a minute to authenticate a trans-

formed template-query fingerprint pair. In the real application, actually, this depends on

what environment is being used and how it is implemented. For example, a hardware-based

implementation should run faster than a software-based implementation [73].

5.3.2 Revocability and Diversity

In case the transformed fingerprint template is compromised, it is revoked by issuing a new

set of keys and generating a new transformed fingerprint template based on the new keys.

In order to evaluate this capability, the testing was conducted in FVC2002Db2a by tak-

ing the pseudo-imposter from the legitimate query set to measure the false acceptance level

(p1-FAR). The experimental results exhibit that all queries are rejected. In other words,

(p1-FAR) = 0. It means that the transformation function has been able to generate different

transformed templates from exactly the same finger such that those templates do not au-

thenticate each other. Similar to that in Chapter 4, this characteristic results in solving not
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only the revocability but also cross-matching between databases issues [34, 49]. Hence, the

same finger can be used to concurrently enroll on various applications.

Furthermore, the experiment to measure the r-FAR (the false acceptance rate when the

fingerprint template-query pair is derived from different fingers and is transformed by using

different keys, refer to Section 3.3) also results in no error (r-FAR = 0). It means that the

discriminability property is still preserved in the transformed domain.

5.3.3 Changeability

The evaluation was conducted by matching the non-transformed query with the transformed

template. In this case, both were derived from the same finger. The experimental result rep-

resents that all queries are rejected (p2-FAR = 0). It can be deduced that, as in the previous

testing scenario, the non-transformed query and the transformed template are sufficiently

different; therefore, they do not authenticate each other.

In order to find the differences between genuine and imposter fingerprint pairs, the dis-

tribution of their matched minutiae points are plotted and presented in Figures 5.12 and

5.13; these represent both genuine and imposter pairs of non-transformed and transformed

fingerprints, respectively. It is shown that, in general, non-transformed genuine fingerprints

have more matched minutiae points than transformed ones. In order to further analyze their

distribution, the separability factor [57] is measured, which is defined as:

Separability =
|µG − µi|

√

(σ2G + σ2i )/2
(5.13)

where (µG, σ
2
G) and (µi, σ

2
i ) represent respectively the mean and variance pairs of both the

genuine and imposter distributions. It is found that with EER ≈ 5%, the separability of

matched minutiae points of non-transformed genuine and imposter distributions is ≈ 3.37; on

the other hand, with EER ≈ 6%, the separability of matched minutiae points of transformed
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genuine and imposter distributions is ≈ 2.73.

Further separability evaluation of the matched minutia point distribution was conducted

based on the following scenarios, whose results are depicted in Figure 5.14:
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Figure 5.12: Distribution of matched insecure (non-transformed) genuine and imposter.
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Figure 5.13: Distribution of matched secure (transformed) genuine and imposter.

1. Both genuine and imposter fingerprints are not transformed.
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Figure 5.14: Separability of the specified scenarios.

2. Both genuine and imposter fingerprints are transformed by using the same key.

3. Genuine fingerprints are transformed by using the same key whilst imposter fingerprints

are transformed by using different keys.

4. Genuine fingerprints are transformed by using the same key whilst imposter fingerprints

are not transformed.

Based on Figure 5.14, it can be inferred that the separability of the scenarios 3 and 4

is approximately same. This means that the case of transforming both template and query

fingerprints using different keys is analogous to the case where the template is transformed

while the query is not transformed. On the other hand, non-transformed template and

non-transformed query fingerprints (scenario 1) have the highest separability level and trans-

forming both template and query fingerprints using the same key (scenario 2) leads to the

lowest separability level. This means that, by the nature, the raw (original) fingerprints have

a relatively high distinctiveness level; and transforming different fingerprints using the same

key results in reducing this distinctiveness more than that of using different keys.

For a comparison purpose, the experiment on measuring the separability level of non-

transformed and transformed fingerprints was also conducted in other databases (i.e., Db1a

and Db3a of FVC2002) whose results are given in Figure 5.15. From those three databases,

it is found that non-transformed fingerprints have higher separability level than transformed
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Figure 5.15: Separability of both non-transformed and transformed fingerprints from different
databases.

ones for each corresponding database. The smallest separability decrease is obtained when

the transformation is implemented in FVC2002Db2a. In addition, the highest separability of

transformed fingerprints is also achieved by applying it to FVC2002Db2a. This supports the

assumption which has been made in Section 3.2 that the proposed transformation function is

more appropriate to implement in FVC2002Db2a because of its characteristics. In general,

all these separability values are inversely proportional to their corresponding EER value.

5.3.4 Local Smoothness

As described in [77, 80], a transformation function should preserve local smoothness. This

means that a transformation function should preserve the local minutiae structure but dis-

torts the global structure. This is to make the pattern of the transformed template “scram-

bled” but still distinguishable. In this proposed approach, the local minutia structure is

defined as the relation between the point at the center of the coordinate space (mi) and

its neighboring minutiae points {mj}
p−1
i=1 , instead of between neighboring points themselves.

Therefore, the relative location of neighboring points before and after the transformation

does not have to be similar. The most important thing is that after being transformed by

using the same function and set of keys, the same fingerprint should have similar structure.

116



CHAPTER 5. PAIR-POLAR COORDINATE-BASED TRANSFORMATION

This concept is different from that of polar transformation in [77, 80] where a block is

moved to another block. This leads to relatively stable local structures, that is, a transformed

block has a similar pattern to its corresponding non-transformed version. It is worth pointing

out that in each fingerprint scanning, minutiae points around the block boundaries may be

moved to other blocks, resulting in the reordering issue. In this proposed design, this is

minimized because of the use of multiple transformations in the template generation step

(each minutia point is to be the transformation reference, refer back to Section 5.2.2).

5.3.5 Non-invertibility

Suppose s, rw, µ, p, n are the total number of sectors, the transformed-radial factor, the mod-

ulo number for randomizing radial distance, the total number of selected minutiae points (in

Section 5.2.1) and the total number of minutiae points in a fingerprint, respectively. It is

known that in the transformed domain, each minutia point in BS is described by its (p− 1)

neighboring minutiae points. Each of these (p − 1) neighboring minutiae points itself has

(sµ) possible locations in this transformed domain. Therefore, for (p − 1) minutiae points,

there are (sµ)p−1 possibilities. In other words, the probability of reconstructing the trans-

formed template is 1
(sµ)p−1 ×100%. This means that given the transformed template, in order

to reveal those (p − 1) minutiae points, a brute force attack should perform about (sµ)p−1

attempts (((p − 1) × log2(sµ)) bits). It is worth mentioning that in order to minimize the

linkage between transformed templates, they are transformed by using different keys. Thus,

they are independent of each other.

In addition, in order to reconstruct a minutia radial distance in BS, ri j has to be obtained

from r′i j =
(ri j×rw)mod(µ)

rw
(refer to Equation 5.9). This is difficult because both (ri j × rw)

and the modulo operation mod(µ) give rise to many possible combinations. On the other

hand, the authentication process is straightforward because the parameters are given for the

sector mapping, scaling and other operations.
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Therefore, in the event that the transformed template is compromised, the mapping

operation being implemented in both sector and radial transformation functions brings about

many combinations of the original minutia property. Moreover, the transformed template

contains only p transformed minutiae points because of the minutia point selection process

(refer to Section 5.2.1). This has been useful not only for the performance but also for the

security (non-invertibility). In the worst case when BS can be revealed, the (n − p) non-

selected minutiae points are still safe because there is no stored information of those minutiae

points at all.

5.4 Summary

In this chapter, a local feature based-cancelable template scheme has been proposed. Overall,

the template is constructed by assigning a descriptor to each minutia point. This design con-

sists of three modules: minutia point selection, template generation (including feature trans-

formation and feature representation) and minutia point comparison (fingerprint matching).

Those three are independent of each other; therefore, each module can be implemented with

or without the others or even be combined with other schemes.

The first module has been able to reduce a significant number of minutiae points in a

fingerprint. There are at least two advantages in this number reduction. First, it decreases

the computational time because it does not have to evaluate all minutiae points in the

fingerprint. Second, it prevents the adversary from revealing all minutiae points in the

fingerprint, in case the transformed template is compromised. The second module performs

multiple transformations in a polar coordinate space such that each minutia point is to be the

reference to the others. An advantage of this design is that it can minimize the effect of intra-

user variability caused by minutia reordering. Additionally, the transformation employs a

modulo operation that is useful for giving uncertainty in revealing the fingerprint data, given

the transformed template. The third module carries out fingerprint matching by comparing
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descriptors of each minutia point. This module performs two matching levels: vector and

point. So, the non-invertibility property is mainly maintained by the second module and

supported by the first. Skipping the first module can decrease this non-invertibility level;

however, reconstructing the original fingerprint data given a transformed template and its

keys is still infeasible because of both sector and radial transformations.

In terms of performance, this local feature-based cancelable template scheme is similar

to the global feature-based one, which has been proposed in Chapter 4. However, in terms

of reliability, this pair-polar coordinate-based transformation is superior because it is not

affected by the absence of singular point information (e.g., core point) of the fingerprint.

This means that the scheme has eliminated the singular point dependency problem. The

experimental results also show that it has better performance than that of most existing

schemes and at the same time, it also meets the revocability, diversity, changeability and

security (non-invertibility) requirements.

In spite of its excellence in performance and security properties, its authentication speed

can be a drawback. Although this trade-off may be acceptable in some cases, this limita-

tion can affect the users acceptability. Therefore, a local feature-based cancelable template

scheme which does not suffer from this processing time drawback needs to be developed.

The next chapter intends to minimize the drawback by exploring the geometrical fingerprint

transformation in both Cartesian and polar coordinate spaces.
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Chapter 6

Cartesian and Polar

Coordinate-based Transformation

The research in this chapter is motivated by the fact that there is a trade-off among ca-

pabilities of local feature-based cancelable fingerprint template schemes. For example, the

polar coordinate-based transformation proposed in Chapter 5 is able to remove the need of

singular point detection, which makes it more reliable; however, it experiences an increase in

processing time. Even though accuracy and security factors may be preferred in some cases,

the processing speed is still an important factor. This has a significant effect on certain

implementation environments, such as resource-constrained devices1.

In this chapter, another local feature-based transformation is proposed. This transfor-

mation is designed such that it eliminates the use of multiple sets of keys while at the same

time still considers the accuracy, revocability, diversity, changeability and security (non-

invertibility) properties. In more specific, it utilizes both Cartesian and polar coordinate

spaces to construct a transformation function. As in the previous chapter, this design is also

motivated by other research, particularly the one in [80].

1A resource-constrained device is any device whose resources are constrained intentionally [55].
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This chapter is organized as follows. Section 6.1 describes the cartesian-polar transforma-

tion design. The experiments and their results are depicted in Section 6.2 and the summary

of this chapter is provided in Section 6.3.

6.1 Cartesian-polar Transformation Design

The overall transformation design, as depicted in Figure 6.1, takes a set of selected minutiae

points BS (refer to Section 5.2.1) as the input to the transformation. This is similar to the

pair-polar transformation design (Chapter 5). Nevertheless, taking the set of all minutiae

points B as the input is also acceptable; however, as previously discussed, a smaller number

of input points reduces both template generation and matching complexities.

Each minutia point in BS is given a descriptor, which is constructed by its transformed

neighboring minutiae points. In turn, the descriptors of each minutia point is to be the secure

fingerprint template. In general, the process of generating these descriptors can be denoted

as follows:

BSsec = Γ2(Γ1(BS, κrot), κrad, κα, κβ) (6.1)

where BSsec, Γ1 and Γ2 are the secure (protected/transformed) template, the transformation

function in Cartesian and in polar coordinate systems, respectively. The transformation

requires the set of keys κ which consists of a key κrot for the Cartesian transformation and

{κrad, κα, κβ} for the polar transformation. All these keys can be easily generated from a

hashed pass phrase; therefore, it is very likely to be random. The use of a pass phrase

itself has made it easy for users to memorize. The transformation design can be denoted in

Algorithm 6.1 whose detail is described in the following sections.

In the verification process, after the fingerprint query and the fingerprint template are

transformed, their similarity level is measured by using the matching algorithm proposed in
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Figure 6.1: The Cartesian-polar transformation architecture.
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Section 5.2.3. Only if this similarity level is high enough, are the template and the query

considered to be from the same finger.

6.1.1 Cartesian-based Transformation

Let mi be a minutiae point on the consideration (being processed). By using mi(0, 0) as the

center, the Cartesian coordinate space is divided into four quadrant-squares, which cover the

minutiae points in BS. The size of the squares is parameterized, as a result, the number

of minutiae points in the square may be different from application to application. The

first resulting quadrants are to be the squares level 0. These squares can be re-divided

several times, depending on the specified parameter, such that the original coordinate space

is divided (l+1) times (until level l). The total number of generated squares can be denoted

by
∑l

i=0 4
i+1. An example of squares in this Cartesian coordinate space with l = 2 is depicted

in Figure 6.2(a).

The transformation is done by independently rotating all squares in each level centering

on the midpoint of the corresponding square r times (rounds). It means that the total

number of rotation is (r
∑l

i=0 4
i+1), and each minutia point is rotated ((l+1)×r) times. Let

(x, y), (xp, yp) and φ be the minutia point coordinate of pre- and post-point rotation, and the

degree of rotation, respectively. Each quadrant at all levels is given a weight qa, qb, qc, qd for

respectively quadrant 0, quadrant 1, quadrant 2 and quadrant 3. This transformation can

be represented as:

xp = x× cos(φ)− y × sin(φ)

yp = x× sin(φ) + y × cos(φ)











(6.2)

where φ is generated from multiplication between the key κrot and the quadrant weight.

In this case, κrot may be different from square to square. Furthermore, the value of φ can

be restricted to a certain range of values by using a modulo operation; therefore, there is

a many-to-one mapping. For example, if the rotation is restricted to multiples of 90o, the

123



CHAPTER 6. CARTESIAN AND POLAR COORDINATE-BASED TRANSFORMATION

Algorithm 6.1 Transform minutiae points using Cartesian-polar method

Input: BS
Output: BSsec
1: for i← 1 to total minutiae in BS do
2: {Cartesian transformation}
3: for r ← 0 to total rounds - 1 do
4: for l← 0 to total levels - 1 do
5: for j ← 1 to total minutiae in each level do
6: rotation transformation
7: end for
8: end for
9: end for

10:

11: {Polar-radial transformation}
12: for r ← 0 to total rounds - 1 do
13: for q ← 0 to total tracks - 1 do
14: for j ← 1 to total minutiae in (trackq, trackq+1) do
15: radial transformation
16: end for
17: end for
18: end for
19:

20: {Polar-angular transformation}
21: for r ← 0 to total rounds - 1 do
22: for q ← 0 to total sectors - 1 do
23: for j ← 1 to total minutiae in (sectorq, sectorq+1) do
24: angular transformation
25: end for
26: end for
27: end for
28:

29: {Polar-orientation transformation}
30: for r ← 0 to total rounds - 1 do
31: for q ← 0 to total sectors - 1 do
32: orientation transformation
33: end for
34: end for
35:

36: {Generating transformed minutiae vector}
37: for j ← 1 to total minutiae in BS do
38: if j 6= i then
39: msi ← k shortest(vi j)
40: end if
41: end for
42: BSsec ← msi
43: end for 124
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Figure 6.2: Square levels in the Cartesian coordinate space (a) definition of square level (b)
an example of rotation when l=2, r=1.

following formula can be implemented to define the rotation of quadrant 3 at each square

level (including the minutiae points in it): φ = ((qd × κrot) mod(4))× 90.

An example of the rotation is shown in Figure 6.2(b), which for a simplicity purpose,

the rotation properties are defined as l = 2 and r = 1. This rotates a neighboring point mj

three times. Since the transformation function rotates a set of minutiae points all together,

its local structure does not change. It means that in the new location, a point still maintains

its close neighboring structure. In this case, the term close refers to the smallest square size

(the square level l). As occurred in other cell- and block-based transformations [77, 80], it is

possible for the minutiae points near the square boundary to move to the other square in the

next fingerprint scanning process. It is worth pointing out that this rotation is inspired by

research in [80]; however, this kind of transformation is not practically implemented there.
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6.1.2 Polar-based Transformation

In the polar-based transformation, the relation between a minutia point on the consideration

(at the center of the space) mi and its neighboring point mj is represented as a vector vi j .

The set of vectors constructed by minutiae points centering at mi is denoted by msi =

{vi j}
k
j=1|j 6=i, 1 ≤ i ≤ p, where k and p are the specified number of the nearest neighboring

minutiae points and the number of minutiae points in BS, respectively. In this case, k does

not have to be same as p (this is different from that of Equation 5.6, where k is same as p).

The elements of vector vi j , as depicted in Figure 6.3, are defined as follows:

• ri j : distance between the center (mi) and its neighboring point (mj).

• αi j : angle between 0o axis (horizontal axis) and the edge (the line connecting the

center (mi) and the neighboring point (mj)) in counterclockwise.

• βi j : angle between 0o axis (horizontal axis) and the orientation of its neighboring point

in counterclockwise.

Here, ri j and αi j have the same definition as that of the transformation scheme proposed

in Chapter 5 while βi j does not. In the implementation level, this new βi j definition is

simpler than the previous one which has an effect on the overall performance, specifically on

the authentication speed.
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Figure 6.4: A polar space whose center is mi, is divided into 8 sectors and 4 tracks.

The polar coordinate space is divided into t geometrical tracks (from track 0 to track

t − 1) and s sectors (from sector 0 to sector s − 1). In this case, each minutia point is

transformed individually based on its position in the sector or in the track; therefore, the

structure between neighboring points (the local structure) may change. This is different from

the previous transformation function proposed in Chapter 5, which concurrently transforms

minutiae points per track-sector (block). Figure 6.4 illustrates the polar coordinate space

when s = 8 and t = 4.

The transformation itself is performed in three steps. First, the minutiae points are

transformed based on their radial distance, which employs tracks as the reference. Second,

the minutiae points are transformed based on their angular distance, which uses sectors

as the reference. Therefore, it can be viewed as a track- and sector-based transformation

instead of a block-based transformation as implemented in [77, 80]. Third, the orientation of

each minutia point is transformed in a similar way as that of the second step. Overall, the

proposed function transforms the minutia point coordinate and orientation in several rounds.
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Let the polar space be divided into t tracks and s sectors whose sizes are ωt and ωs,

respectively. The process of this polar transformation is denoted in Algorithm 6.1 whose

detail and example are provided in the following sections.

Radial Distance Transformation

In this radial distance transformation, the transformation function in Equation 6.3 is applied

to the minutiae points in two consecutive tracks. In other words, minutiae points in track q

are transformed along with those in track (q + 1). If track q is the last track (track (t− 1)),

then the next one is track 0 (defined in Equation 6.4).

∀q ∈ {N0 < t} and ∀j ∈ {N∗ ≤ p, j 6= i} :

r′i j = ((ri j × κrad) mod(2× ωt) + (q × ωt)) mod((t− 1)× ωt)
(6.3)

where (ri j) and (r′i j) are the radial distance of pre- and post-radial distance transformation

between the center (mi) and its neighboring point (mj).

mj ∈











{trackq, track0} if q = t− 1

{trackq, trackq+1} if q 6= t− 1
(6.4)

Suppose the polar coordinate space is divided into 4 tracks. The transformation starts

from the first two tracks: track 0 and track 1, and iteratively moves to the subsequent

tracks. The transformed minutiae points originating from track 0 and track 1 are very likely

to hold new coordinate points, spreading over those two tracks. This means that some or all

minutiae points in track 0 will either move to track 1 or remain in track 0. The same applies

to minutiae points in track 1. These transformed minutiae points in track 1 and those of

non-transformed in track 2 are processed whose results spread over both tracks, and so on.

Finally, the minutiae points in the last track (track 3) are transformed along with those in

the first track (track 0) and the results spread over track 3 and track 0. This will construct
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Figure 6.5: An example of polar transformation, when t=4, s=8 (a) a round of radial trans-
formation is performed from track 0 and going back to track 0 (b) a round of angular trans-
formation is performed from sector 0 and going back to sector 0.

one round radial transformation, as depicted in Figure 6.5(a).

The transformation is performed for at least 2 rounds to make it possible for each point to

move to or stop at any track. In other words, a minutiae point in track 0 may move to tracks

1, 2, 3 and vice versa. It is also possible that a minutia point will finally arrive back at its

original track but most likely with different ri j value. Some minutiae points originating from

different tracks may result in the same track. It is difficult to determine the original radial

distance or even the track where the minutiae points originated from, because each point

is transformed by using a many-to-one mapping due to the implementation of the modulo

operation.

A more detail illustration of this radial distance transformation is shown in Figure 6.6,

given mi with i ∈ {N
∗ ≤ 6} and t = 4. For a clarity purpose, it is assumed that the original

minutiae points spread only over track 0 and track 1. After minutiae points in track 0 and

track 1 are transformed, m1 is still in track 0, m2 moves to track 0, m3 and m5 are still in
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track 1, m4 and m6 moves to track 1. Transforming minutiae points in tracks 1 and 2 leads

to locate m3, m4 and m6 in track 2 while m5 remains in track 1. The next transformation

of tracks 2 and 3 results in moving m3 and m6 to track 3 while m4 is still in track 2. After

a round transformation, m3 is in track 3 and m6 is back to track 0.

Angular Transformation

The angular transformation, as shown in Figure 6.5(b), is analogous to the radial distance

transformation, which has been previously discussed. Different from it, the minutiae points

are transformed in angular instead of radial direction. A many-to-one mapping is also ap-

plied to this transformation. In this case, the minutiae angle α is transformed according to

Track 0 Track 1 Track 2 Track 3

1
0 m1

1

m2
0m2

1

m3
1

m | 1
m } 1
m ~ 0

m | 0
m } 0 m } 2 m | �m ~ � m ~ ~

m | ~
m � 1m � 0 m � 2 m � ~

m ~ |
m � |
m

Figure 6.6: An example of a round radial transformation where minutiae points originated
from track 0 and track 1 end up in various tracks. The superscript and subscript numbers
represent the transformation step being applied to the minutiae and the minutia identity,
respectively.
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Equations 6.5 and 6.6.

∀q ∈ {N0 < s} and ∀j ∈ {N∗ ≤ p, j 6= i} :

α′
i j = ((αi j × κα) mod(2× ωs) + (q × ωs)) mod((s− 1)× ωs)

(6.5)

mj ∈











{sectorq, sector0} if q = s− 1

{sectorq, sectorq+1} if q 6= s− 1
(6.6)

where (αi j) and (α′
i j) are the angle of pre- and post-transformation of a neighboring point

(mj) and sectorq is the q
th sector. A round angular transformation is defined as the transfor-

mation from the first sector (sector 0) to the last sector (sector s− 1) and back to the first.

Similar to the radial distance transformation, this angular transformation is also performed

for at least two rounds, such that, every minutiae point has an opportunity to move within

360o. After the transformation, a sector may contain minutiae points coming from various

sectors.

Orientation Transformation

The minutia point orientation is transformed in the same way as the angular transformation

(see Equation 6.5) by using the key κβ instead of κα. Both transformations are conducted

based on the angle definition which has been described in Section 6.1.2 and illustrated in

Figure 6.3. In this transformation, however, each minutia orientation is transformed sepa-

rately because each minutia point has only one orientation angle in its polar space, namely

its orientation itself, as shown in Figure 6.7. In this example, β1 2 and β1 3 are independently

transformed based on its corresponding center of space: m2 and m3, respectively.

As previously discussed, after the Cartesian and polar transformations are complete, each

minutia mi is described by a set of vectors msi = {vi j}
p
j=1|j 6=i, 1 ≤ i ≤ p where p is the total

number of minutiae points in BS. Among (p− 1) of mi’s transformed neighboring minutiae
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Figure 6.7: Orientation transformation.

points, only the k-nearest of them are selected to be the mi’s descriptor. In other words, the

set of vectors msi is redefined, such that, it consists of only k out of (p− 1) possible vectors

as denoted in Equation 6.7. These k-nearest neighboring transformed points are selected

according to their radial distance from the center, mi (denoted by ri j).

∀i ∈ {N∗ ≤ p} : msi = {vi j}
k
j=1|j 6=i (6.7)

Let BSsec be the secure fingerprint template consisting of all sets of vectors resulted from

the transformation ({msi}
p
i=1). Since {msi}

p
i=1 is to be the transformed version of BS where

BS itself is the representation of B, BSsec is the transformed fingerprint of B (see Equation

6.8). This can be the template to be stored in the database or the query to be matched to

the stored template in the verification process.

BSsec = {msi}
p
i=1

= {{vi j}
k
j=1|j 6=i}

p
i=1











(6.8)
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Figure 6.8: The ROC curve when λ = 6, 11 ≤ τ2 ≤ 15. Both templates and queries are
transformed by using the same key.

6.2 Experiments and Analysis

As in the evaluation design, the proposed approach is evaluated based on its accuracy (per-

formance), revocability, diversity and changeability. In addition, security (non-invertibility)

is also evaluated.

6.2.1 Accuracy

In this scenario, the performance was firstly evaluated by varying τ2, which is the upper

bound value of the vector difference, ∆f (the definition of τ2 is in Equation 5.12, Section

5.2.3). It is found that τ2 = 13 and τ2 = 14 give the best performance, as shown in Figure

6.8. In general, implementing those two threshold values produce a higher GAR than that of

the others, particularly when the FAR is less than 4%. A higher τ2 (i.e., 15) exhibits a good

performance, as that of τ2 = 14 if only the FAR is more than 5%, while a lower τ2 (i.e., 11,

12) denotes a lower performance than the others. It can be inferred that this proposed design

generates a more varied transformed fingerprint pattern than that of the previous pair-polar

method proposed in Section 5, whose τ2 is 4.
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Figure 6.9: ROC curves when both templates and queries are transformed by using the same
key (a) ROC curve for τ2 = 13, 4 ≤ λ ≤ 8 (b) ROC curve for τ2 = 14, 4 ≤ λ ≤ 8.

Further performance evaluation is carried out by varying the minimum number of matched

vectors, λ (defined in Section 5.2.3), and fixing τ2 to 13 and 14. The ROC curve of τ2 = 13,

which is depicted in Figure 6.9(a), shows that λ = 6 has the highest GAR level when FAR

is between 0 and about 14%. In particular, it achieves about 98% of GAR when its FAR is

between around 6% and 14%, same as that of λ = 5. A slightly lower GAR is obtained when

its FAR is less than 6%. The ROC curve of τ2 = 14 is depicted in Figure 6.9(b). It also

points out that λ = 6 has the best performance, especially when the FAR is less than 6%,

whose GAR is 98%. Starting at FAR = 6%, λ = 5 reaches this GAR level and even higher

when its FAR is more than 11%. However, FAR greater than 10% may not be acceptable

even though the GAR is close to 100%. Therefore, λ = 6 is preferred over λ = 5. This λ level

is same as that of the previous polar method in Section 5. Denote η the minimum number

of pair-matched minutiae points between the template and the query. From these curves,

the GAR and FAR of both (τ2, λ) pairs can be summarized in Table 6.1. In the remaining

sections of this chapter, (τ2 = 13, λ = 6) and (τ2 = 14, λ = 6) are referred by transform1 and

transform2, respectively.

In order to evaluate the effect of the transformation on the overall performance degrada-
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tion, the EER curve is generated. As depicted in Figures 6.10 (a) and 6.10 (b), which repre-

sent the EER curves of transform1 and transform2, respectively, the performance degradation

of before and after the transformation are about 2.65% and 2.25%, respectively. These are

lower than that of most other research, such as [8]. In comparing this performance degra-

dation level with that of the previous approach proposed in Chapter 5, it is shown that this

approach is higher; however, all EER values obtained by this approach are actually lower.

Therefore, in terms of EER, this proposed approach is better than the previous. It is also

shown that despite having different degradation levels, transform1 and transform2 generate

similar EER levels for both before and after the transformation.

Table 6.1: Summary of GAR and FAR of both (τ2, λ) pairs when template-query pairs are
transformed by using the same key.

Transformation η GAR (%) FAR (%)

2 98 6.36
transform1 3 97 1.40

4 96 0.36

3 98 3.00
transform2 4 96 0.85

5 96 0.24
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Figure 6.10: The EER curves of both non-transformed (unprotected) and transformed (pro-
tected) templates (a) the EER curve of transform1; there is an EER difference of about 2.65%
(b) the EER curve of transform2; there is an EER difference of about 2.25%.
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Transform1 and transform2 generate the same EER values when the experiment is carried

out in FVC2002Db1a and FVC2002Db3a, that the EER values generated from FVC2002Db1a

for non-transformed and transformed fingerprint templates are 1.2% and 4.2%, respectively;

and those of FVC2002Db3a are 11% and 13%, respectively. It is worth pointing out that

among fingerprint pairs in FVC2002Db3a, there are 2% of them whose minutiae points cannot

be extracted at all, which lead to failure to enrol (FTE) (refer to Section 4.3.1). Overall, based

on the experimental results obtained from those sub-databases, it can be inferred that the

smallest performance degradation, which is represented by an EER increase, is obtained from

FVC2002Db3a. However, its EER for both before and after the transformation is actually

the highest. The smallest EER of transformed data is obtained from FVC2002Db2a. This

means that this transformation is more appropriate to use in this sub-database, as in the

research assumption (refer to 3.2.2). The EER comparison between this proposed approach

and surveyed fingerprint data protection ones are provided in Table 6.2. This shows that

its EER is lower than that of the others. Note that, in the implementation, the EER value

is not the only consideration. The preferred parameter setting depends on the application

characteristics, whether the concern is security (low FAR/high GRR) or convenience (low

FRR/high GAR).

The summary of the EER and GAR of the proposed approach along with those of the

previous chapters is given in Table 6.3. It is also shown that the proposed approach has a

better performance than the others.

In order to further evaluate the transformation function performance, the experiment is

conducted by generating 10 random sets of keys for each template-query pair such that there

are 1000 genuine and 99000 imposter testings whose results are shown in Table 6.4. This

is also used to measure the effect of the key variation on the performance. By comparing

those experimental results with that provided in Table 6.1, it can be inferred that in terms

of GAR, the variation of keys does not affect the performance significantly. Overall, the best
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Table 6.2: EER comparison of the proposed methods with some existing fingerprint template
protection ones.

EER (%) per database
Reference FVC2002 FVC2002 FVC2002 other public/

Db1a Db2a Db3a private Db

Yang et al. [113] – 13 – –
Sutcu et al.
cited in [113] – 35 – –
Arakala et al. [11] – – – 15
Ang et al. [8] – – – 16.8
Lee and Kim [56] – – – 6.8; 9.5; 10.3
Jin et al. [49] – – – >10
Proposed methods:
- transform1 4.2 2.7 13 –
- transform2 4.2 2.5 13 –

Table 6.3: The summary of EER and GAR of the proposed methods when FAR = 1% and
FAR = 5%; the experiment is conducted in FVC2002Db2a.

Proposed methods EER (%) GAR (%)
FAR = 1% FAR = 5%

Chapter 4 5.5 76.9 94.0
Chapter 5 6.0 85.0 94.0
This chapter

- transform1 2.7 96.5 97.5
- transform2 2.5 96.0 98.0

performance of transform1 and transform2 are provided by (η = 4) and (η = 5), respectively.

The (GAR, FAR) pairs generated by those two η values are respectively (95.1%, 2.31%) and

(94.70, 2.54%).

The use of several rounds (refer to Section 6.1.2) on the polar transformation is predicted

to affect the performance. This is because it enlarges the transformed minutia coordinate and

orientation spaces from a track and a sector to all tracks and all sectors. In other words, the

resulted minutia coordinate is more varied. This predicted performance impact was evaluated

by varying the number of rounds used in the transformation. The experimental results are

presented in Figure 6.11. It can be inferred that, in general, a smaller number of rounds

137



CHAPTER 6. CARTESIAN AND POLAR COORDINATE-BASED TRANSFORMATION

results in a higher performance. In certain FAR ranges, however, round = 1 and round = 2

have the same GAR levels. Furthermore, round = 2 is able to generate a higher GAR when

the FAR is less than 1%,(shown in Figure 6.11(a)) or between 2% and 5% (shown in Figure

6.11(b)). From this, round = 2 may be preferred, considering that it gives an opportunity

for each minutia point to move to other tracks or sectors that round = 1 does not.

Although the use of rounds has made it possible to vary the location of transformed

minutiae points, the final transformation is also determined by the size of tracks (ωt) and

sectors (ωs). It is expected that smaller tracks or sectors generate a better performance

because the transformed minutiae points may not move far from their original location due

Table 6.4: The mean (µ) and standard deviation (σ) of GAR and FAR. The testing was
carried out over 1000 genuine and 99000 imposter pairs.

Transformation η GAR (µ, σ) (%) FAR (µ, σ) (%)

2 (98.3, 1.42) (17.06, 7.29)
transform1 3 (96.6, 1.71) (6.26, 3.65)

4 (95.1, 1.66) (2.31, 1.64)

3 (97.40, 1.58) (11.06, 9.99)
transform2 4 (96.00, 1.94) (5.14, 6.37)

5 (94.70, 1.57) (2.54, 3.92)
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Figure 6.11: The ROC curve for various round parameter values (a) the ROC curve for
transform1 (b) the ROC curve for transform2.
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Figure 6.12: The ROC curve for various ωt parameter values (a) ROC curve for transform1.
(b) ROC curve for transform2.

to the track or sector space (refer to Equations 6.3 and 6.5). Figures 6.12 and 6.13 represent

the performance generated by some different track and sector sizes for both transform1 and

transform2. As expected, those figures indicate that a smaller track or sector size has a rela-

tively higher GAR. It is worth noting that, however, there is a trade-off between performance

and security. A relatively small ωt and ωs may also have a lower security level (discussed in

Section 6.2.4).

In terms of the computation time, this proposed approach is also better than the previous

approach in Chapter 5. On average, it needs about six seconds to perform an authentication

process, which shortens the time for transforming and authenticating the template and the

query fingerprints. Overall, the existing and proposed fingerprint protection data methods

can be summarized in Table 6.5.

6.2.2 Revocability and Diversity

In case the transformed template BSsec or the set of keys κ = {κrot, κrad, κα, κβ} is compro-

mised, the keys and the corresponding transformed template are revoked. A new set of keys

is created to generate a new transformed template.
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Figure 6.13: The ROC curve for various ωs parameter values (a) the ROC curve for
transform1 (b) the ROC curve for transform2.

To evaluate the capability of the transformation function for diversifying the transformed

fingerprint, the query and the template derived from the same finger were transformed by

using different keys. For this purpose, 99 different sets of keys were randomly generated for

each template-query pair. This produces 9900 testings, which is equivalent to that used for

measuring the false acceptance in the previous evaluation (see Figures 6.8, 6.9, 6.10). This is

to be a pseudo imposter testing (p1-FAR), that is, the transformed query which is generated

from a legitimate finger is treated as if it is generated from an illegitimate one. This pseudo

imposter is then matched to its corresponding transformed template.

The experimental results are presented in Table 6.6 along with the GAR and FAR gener-

ated from the previous scenario (Table 6.1). It is shown that there is a small FAR increase,

especially at transform1 with η = 4 and transform2 with η = 5 whose FAR difference is less

than 2%. As in the other evaluations, a greater η results in a smaller p1-FAR as well as a

smaller GAR and FAR. This also shows that the transformation function is relatively insen-

sitive to the key variation, which is good. In addition, it has supported the assumption that

generating transformed templates by using different keys is similar to giving the user new

fingerprints. This capability means accomplishing diversity as well as non-cross matching
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Table 6.5: Summary of fingerprint data protection methods (where 1: biometric cryptosystem,
2: feature transformation, a: global features, b: local features).

No Ref. Method Feature Note

1 Yang et al.
[113]

2 a,b each pair of minutiae points is connected
and is mapped onto a perpendicular di-
rection

2 Sutcu et al.
cited in [113]

2 a,b same as [113] but the mapping is in a
straight direction

3 Arakala et al.
[11]

1 a,b secure sketches are generated by using
Pinsketch [31]; it implements the set dif-
ferent metric and BCH for measuring and
correcting the errors

4 Ang et al. [8] 2 a,b a fingerprint space is divided into 2 sub-
spaces where the first is reflected onto the
second; the error rate is relatively high

5 Lee and Kim
[56]

2 b generating bit string by projecting minu-
tiae points on 3D array

6 Jin et al. [49] 2 a,b triangles are developed over a fingerprint
space, which covers a certain number of
minutiae points; this number is processed
to be the finger identity

Proposed
methods:

7 - Chapter 4 2 a,b minutiae points are projected onto a line
crossing the core point

8 - Chapter 5 2 b minutiae points are transformed in a
Cartesian space

9 - This chap-
ter

2 b minutiae points are transformed in Carte-
sian and polar spaces

among databases issues [49, 34].

The diversity between real imposters (r-FAR), i.e., a template-query pair which is origi-

nated from different fingers and is transformed by using different keys, is presented in Table

6.7. It is found that the (r-FAR) is close to zero which is equivalent to the situation when

the adversary tries to break the system but he/she does not have knowledge about the key.
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Table 6.6: The mean and standard deviation of pseudo false acceptance rate (p1-FAR), where
the template and query are derived from the same finger and transformed by using different
keys. The corresponding GAR and FAR are also provided.

Transformation η GAR (%) FAR (%) p1-FAR (µ, σ) (%)

2 98 6.36 (13.55, 17,05)
transform1 3 97 1.40 (5.35, 10.93)

4 96 0.36 (2.30, 6.53)

3 98 3.00 (8.01, 13.82)
transform2 4 96 0.85 (3.68, 8.87)

5 96 0.24 (1.56, 4.94)

Table 6.7: The r-FAR of both transform1 and transform2 when different fingers are trans-
formed by using different keys.

Transformation η r-FAR (%)

2 0.27
transform1 3 0.00

4 0.00

3 0.01
transform2 4 0.00

5 0.00

6.2.3 Changeability

For this evaluation, each fingerprint template is transformed by 99 random sets of keys, and

was matched to its corresponding non-transformed fingerprint query to measure its pseudo

FAR (p2-FAR). This leads to 9900 template-query pair testings whose results are shown in

Table 6.8. It is depicted that the difference between p2-FAR and its corresponding FAR

is small (less than 1% for η = 3, 4, 5). Compared with the p1-FAR evaluation results, this

transformation generates lower false acceptance levels (less than 5% of p2-FAR is obtained

for all of those specified η).

Table 6.8 also depicts that the transformation has made the fingerprint features relatively

different from their original version such that the secure (transformed) template does not

authenticate the insecure (non-transformed) query as in the assumption made in Section

3.3.3. Likewise, this means that the transformation is relatively insensitive to the set of keys
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Table 6.8: The mean (µ) and standard deviation (σ) of the pseudo false acceptance rate
of transformed template and non-transformed query pairs (p2-FAR). The template and the
query are derived from the same finger. The corresponding GAR and FAR are also provided.

Transformation η GAR (%) FAR (%) p2-FAR (µ, σ) (%)

2 98 6.36 (4.83, 7.34)
transform1 3 97 1.40 (1.09, 2.67)

4 96 0.36 (0.17, 0.64)

3 98 3.00 (2.08, 4.65)
transform2 4 96 0.85 (0.43, 1.50)

5 96 0.24 (0.10, 0.48)

and the transformed fingerprint itself can be seen as a new fingerprint.

The separability [57] of fingerprint minutia distribution is measured based on the following

scenarios, whose results are provided in Figures 6.14 and 6.15:

1. Both genuine and imposter fingerprints are not transformed.

2. Both genuine and imposter fingerprints are transformed by using the same key.

3. Genuine fingerprints are transformed by using the same key whilst imposter fingerprints

are transformed by using different keys.

4. Genuine fingerprints are transformed by using the same key whilst imposter fingerprints

are not transformed.

Those two graphs show that for the same evaluation scenario, the fingerprint separability

values in Figures 6.14 and 6.15 are very close, in spite of the different (τ2, λ) parameter

values. It is also depicted that non-transformed fingerprints have the highest separability

and transforming fingerprints using the same key results in the lowest separability. It means

that the transformation has decreased the uniqueness of each fingerprint. In fact, the error

rate obtained from transformed fingerprints (represented by EER) is higher than that of

non-transformed.
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Figure 6.14: Separability of the specified scenarios for transform1.

The separability of various databases are depicted in Figures 6.16 and 6.17. It is shown

that a similar trend exists for the corresponding evaluation scenario and database. It is also

depicted that Db2a and Db3a databases present the highest and the lowest separability for

both non-transformed and transformed fingerprints, respectively. In addition, these sepa-

rability values are inversely proportional to the EER values. This supports the assumption

that users willingly provide their fingerprint data to be authenticated (refer to Section 3.2.2).
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Figure 6.15: Separability of the specified scenarios for transform2.
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Figure 6.16: Separability of both non-transformed and transformed fingerprint from different
databases for transform1.
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Figure 6.17: Separability of both non-transformed and transformed fingerprint from different
databases for transform2.

6.2.4 Non-invertibility

The non-invertibility evaluation of the proposed scheme is based on the assumption that

minutiae points are uniformly distributed within a fingerprint, similar to that of Pankanti

et al. [74]. It has been described that in the Cartesian-based transformation, the coordinate

space is divided (l + 1) times, where l is the specified square level. The transformation

rotates the minutiae points ((l + 1) × r) times, where r is the number of minutia rotation

per level. The rotation itself is performed iteratively from the highest quadrant level (the
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smallest quadrants) to the lowest level (the largest quadrants). Suppose a set of minutiae

points refers to the minutiae points in the smallest quadrant. Each set of minutiae points

experiences different transformation. As a result, the global structure of minutiae points

after the transformation changes. Additionally, there is no information from which each

minutia point is transformed. From this, the probability of finding the original location can

be represented as 1
4(l+1)×r × 100%.

Referring to Section 6.1.2, the polar coordinate space consists of t = rmax

ωt
tracks and

s = smax

ωs
sectors, where rmax and smax are the radial distance between the center of the

polar coordinate space and the outer most track, and the specified maximum angular distance

measured from 0o in a counterclockwise direction, respectively; ωt and ωs are the size of tracks

and sectors, respectively. A transformed minutia point in track q, 0 ≤ q < t, is coming from

either track q itself or track (q − 1); while that in track (q − 1) is from either track (q − 1)

itself or track (q − 2) and so on. This is equivalent to a transformed minutia point resulted

from the angular transformation. After the transformations, a minutia point has at least

(t− 1)× ωt × (s− 1)× ωs possible location (coordinates) and (s− 1)× ωs possible minutia

orientation. It is worth mentioning that minutia orientation is actually not purely random.

Increasing the difficulty of revealing the fingerprint data given its transformed version

can be done by increasing either the number of rounds (for both radial and angular trans-

formations), the number of tracks or sectors, the size of tracks or sectors, or combination of

them. It is worth pointing out that while rmax can be a variable, smax is a constant, which

is fixed to 3600. Thus, increasing the number of sectors will decrease the size of sectors and

vice versa; this is equivalent to the case when rmax is fixedly defined. Therefore, there is a

trade-off between the security and the performance (see Section 6.2.1).

Suppose p is the number of minutiae points in BS and k is the specified number of

neighboring minutiae points ({mj}
p
j=1|j 6=i) nearest to the center of coordinate space mi.

The descriptor is derived from a set of k out of (p − 1) transformed neighboring minutiae
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points. Each minutia point mi is likely to have different these k neighbors, depending on

its relative location to the other minutiae points. Therefore, each minutia point in BS has

(p−1)Ck = (p−1)!
k!(p−1−k)! possible neighboring minutia point combinations. For example, given

k = 15, p = 30, there are 77558760 possible descriptors for each minutia. The fact that there

is no identity assigned to each minutia point in BS has increased the difficulty in carrying

out cross-matching among sets of vectors in {msi}
p
i=1.

Overall, recovering r′i j , α
′
i j and β′i j are difficult because of the modulo operation intro-

duced in the transformation (refer to Equations 6.3 and 6.5). Furthermore, if those modulo

operations can be solved, then the adversary has to also find the relation between neighboring

minutiae points of a center point and neighboring points of other center points (the relation

among {{vi j}
k
j=1|j 6=i}

p
i=1) in order to reconstruct the minutiae points in BS. Yet, to find all

minutiae points in B given those in BS, the adversary has to also break Equation 5.3. On

the other hand, there is no information leading to B or information of B itself being stored

in the database. This has made it infeasible to find the whole information of B.

6.3 Summary

This chapter has proposed a local feature-based cancelable fingeprrint template approach by

considering the trade-off between reliability and computation time, which is experienced by

that in the previous chapter. This is designed to eliminate the need of singular points and

to satisfy the accuracy, revocability, diversity, changeability and security (non-invertibility)

factors.

Similar to that in the previous chapter, the proposed approach takes the input only

well separated minutiae points whose distance to other minutiae points is greater than the

specified threshold. In addition, matching is performed by comparing minutiae descriptors

of the query to that of the template. In this case, the descriptor comprises information of

only a certain number of transformed neighboring minutiae points.
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The transformation itself is performed in two steps. First, the transformation is imple-

mented in the Cartesian coordinate space by dividing this space into several quadrant levels.

Minutiae points in every quadrant level are rotated centering on the respective quadrant. Sec-

ond, the transformation is applied to the polar coordinate space by constructing tracks and

sectors, which are used for radial distance and angular distance transformations, respectively.

In addition, the minutiae orientation is also transformed based on sectors. Furthermore, the

vectors which construct the descriptors are redefined such that the transformation is simpler

to implement. This is useful for increasing the computation speed.

The experimental results indicate that the transformation has been able to produce a

better performance than that discussed in the previous chapters. In particular, the trans-

formation gives rise to a smaller performance degradation, which is represented by a smaller

increase in EER. Furthermore, the EER itself is also lower than that of other surveryed ap-

proaches. This better performance is also apparent in both GAR and FAR levels. In terms

of processing time, this approach is also better than the previous pair-polar one.

In case the stored template is compromised, a new template can easily be generated by us-

ing another set of keys. It is also shown that diversity between transformed fingerprint is high

so that cross-matching across databases is infeasible. By compromising only the transformed

template, or even both the transformed template and the set of keys, it is still difficult to

reconstruct the original fingerprint data because of the use of multiple transformation stages

as well as the modulo operation.
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Conclusion

A fingerprint has been a potential authentication tool as a result of its excellence in both

performance and user acceptance. The permanence characteristic of a fingerprint has become

both its strength and its weakness, in that it not only makes the fingerprint highly verifiable

but it also suffers from the forever-effect; it means that once a fingerprint is compromised,

it cannot be used again. In order to protect fingerprint data, several approaches have been

introduced, including the cancelable fingerprint template design. Many of these, however,

experience a relatively high performance degradation. This means that they do not satisfy

the transformed fingerprint discriminability property. In general, this thesis has addressed

this issue by proposing geometrical approaches of minutiae-based fingerprint authentication

algorithms.

This thesis has studied the concept of fingerprint biometrics and state-of-the-art fin-

gerprint data protection schemes. Feature transformation functions along with their cor-

responding feature representation and matching designs have been proposed and evaluated

in terms of: accuracy, revocability, diversity and changeability. Additionally, the security

(non-invertibility) of the proposed transformation functions has also been discussed. In more

detail, the summary of thesis contributions to fingerprint data protection research is described
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in Section 7.1, and some recommendations for future research are provided in Section 7.2.

7.1 Concluding Remarks and Contributions

Even though its focus is on fingerprint security and privacy, this thesis has contributed overall

to fingerprint authentication systems. This is because several modules, which construct the

system, are independent of each other, specifically those provided in Chapters 5 and 6.

This has made it possible to skip the transformation module, thereby creating a common

fingerprint authentication system (without fingerprint data protection). Furthermore, some

real world scenarios have also been presented in order to measure the overall capability of

the proposed approaches.

As expected, similar to that of existing fingerprint data protection approaches, the er-

ror rate obtained from implementing the proposed transformation approaches is higher than

those that do not use transformation. Nevertheless, these transformation approaches show

only a relatively small error rate increase, compared with most existing ones. Furthermore,

the error rate itself is also lower. This reflects the strength of the three modules in the

proposed fingerprint-based authentication systems: the minutia input selection, the transfor-

mation function, and the matching modules. It is worth mentioning that in this performance

comparison, the error rate of the proposed global feature-based transformation approach (in

Chapter 4) cannot be compared with the corresponding approach without transformation

because of the differences in the respective template formats.

The proposed approaches provide the capability to revoke the transformed template in

the event that it has been compromised. Revocation can be carried out by generating a new

transformed template based on the new set of transformation keys. The research found that

this new transformed template meets the diversity property, that is, it does not authenticate

the old query derived from the same fingerprint. Furthermore, the proposed approaches also

make the transformed template different enough from its non-transformed counterpart so
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that they do not authenticate each other. This means that the transformation function has

been able to generate new and different fingerprints from an original fingerprint.

In more detail, contributions of each proposed approach are described below.

7.1.1 Projection-based Transformation

The global feature-based (i.e., core-based) transformation function was developed based on

the projection approach. Given that accurate core point information is difficult to obtain,

this approach does not totally rely on the information provided by the existing extractor.

Instead, it allows tolerant spaces to be used both before and after the projection.

The proposed approach has been able to deal positively with both performance and

security factors, thereby achieving a lower error rate than most other core-based approaches.

Some authentication errors found were due to the absence of the core point or minutiae

points in the fingerprint. It is worth pointing out that in certain cases, fingerprints may not

have the core point. The effect of the intra-user variability (e.g., reordering, insertion and

deletion of minutia points) is minimized by quantisizing them through either many-to-one

or one-to-one mapping. The discriminability of fingerprints is maintained by using several

steps, such as preserving the minutiae orientation, selecting the projection line properties

and implementing permutation indexing.

Revocability can be performed by simply changing the key and generating its correspond-

ing transformed template. It has been demonstrated that the use of different keys in the

transformation process results in different transformed templates. In general, the use of keys

and parameters are useful not only for template revocation purposes, but also for increas-

ing the uniqueness of the template itself. Furthermore, the application of the permutation

function to the template vector has increased the uniqueness of the template.

Some techniques have been implemented in this transformation function in order to keep

the non-invertibility property, for example, projecting minutiae points onto a line and group-

151



CHAPTER 7. CONCLUSION

ing them. It has been indicated that the implementation of this transformation function

delivers the difficulty of recovering the original fingerprint data in spite of having the trans-

formed template and even the set of transformation keys and parameter settings.

7.1.2 Pair-polar Coordinate-based Transformation

Considering that not every finger can produce singular point (e.g., core point) information,

this proposed approach explores only the relative relation among minutiae points in a pair-

polar framework. In particular, a minutia point is described by its neighboring minutiae

points. As it has been able to eliminate the need of any singular point information, the

proposed scheme is more reliable than singular point-based approaches. Furthermore, it has

been able to minimize the effect caused by the placing of a finger in different positions on the

scanner, as shown in the experimental results. This means that the cancelable fingerprint

template designed in this research is shift- and rotation-free.

In order to provide an input to the transformation function, a set of minutiae points is

selected. This set of points reduces the system complexity since it only needs to process a

smaller number of minutiae points. Selection is made according to the minutia radial and

angular distances, that is, only minutiae points whose distance to other minutiae points is

greater than the specified thresholds are included in the set.

The transformation is performed by referring to the sectors, which are constructed in

a polar coordinate space. After being transformed, the minutiae points are represented

by sets of vectors, which are to be the template stored in the database. The matching

module compares the transformed template with the transformed query and determines their

similarities.

Results show that there is only a relatively small error rate increase from before to after

the transformation. Furthermore, the other requirements (i.e., revocability, diversity, change-

ability) have also been satisfied. The proposed approach offers security (non-invertibility)
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in several ways. First, it performs a many-to-one mapping for transforming the sectors.

In the event that the transformed template is compromised, the adversary will experience

uncertainty in reversing that mapping. This means that the difficulty of determining the

original data raises. Second, in the event that the adversary is able to break this mapping

barrier, he/she has to solve the modulo operation, which has been implemented to protect

the radial minutia distance. Therefore, it is infeasible that the original fingerprint data can

be recovered, even though in the worst scenario of both the transformed template and the

key being compromised.

7.1.3 Cartesian and Polar Coordinate-based Transformation

This local feature-based cancelable template approach is more advanced than the previous

proposed pair-polar coordinate-based transformation. This is developed by employing both

Cartesian and polar coordinate spaces. Specifically, the minutiae points are rotated in the

Cartesian coordinate space, and rotated and translated in the polar coordinate space by

firstly dividing those respective coordinate spaces into a certain level of squares (quadrants)

and tracks/sectors.

Similar to the previous proposed pair-polar coordinate-based transformation, this app-

roach assigns a descriptor to each minutia point. Different from that, this minutia descriptor

is constructed from a certain number of the nearest neighboring minutiae points only. There-

fore, these neighboring points may be different from one minutia point to another. There

are at least two advantages in implementing this approach. First, it minimizes the possi-

bility of cross-matching among descriptors, making it unnecessary to use multiple sets of

keys in transforming the minutiae points. Second, it reduces the amount of the descriptor

content, thereby increasing computation speed (the speed has been a possible drawback in

the previous pair-polar transformation). Moreover, this is also an improvement in making

the approach more implementable in resource constraint devices.
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The transformation itself is carried out in several steps, each of them containing multiple

rounds (in the experiments, it is set to two). This makes it more difficult for the adversary

to recover the original fingerprint data even if both the transformed template and the set of

transformation keys have been compromised. At the same time, the transformation further

implements another securing technique: many-to-one mapping, in each step. Overall, this

scheme provides substantial performance and security improvements to the secure fingerprint

authentication system.

In terms of diversity and changeability, this approach presents low error rates (close to

zero), similar to those in the previous polar-based transformation. A performance comparison

with surveyed fingerprint data protection approaches has been provided. From this, it can

be inferred that this proposed approach has lower error rates than those of the others.

7.2 Future Research

This thesis has proposed the implementation of both global and local feature-based trans-

formation approaches which outperform surveyed schemes. Nevertheless, there are still op-

portunities to improve on these approaches. These can be classified into: distance of keys,

feature extraction, the design of biometric multi-modalities and the execution time.

Although discussion about key variation has been provided in the proposed algorithms, it

is useful to specify the minimum distance of keys such that same fingerprints lead to different

transformed data as shown in Equations 7.1 and 7.2.

Bsec = Γ(B, κ)

B′
sec = Γ(B, κ′)

κ = {κ1, κ2, ..., κn}, κ
′ = {κ′1, κ

′
2, ..., κ

′
n}

κ1 6= κ′1, κ2 6= κ′2, ..., κn 6= κ′n

Bsec 6= B′
sec



















































(7.1)
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|κ1 − κ
′
1| > τk1

|κ2 − κ
′
2| > τk2

.......

|κn − κ
′
n| > τkn







































(7.2)

where B is a non-transformed fingerprint, Bsec and B′
sec are transformed fingerprints gen-

erated by a function Γ, and keys κ and κ′, respectively; τk1, τk2 and τkn are the minimum

distance between corresponding keys.

Ideally, the minimum distance τk1, τk2, ..., τkn are very low. This means that small differ-

ences of corresponding keys result in different transformed fingerprint data. In other words,

the security level of the transformed fingerprint data does not depend on the variation of

keys. A possible way to achieve this condition is by hashing the keys, as applied in the

Cartesian and polar coordinate-based transformation in Chapter 6.

On the one hand, the global feature-based transformation approach has an excellent

performance in some aspects [96], including authentication speed (refer to Chapter 4). On

the other hand, its reliability is challenged by the unavailability of the singular points in the

arch fingerprint class. An alternate point could be defined to be an anchor replacing the

role of the core point in this fingerprint class. This new point definition is likely to make

the global feature-based transformation more reliable because the transformation does not

rely just on the existence of the core point. This alternate point extraction module could

then be combined with other modules in a transformed fingerprint authentication system.

An example of alternate point is described in [64], where it is located in the maximum ridge

curvature.

The drawbacks of fingerprint-based authentication systems, such as those occurring in

the global feature-based transformation, can be minimized by combining fingerprints with

other biometric modalities. The comparison between biometric modalities themselves (for an
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authentication purpose) has been made by Jain et al. [46], Uludag et al. [100] and Maltoni

et al. [64]. In general, it is shown that there is no biometrics superior in all aspects, including

fingerprints themselves. Ideally, the strength of each biometric modality is combined to

minimize the error level and at the same time to increase the security, privacy and suitability

of the users. It is also expected that the biometric system is more reliable because of this

multiple and independent biometric data [46, 82]. In combining these biometric modalities,

there are specific topics, which should be defined. Those are: (i) what biometric modality

is more appropriate to combine with fingerprints, whether face, iris, palm print or other

modalities; (ii) how the biometric modalities are combined, whether single biometrics multiple

matchers, single biometrics multiple representations, or biometric fusion, as specified in [103];

(iii) what level the combination is performed at, whether sensor, feature, match score, rank

or decision levels, as described in [46].

Yet, the implementation of multi-modal biometrics not only affects the performance but

also the execution time because, of course, the more biometrics involved in the process, the

more complex the system. Even though advanced hardware and software technologies have

made it possible for this authentication system running faster, the refinement of the proposed

schemes is still an important factor, especially to the local feature-based transformation

(refer to Chapters 5 and 6). In this case, a higher number of minutiae points involved in the

authentication process significantly increases the execution time because fingerprint matching

is carried out by comparing all minutiae points in the template with all minutiae points in

the query (many-to-many minutia point comparison).

The local feature-based transformation functions proposed in this thesis have reduced this

minutia number. Nevertheless, other methods which can further reduce this minutia number

and concurrently increase the performance is desirable. This minutia selection could be

done by, for example, finding the optimal value of minutiae distance and minutia orientation

weights.
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