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The Information Revolution is making preservation of digital records an urgent issue. Archivists
have grappled with the question of how to achieve this for about 15 years. We focus on
limitations to preservation, identifying precisely what can be preserved and what cannot. Our
answer comes from the philosophical theory of knowledge, especially its discussion about the
limits of what can be communicated.
Philosophers have taught that answers to critical questions have been obscured by "failure to
understand the logic of our language". We can clarify difficulties by paying extremely close
attention to the meaning of words such as 'knowledge', 'information', 'the original', and
'dynamic'.
What is valuable in transmitted and stored messages, and what should be preserved, is an
abstraction, the pattern inherent in each transmitted and stored digital record. This answer has,
in fact, been lurking just below the surface of archival literature.
To make progress, archivists must collaborate with software engineers. Understanding
perspectives across disciplinary boundaries will be needed.

Introduction
Developing means for effective, efficient, and affordable archiving of digital assets stands as one of the
most significant, thorny, complex and pressing problems we face at the beginning of the 2Ist century. We
no longer have the luxury of saying that one day soon society will need to learn how to preserve digital
information. Society as we know it is dependent upon digital data. The vast majority of information that
the scientific, social, governmental, educational, and financial sectors create is now born digital.1

Digital technologies allow us to create, manipulate, store, make accessible, and find all kinds of
information with unprecedented ease and speed. These factors have stimulated a shift from paperbased
documents to digital objects as historical records. We are in the middle of extensive changes in how
information is shared,2 how knowledge is represented, and how sensitive information is protected against
inadvertent errors, malicious change, and unauthorized disclosure.3 These changes imperil the longevity
of information critical to social wellbeing.
The Information Revolution might be the first paradigm shift that has confronted archivists.4 The shift
might force somewhat different archive management practices than those used for records on paper.
Some authors characterize digital curation as “one of the grand challenges of the early 21st century”.5
1

Helen Tibbo, On the Nature and Importance of Archiving in the Digital Age, Adv. in Computers 57, 269, 2003.

2

Abstracts of a 2008 European conference, Globalization and the Management of Information Resources, illustrate
massive activity. See http://slim.emporia.edu/globenet/Sofia2008/abstracts.htm.

3

Anonymous, Down on the Server Farm: the realworld implications of the rise of Internet computing, The
Economist, May 22, 2008, online at http://www.economist.com/business/displayStory.cfm?story_id=11413148.

4

Evan I. Schwartz, The Internet Time Lag: Anticipating the LongTerm Consequences of the Information Revolution,
Aspen Institute, 2002, available at
http://eric.ed.gov/ERICDocs/data/ericdocs2sql/content_storage_01/0000019b/80/19/f6/ee.pdf.

5

Christopher A. Lee and Helen R. Tibbo, Digital Curation and Trusted Repositories: Steps Toward Success, J.
Digital Information 8(2), 2007.
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Dollar calls for comprehensive study and reviews projects underway when he wrote.6 Dearstyne
summarizes the challenges, suggesting that, “Archival and records management principles and practices,
developed over many years and embedded in the genes of professional associations, need to be modified
or replaced outright to fit the electronic world. For insurance, archival concepts of provenance, original
order, and appraisalthroughanalysis need substantial change before they will map well to the new
situation.”7
Evident confusions have hampered progress in digital archiving. However, digital information sharing is a
small subset of human communication, a central topic of several centuries of philosophical investigations.
The challenges of digital preservation are, in turn, a small subset of those of digital information sharing.
Happily, this last subset proves to be so much simpler than all of communication that we know a solution
for every aspect that technology can address. Part II of this review takes a fresh look at archival concepts
and shows that they do not, in fact, need substantial change as Dearstyne thought.

Scope of this Review
Many aspects of digital archiving have, of course, been extensively treated in American Archivist and
other periodicals. However, this literature identifies neither a satisfactory theoretical foundation for digital
archiving nor a design for the technical component of longterm digital preservation. That both are
important has been discussed in archival literature, together with analyses of requirements to be satisfied.
The objective of this 2part review is to identify the missing theory and to suggest what technology can
provide towards solving longterm preservation challenges. Its intended scope is every kind of digital
content, including records that malefactors might be tempted to alter for fraud, political propaganda, or
playful mischief.

Synopsis
To accomplish this, Part I first sketches twenty years of pertinent scholarly publication, then speculates
why there is little evident progress towards effective collaboration between archivists and information
technologists. Finally, it suggests that the missing theoretical basis can be found in philosophical theories
of knowledge and of language—particularly in work of the first half of the 20th century.
Description of a design for responsive technical components is deferred to this review’s Part II, which
emphasizes evaluation of proposed technology in the light of requirements expressed by archivists.

A Model for Communicating Records
Human communication is immensely complex. This is reflected in the language used to describe it. We
use different words for different information genres (articles, poems, sound, pictures, video, rules,
programs, …), for their originators (journalist, poet, singer, artist, legislators, programmers, …), and their
recipients (reader, declaimer, audience member, viewer, citizen, PC user, …).
Such distinctions are often irrelevant. It is both desirable and feasible, in order to avoid distraction by
excessive detail, to discuss communication reliability without hinting at them. We choose to focus on
aspects identical for all kinds of messages.
Key words mean different things in different disciplines, and are sometimes ambiguous even within a
domain of discourse. Clarity and simplicity are aided by simple terminology. We therefore use ‘reader’ to
denote a Figure 1 recipient of any kind of information, ‘writer’ to denote an originator of any kind of
6

Charles M. Dollar, Authentic Electronic Records: Strategies for LongTerm Access, 2000, ISBN 0970064004.
Introduction available at http://www.mybestdocs.com/dollarcpreservation%20book.html#5

7

Bruce W. Dearstyne, Strategic Adaptation to Changing Realities, in Effective Approaches for Managing Electronic
Records and Archives, 2002, ISBN 0810842009.
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information, and ‘message’ to denote any information bundle that passes over a communication link or
resides at some Figure 1 way station. For other key terms, see the glossary below.
Figure 1 illustrates many aspects of modern publication, such as the fact that nearly all formal documents
originate on computers, even those eventually delivered only on paper. It also implies important aspects
of satisfactory communication infrastructure. For instance, a reader might reasonably expect the form
and content of a document that reaches him to be independent of its delivery path. This implies that
archives should deliver precisely what they receive from writers.

Figure 1: Depiction of a model for documentary information communication.
In the figure, icons for human beings suggest roles rather than job responsibilities or social positions. For
instance, a records custodian is likely to assume the role of a reader often and to be a writer occasionally.
The entity assuming a role might be a machine process acting as the surrogate for a human user. In fact,
since human users usually act by way of machine processes, this distinction is sometimes irrelevant.
Numbers in the figure suggest message versions that might be transformed from their predecessors
during transmission from writer to reader.

What Do We Mean by LongTerm Digital Preservation (LDP)?
The Figure 1 model is helpful for talking about the objectives, processes, and mechanisms of modern
communications. For a comprehensive treatment, we must deal with the entire channel from each writer’s
knowledge 0 to each reader’s perceptions and judgments 10, asking and answering at least the following
questions. Good answers will make digital preservation rapid and inexpensive.
• How can writers ensure that eventual readers will be able to interpret today's information even though
nobody can reliably predict the technical parameters of future computing infrastructure?
• How can we make the mechanisms used insensitive to failures and safe against the loss of the pattern
inherent in any particular information object?
• How can we make authenticity evidence sufficiently reliable, especially for sensitive documents?
• What provenance information and other metadata will eventual readers find useful?
• How can we motivate authors and editors to provide descriptive and evidentiary metadata as part of
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their efforts, thereby shifting effort and cost from repository institutions?8
Longterm digital preservation is a special case of communicating human thoughts and history. Precisely,
it is the case in which it is impossible for a writer to converse with an eventual reader and impossible for
the reader to clarify uncertainties by asking the writer.
The phrase ‘digital preservation’ is used too broadly and diversely to be a precise label.9 Instead, the
current review uses ‘LDP’ (longterm digital preservation) to denote its focal topic—the complex of
measures required for and/or undertaken to mitigate digital object unreliability caused by ravages of time,
including human misfeasance, fading human memory, and technological obsolescence.

What Would an LDP Solution Accomplish?
What requirements would an LDP solution address? What might one of our descendants expect of
information stored today? He would be satisfied if, for whatever record interested him, he could:
1.

Retrieve a copy of the bitstring that represents the content if he is authorized to do so;

2. Read or otherwise use the content as its writers intended, without adverse effects caused by mistakes
and inappropriate changes made by third parties;
3. Decide whether the information received is sufficiently trustworthy for his application. Authors
interested in diplomatics call this the ability “to distinguish the false document from the true one”; 10
4. Exploit embedded references reliably to identify and retrieve contextual information and to validate the
trustworthiness of contextual links, doing so recursively to as much depth as he wants; and
5. Exercise all this functionality without hindrance by technical complexity that could be hidden.
In addition to professional authors, editors, and businessmen, some citizens will want to preserve
information without needing to ask anybody’s permission to do so. They will want convenient tools and
infrastructure to:
6. Package any content to be LDPready, doing so in some way that ensures that their descendants can
use this content as specified immediately above;
7.

Submit such readied content to repositories that promise to save it reliably, possibly in return for a fee
for archiving service. (People are willing, in anticipation of death, to pay for storing their body
remains. Surely they can be persuaded to pay for storing their intellectual remains together with high
quality provenance information.)

What technology will repository institutions want? In addition to perfect world digital library technology,
they will want support for:
8. Continuing to use their currently deployed content management software without disruption
originating in extensions for LDP; replacing parts of this software in future years to provide their
clients with the best services, doing so without disturbing already preserved information;
9. Sharing preserved content and metadata without adjustments requiring human judgment;
10. Sharing preservation effort with their clients to avoid burdens beyond repository resources; and
11. Ensuring that preserved information survives the demise of a large subset of all repositories.
8

Library of Congress, Plan for the National Digital Information Infrastructure and Preservation Program, October
2002, p. 52 asserts that “preservation in the digital age must be considered at the time of creation. Preservation
cannot be an activity relegated to the expertise of libraries and archives, but rather must be seen as intrinsic to the
act of creation.”

9

Oya Y. Rieger, Preservation in the Age of LargeScale Digitization, CLIR Publication 141, Feb. 2008, available at
http://www.clir.org/pubs/execsum/sum141.html.

10

Heather MacNeil, Trusting Records: Legal, Historical, and Diplomatic Perspectives, Kluwer Academic, 2000. ISBN
0792365992
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Human users will want every step to be as automated as it can be without interfering with their subjective
choices. Eliminating the distraction of clerical tasks will free them to focus on those authoring, editing,
selection, and preservation activities that only human beings can accomplish.

Background
For records on paper, preservation has been thought about for more than a century. Since the first
practical digital repository appeared only 15 years ago11 and inquiry into preserving digital records began
at about the same time, it is not surprising that consensus does not yet exist about longterm digital
preservation. And yet, from the perspective of an engineer, practical progress towards solving a clearly
articulated challenge12 seems slow, especially to a denizen of Silicon Valley.
Slow progress might be related to disappointing working relationships between professional archivists and
software engineers.13 It might also come from the fact that theoretical foundations for digital archiving
have not previously been identified.
The archival field includes little in the way of formal theory or abstract notions and concepts. Writings on
archival theory are rare, and nowhere in the literature is there a distillation of theory. Archivists have
developed a theoretical basis for some work and operate on some important general principles and
pragmatic approaches, mostly modified from European archival practices or derived from practical
American experience. But they lack a more fundamental philosophical underpinning that addresses such
basic questions as the ultimate purposes of archival work, the role of the archivist in documenting society,
or how to gauge archival achievements. This lack of a significant body of theory troubles some archivists,
who view theory as a prerequisite to full standing as a profession. It is sometimes disconcerting for
archivists to explain and justify archival work without being able to refer to fundamental purposes. Further
more, lack of an extensive theoretical base has sometimes made it difficult for the profession to maintain
consistent directions while, at the same time, adjusting to changing needs.14

Cloonan points out that “the advent of electronic records has raised many questions about their longterm
preservation”, and asks, “Is it possible to ensure authenticity and reliability of records regardless of their
formats? … How are archivists defining the term preservation? … Does the meaning change when it is
applied to electronic rather than paperbased records? … Will current strategies for preserving electronic
records ensure longevity and authenticity?”15 More recently, Gracy asserted, “the major dilemmas of
digital preservation have yet to be satisfactorily solved” and “the development of a “magic bullet” universal
solution is unlikely in the near future.”16
This review and Part II address such issues, doing so from a software engineering perspective and
asserting that, in principle, a solution for every pertinent technical question is known.17 That this solution
has not yet been realized in practical and convenient software offerings is partly because too few potential
users seem to have noticed its existence. Furthermore, the libraries and archives seeking digital
preservation have not presented themselves to software suppliers as customers, but instead have
11

This refers to software called IBM Digital Library and later IBM Content Manager. The core design, a document
storage subsystem, persists in modern content management offerings. See H.M. Gladney, A Storage Subsystem
for Image and Records Management, IBM Systems Journal 32(3), 512540, 1993. Compare the JSR 170: Content
Repository for JavaTM technology API ISO standard, 2006, available at http://jcp.org/en/jsr/detail?id=170.

12

Bruce W. Dearstyne, The Archival Enterprise: Modern Archival Principles, Practices, and Management
Techniques, 1993, ISBN 0-8389-0602-8, Chapter 38, especially pp. 238-9.

13

Tibbo 2003, loc. cit., §1.2.

14

Dearstyne 1993, loc. cit., Chapter 1.

15

Michèle Cloonan and Shelby Sanett, Preservation Strategies for Electronic Records: Where We Are Now—
Obliquity and Squint? American Archivist 65(1), 70106, 2002.

16

Karen F. Gracy review of Ross Harvey’s Preserving Digital Materials, American Archivist 69(2), Fall/Winter 2006.
H.M. Gladney, Preserving Digital Information, Springer Verlag, 2007, ISBN 9783540378860, cites original
publications of the solution. A summary is available online at http://home.pacbell.net/hgladney/PDIf.pdf.

17
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emphasized their role as funding applicants.
The solution alluded to was worked out for cultural and scholarly documents. Its suitability has not yet
been evaluated for business, legal, and government records. Doing so is the focus of Part II.18
Changes from the previous world dominated by paper include:
• Many business transactions, including most money management and interactions with government,
are carried out with Internet interactions. Our practical expectations (for health care, for business
efficiency, for government services, for educational opportunities, …) depend more on recorded
information than ever before.
• Nearly everything written today starts in digital form. Much of this is distributed by its writers only in
digital form, and loses a great deal in reductions to paper.
• Many citizens are blessed with better education, more leisure time, and better access to cultural
involvement than ever before. Many generate personal information in digital form. All expect finding
information to be easy and rapid.
• Social expectations for information precision and accuracy tend to be higher than ever before.
• The total information to be managed is immense, has been growing rapidly for two decades, and is
likely to continue exponential growth for some time to come.

Papyrus, Paper, and Digital Preservation
Pessimism about digital preservation is sometimes accompanied by a comparison of the durability of
paperlike media with that of magnetic and optical media used to hold digital bitstrings and analog
recordings.
Truth is embedded in the symbols and artifacts that we create and then keep by choice or by accident.
And yet, as we approach the end of the twentieth century, we find ourselves confronting a dilemma such as
the one faced by Howard Carson, Macaulay's amateur digger: a vast void of knowledge filled by myth and
speculation. Information in digital form—the evidence of the world we live in—is more fragile than the
fragments of papyrus found buried with the Pharaohs.19

While there is truth in Conway’s assertion, it is only marginally pertinent because nobody seriously
proposes that digital information be stored forever on today’s media. The facts do not support any firm
assertion that “information in digital form is more fragile than … papyrus (or paper)”.
•

Frequent commentary pits some surviving papyrus against an individual digital object. What fraction
of original papyri have been lost? We don’t know.20

•

By the time surviving papyri were created, their technology had been refined for several centuries.
Digital documents were first created about 50 years ago. Who knows how durable digital media will be
in the 22nd century?

•

Papyrus that survived was probably of the best quality and might have had durability treatment as
good as that applied to the deceased pharaohs. It was probably intended to be a preservation
medium; a 21st century digital counterpart might be nickel disks.21

•

Valued digital objects are replicated many times, with copies stored remotely from each other, thereby
increasing their likelihood of survival. Did the ancients create even 5 copies of important papyri?

•

Storage spaces for the surviving papyri—stone monuments—were engineered for durability, not for

18

H.M. Gladney, LongTerm Preservation of Digital Records, Part II: A Technical Solution, to appear.
Paul Conway, Preservation in the Digital World, CLIR Report 92, March 1996, available at http://www.clir.org/pubs/
reports/conway2/.
Deanna B Marcum, The Future of Preservation, Symposium on The 3D's of Preservation: Disasters, Displays,
Digitization, March 2006, available at http://www.loc.gov/library/reports/parisspeechpreservation.pdf.
Long Now Foundation, 10,000 Year Library Conference, 2000, available at
http://www.longnow.org/projects/pastevents/10klibrary/.

19

20

21
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ready access. The modern counterpart might be a sealed underground cavern.
•

Specialized expertise was usually required to locate and read papyri. In contrast, today’s
services include easy finding and ready access by scholars and students without special training.

•

Many old manuscripts suffer from missing portions and errors. Many more recent records are
plagued by the acid paper problem. In contrast, digital messages deliver very high integrity
relative to what was originally stored.

The points above compare media and information retention—a misleading focus. The survival of a few
papyri teaches something about the likely survival of records on paper, but very little about the durability
of digital information compared to durability of content recorded by printing—a quite different issue.

Why Digital Records Present Difficulties
Digital preservation might seem more difficult than preservation on paper if you do not know how to
achieve it. After methods have been chosen, widely taught, and institutionalized, digital preservation is
likely to seem simpler than preservation on paper and to be less expensive.
Precisely why do some authors see digital data as problematic? Answers to this question can help
suggest solution characteristics. We can read from paper without machinery, but need or want a
computer for access to digital data for at least the following reasons:

• Machinery is needed for information types, such as recordings of live performances, that paper cannot
handle well.

• Practical digital information density is far beyond what our eyes can resolve.
• High performance and reliability depend on complex encoding that would make human reading
impractical even if we could distinguish the bits.

• Machinery and software enable rapid and inexpensive searching for interesting content.
• Cryptographic information protection is fast, inexpensive, and effective.22
Digital information handling that many people older than 40 years find unnatural and difficult is accepted
as natural and easy by many younger people.23 An anecdote might provoke a smile as it illustrates the
point.
A man was puzzled by a photograph showing six toddlers, each in a big flowerpot and wearing a wreath.
He was amazed that every child was smiling and looking in the same direction. He mused aloud, “How did
the photographer get them all to sit still simultaneously?”
His teenaged daughter looked over his shoulder. “Simple, Dad. They just clicked them in!”

A seldommentioned factor in comparisons of reading from paper and of using its digital counterpart is our
formal and informal education backgrounds. We each spent much of our first decade learning to write on
and read from paper. Our later schooling concentrated on writing well and interpreting complex
information represented in natural language. However, as adults we tend to be impatient with whatever
time and effort might be needed to master the digital replacements.
To interpret accurately what someone else has written, or to write well, depends on an immense body of
shared experience, shared language, and shared world views. This shared knowledge is mostly tacit.24
Anybody who thinks about digital preservation should consider what shared experience is needed and
22

A.J. Menezes, P.C. van Oorschot, and S.A. Vanstone, Handbook of Applied Cryptography, CRC Press, 1997, ISBN
0849385237.

23

See, for instance, the Daniel Ferreras interview that is part of the Electronic Theses and Dissertations
collaboration. It is accessible at http://www.createchange.org/cases/scholars/languages.shtml.

24

Michael Polanyi, The Tacit Dimension, Doubleday, 1966, ISBN 0844659991.
Page 7 of 22
© 2008, H.M. Gladney

G:\W\DL\DigPres\AmArchivist\Review\

LongTerm Preservation of Digital Records, Part I: A Theoretical Basis

Draft

25Sep08, 13:47

how this might best be provided. Part of the necessary knowledge is likely to appear through
uncoordinated actions in society. Part is probably already in place in durable paper collections; however,
much of this might be difficult to find and use for someone accustomed to computer network tools. We
need to consider information in places or forms that will not be readily accessible when some reader
needs it. Partly because the transformation to digital communication is happening so rapidly and partly
because it has social implications that are, as yet, only poorly understood, we cannot confidently assume
that the best possible digital knowledge infrastructure will happen without explicit attention.

Status and Current Activities
[Many] digital libraries have been created, frequently by means of onetime grants and other soft funding.
Sustaining these digital libraries … has become a critical concern for [their] stakeholders.25
There is a renewed, beleaguered feeling that scholarship struggles valiantly against its own history and the
new tides of change that swept around it. Any new methodology that does not fit within the current
framework, particularly one that threatens to sink the entire structure, is met with anything from skepticism
to exasperation, from giddiness to despondency. New approaches to how research is carried out must
struggle against centuries of inertia.26

The social changes sketched in prior sections extend to changes in scholarly publishing—changes
illustrated by the citations in this article.23 Thoughtfully authoritative opinions are still best found in books
and refereed articles. However, progress is so rapid that these are often 25 years out of date when
published. Information about current thinking and technology offerings is best found in online literature—
preprints, conference proceedings, academic newsletters,27 and I/T trade literature. Happily, this material
is easily found with Internet search tools, because authors are keen to be noticed. When something
useful is found, the enterprising reader is likely to discover that its authors are happy to interact by email
and telephone from wherever in the world they happen to be.
There are more than a dozen annual conferences about digital archives and longterm preservation, and
many more about supportive technology.28 Study groups and task forces abound.29 One can quickly
appreciate the pace of the Information Revolution by comparing current abstracts to those of years past.
A value of this informal literature is that it exposes technical trends. A difficulty is that there is too much
that does not contain new thoughts. Recent articles are highly redundant, fail to cite earlier work, and
consequently often repeat what has been formally published. The ratio of selfcitation to othercitations is
deplorable. One gets the impression that the “publish or perish” imperative dominates, so that, in the rush
to write, authors fail to read. For instance, there are dozens of articles about the requirements for digital
archiving and about the most popular proposal, “Trusted Digital Repositories”.30
For digital preservation, a few newsletters selectively report what their authors believe the best work and
criticize what they report.31 Some are cited in this review, which has also selected from much more than it
25

Katherine Skinner and Martin Halbert, Strategies for Sustaining Digital Libraries, Emory U., 2008, ISBN
0977299414, available online from
http://metascholar.org/publications/StrategiesforSustainingDigitalLibraries.pdf.

26

Bradley Daigle, Digital Libraries and the Fate of Faculty Scholarship, in Skinner, loc. cit.

27

For instance, see IFLA’s International Preservation News, accessible via http://www.ifla.org/VI/4/ipn.html and the
Digital Preservation European quarterly newsletter, accessible via http://www.digitalpreservationeurope.eu/.

28

For instance, see the program for iPRES 2008 at http://www.bl.uk/ipres2008/programme.html and Carol Morris,
2008 Joint Conference on Digital Libraries Spans Culture and Technology, DLib Magazine 14(7/8), Aug. 2008.

29

See particularly the Blue Ribbon Task Force on Sustainable Digital Preservation and Access, whose website is at
http://brtf.sdsc.edu/.

30

Leslie Johnston, Principles … for Developing … Sustainable Repositories, in Skinner, loc. cit.

31

The Digital Document Quarterly, published by the current author since 2002, attempts this; see
http://home.pacbell.net/hgladney/ddq.htm.
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cites. And Caplan provides a recent review.32

Professional Archivists’ Literature
Nothing in later archival literature calls into question the assessments and recommendations made by
Tibbo,2 Dollar,6 MacNeil,10 and Dearstyne.12
Most of the other digital preservation literature has been oriented toward works of individual authorship—
cultural works—without much attention to preserving business and government records that include audit
trails, descriptions of historic events, and legally mandated records. The practices surrounding such
office records are different from those for cultural works.
An office file typically contains many relatively small records that share context, structure, administrative
constraints, and common employee culture. A reader’s request is likely to be for a closely related subset
of records, such as a chronological sequence for some period or all the records alluding to some
corporation or individual. The number of records in a bureaucratic archive is likely to be much greater
than the number in a research library. Their management will be influenced by the following facts.
•

The content of business archives is evidence of its source agencies’ work quality.

•

Losing almost any record collection would have readily identified legal and practical consequences.

•

Government collections are mostly not encumbered by thirdparty copyright.

•

Collection portions are often subject to confidentiality constraints. Access control will be required, for
instance, for records about individuals and military information.

•

Since preservation is often mandated, funding for the archive is relatively secure.

•

The cost of creating each office record tends to be much less than that for most cultural works.

People rarely care as much what an authoring bureaucrat thinks as they do about how the record is
related to the agency’s objectives. The written representation tends to be more important than authors’
intentions. In some cases, the originator’s thoughts about his output are administratively preempted by
the content. For instance, in contract litigation, conventional interpretation of written words has
unconditional priority over what the agreeing parties might have intended.
In an exercise to adapt the Pittsburgh Guidelines for use in the State of Delaware Archives, Slavin
identifies difficulty caused by “a significant gap between the guidelines as a working tool for system
development and as a tool for records analysts”.33
Compared to librarians, archivists are likely to have more involvement in selecting what is to be saved, be
less interested in content sharing with other institutions, and observe more a priori constraints on content
and format. Their literature speaks more of professional concerns than of end users’ convenience.

Scholarly, Cultural, and Personal Records
A typical research library holding is a work of individual inspiration that some professional cataloger
accessioned into the collection without having received much evidence of its historical significance or of
its relationships with other holdings, and without personal contact with the author’s agent.
Relationships among holdings and historical information are typically added to library catalogs to a limited
extent by librarians and perhaps more comprehensively by scholars years later, possibly in finding aids.
In recent years, this behavior has been augmented by selfarchiving.
The author of a cultural work is likely to want to convey original conceptual structures as well as complex
32

Priscilla Caplan, The Preservation of Digital Materials, Library Technology Reports 44(2), Feb./March 2008. ISSN
00242586, available at https://publications.techsource.ala.org/products/archive.pl?article=2614.

33

Timothy A. Slavin, Implementing Requirements for Recordkeeping, p. 46 in Dearstyne 2002, loc. cit.
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relationships with previous works. Much of his effort will have been to represent ideas in ways that help
readers achieve similar mental constructs. A diligent reader will want to tease the author’s ideas from the
written representation.
Recent articles describe attention to longterm retention of World Wide Web content,34 including blogs,
and personal data.35 European national broadcast corporations are nearly finished massive conversion of
50 years of radio and television broadcast recordings to digital format, motivated at least partly by
opportunities to reuse the material in current broadcasts.36 Whatever the content genre, it is likely that
somebody will advance an argument that some portion is worth retaining for our descendants as part of
our cultural heritage. In 2008, we see a beginning of commercial interest.37

Interdisciplinary Collaboration
Archivists and other heritage curators cannot preserve digital information themselves. Electronic records
and digital objects are born of technology and their preservation must lie, in part, in technology. Archivists,
librarians, policy makers, and educators cannot produce viable digital archiving solutions without software
designed to support preservation.2
If archivists are to take their rightful place as regulators of an organization's documentary requirements,
they will have to reach beyond their own professional literature and understand the requirements for
recordkeeping imposed by other professions and society in general. Furthermore, they will have to study
methods of increasing the acceptance of their message and the impact and power of warrant.38

Over the last decade, the digital preservation literature has contained numerous allusions to progress
depending on interdisciplinary collaboration.39 Archivists’ literature contains repeated exhortations for
collaboration with the technical community.40 However, it is unlikely that anybody would argue that this
has been achieved to the extent needed for rapid progress.

Dissonance between Disciplines
Conversations with archivists, librarians, and others who share preservation interest reveal a crippling
cultural rift between communities whose cooperation is needed to achieve economical digital preservation
—a rift that is a smallscale example of what C.P. Snow deplored 50 years ago.41
Participation in a 1996 panel discussion focused my attention on divergent academic styles and attitudes.
34

D. Minor, B. Zhu, R. Moore, C. Cowart, Archiving, Indexing, and Accessing Web Materials: Solutions for Large
Amounts of Data, Proc. 7th International Web Archiving Workshop, 2007, available at
http://iwaw.net/07/IWAW2007_minor.pdf. See also Pandora: Australia’s Web Archive, available at
http://pandora.nla.gov.au/.

35

Gordon Bell and Jim Gemmell, A Digital Life, Scientific American 296(3), 5865, 2007.
Catherine C. Marshall, Rethinking Personal Digital Archiving, Part 1: Four Challenges from the Field and Part 2:
Implications for Services, Applications, and Institutions, DLib Magazine 14(3/4) March/April 2008.

36

Richard Wright, Structural Requirements for Digital Audiovisual Preservation, presentation at Tools and Trends
conference, 2007, available at http://www.kb.nl/hrd/congressen/toolstrends/presentations/Wright.pdf.

37

See, for instance, the Hitachi Data Systems promotion, Active Archive: A Blueprint for Longterm Preservation of
Businesscritical Digital Data, 2008, available at http://www.hds.com/assets/pdf/activearchiveablueprintforlong
termpreservationofbusinesscriticaldigitaldatasb.pdf.

38

Wendy Duff, Harnessing the Power of Warrant, American Archivist 61, 88105, 1998.

39

For instance, see Margaret Hedstrom, Seamus Ross, et al., Invest to Save: Report and Recommendations of the
NSFDELOS Working Group on Digital Archiving and Preservation, 2003, §3.8, available at http://delos
noe.iei.pi.cnr.it/activities/internationalforum/JointWGs/digitalarchiving/Digitalarchiving.pdf.
For instance, see Robert Horton, Obstacles and Opportunities: A Strategic Approach to Electronic Records, pp.
5372 in Dearstyne 2002, loc. cit.
C.P. Snow, The Two Cultures, Cambridge U.P., 1959 and1998, ISBN 0521457300.

40

41
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The organizers had structured the panel as a Two Cultures debate about prospects of Documents in the
Digital Culture. They had seated four literary intellectuals at a table facing four technical academics at
another table. First comments by each participant alternated across the gap.
Each literary academic began along the lines, “My scientific colleague talked about …, a topic for which
we must consider the relationship with …, which itself cannot be understood without the following broad
context”. The further the speaker progressed from a narrow topic to a broad spectrum, the more
discomfort was evident among the scientists, who fought down urges to interrupt the speaker.
Each scientist started along the lines, “The previous speaker dealt with …, a topic too broad for me to say
anything specific about. I’ll deal with [thus and such] a small piece”. Implicit in this was confidence that
other scientists would address and integrate other small pieces, possibly not until years later, and that the
whole would amount to a large addition to knowledge. The further the speaker progressed towards
solving his problem segment, the more discomfort we saw among the literary academics.
The charge to the panel had neither called for conclusions nor sought consensus on any topic. That was
wise, as conclusions and consensus would have been impossible, even if the time available and the
patience of the participants had been much greater than they in fact were.

Different Backgrounds, Different Languages
It seems to me that Two Cultures difficulties are still with us, and continue to impede digital preservation
progress. From one side of the divide, I offer a perspective of differences that have hampered productive
collaboration. Other experiences than the one described and impressions from the literature suggest a
model of stylistic differences summarized in the following table.
Table 1: Attitudes and emphases in professional communities
Content management
aspect

as discussed in the cultural heritage
community

as discussed in the technical
community42

Collegial and working
relationships

Values consensus more highly than
criticism and debate; emphasizes
collegial and institutional collaboration

Values criticism and debate as methodology
for progress; emphasizes independent
thought and competition

Breadth and depth

Emphasizes global discussions of topic
at hand

Emphasizes “in depth” investigation of key
topical aspects

Historical attitude

Emphasizes what tradition teaches

Emphasizes what might be

Timetable for progress

Would be content with decades

Any project should demonstrate practical
progress within 13 years

Target beneficiaries of
research and
development and tools
for them

Society in general (without specific
identified segments); institutions;
emphasis on social and institutional
mechanism

Specific individuals (roles) in specific aspects
of what they do; emphasis on what each
affected individual can do for himself;
emphasis on (semi)automatic mechanisms

Economic emphasis

Persuading the public that funding is
warranted

Cost reduction of things people want to do,
so that they “buy in”

Writing style

Combines research reporting with
advice for newcomers to the topic

Separates research articles from textbook
and teaching materials

Michael Friedman later argued that Ernst Cassirer’s thinking plays a fundamental mediating role between the two
cultures. See A parting of the ways: Carnap, Cassirer, and Heidegger, Open Court, 2000, ISBN 0812694252.
42

A view into the enthusiasms of information technology professionals is provided by Peter J. Denning, The
Profession of IT: Voices of Computing, Comm. ACM 51(8), 1921, 2008.
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as discussed in the technical community

Subjective / Objective
divide

Happy to confront subjective matters of
opinion squarely

Focuses on objective topics that can be
empirically tested43

Philosophical bias

Continental philosophy, particularly
Cassirer’s “expressive perception”44

Analytical philosophy, particularly Carnap’s
“purely structural descriptions”45

Problem attack style

Emphasizes relationships among distinct
components

Emphasizes partitioning and approximation,
with later corrections

Typical reaction to a
practical challenge

Recommends organizational or personal
behavior; often normative; defines best
practices; suggests formal audits

Builds tools and makes them available for
user criticism; iteratively refines these;
focuses on most difficult cases and avoiding
failures42

Mathematical models

Rarely employs mathematics except for
elementary statistics

Uses mathematical models to articulate
physical laws and engineering designs

Key standards and
conventions

OAIS, METS, MARC, …

ODF, MPEG21, various XML, Unicode,
various Java, JSR 170, …

Readers might reasonably believe that this table is biased towards opinions of a scientist, that it is
unrefined and incomplete, and that the information samples from which it is drawn are too small and
narrow. Nevertheless, refinement is likely to confirm it to be an appropriate description of widely seen
differences between information scientists and computer scientists.
Some readers might protest that the differences merely reflect that information science is a new discipline
—one that will achieve similar rigor to the physical sciences in a decade or two. I am skeptical about this
because the style of technical literature seems to have been rigorous from its earliest days, or at least
since science and engineering emerged as distinct disciplines over a century ago.
Nothing written above is intended to be an unqualified recommendation of scientific methodology or
scientific style. In fact, the twentiethcentury success of science and engineering depends on careful
limitation of scientific methods to focused technical challenges. Preservation is a broader challenge.

A Conceptual Base for Digital Preservation
So far, technology hasn't changed what it means for something to be a "record" but it has certainly
changed how records must be managed to minimize organizational risks. … these changes govern how
records are produced; and this, in turn, determines to a large extent how records must be managed. ….
My observations and experience in recent years tell us that some longstanding principles are shifting
under my feet and a new kind of math is now at work.7

Computers manipulate symbols that are surrogates for what they mean—symbolic representations of
things and circumstances other than themselves. A computer model is good if its pattern follows that of
what it stands for—is isomorphic with what it models. A meaning is a relationship between a symbol and
some performance, concept, fact, or real world object or event.
What can we preserve for future generations? We might hope that readers understand exactly what
authors mean. The Figure 1 arrows with question marks suggest that communicating intended meaning
unambiguously is impossible in principle. The other arrows depict communications that might include
syntactic transformations that can be successfully communicated so that they are understood.
43
44
45

See Karl Popper’s discussion of “falsification” in The Logic of Scientific Discovery, Anchor Press, 1959.
Ernst Cassirer, The Logic of the Humanities, Yale U.P., 1961.
Rudolf Carnap, The Logical Structure of the World, U. Chicago Press, 1967, ISBN 0812695232.
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There is a boundary between what can be mechanized and what must forever remain a human judgment
or value decision—what Dollar calls “the conceptual boundaries within which longterm access to
electronic records should be undertaken”.46 Wittgenstein sums up philosophical problems that
preceded his Tractatus LogicoPhilosophicus (TLP) with: 47
Most of the propositions and questions to be found in philosophical works are not false but nonsensical.
Consequently, we cannot give any answer to questions of this kind, but can only point out that they are
nonsensical. Most of the propositions and questions of philosophers arise from our failure to understand
the logic of our language.
And it is not surprising that the deepest problems are in fact not problems at all.
All philosophy is a 'critique of language'.

Work between 1880 and 1960 provides insights essential to comprehending Wittgenstein’s boundary. His
Tractatus influenced almost all theory of knowledge later than 1925. Ludwig Wittgenstein,48 Rudolf
Carnap,45 Ernst Cassirer,49 and Willard Van Orman Quine50 also built on the work of Emmanuel Kant,
Auguste Comte, Heinrich Hertz, Karl Weierstrass, Ernst Mach, Gottlob Frege, David Hilbert, Karl Kraus,
and Bertrand Russell. These authors have been so successful in persuading Western scholars to accept
and teach their views that their ideas and careful distinctions are often taken for granted as “mere”
common sense, and too often then ignored.51
The diplomatic analysis of the components of a record is a process of abstraction and systematisation, the
aim of which is to identify the essential … attributes of a record and make them transportable to different
historical and documentary contexts. By decontextualising and universalising the attributes of an "ideal"
record, the original diplomatists were able to recognise and evaluate records created over several
centuries and across different, and sometimes bewildering juridical systems. In the same way, it allows
contemporary archivists to recognise and identify electronic records generated within many different and
equally bewildering hardware and software environments.52

MacNeil’s “essential attributes of a record” is precisely what the current review refers to as a pattern.
A practical effect of the cited philosophical works is that, to avoid evident confusions in crafting
preservation strategy, we must take extraordinary care with the meaning of key words and phrases. We
must also be unusually careful with the distinction between objective facts and subjective matters of
conjecture, opinion, or ethics. With subjective assertions, we must be explicit about whose opinion
counts.

Conceptual Difficulties
In 2003, Maitland circulated observations about new art forms and requested comments.
Preservation of electronic records is a young field. Indeed, some people believe that the very concept of
electronic records preservation is an oxymoron. The term preservation implies permanence, yet such
media are inherently unstable. Adding to the ongoing problem of technological obsolescence, such chal
lenges as those posed by issues of copyright and fair use, organizational and custodial questions, the
46

Dollar 2000, loc. cit., §1.3.

47

Ludwig Wittgenstein, Tractatus LogicoPhilosophicus, English translation of the original German, Routledge, 1921,
quoting its proposition 4.003.

48

Ludwig Wittgenstein, Philosophical Investigations: The German Text, with a Revised English Translation,
Blackwell, 1953. See particularly the discussions of rules.

49

Ernst Cassirer, The Problem of Knowledge: Philosophy, Science, and History Since Hegel, Yale U.P., 1969, ISBN
0300010982.

50

Willard Van Orman Quine, Word and Object: Studies in Communication, MIT Press, 1964, ISBN 0262670011.
Coincidentally, the message I received in a Chinese fortune cookie served at San Francisco's Mandalay
Restaurant on 12th October 2008 read, “The philosophy of one century is the common sense of the next century”.
MacNeil 2000, loc. cit., Chapter 4. The italics are mine.

51

52
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concerns and interests of different stakeholders, substantial financial resources required for preservation
programs, and legal admissibility requirements, make the prospects for preservation of electronic records
seem grim indeed.53

Maitland’s problems, sampled in the first column of Table 2, expand on confusions in other works.
Table 2: Observations about preserving ephemeral art
Maitland’s observations

Reactions to the observations

Existing boundaries between artistic
disciplines which have hitherto been distinct
have been eroded by the conceptual and
material complexities of new hybrid forms.

Such “existing boundaries” are modern distinctions that can
safely be ignored. They are artificial, having been invented as a
mechanism for coping with detail as human works became highly
refined. However, they are not universal. For instance, opera
combines the languages of music, theatre, and graphic arts.

Documentation of such works plays a crucial
role in ensuring their viability in the longterm,
and in addressing questions of authenticity
when restaging/reinstallation is planned.

This is true for many disciplines, including some that handle it
well. Unless somebody identifies specific aspects unique to
artistic works, it is reasonable to assume that they introduce no
qualitatively distinct challenge.

There exists a tension (which is exacerbated
within new forms …) between notions of
permanence in art/its place in our cultural
heritage and the idea of some pieces being
entirely transient and ephemeral, with no
existence or future beyond the temporal or
spatial boundaries within which they occur.

If a work is truly “entirely transient and ephemeral … with no
existence … beyond [its] temporal … bounds”, by definition it
cannot be preserved. There is no practical conflict, because the
imagined tension is nonsensical.54

The question of process is often as much an
integral part of the work itself as any material
manifestation and is as central a focus for any
party addressing the conservation [or]
documentation of that work as any physical
elements are.

This is true, as it is for many engineering works. However,
Maitland does not say what problem the observation indicates.

Part of the issue is, “Who says that this is the way it has to be?”
If copyright constraints do not intrude, we can choose to record
an artistic performance, saying, “This is not truly ephemeral.”

A process that is truly understood can be described by rules,
computer programs, or whatever languages are conventional for
the discipline at hand. This description is a “material
manifestation” that can be preserved.

What is the underlying problem? We believe it to be misunderstanding of what ‘dynamic’ and related
words mean. Consider the following definitions of ‘dynamic’, selected from among alternatives: “of a
process or system, characterized by constant change or activity; grammar expressing action rather than a
state of being; used of verbs (e.g. ‘to run') and participial adjectives (e.g. ’running' in ’running water'). 55
Dynamic behavior can be described either by a prescription of what should happen—a rule set for a
business process, the text of a theatrical play, a musical score, a computer program, or whatever
prescription is customary for the genre at hand—or else by a history of what has happened—a
performance record, such as a business journal, a log of computing events, or a video recording.

What is ‘the Original’ of a Work?
Recordkeeping processes [for] reliable textual electronic records and the maintenance of their authenticity
are likely inadequate for more complex record types … Ironically, the ease with which these records can
be manipulated has given those who generate them … a new reason for keeping them: ‘repurposing’.
53

Eileen Maitland on the digitalpreservation@jiscmail.ac.dk listserv on 29 May 2003.

54

Natural language allows us to construct nonsense sentences. The archetypical contradiction, Russell’s Paradox,
is more difficult than most paradoxical statements since it is logically flawed, rather than merely being about things
that cannot be empirically observed. For how it can be shown to be merely a flaw of natural language, see the
Digital Document Quarterly at http://home.pacbell.net/hgladney/ddq_4_2.htm#_Toc107714264.

55

Respectively from the Concise Oxford English Dictionary, Tenth Edition, 2002, and the Princeton University
Cognitive Science Laboratory’s WordNet at http://wordnet.princeton.edu/.
Page 14 of 22
© 2008, H.M. Gladney

G:\W\DL\DigPres\AmArchivist\Review\

Draft

LongTerm Preservation of Digital Records, Part I: A Theoretical Basis

25Sep08, 13:47

Makers and distributors of digital music …, for example, often obscure the meaning and cultural value of
their records by treating their form and content merely as digital data to be manipulated to generate new
records, decontextualizing them from the activity by which they were produced. The potentially wide
dissemination of repurposed documents threatens the authenticity of the original materials.56

We disagree with “dissemination of repurposed documents threatens the authenticity of the original
materials.” It is the availability of masters that Duranti questions. Releasing only derivative recordings is
neither a new practice nor a consequence of digital technology, but rather an ageold legal prerogative.
Any performance can be described by a sequence—a function P(t) of time t—which can readily be fixed.
In engineering parlance, a repeat performance R(t) of an earlier performance P(t) is said to have integrity
if it is identical except for a constant timeshift, tstart, i.e., if R(t) = P(ttstart) for some tstart. This seems simple
enough and capable of describing any kind of realworld performance whatsoever, expressing what we
mean for both digital and analog records. Its meaning is simpler for digital documents than for analog
recordings or for live performances because digital files are finite representations and static nearly all the
time, whereas real world performances are continuous in time with transmission distortions associated
with their analog representation, and require sampling decisions if they are to be recorded.
The difficulty with “the original” illustrated in the passage from Duranti is not caused by any use of
technology. It would occur for most works, because no author or artist can create anything in an
indivisible act.57 A renowned musician illustrates this in a brief history of Gluck’s Orfeo et Euridice.58
Digital technology is unique in permitting us to prevent the surreptitious signal changes that make “the
original” ambiguous. We judge authenticity in terms of the state of an object copy that is shared by some
sender with some recipient, as suggested in several places in Figure 1.
Difficulties with ‘original’ and ‘authentic’ are conceptual. What people consider to be an original or a
valuable derivative version is somebody’s subjective choice, or an objective choice guided by subjectively
chosen social rules. The antidote to subjectivity is to describe each document version objectively with
provenance metadata that express everything we deem important about the creation history.

A Lesson from Copyright Law
The world of bits that our multimedia revolution heralds is fundamentally different [from the world of atoms].
Being infinitely malleable, bits have no intrinsic connection to the bounds that an author may have
sketched in a "work of authorship.” … the full gamut of copyrightable compositions can be transformed
into the same bit format. Once that exercise is completed, one can combine, transmit, and manipulate the
product endlessly.
One can map the atom/bit distinction at multiple levels of abstraction, of varying degrees of utility:
sublunary/ethereal, immanent/transcendent, corporeal/spiritual, conditional/absolute, accidental/essential,
concrete/abstract. … Atoms can be held in one's hand; bits cannot. 59

What is worth preserving is often the same as what merits copyright protection. Nimmer’s essay on
copyright law captures almost everything worth saying about the relationship of philosophy to the tradition
of preservation. Since this assertion would be difficult to understand without context of the ideas and
traditions it represents, it will be taken up again late in the current article.
An archived record of a 1950 law is valuable because the expression it carries was inscribed to become
56

Luciana Duranti, The Longterm Preservation of the Dynamic and Interactive Records of the Arts, Sciences and E
Government: InterPARES 2, Documents Numerique 8(1), 114, 2004.

57

Not even natural phenomena create anything instantaneously. Continuous change can also be handled, even for
the smallest natural events, because the Heisenberg Uncertainty Principle teaches that, for physical phenomena,
the notion ‘continuous’ is a fiction—a practical fiction because the time intervals at which quantization becomes
evident are tiny.

58

Raymond Leppard, Authenticity in music, Faber Music, 1988, ISBN 0571100880.

59

David Nimmer, Adams and Bits: of Jewish Kings and Copyrights, 71 S. Cal. L. Rev. 219, 1998.
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the particular copy delivered to the archive in 1950 and because this process was managed to ensure the
integrity of the preserved copy. The 1950 physical carrier (paper) is valuable today only if the procedures
and records of the archive make it unlikely that it has been tampered with. The value of the paper is
created by its evidentiary role. The paper and the archive exist in order to provide evidence for claims
about a conceptual abstraction—a pattern.
To be eligible for copyright or for archiving, information must be fixed.60 The essential core of copyright
protection is that, if a work has once been represented in tangible form, copyright protects the originator’s
beneficial rights for using the symbolic pattern represented. Nimmer’s fable identifies what can be
protected, and therefore much of what is worth preserving.
Fire swept through the converted grain silo that Naomi Marra has called home … Feared lost among the
charred ruins is the last extant copy of her lyric ode, Ruthless Boaz. … [D]evotees hope that, following her
many public declamations of the work, most or all of it may remain preserved in her memory. … Query:
Is Ruthless Boaz still subject to statutory copyright protection?57

With this hypothetical case, Nimmer analyzes the protection of intangible value—patterns inherent in the
reproductive instances—extant and potential replicas of each document. The essential symbolic
patterns of a message are those needed to make it be Levy's “talking thing.”61
This is enough in principle, but not in practice if the content or ownership of a copyright is contested in
litigation. For prudent protection of a digital information object, it should be tightly bound to metadata that
describe who created it and when this was done―its provenance description.

Distinguishing between Essential and Accidental Information
[T]here seems no reason to believe that we are ever acquainted with other people's minds, [as] these are
not directly perceived … All thinking has to start from acquaintance; but it succeeds in thinking about
many things with which we have no acquaintance.62

Every message contains accidental information in addition to what its writer deemed essential. For
instance, the font used in a treaty document is unlikely to be essential to the agreement the document is
intended to convey. The essential is always to be understood as pertaining to somebody’s particular
purpose.

60

Compare Heather MacNeil, Providing Grounds for Trust: Developing Conceptual Requirements for the Long
Term Preservation of Authentic Electronic Records, Archivaria 50, 5278, 2000: “I t is taken for granted that a
record is a representation of a fact or act that is memorialized on a physical carrier ... It follows that a record
cannot exist before its elements have been inscribed on or affixed to a medium.”
I

61

David M. Levy, Heroic Measures: Reflections on the Possibility and Purpose of Digital Preservation, Proc. Third
ACM Conf. on Digital Libraries, 152–161, 1998.

62

Bertrand Russell, On Denoting, Mind, New Series 14(56), 479493, Oct. 1905. The complete essay is online at
http://cscs.umich.edu/~crshalizi/Russell/denoting/.
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Figure 2: Depictions of an English cathedrals tour
When I write, I know which conventions I am using to distinguish what is essential from what is accidental.
For instance, what is represented by each Figure 2 frame, and also by the phrase “ a particular tour of
English cathedrals” might be something that I want to convey. This information is represented first as a
directed graph superposed on a geographical map, then as a directed labeled graph with photographs of
cathedrals, and finally as a natural language phrase, ‘a particular tour of English cathedrals’. Collectively,
the three representations do a better job of communicating the intended message than any single picture,
because any reader can see which aspects differ, and will know that these are accidental if he
understands that I (the writer) intend every depiction to convey the same message.
However, the message is still ambiguous. For instance, it does not convey whether this is a tour taken or
a tour proposed. The example illustrates that almost all messages contain accidental information and
also ambiguity.
Every message transmission step potentially involves representation transformation. The Figure 1 01
step involves semantics (representation of meaning with symbols) and the 9 10 step includes
interpretation (trying to understand what meaning the signal’s producers intended).63 We can say nothing
objectively certain about the relationship of a conceptual input 0 or conceptual output 10 to any other
entity in the transmission channel. In contrast, after a communication has been completed, we can, at
least in principle, describe precisely the transformation that occurred in each step between 1 and 9. This
fact figures in the authenticity discussion below and in the current review's Part II comments on message
copying and transformation.
A transformation that changes essential content would damage an effort to preserve. In contrast, some
transformations are not only benign, but might be needed for intelligible preservation. An example,
described in Part II, is using emulators to overcome future technology obsolescence.

Objective and Subjective: Not a Technological Issue
The greatest difficulties of communicating reliably have little to do with technology. Personal thoughts,
particularly those we call subjective (having to do with opinions, tastes, judgments, purposes, or feelings)
cannot be shared, except perhaps incompletely. However, after someone speaks or writes, his words are
objective representations of his thoughts.
Figure 3 illustrates potential difficulties when no digital machinery mediates the conversation. The figure
deals with relatively simple case, the location of a nearby apple. The speaker’s assertion includes a
common mistake—the definite article suggesting that only one table is pertinent. Our speaker can be
excused; his context (suggested by the balloon above his head) includes only one table, because the
small table is hidden by his desk and the large tablecloth. In contrast, the listener’s context does include
both tables, but only one apple, because the books on the large table hide the speaker’s apple from him.
So he infers something different (suggested by the balloon above his head) than the speaker intended.
The problem is that the speaker and the listener have different contexts.

63

An authoritative introduction to semantics is available from J. Alberto Coffa, The Semantic Tradition from Kant to
Carnap to the Vienna Station, 1991, ISBN 052144707.
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Figure 3: Conveying meaning is difficult even without mediating machinery!
Further difficulties arise in more significant situations than Figure 3 suggests. For sharing information by
way of repositories, dialog about the first message will occur only rarely. For information with a 50year or
greater delay between its transmission and its receipt, such dialog cannot occur. Communication
between human beings is fraught with uncertainty. This is part of the reason that metadata
communicating the historical context are so important.

What Do We Mean by ‘Authentic’?
Electronic records …do not exist as physical entities. Preserving their authenticity is particularly
challenging because digital information technologies make it relatively easy for this context of creation and
use to be altered, either by accident or by design, without leaving any visible evidence. … digits can be
transposed or the word in a sentence could be modified slightly so as to give an entirely different meaning.
Digital images can be cut and pasted to create such realistic images that even experts may not be able to
detect the difference. How then can the authenticity of electronic records be ensured?6

Meticulous attention to the truth or falsity of what is said is rewarding. For instance, Dollar’s first sentence
is not strictly correct, because a recorded disk is as much a physical entity as is a paper document. What
is the case is that magnetically recorded information is inaccessible to human beings without assistive
machinery. This fact immediately reminds us that we are less interested in physical manifestations of
recorded information than in recorded patterns that can be transmitted and transformed.
The brilliance of writing is the discovery of a way to make artifacts talk, coupled with the ability to hold that
talk fixed … The result is a talking thing, capable of repeatedly delivering up the same story at different
times. … [This] is exactly of the essence of documents, a defining characteristic.64

Levy’s “defining characteristic” is a pattern.
Human beings choose how to accomplish every Figure 1 step, including choosing what technology or
clerical method to use for the transmissions from 1 to 9. Each step might include a signal transformation
chosen by some human being, and guided by subjective purposes that are mostly tacit.23 However, after
any such choice is made and implemented in a transformation, the transformation details can be
described sufficiently objectively for assertions of authenticity.
In casual conversation, we often say that a recording copy is authentic if it is close enough to the original.
Here, ‘close enough’ reflects subjective social opinion regarding acceptable distortion and noise. But
consider, for instance, an orchestral performance and the many signals flowing from its musical
instruments, with wall reflections before these signals stimulate imperfect microphones, followed by
deliberate and inadvertent changes in studio recording electronic circuits, and so on, until we finally hear
the performance reproduced on our home television receivers. We quickly become uncertain which of
many different signal versions is “the original”, and recognize that the colloquial concept ‘original’ is not
64

David M. Levy, Scrolling Forward: Making Sense of Documents in the Digital Age, Arcade Pub., 2001, ISBN
1559706481, p. 26.
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objectively meaningful.
We can do no better than choosing some particular performance version—some particular set of the
signals—that we are able to describe relatively precisely, recording this description (which we call
“provenance metadata”), and judging authenticity by comparison with this chosen version. Doing this
reliably so as to give pleasure to many eventual audience members is a high skill that might require much
study and practice. We call the people who acquire and exercise such skill “experts” or “artists”, and
regard their work products as “authoritative”.
Reflection might suggest that there might be no circumstance, and no object type, for which “the original”
has an unambiguously objective meaning. But thorough analysis of Figure 1 reminds us of a conventional
solution to this dilemma. We can unambiguously identify any message version that some communication
participant shares with a next participant in transmitting a message from its writer to its eventual readers.
Such versions are often readily accessible, or can be made accessible. This would correspond to the
formal handing off of a paper record from its creating agency to an archive except that, for digital records,
there are multiple handingsoff.
Conventional definitions of ‘authentic’, such as “of undisputed origin; genuine.” [Concise Oxford English
Dictionary], do not sufficiently help anyone decide how to judge. However, for messages as for material
artifacts the following definition captures what people mean when they say “authentic”.65
Given a derivation statement R, “V is a copy of Y ( V=C(Y) )”,
a provenance statement S, “X said or created Y as part of event Z”, and
a copy function, “C(y) = Tn (… (T2( T1(y) ))),”
we say that V is a derivative of Y if V is related to Y according to R.
We say that “by X as part of event Z” is a true provenance of V if R and S are true.
We say that V is sufficiently faithful to Y if C conforms to social conventions for the genre and for the
circumstances at hand.
We say that V is an authentic copy of Y if it is a sufficiently faithful derivative with true provenance.66

Each Tk describes a subjectively chosen transformation that is part of a Figure 1 communication
sequence. To preserve authenticity, the metadata accompanying the input in each transmission step
should be extended by including a Tk description. These metadata might identify who is responsible for
each Tk choice and other circumstances important to readers’ judgments of authenticity.
Notice the careful balance between objective and subjective factors hinted at by “social conventions”. Any
subjective statement “V” has a corresponding objectively empirical statement of the form “X said V”. In
fact, “X said V as part of event Z” is the archetypical provenance statement.67
In summary, a performance is called authentic if it has integrity and also conforms to a firmly bound,
adequately informative, and honest provenance assertion. The word ‘authentic’ describes a relationship
of a fixed object with a provenance statement, viz., that an object is said to be authentic only if it in fact
corresponds to its alleged provenance.68

65

H.M. Gladney and J.L. Bennett, What Do We Mean by Authentic? DLib Magazine 9(7), July 2003 provides careful
development and explanation with examples of this formula for ‘authentic’.
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Mathematical language is the only precise and concise way of defining authenticity so that the definition can be
checked for conformance to conventional practice for different objects: digital objects, analog signals, statues and
furniture, natural objects and their fossilized remains, and even human beings, as in “He’s the real McCoy!” The
definition extends even to cooking and food; we call Mexican salsa “salsa autentica” if it is made by following a
timehonored recipe. Such a recipe is a form of rule or program—a pattern.

67

Compare the section Persons in MacNeil 2000, loc. cit., Chapter 4.
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Heather MacNeil, Picking Our Text: Archival Description, Authenticity, and the Archivist as Editor, American
Archivist 68(21), 264278, 2005.
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Discussion
Everything under the sun has been said before. However, since nobody listened … – attributed to André
Gide

This review is a sketch of what can be found in the literature it cites. Not a single idea is new. Every idea
has occurred in the cited literature—perhaps not in writings likely to come to archivists’ attention and
perhaps obscured in a welter of detail. No discontinuity in archival thinking is needed to extend from
paperbased records to electronic records. The fundamental notion—a pattern—in fact occurs repeatedly
in the archival literature under different names, such as MacNeil’s “the intellectual form of the record”.10
Quality expectations for business, personal, and cultural records have increased steadily since consumer
electronics appeared about 100 years ago. Modern electronics enables recording accuracy that human
beings cannot distinguish from live performances. Digital technology has been driven to high precision by
consumers' rising expectations and because automation must anticipate and handle any potential
problem. However, none of this creates any new problem of principle for digital preservation.
Readers will judge the pertinence and correctness of this review’s speculations. To the extent that the
views expressed apply and are accurate, they suggest the future of the archives and archival
professionals. Archives based on paper artifacts will continue with little change, increasing their
collections without significant increase in public attention or support. Digital archives will be refined,
improved functionally, and receive public attention and growing financial support.

Conclusions
Nimmer shows that the ideas sketched in this review conform to the oldest traditions of communication,
describing them as “a surprisingly robust exchange between ancient Mosaic law and the most current
issues affecting protection for poems, software, and mosaics”.
No issue looms larger today as part of the telecommunications revolution than the transformation from
atoms to bits. …
… Prior to Gutenberg, Judaism undeniably enjoyed a long and illustrious history without any widescale
access to that which we currently and familiarly call "books.” In the future, depending on the conquests of
technology and the scarceness of pulp, that past may recur—all information may be accessed over liquid
display panels … If that day ever dawns, then Ibn Ezra and Nachmanides—neither of whom ever held a
printed book—would remain unsurprised. For to them, books and other newfangled technologies are
simply the surface manifestation. The ultimate truth, as they derive from Deuteronomy 17:19, rests not in
the atoms. For when we lift up our eyes, we are surrounded by the bits.59

The Information Revolution forces us to shift our attention from information models focused on paper and
other material substrate. Instead we must focus on abstractions. The proper objects for archival
attention are patterns inherent in transmitted and stored messages. To be considered
authoritative and of interest for preservation, such a pattern must be truthfully and firmly
associated with a specific writer in identified historical circumstances.
Professional archivists can choose whether or not they participate in and influence digital archiving. To
participate in all the roles Dearstyne asserts,69 archivists will need to reach out across disciplinary
differences that are accidents of education and training. They might start with understanding, patience,
and tolerance for the language and enthusiasms of software engineers.

Glossary
This glossary contains not only Part I terms, but also terms that first occur in Part II of the review.

69

Dearstyne 1993, loc. cit., Roles Archivists Play.
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archiving

(noun) in this review, ‘archiving’ is used in the sense seemingly preferred by professional
archivists, viz., the complex of activities intended to ensure that verifiably authentic versions of
important documents and records are collected and remain accessible for as long as each
instance is deemed useful by some community of potential authorized users.

avatar

(noun) an autonomous automatic process that accomplishes clerical tasks.

bitstring

(noun) sequence of bits that represents information. This word, which in many contexts is a
synonym for file, is used to suggest that no layout details are relevant. In contrast, a computer file
is a representation partitioned into chunks that are conveniently laid out and managed on a
magnetic or optical storage disk or tape.

client

(noun) a human being who benefits from digital repository services, either by storing records for
other clients or by reading such stored records; alternatively in clientserver computing, a
machine that requests services from a remote machine.

CM

(acronym) content management, which is a superset of digital library services.

content
management

(noun phrase) 21stcentury commercial name for the complex of services required to preserve,
protect, and make accessible information mostly created by other people than the custodians.
Content management grew out of what in the 1990s was called digital library services.

CRC

(acronym) cyclic redundancy check, being a fixedlength function of a variablelength bitstring
used to detect data errors during transmission or storage. CRCs are simple to implement, easy
to analyze mathematically, and excellent for detecting common reliability failures.

cultural
heritage
community

(noun phrase) the loosely defined set of librarians, archivists, and information scientists who
publicly express interest in digital curation and closely related topics, doing so by publishing,
commenting, and attending topical conferences.

dark

(adj.) for a digital repository, deliberately unavailable for serving ordinary clients. This might be
implemented by never attaching the repository to the Internet.

digital
curation

(noun phrase) almost a synonym for digital archiving, viz., “management of digital objects over
their entire lifecycle, ranging from precreation activities wherein systems are designed, and file
formats and other data creation standards are established, through ongoing capture of evolving
contextual information for digital assets housed in archival repositories”.5

EDP

(acronym) electronic data processing.

hacker

(noun) individual who maliciously interferes with other people's computer usage; alternatively,
anybody who enjoys contributing to software technology.

information

(noun) the subset of knowledge that a human being can communicate to another human being by
speaking, writing, or drawing.

knowledge

(noun) what a human being (or animal) can know, including that of which he might not be
consciously aware (as Sigmund Freud taught) or be unable to communicate in words (for
instance, how to ride a bicycle).

labeled value
set

(noun phrase) a structure of the kind called a record in the Cobol programming language, e.g.,
“name: John Doe, sex: male, citizenship: Canadian, city: Toronto, ...”.

LDP

(acronym) longterm digital preservation, which is the complex of measures required for and/or
undertaken to mitigate digital object unreliability caused by ravages of time, including human
misfeasance, fading human memory, and technological obsolescence.

longterm

(adj.) in discussions of archiving, describes measures beyond those required for nearterm
service and undertaken to please clients who might appear only after today’s service managers
have retired.

MAC

(acronym) message authentication code, being a short bitstring created by a program whose
input is a message of any length whatsoever, the secret portion of an asymmetric cryptographic
key, and a tag. Attached to the message together with the public portion of the key, this value can
be used by readers to validate the message integrity and its writer's identity, provided that the
public key is known to be truthfully associated with the asserted writer's identity.
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message

(noun) in this review, a brief locution for the information to be conveyed from some writer to some
eventual reader.

nearterm

(adj.) in discussions of archiving, describes measures undertaken to please information clients
today and in the next five to ten years—a period short enough that service managers can
ascertain client satisfaction and react with service improvements.

reader

(noun) a role depicted in Figure 1, being somebody who uses information. The locution is used to
suggest independence of the content, style, or purpose of the information under discussion, e.g.,
it might be is a computer program to be executed. The reader might not be a human being, but a
machine process instead.

record

(noun) in this review, as prescribed by the International Council on Archives (ICA) Committee on
Electronic Records, viz., "a recorded [chunk of] information produced or received in the initiation,
conduct or completion of an institutional or individual activity and that comprises content, context
and structure sufficient to provide evidence of the activity." The word can denote either a tangible
object or digital information. Examples are birth certificates, medical xrays, and office
documents such as emails.

writer

(noun) a human role or surrogate depicted in Figure 1, being some entity that creates or edits
information for others. The word is used to suggest that, in the discussion at hand, details of
information genre are unimportant. A writer might be a machine process controlled by rules.

metadata

(noun) structured information associated with a digital content object, often provided by people
other than the content author(s) to make it easier to use and manage that content, often
conforming to EDP standards.

TDO

(acronym) Trustworthy Digital Object, a structure combining content, metadata, and cryptographic
signature information

TDR

(acronym) Trusted Digital Repositories, a widely discussed approach to digital preservation.

UVC

(acronym) Universal Virtual Computer devised by Lorie.57

Page 22 of 22
© 2008, H.M. Gladney

G:\W\DL\DigPres\AmArchivist\Review\

