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The need for an extremely effective means of achieving information security is 
constantly necessary and indispensable.  The cryptographic algorithm is one of 
the strongest tools for providing appropriate security for systems and data 
transmissions. The symmetric block cipher is one of the most significant 
cryptographic algorithms. It is essential for institutions to build their own 
symmetric block cipher to address the newly emerging threats that are the result 
of new technologies. Hence, it is necessary to research and develop a secure 
symmetric cipher algorithm.  Since the declaration of Rijndael as AES this cipher 
has been the target of many attacks, and the attempts to break it are ongoing 
and even increasing everyday by taking advantage of the rapid development in 
computing capabilities. The rise in the frequency of attacks against the AES has 
not been matched by the level of development in the capabilities of the algorithm 
to withstand these challenges and make the AES secure and immune to all risks. 
The byte substitution and permutation units in AES block cipher which produce 
diffusion and confusion have fixed structure for all rounds.  
 
This thesis proposes a new secure symmetric block cipher called DNA-Based 
Block Cipher (DNAB), with key-dependent components inspired by DNA biology 
techniques. The thesis identifies the similarity elements, and highlights the 
essential computation elements, namely the DNA-strands, DNA-bases, Central 
dogma process that can be applied in symmetric block cipher that fulfills 
Shannon’s confusion and diffusion properties.  
 
 The DNAB utilizes the DNA-based key-dependent components to enhance the 
security of cipher, and reduce the number of cipher-iterated rounds. Accordingly, 
for the substitution layer, the reality that the S-Boxes are unknown is one of the 
major strengths of the new cipher as the cryptanalysis requires known S-Boxes. 
For the permutation layer the use of key-dependent transformations and 
processes inspired by DNA techniques forces the attackers to try and devise 
hard new frameworks of cryptanalytic mechanisms.  
 
The experimental findings presented the randomness of the output in the DNAB 
cipher, as secure cipher, and compared to AES, the number of iteration rounds is 
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reduced. The S-Box tests criteria presenting the new S-Boxes in DNAB cipher 
satisfy the balance, completeness, avalanche, strict avalanche, bit-
independence, nonlinearity, differential-uniformity, invertability and non-
contradiction criteria as good S-Box conditions. 
 
The avalanche effect, correlation coefficient, bit error and key sensitivity of the 
DNAB cipher were laboratory tested, and they satisfied the confusion and 
diffusion properties. In spite of the fact that the S-Boxes of DNAB cipher have 8 
bits for input and  output, the output has the possibility of one of the       
compared to     possibilities for the static S-Box; also for each round, key-
dependent and MixColumns transformations has        ) possibilities each. This 
makes the cryptanalysis of these transformations difficult since it needs 
cryptanalysts to construct all the possibilities. It was confirmed that the DNAB 
cipher had successfully passed very demanding security analyses and justified 
that the DNAB cipher is a secure block-cipher. Accordingly, it will increase the 
protection of institutional information systems; also it will be considered as one of 
a symmetric block ciphers in information security research, and open the doors 
to matchmaking between computer security and biological systems research.  
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Keselamatan maklumat sentiasa menjadi satu bidang yang sangat dititik 
beratkan dan keperluan untuk alat yang sangat efektif bagi mencapai 
keselamatan maklumat adalah penting dan sangat berharga.  Dalam domain 
pengkomputeran, algoritma kriptografi adalah salah satu peralatan yang 
terkuat bagi menjamin keselamatan yang sesuai bagi sistem dan transmisi 
data. Sifer blok simetri adalah salah satu algoritma kriptografi yang paling 
signifikan. Bagi institusi, adalah penting untuk mereka membangunkan sifer 
blok simetri mereka sendiri bagi keperluan ancaman baharu kesan daripada 
teknologi baharu. Oleh yang sedemikian, adalah amat penting untuk mengkaji 
dan membangunkan satu algoritma sifer blok simetri yang selamat. Sejak 
masa pengisytiharan Rijndael sebagai AES, sifer ini telah menjadi sasaran 
banyak serangan dan kripanalisis, serta cubaan untuk memecahkannya masih 
berterusan, malah semakin meningkat setiap hari dengan memanfaatkan 
perkembangan pesat dalam keupayaan pengkomputeran. Peningkatan 
kekerapan serangan ke atas algoritma AES tidak dapat dipadani oleh tahap 
pembangunan dalam keupayaan algoritma untuk menahan cabaran ini dan 
menjadikan AES selamat dan imun terhadap semua risiko. Unit gantian bait 
dan permutasi dalam sifer blok AES yang menghasilkan difusi dan kekeliruan 
mempunyai struktur tetap bagi semua pusingan. 
 
Tesis ini mencadangkan satu sifer blok simetri yang selamat dengan 
komponen bersandarkan kunci yang diinspirasikan oleh teknik DNA biologi 
yang dikenali sebagai Sifer Blok Berasaskan DNA (DNAB). Tesis ini mengenal 
pasti elemen yang sama dan mengetengahkan elemen kiraan yang penting 
seperti helaian DNA, tapak DNA, struktur heliks berganda asid nukleik, dogma 
pusat dengan prosesnya yang mampu diaplikasikan dalam sifer blok simetri 
yang memenuhi dua keperluan pengeliruan dan resapan Shannon. 
 
Sifer DNAB menggunakan komponen kunci bersandar berasaskan DNA bagi 
meningkatkan keselamatan sifer dan untuk mengurangkan bilangan pusingan 
sifer terlelar. Sehubungan itu, bagi lapisan pengganti, realiti bahawa kotak S 
tidak diketahui merupakan satu daripada kekuatan utama bagi sifer baharu 
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memandangkan pemecahan tulisan rahsia memerlukan kotak S. Bagi lapisan 
permutasi dan proses penjadualan kunci, penggunaan transformasi dan proses 
bersandarkan kunci diinspirasikan oleh teknik DNA meningkatkan kerumitan  
bagi serangan daya kasar kepada kunci dan memaksa penyerang untuk 
mencuba dan mencipta rangka kerja mekanisme kripanalisisbaharu.  
 
Dapatan eksperimental mempersembahkan kerawakan bagi output dalam sifer 
DNAB sebagai sifer blok selamat dan dibandingkan kepada sifer blok AES, 
bilangan pusingan lelaran telah dikurangkan. Ujian kotak S mempersembahkan 
kotak S baharu dalam sifer DNAB memenuhi kriteria keseimbangan, 
kesempurnaan, runtuhan, runtuhan tegas, bit bebas, ketaklinearan, 
keseragaman perbezaan, songsangan dan tidak bercanggah sebagai syarat 
kotak S yang baik bagi kedua-dua kotak S statik dan bersandarkan kunci.  
 
Analisis kesan runtuhan bagi sifer DNAB telah diuji secara makmal 
menggunakan teks biasa dan kunci runtuhan serta korelasi koeffisien, 
kesalahan bit dan sensitiviti kunci dan ianya memenuhi keperluan pengeliruan 
dalam transformasi tidak linear bagi teks sifer yang dihasilkan dalam pusingan 
ketiga bagi sifer blok. Ujian makmal runtuhan secara empirikal menunjukkan 
yang perubahan hanya satu bit kunci sifer mewujudkan satu kotak S baharu 
yang berbeza. Ia turut mengukur keperluan resapan dalam transformasi linear 
menggunakan nombor cabang dalam menjangkakan kejayaan serangan 
perbezaan dan linear. 
 
Meskipun kotak S bersandarkan kunci bagi sifer DNAB mempunyai 8 bit bagi 
input dan 8 bit bagi output, output mempunyai kebarangkalian satu daripada 
      berbanding kebarangkalian     bagi kotak S statik; malah bagi setiap 
pusingan, transposisi bersandarkan kunci dan transformasi campuran lajur 
bersandarkan kunci masing-masing mempunyai kebarangkalian (28.24!). Ini 
menyebabkan kripanalisis bagi transformasi bersandarkan kunci kotak S 
menjadi sukar kerana ia mengkehendaki jurukripanalisis untuk membina 
kesemua kemungkinan kotak S dan mencubanya dalam transformasi 
gantian/permutasi. Ini mengesahkan bahawa sifer DNAB telah berjaya 
melepasi analisis keselamatan yang ketat dan mewajarkan sifer DNAB adalah 
sifer blok yang selamat. Sehubungan itu, ianya akan dapat meningkatkan 
perlindungan bagi sistem maklumat institusi; ia juga akan dianggap sebagai 
salah satu sifer blok simetri yang paling selamat dalam penyelidikan 
keselamatan informasi dan membuka pintu kepada penyelidikan yang 
menggabungkan keselamatan komputer dan sistem biologi. 
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CHAPTER 1 

 

INTRODUCTION 

 

1.1 Introduction 
 
In general, security is conceptually “freedom from danger or risk”, and from a 
computer science perspective, it is the deterrence of, or safeguard against, 
unauthorized access to data as well as, premeditated demolition, modification and 
alteration of that data. Since earliest times passing through the invention of the 
advent of computer science until the present, information has been and continues 
to be a critical element in need of protection; it needs security. Today secure 
connections represent a major priority for most areas of modern life, for instance, 
e-Government, trading, CCTV, banking transactions, connectivity, and many other 
fields. Through the rapid expansion of the Internet and increased reliance in all 
fields of life, the need for an extremely effective means of achieving information 
and data security is crucial.  
 

Cryptography, which is considered a science and an art has been and is still 
undoubtedly the most efficient means used to attain secrecy. All security concepts 
can be achieved via cryptographic algorithms including confidentiality, integrity 
and authentication, besides other concerns such as availability, privacy and 
access control. Since 2000 B.C., cryptography has been documented as a tool 
used by the Egyptian scrivener when he made unusual hieroglyphs in his 
engraving (Singh, 2011). It has since continued to be used from that early era to 
the present day with different and variant applications in all aspects of life and in 
both peace and war time. The extensive growth and expansion of using computers 
in all aspects of life, especially in communications has led to the emergence of 
various new forms of cryptography. 
 

The entire process that supplies the required degree of security includes network 
protocols and algorithms of data encryption can be described through the RFC 
2828 identification of the cryptographic system as “a set of cryptographic 
algorithms together with key management processes that support the use of the 
algorithms in some application context” (Shirey, 2000). 
 

The Symmetric Block cipher is a significant cryptographic algorithm because of its 
simplicity, speed and robustness and this cryptographic algorithm is used in 
performing the encryption and decryption for most modern security applications, 
especially in the communications field. The significant increase of exchanging data 
through the Internet has imposed numerous challenges including data 
accessibility, availability and low cost, with many scenarios and techniques 
proposed and designed, including cloud storage, which is a model of cloud 
computing (Mell & Grance, 2011), where data are saved in virtually depository 
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pools, which are usually remote servers supervised by third parties, that can be 
accessed through the Internet by the client. Although this system represents one 
of the most successful scenarios and makes available an abundance of data, but 
this availability alone is not sufficient as it requires privacy for sensitive data such 
as secret military and government documents, enterprise data for institutions and 
medical data.  
 

The use of suitable symmetric block cipher to encrypt the data is the best and 
standard modus operandi to achieve privacy for storage systems especially in 
cloud storage (Kamara & Papamanthou, 2013). Also, the wide and daily increase 
in the use of wireless network low-end equipment such as wireless sensor nodes, 
and RFID cards which would be considered useless if they were not secured as it 
would duplicate the attention and effort needed to deal with the works that are 
focused on symmetric block since this security technique is the standard approach 
used to achieve security for wireless network equipment. 
 

The considerable achievements that have been witnessed recently in biological 
techniques have revealed that they have distinctive characteristics that can be 
relied upon in the security domain, especially in designing new strong security 
systems. DNA (Deoxyribonucleic Acid) and RNA (Ribonucleic acid) with their 
structures, properties, and operations are considered as an ideal area to be used 
for this domain.  
 
 
1.2 Problem Statement  
 
Given the importance of (AES) block cipher  (Daemen & Rijmen, 2002) in 
computer security, many attempts have focused on designing new algorithms that 
adopt the same principle of the AES algorithm with less cost and requirements. 
The confusion properties are obtained using the substitution-Box (S-Box), while, 
diffusion properties are generated using some round iteration to produce a secure 
data transmission (Menezes et al., 1996). Substitution and permutation functions 
are commonly used in block ciphers to make them much harder and more efficient 
ciphers.  
 

Since the declaration time of Rijndael as AES this cipher has been the target of 
many attacks and cryptanalysis and the attempts to break it are ongoing but, on 
the contrary, increased day by day taking advantage of the rapid development in 
computing capabilities (Zhang et al., 2007; Biryukov & Khovratovich, 2009; 
Daemen & Rijmen, 2010; Mala et al., 2010; Zhonglin & Zhihua, 2011).The rise in 
frequency of attacks against the AES algorithm has not been matched by the level 
of development in the capabilities of the algorithm to withstand these challenges 
and make the AES secure and immune to all risks.  
 

 It’s well known that AES block cipher has constant transformations which make it 
less secure, compared to the dynamic key-dependent structures. So that, the byte 
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substitutions unit in AES block cipher has a fixed structure S-Box with no relation 
to the cipher key and no share key is available in creating this S-Box. 
Implementing the key-dependent S-Box increases the security of the block cipher. 
Whether the fixed key S-Box cipher is weaker security and less immune against 
attacks than the dynamic key-dependent S-Box cipher, since it has less key-space 
(Fahmy et al., 2005; Krishnamurthy & Ramaswamy, 2008).  
 

Furthermore, fixed S-Box permits attackers to study S-Box and find weak points 
(Janadi & Anas Tarah, 2008; Kazlauskas & Kazlauskas, 2009; Das et al., 2012; 
Juremi et al., 2012; Pradeep & Bhattacharjya, 2013) .  It is clear that ciphers with 
key-dependent S-Box are generally more secure than fixed S-Box, and the 
dynamic structure of S-Box increases the strength of the cipher (Elkamchouchi & 
Makar, 2004). The dynamic key-dependent S-Box increases  the system’s 
immunity to linear and differential cryptanalysis (Keliher & Meijer, 1997), Key-
dependent S-Boxes represent a form of security margin against unknown attacks 
(Nechvatal et al., 2000).  
 

Within the substitution layer also, the S-Box of AES block cipher is generated 
depending on getting multiplicative inverse with finite field, using the affine 
transformation, the operations of which rely on mathematical operations as 
multiplication, division and adding besides the modular. All this consumes time 
and requires calculations, thus making the byte substitutions ineffective for the low 
resource devices as well as introducing linear and algebraic properties that can be 
used by attackers (RezaeiPour et al., 2009). It would be more effective if the byte 
substitutions unit S-Box is generated using alternating techniques to reduce the 
amount of mathematical operations.  
 

In addition to byte substitutions, the second unit of the AES block cipher is the 
byte permutations, consisting of two fixed components for all rounds: ShiftRows 
and MixColumns transformations. The ShiftRows move the bytes of the state with 
the same offsets for all rounds, while the MixColumns use the same MDS matrix 
to product with the state byte for all rounds. 
 

The constant ShiftRows transformation means less degree of diffusion and easier 
in key breaking than the key-dependent dynamic ShiftRows transformation. The 
dynamic key-dependent ShiftRows raises the complexity of the block cipher (Ismil 
et al., 2012), and the key-dependent MixColumns transformation is more immune 
and secure than the static one (Malik & No, 2011). The design of dynamic key-
dependent ShiftRows to increase the diffusion is one of the problems considered 
in this thesis.  
 

For the MixColumns transformation,  the use of fixed MDS matrix for all the rounds 
makes the transformation more vulnerable to some forms of attack, whereas the 
use of key-dependent MDS matrices increases the resistance of the cipher against 
attacks (Murtaza et al., 2011). The design of dynamic key-dependent MixColumns 
is one of the problems considered in this thesis. 

http://en.wikipedia.org/wiki/Multiplicative_inverse
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Since the establishment of DNA computing by Adleman in 1944 (Adleman, 1994),  
many other studies  have been done  on DNA cryptography. From these many 
studies, a number have become more familiar in the application of techniques, 
attributes and characteristics of the DNA system in the design and development of 
security algorithms or model applications (Amin et al., 2006; Cui et al., 2008; Shaw 
& Hussein, 2008; Sadeg et al., 2010; Wang et al., 2010).  The literature suggests 
that there should be further work done to investigate and better understand the 
involvement of the DNA system in its application to the block ciphers. Despite the 
many features, properties and attributes which  characterize biological DNA, to the 
best knowledge of this researcher, there has not been any work done to take 
advantage of these properties in designing a new SPN symmetric block cipher 
with key-dependent permutation transformations. Additionally, all the existing 
dynamic block ciphers were designed and developed utilizing traditional methods 
which are calculations, time consumption, and less secure.  
 

This thesis will define the biological DNA approaches to cryptographic algorithm, 
pointing out the equivalent and different elements, and indicating essential 
elements that can be applied to ciphers. These substantial elements of the 
biological DNA system can be related to the diffusion and confusion cryptography 
characteristics.  It is only natural to use the biological DNA techniques to improve 
the design of a new block cipher called DNA-based dynamic key-dependant block 
cipher (DNAB block cipher). The structure of the components has a fixed block 
size of 128 bits, a key size of 128 bits, and operates on a 4X4 array of bytes. . 
 
 
1.3 Research Objectives   
 
The objective of this research is to design a new symmetric encryption block 
cipher inspired by real biology processes of DNA with dynamic key-dependent 
components In order to achieve the objective, the following tasks will be carried 
out: 
 
a)  Identification of characteristic, components, operations, and the behavior of   

biology DNA system that will be used to design a novel block cipher. 
b)  Construction of a set of methods based on real biology DNA operations and 

structures to be employed in the creation of the new block cipher.  
c)  Security analysis of the proposed block with all its components to guarantee 

that it satisfies the minimum security requirement.  
 
 
1.4 Scope of the Study   
 
The scope of this study is to design and develop a new secure symmetric block 
cipher that has the subsequent characteristics which are taken into account: 
 
a) The size of the block is 128 bits. 
b) The size of the key is 128 bits. 
c) The electronic codebook (ECB) is a mode of operation of the encryption 

process for every block. 
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d) The proposed block cipher should satisfy several security tests, pass a number 
of standard randomness tests, and show good resistance to linear and 
differential attacks. 

e) The proposed static and key-dependent S-Boxes should achieve several S-Box 
tests criteria.  

 

In this study the security requirement is considered as the most important factor in 
designing the symmetric block cipher owing to this classification of assessment 
(Nechvatal, Barker, Bassham, Burr, & Dworkin, 2000). It is imperative to 
guarantee that the proposed block cipher is secure and immune before 
undertaking the assessment of other terms such as speed or efficiency.  
 
 
1.5 Contribution of the Study  
 
The research will contribute to the following:  
 
This research defines the biology of the DNA system with its components, 
elements, operations, and techniques, which are used to inspire the design of the 
new block cipher, as well as indicate the concepts that can be used within the 
symmetric block cipher.  The main elements of the DNA system can be related to 
confusion and diffusion characteristics of cryptography. 
 

This study uses some of the DNA processes and techniques to improve the 
design of the new block cipher by creating a new static S-Box, which does not use 
the multiplicative inverse, with less use of mathematics operations but keeping the 
same security level of AES S-Box. The use of pseudo segments of DNA in 
creating this S-Box makes this segment act as a new key in addition to the 
symmetric 128 key, which increases the key-space.  
 

This study uses some of the DNA processes and techniques to improve the 
design of the new block cipher by creating new key-dependent functions including 
substitution and permutation transformations. The substitution transformation 
consists of key-dependent-S-Boxes, while permutation transformation consists of 
key-dependent ShiftRows, and key-dependent MixColumns. The use of dynamic 
key-dependent transformation will increase the security of block ciphers and make 
them more immune against the attacks and more difficult for cryptanalysis.  
 

The DNAB block cipher within the counter mode like other secure block ciphers 
acts as pseudo-random number generators. In this study the NIST suite test is 
used to test the quality of random numbers generated by the proposed cipher 
according to standards stipulated by the National Institute of Standards and 
Technology (NIST). The cryptographic statistical tests for random number 
generators, S-Boxes test criteria, DNAB block cipher avalanche effects, and 
cryptanalysis were evaluated and presented in this study.  
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1.6 Organization of the thesis  
 
This thesis consists of nine chapters, starting with Chapter 1, which provides the 
introduction of the thesis comprising the research problem, research objectives, 
scope, and contributions of the research. 
 

Chapter 2 provides the background information of the related work on the security 
in computing, cryptography and symmetric block cipher. This chapter covers the 
concepts, fundamentals, and basics of properties, design structure, security 
analysis, previous researches and works on block ciphers. Finally, the 
expressions, terminology perceptions and idioms used in this thesis are defined.  
 

Chapter 3 presents the applied model based on DNA processes and structures. It 
describes the essential techniques and processes of the biological DNA system to 
be employed in building the new block cipher. 
Chapter 4 illustrates the research methodology for carrying out this research. It 
includes the description of the experimental design, which will be utilized to 
choose the testing data.  
 

Chapter 5 presents and discusses the proposed design of the DNAB block cipher. 
This includes declaration of the overall structure of the new block cipher, the 
design of the static DNA-based S-Box, the design of Column/Row transcription-
based key-dependent dynamic S-Boxes, the design of new Column/Row 
transcription key-dependent MixColumns transformation.   
 

Chapter 6 shows the S-Box tests criteria for the new static and dynamic S-Boxes 
including balanced, completeness, avalanche, strict avalanche (SAC), 
nonlinearity, bit independence (BIT), differential uniformity, invertability, and non-
contradiction. All the results of these criteria tests are reviewed in this chapter. It 
also present and analyzes the confusion property of the DNAB block. 
  

Chapter 7 reviews the outcomes of the analysis, and the randomness of output 
generated from the DNAB block cipher. The experiments will be conducted by the 
NIST Test Suite randomness software, comprising some kinds of data at every 
iteration round of the functions.  
 

Chapter 8 presents measures and analyzes the diffusion property of the DNAB 
block cipher, where the avalanche of the whole proposed block cipher, branch 
number, and  the cryptanalysis of the proposed block cipher will be tested .  
 

Chapter 9 provides the conclusions of the research presented in this thesis 
followed by some recommendations to investigate and expand the field of 
research in relation to DNAB block cipher. 
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