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Abstract- Most data frameworks and business applications assembled these days have a web frontend 

and they should be generally accessible to customers, representatives and accomplices around the 

globe, as the computerized economy is turning out to be increasingly pervasive in the worldwide 

economy. Strategy and a model instrument to assess web application security components. In this 

paper, we along these lines propose to make trusted equipment a top notch national in the safe 

information administration field. Additionally, we trust that cost-driven bits of knowledge and 

compositional standards will generally change the way frameworks and calculations are planned. We 

present an outsourced database model that permits customers to execute SQL questions with security 

and under administrative consistence imperatives by utilizing server-facilitated, sealed trusted 

equipment in basic inquiry preparing stages, along these lines expelling any confinements on the kind 

of bolstered inquiries. 
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I. INTRODUCTION 

In the field of security, the headway and utilization of Internet, correspondences and PC deal with 

advancement has been smart movement, particularly the rising of the Internet, makes the PC 

utilized as a bit of government, business, business, planning, human organizations and differing 

spaces of society at a brilliant rate, which are immense effect on individuals' cash related, work 

and live. Sort out brings you comfort while brings dynamically toxic aggressors. Aggressors focus 

on the structure, database; make the database data security under true blue possibility. The SQL 

snare is one of common strikes, the device of the SQL assault is SQL elucidations. Assailants 

towards programming inadequacy of usage authorities, show all around amassed SQL declaration 

to the server to accomplish the objective of ambushing. SQL is a vernacular that is utilized to 

demand, work, and direct database frameworks, for example, Microsoft SQL Server, Oracle, or 

MySQL. The all around helpful abuse of SQL is unfaltering more conspicuous than everyone 

record structures with the inspiration driving reinforce it; notwithstanding, there are complexities 

that are specific to every framework. 

1.1. OBJECTIVE 

The basic target is to keep database in an especially secured way under true blue SQL 

implantation strikes and to investigate the director of SQL assaults, since it is thought to be an 

affirmed trap on a database. It gives thriving approaches to both clients and moreover officials. It 

in like way maintains a strategic distance from the directors bypassing the client accounts. 

Differing Illegal breaking points, for instance, wreck strategies starting the file; alternative 

undesirable information to the coordinator, affiliation the most significant utmost in the database 

are besides can be annihilated utilizing unmistakable counter measures that were executed in 

meander. 

 

1.2. EXISTING SYSTEM 

 The same as course of action refuge particular place additional having a place and application 

into ensuring against SQL Injection Attacks, strikes, programming specialists will make and pass 

on the bleeding edge time of SQLIA (SQL Injection Attacks) hoods with various control planning. 

A SQL implantation strike is a snare that is away to subvert the essential course of action of the 

application by submitting assailant gave SQL articulations plainly to the backend database. 
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Through this a designer can without a considerable amount of an augment go into a client record 

and get to their own particular data. Anything construct cryptographic develops then go in light of, 

for server-side question anticipating the blended information, really restrict inquiry 

expressiveness. 

Disadvantages of Existing System: 

 

a. Bypasses the login authentication 

b. Selects secure information from database tables 

c. Attempts to add addition SQL statements to the existing SQL statement. 

 

II. PROBLEM ANALYSIS 

The motivation behind the System Analysis is to create the short examination undertaking and 

furthermore to set up total data about the idea, conduct and different requirements, for example, 

execution measure and framework improvement. The objective of System Analysis is to totally 

indicate the specialized subtle elements for the fundamental idea in a brief and unambiguous way. 

These issues can be broke down from the purpose of a client through different procedures. 

 

 

1.3 PACKAGES SELECTED 

The prophet stage gives a common and flexibly adaptable stage for combination of existing 

applications and new application advancement and organization. Prophet Database is a question 

social database administration framework (ORDBMS). Prophet database traditions allude to 

characterized gatherings of question possession. 

1.4 RESOURCES REQUIRED 

In this stage need to investigate the accessibility of the assets that are required to configuration, 

create, Implement and Test the venture. The assets to be broke down are Manpower, Time and the 

framework Requirements. Groups of two individuals are included in the whole SDLC life cycle 

aside from the testing stage. The testing stage is guided by the expert analyzers before the usage of 
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the item. Time Analyzed to finish the venture is roughly four months with 4 hrs. On everyday 

schedule with the exception of ends of the week. Framework necessities are examined and 

recorded beneath. 

1.5  SYSTEM ARCHITECTURE  

Fig.2.4. System Architecture Design 

 

 

 

III. IMPLEMENTATION  

 

1.3. BACKGROUND ADMINISTRATOR 

  The web serve usually uses database to store information, almost all of the site should use 

the database. Many attacks are against the database, the most common one is SQL attacks. SQL 

language is a programming language to interact with the database, SQL attacks is to insert the 

SQL statement to the database manipulation language by the external interface to achieve the 

attack purpose of the database. It is mainly due to Web application developers who not make strict 

examine to the SQL statement passed in the programming process. SQL injection attacks are 

mainly by constructing a special SQL statement, usually a combination of a number of SQL 



INTERNATIONAL JOURNAL ON SMART SENSING AND INTELLIGENT SYSTEMS SPECIAL ISSUE, SEPTEMBER 
2017 

275 

statements, they will be passed as parameters submitted to the Web application server to achieve 

the desired operation of the invaders by the implementation of the server side, such as accessing 

passwords and other sensitive information, accessing the host's control rights and so on. We secure 

our sensitive information and passwords from database attack using RAW Data Conversion and 

data encryption process. Every existing process are just they apply the encryption process on the 

sensitive information so it‟s not that much secure because every encryption process have 

decryption also, so hackers easily to overcome this problem, we using the RAW Data Conversion 

and we apply the encryption process on the RAW Data, so it‟s more secure compare to existing 

process. 

Input: 

 USERNAME AND PASSWORD 

Process: 

Converts our secure information into RAW Data after the convert to Hexadecimal Bit Using Md5 

Algorithm and Stores to the Database (username & Password) 

Output:  

 Encrypted DATA BITS 

 

1.4. BYPASSING SQL MANIPULATION 

  Tautology-based attacks are among the simplest and best known types of SQLIAs. The 

general goal of a tautology based attack is to inject SQL tokens that cause the queries 

Conditional statement always evaluates to true. Although the results of this type of attack are 

application specific, the most common uses are bypassing authentication pages and extracting 

data. In this type of injection, an attacker exploits a vulnerable input field that is used in the 

queries WHERE conditional. This conditional logic is evaluated as the database scans each row in 

the table. If the conditional represents a tautology, the database matches and returns all of the rows 

in the table as opposed to matching only one row, as it would normally do in the absence of 

injection. An example of a tautology-based SQLIA for the example in Section 2 is the following: 
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Because the WHERE clause is always true, this query will return account information for all of the 

users in the database. 

Bypassing authentication is that attackers enter some special user name and password in the login 

dialog to log on the system with administrator privileges. This attack occurred when developers 

don't filter content of SQL statements in the input dialog box. If attackers gain administrator 

privileges, attackers has basically controlled the information of the whole site, the harm is quite 

large for user's privacy and the website.  

Hackers they can login to admin profile or any profile with privileges without knowing username 

and password, every login process have condition in server side, they can inject the statement to 

satisfy the condition for both size. 

Example: 

In Database Login table have the value of username and password are: 

Username: XXXXXXX Password: College 

 

Input from User: 

Username: XXXXXXX     

Password: a‟or‟a‟=‟a 

 

Syntax: 

If(username==DBusername&& password==DBpassword) 

{ 

 Login Success; 

} 

Else 
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{ 

 Login Failed; 

}  

Example: 

If(„XXXXXXX‟==‟ XXXXXXX‟&& „College‟==‟a‟ or ‟a‟=‟a‟) 

{ 

 Login Success; 

} 

Else 

{ 

Login Failed; 

} 

Result is: Login Success 

 

To avoid this problem we are using BINDVARIABLE concept in our project, this concept to bind 

the values from the client size and compare to the database values. 

Input: 

 HARD TAUTOLOGICAL SQL QUERIES 

Process: 

 Equates Each Query to Bind Variables and Then Query Is Checked For Its Condition 

Output: 

The Tautological Based Attacks Are Avoided  

2.3 FUNCTION CALL INJECTION 

  Making key operations of the database refers to the attacker insert a number of additional 

illegal SQL statements into the normal structure of the dynamic SQL statement, resulting in the 
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server executes normal SQL statements that client sends, together with additional SQL statements 

which attackers construct. These additional SQL statements are often key operations to the 

database such as deleting the data table, modifying table fields, adding data, deleting data. 

Union Queries 

Although tautology-based attacks can be successful, for instance, in bypassing authentication 

pages, they do not give attackers much flexibility in retrieving specific information from a 

database. Union queries are a more sophisticated type of SQLIA that can be used by an attacker to 

achieve this goal, in that they cause otherwise legitimate queries to return additional data. In this 

type of SQLIA, attackers inject a statement of the form “UNION < injected query >.” By suitably 

defining < injected query >, attackers can retrieve information from a specified table. 

 

The original query should return the null set, and the injected query returns data from the “Credit 

Cards” table. In this case, the database returns field “card No” for account 

“7032.” The database takes the results of these two queries, unites them, and returns them to the 

application. In many applications, the effect of this attack would be that the value for “card No” is 

displayed with the account information. 

Piggybacked Queries 

Similar to union queries, this kind of attack appends additional queries to the original query string. 

If the attack is successful, the database receives and executes a query string that contains multiple 

distinct queries. The first query is generally the original legitimate query, whereas subsequent 

queries are the injected malicious queries. This type of attack can be especially harmful because 

attackers can use it to inject virtually any type of SQL command. In our example, an attacker 

could inject the text “0; drop table users” into the pin input field and have the application generate 

the following query: 
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The database treats this query string as two queries separated by the query delimiter (“;”) and 

executes both. The second malicious query causes the database to drop the users table in the 

database, which would have the catastrophic consequence of deleting all user information. Other 

types of queries can be executed using this technique, such as the insertion of new users into the 

database or the execution of stored procedures. Note that many databases do not require a special 

character to separate distinct queries, so simply scanning for separators is not an effective way to 

prevent this attack technique. 

To overcome this problem we propose the Oracle Package called DBMS_ASSERT using this 

package we avoid this Function Call Injection problem. To using this package we can ignore the 

fake actions, our system get the input from user text field and give it this DBMS_ASSERT 

package its read the input and if it‟s find any default SQL Keyword its stop the process or else its 

pass the input to server execution. 

2.4 ACCESSING SECURED INFORMATION 

  Executing system commands of the database is to use mixing methods and construct 

special database objects to attack the database. There often exist extended stored procedures 

beginning with XP_ for the developers to call in the database. Attackers take advantage of this 

feature to call the system stored procedure in the SQL statement submitted to the database, in 

order to executing the database system commands. Stored procedures provide developers with an 

extra layer of abstraction because they can enforce business wide database rules, independent of 

the logic of individual Web applications. Unfortunately, it is a common misconception that the 

mere use of stored procedures protects an application from SQLIAs: Similarly to any other 

software, the safety of stored procedures depends on the way in which they are coded and on the 

use of adequate defensive coding practices. Therefore, parametric stored procedures could also be 

vulnerable to SQLIAs, just like the rest of the code in a Web application. 

This type of attacks is giving the database schema information from the database and from this 

attack hackers get the information about the packages and function and procedures for our 

application from database.  

 To secure the database schema and source code from hackers we using the concept Wrapped. 

Its hide All the Information from hackers using Wrapped in a Same Package and Processed. 
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2.5TRANSFER OF SCHEMA INFORMATION 

  A SQL Injection vulnerability in a function that executes with the privilege of the caller 

(defined with AUTHID CURRENT_USER) in an anonymous PL/SQL block is not useful for an 

attacker if it is used directly, but an attacker can use a vulnerability of this kind to: 

Get around the need to create a function to inject and use this vulnerable function to inject the 

SQL statements. To do this the vulnerability must be in an anonymous PL/SQL block of an 

AUTHID CURRENT_USER function (in order to be able to define the transaction as 

autonomous). 

Execute SQL statements in a web application vulnerable to SQL Injection even if the vulnerability 

is in a SELECT and no other statement is allowed to be added. 

Basically have a possible to access the process from one schema to other schema, so users also can 

execute the admin process, and users can insert a new record to product table and they can delete a 

record from table or else can also drop the table from the database also. To avoid this problem we 

implement the AUTHID CURRENT_USER to give a privilege to all schemes. 

IV. CONCLUSION 

   The principles of SQL attacks and attack processes are analyzed. It introduces the visiting 

process based on client/server model. On this basis, a database protection system against SQL 

attacks, mainly including the protection for ordinary users and administrators is achieved. 

Experiments show that this is a very effective protection system. But there are also some lacks of 

the protection system, protective measures taken by this system can protect the common SQL 

attacks, but not prohibit some rare attacks. Therefore, more research in the SQL attacks based on 

the protection system should be done. Of course, new attack methods are emerged with the 

network's development; the system protection systems should also be continuously improved and 

perfected. 
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