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Introducao

IPv4: 1979, RFC 760 em 1980

IPv4 = 2732 (4 294 967 296 enderecos)

IETF: em 1991 declara que os enderecos acabariam em 1994
Esgotamento de enderecos IPv4

Desenvolvimento do IPv6. Primeiras RFCs em 1995

IANA: 2011, distribuicdo dos ultimos IPv4




Introducao

> IPv6 = 2128 = 340.282.366.920.938.463.463.374.607.431.768.211.456 enderecos
» Equivale a 79 trilhdes de vezes o IPv4

> E dificil imaginar!

» Tendéncia de aumento do IPv6 e diminuicdo do IPv4

» Mudou o mecanismo de descoberta de vizinhanca. O que é 15507

» IPv4 = Address Resolution Protocol (ARP)

» IPv6 = Neighbor Discovery Protocol (NDP)



Address Resolution Protocol (ARP)~ 5
IPv4

192.168.1.1
-5/ 00:00:00_aa:00:00
Mensagens ARP legitimas:
Source Destination Protocol Info

PO:00:00 aa:00:00  Broadcast Who has 192.168.1.27 Tell 192.168.1.1

G0:00:00_aa:00:01 00:00:00_aa:00:00  ARP 192.168.1.2 is at 00:00:00:aa:00:01
0:00:00_aa:00:01 00:00:00_aa:00:00  ARP Who has 192.168.1.17 Tell 192.168.1.2
O:00:00_aa:00:00 00:00:00_aa:00:01  ARP 192.168.1.1 is at 00:00:00:aa:00:00

Tabela cache ARP:
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Address Resolution Protocol (ARP)~ 5 #
IPv4

192.168.1.1
& ¥ 00:00:00_aa:00:00

Mensagens ARP forjadas:

00:00:00 aa:00:02 Broadcast ARP 192.168.1.1 15 at 00:00:00:2a:00:02
00:00:00 aa:00:02 Broadcast ARP 192.168.1.1 1s at 00:00:00:aa:00:02
00:00:00 aa:00:02 Broadcast ARP 192.168.1.1 15 at 00:00:00:32:00:02



Address Resolution Protocol (ARP) ¥ 4
IPv4

L 192.168.1.1
4 00:00: 00_aa:00:00

Tabela cache ARP:
root@n2: ftmp/pycore.3396
192.168.1.1 dev eth® 1T

root@n2: /tmp/pycore.3396

192.168.1.1 dev etho 11
root@n2: /tmp/pycore.33961/




Neighbor Discovery Protocol

MENSAGEM

ROUTER SOLICITATION (RS)

ROUTER ADVERTISEMENT (RA)

NEIGHBOR SOLICITATION (NS)

NEIGHBOR ADVERTISEMENT (NA)

REDIRECT

IPv6

DESCRICAO

Enviada pelos hosts para encontrar roteadores.
Enviada por um roteador em resposta a um RS. Também pode ser
enviada sem ter sido solicitada.

Enviado por um host para descobrir o endereco fisico de outro
host.

Mensagem em resposta a um NS mas também podendo ser
enviada sem solicitacio.

Enviada por um roteador para redirecionar rotas.



Neighbor Discovery Protocol &) =2
IPv6

0:00:0

2001:db8:cafe::10 2001:db8:cafe::20

0:aa:00:01 00:00:00:aa:00:00

Source

2001:db8: cafe: ;
2001:db8: cafe: ;
2001:db8: cafe: ;
2001:db8: cafe: ;

10
20
10
20

Destination Protocol | Info

» f02::1:ff

=02, 1. ff00: 20 ICMPvE  Neighbor Solicitation for 2001:db8:cafe::20 from 00:00:00:a3:00:01
2001:db8:cafe::10 ICHMPvE  MNeighbor Advertisement 2001:db8:.cafe::20 (sol, ovr) 1s at 00:00:00:aa:00:00
2001:db8:cafe::20 ICMPvE Echo (ping) request 1d=0x0811, seqg=1, hop limit=64 (reply 1in 24)
2001:db8:cafe::10 ICHMPvE Echo (ping) reply 1d=0x0011, seg=1, hop limit=64 (request 1in 23)

00:0020
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Neighbor Discovery Protocol <)
IPv6

P ;\ 2001:db8:cafe::10 2001:db8:cafe::20
“N4  0:00:00:aa:00:01 00:00:00:2a:00:00
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Neighbor Discovery Protocol <)
IPv6

A, /] 2001:db8:cafe::10 2001:db8:cafe::20
¥ 0:00:00:aa:00:01 00:00:00:aa:00:00
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Experimento o

HOST B
Rede Local Microsoft Windows 7
HOST A Roteador D-LINK DIR 615
: : oteador D-
Microsoft Windows 10 Rede WAN

— S0

Portas LAN dc: Roteador

ATACANTE
Debian GNU/Linux 8.7
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Experimento

CAMADA ETHERNET

Origem: 78:2b:cb:be:2d:9d

(MAC do atacante)

Destino: 33:33:00:00:00:01

CAMADA IPv6

Origem: fe80::a2ab:1bff.fe31:92e4

(IPv6 link-local roteador)

Destino: ff02::1

CAMADA ICMPv6

Tipo: Neighbor Advertisement

Target Address: fe80::a2ab:1bff.fe31:92e4

Flags: R=1 S=0 0O=1

Target link-layer address:
78:2b:cb:be:2d:9d
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Experimento I

ATACANTE

Pacote malicioso

Source Destinatior Protocol  Length Info

fe80::a2ab:1b7f: fe31:02e4 £102::1 ICMPV6

86 Ne1ghbor Advertisement fe80::a2ab:1bff:fe31:92e4 (rtr, ovr) 1§ at 78:2b:cb:be:2d:9d
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Resultados

» Tabela Neighbor Cache do Host A antes do ataque:

ChWindow

yetem32homd.exe

Interface 11:

ffoz::1
f@8z2::2
"= E
12
i3

1
1
i
ffe2::1:ffe6:3
--1
1
1

Ethernet

Endereco na Internet

::a2ab:1bff:fe3l1:92e4

:ff31:92e4
:ff48:9ccc
:ff81:1d+8

aB-ab-1b-31-92-24
33-33-80-06-66-081
33-33-80-06-68-82
33-33-80-06-86-16
33-32-60-01-66-862
33-33-80-81-66-83
33-33-ff-00-066-063
33-33-ff-31-92-e4
33-33-ff-48-9c-cc
33-33-ff-81-1d-f8

Acessivel (Roteador)

Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente

16



ChWindowshsystem 32 cmd.exe

ff82::1:ffbe:2d9d

Interface 11: Ethernet

Endereco na Internet
::7a2b:cbff:febe:2dod
r:azab:1lbff:fe31:92e4
i |
2
b 5
1:2
::1:3
i:l:ffee:3
:1:ff31:92e4
1:Fff48:9ccc
1:Fff81:1df8

Resultados

» Tabela Neighbor Cache do Host A depois do ataque:

78-2b-cb-be-2d-9d
78-2b-cb-be-2d-9d
33-33-66-66-86-81
33-33-66-06-66-82
33-33-66-66-86-16
33-33-66-081-86-82
33-33-06-01-06-683
33-33-ff-00-66-83
33-33-ff-31-92-24
33-33-ff-48-9c-cc
33-33-ff-81-1d-f8

Permanente

Acessivel (Roteador)
Inalcangavel (Roteador)
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
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Resultados I

» Pacotes de rede interceptados:

Source Destination Protocol Length Info

feB0: ?azb cbff febe:2dad 2001:db8:cafe:0:31el:ecth: 4T40: Scai ICMPYE 174 Hedlrect 15 at a0d:ab: 1b.31:92:94
. i = oTels i c Z Retransmission] c

2001:db8:cafe:0:31lel:ecfhb: 41 40:9ccc 2001:db8:faca:: 1l FTP 84 Request: AUTH SsSL

tfeg0: :7azb:chff:febe:2dad 2001:db8:cafe:0:31lel:ecfh: 4f40: 9cc) ICMPVE 174 Redirect 1s at aB:ab:1b:31:92:e4

i Scee i : 24 [TCP Retransmission] :

2001:db8:cafe:0:31lel:ecfb:4f40:9ccc 2001:db8:faca::l FTP B6 Request: USER HostA

feg0: :7azb:chff:febe:2dad 2001:db8:cafe:0:31lel:ecfh: 47 40: 9car ICMPVE 182 Redirect 1s at aD:ab:1b:31:92:e4

200 f : -fb:af40:9cce 200 3: f : BE [TCP Retransmission] :

2001:db8:cafe:0:31el:ectfh: 4f40: 9ccc 2001:db8:faca::1 FTP BS Request: PASS FTPhosta

feBn::7azb:chff:febe:2dod 2001:db8:cafe:0:231el:ecth: 4T 40: 9ccl ICMPYE 182 Redirect 1s at af:ab:1lb:31:92:e24

39 [TCP Retransmission] Request:
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Conclusoes

» Ataque man in the middle — Mensagens NA / RA

> Roteador (rota padrao) e seu endereco link-local, endereco fisico do atacante
» Alta quantidade de enderecos IPv6 possiveis

» Enderecos multicast

> Descoberta de hosts ativos
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Obrigado!!
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DOI: 10.5281/zen0d0.1041957
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