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Abstract

This paper presents a new approach to analysing and understanding civil emer-
gency planning based on the notion of responsibility modelling combined with HA-
ZOPS analysis of information requirements. Our goal is to represent complex contin-
gency plans so that they can be more readily understood, so that inconsistencies can
be highlighted and vulnerabilities discovered. In this paper, we outline the frame-
work for contingency planning in the UK and introduce the notion of responsibility
models as a means of representing the key features of contingency plans. Using
a case study of a flooding emergency, we illustrate our approach to responsibil-
ity modelling and suggest how it adds value to current textual contingency plans.
We briefly describe CASE tool support that we are developing for building and
analysing responsibility models and discuss future directions for this research.

Key words: contingency planning, responsibility modelling, socio-technical
systems

1 Introduction

The management of large scale emergencies is a complex activity. There are
a diverse range of possible emergency scenarios, including terrorist attacks
and serious accidents, environmental emergencies, such as flooding, and the
outbreak of animal and human diseases. Responding to these emergencies
involves many different organisations, including the emergency services (fire,
police, ambulance), local authorities, environmental agencies and charities.
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Fig. 1. Some issues to be considered during the response to a flooding event. The
sketch was by an Emergency Planning Officer, during early discussions of this work.

Civil emergency (or contingency) planning is concerned with drawing up plans
to cope with these scenarios. The process is one of several aspects of the
broader activity of crisis management within organisations [22]. As well as
the task of dealing with immediate problems, planners must take into account
issues such as the displacement of people, dealing with the media and manag-
ing and maintaining the emergency team over perhaps several days of work.
Figure 1 is a sketch of some of the issues that an emergency planner discussed
with us when explaining the response to a flooding event, a particular concern
in the United Kingdom, due to a series of unexpectedly severe weather events
[10,19].

From a single organisational perspective, the purpose of planning is to pro-
vide guidance on the procedures, resources and training that are likely to
be required for a particular emergency. Inter-organisational contingency plans
are used by individual agencies to understand both the responsibilities they
hold and the responsibilities that others can be expected to discharge. Effec-
tive communications and information exchange between organisations is essen-
tial for the effective management of emergencies. Thus, contingency planning
should consider inter-organisational information and communication require-
ments.

The inherently unpredictable nature of emergencies is such that it makes little
sense to express contingency plans in terms of detailed processes and actions
[22,20]. Rather, these plans set out what is expected in particular situations,
the agencies that will be involved and the assumptions that are made. These
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assumptions generally include what is expected of different agencies who coop-
erate to manage the emergency. Often, plans are written in terms of assumed
responsibilities. For example, they may set out that it is the responsibility of a
meteorological agency to provide information concerning rainfall; that an en-
vironment agency is responsible for using the information to predict potential
flooding patterns; that the police are responsible for evacuating residents from
an area in danger; and that the responsibility of a local authority to provide
shelter for evacuees.

The contingency plans we have reviewed are predominantly textual documents
with informal diagrams and tables. As with all complex documents, there is
scope for error, omission, ambiguity and misunderstanding. Smith has also
noted that contingency plans often contain assumptions which are later ex-
posed as invalid during an exercise or actual crisis [21]. These problems are
sometimes concealed by the free text nature of documents and, as is always
the case in large texts, extracting the key points requires a great deal of work
on the part of the reader. This paper argues that the development of supple-
mentary graphical notations is useful in expressing the key issues and points
in the plan in a way that is more immediate than paragraphs of text, and in
providing a basis for questioning the assumptions embedded in plans .

The complex relationships which are developed between organisations during
contingency planning suggested to us that techniques previously used for the
analysis of large scale complex socio-technical systems may successfully be
applied to this area. In particular, this paper focuses on analysis of contingency
planning from the perspective of responsibilities. The paper proposes that
responsibility modelling can be effectively employed to model and analyse the
responsibilities that may need to be discharged during a response to a civil
emergency.

A responsibility model is a way of representing the responsibilities of the
agents and agencies involved in handling a civil emergency, the resources re-
quired to discharge these responsibilities and some of the relations that ex-
ist between responsibilities, agents and resources. We argue that responsibil-
ity modelling provides an appropriate abstraction for modelling contingency
plans, since such documents are often written in terms of the responsibilities
held by responder organisations. Contingency plans cannot provide a detailed
explanation of the process by which an emergency will be managed, given the
complexity and unpredictability of such events. Responsibility modelling can
instead be used as a mechanism to abstract over details that cannot or do
not need to be specified in an overall plan. In addition, the evolving nature
of contingency planning can be supported by the analysis of plan documents
from the perspectives of responsibilities to identify potential vulnerabilities
that may compromise the success of the emergency response.
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Responsibility models are not simply adjuncts to a textual contingency plan
that provide a summary of key points of the plan. We argue that they can be
used in several different ways [11]:

(1) As a means of supporting discussion about systems that cross organi-
sational boundaries. Responsibility misunderstandings in such situations
are common and by making responsibilities explicit there is the potential
to expose such misunderstandings [16].

(2) As a means of identifying vulnerabilities in a system expressed in terms of
the potential for responsibility failure. Responsibility failure occurs when
an agent does not discharge a responsibility as expected by other agents
in the system. This may occur, for example, due to a mis-understanding
when an agent does not know it is expected by other agents to discharge
a responsibility [23].

(3) As a means of helping to identify information requirements and vulnera-
bilities. The discharge of a responsibility often requires information to be
available to the agent assigned that responsibility. Responsibility models
can help identify what information is required, where it comes from and
what problems occur if it is unavailable, incomplete or incorrect.

(4) As a means of conceptual system modelling [23]. When attempting to
understand and explain complex socio-technical systems, it may be help-
ful to create a conceptual system model in terms of the responsibilities
in that system.

Different types of agent (both technical and human) generally contribute to
the dependability of systems in different ways. For example, technical compo-
nents can perform repetitive tasks without error, human operators, with their
greater flexibility can often deal with unplanned situations before failures be-
come observable to those interacting with a given system. Given that both
types of system entity are responsible for contributing to the overall depend-
ability of a system, this paper will argue that an analysis of how responsibility
for dependability is distributed throughout a system provides an insight into
potential vulnerabilities of the system. For example, analysis of a given re-
sponsibility model may show how the allocation of a responsibility to only
one agent could create a central point of failure in a responsibility structure;
or identify where a responsibility has been inappropriately delegated to an
unqualified agent.

This paper sets out our approach to responsibility modelling and illustrates, by
example, how responsibility models can be useful in planning for civil contin-
gencies. Section 2 presents an outline of the process of contingency planning.
Section 3 examines related work on the use of responsibility modelling for
the analysis of socio-technical systems. Section 4 presents the conceptual ba-
sis for the responsibility models used in this paper whilst Section 5, the case
study, presents a selection of examples of responsibility models constructed
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Fig. 2. The emergency planning cycle, extracted from [14]. The cycle consists of two
major processes; consultation and implementation.

from a real world contingency plan. Finally, Section 6 summarises the work
and considers areas of future research.

2 Contingency Planning

The process of preparing and planning for a civil emergency in the UK is
illustrated in Figure 2, extracted from the UK government’s guidance on the
Civil Contingencies Act 2004 [5,14]. Contingency planning is a cyclic activity,
divided into two major processes.

For the consultation phase it is first necessary to identify the emergency sce-
narios that are of interest. Emergency scenario selection is informed by the risk
assessment process, which identifies vulnerabilities in civil infrastructure. How-
ever, it should be noted that the criteria for selecting scenarios, the next stage
of planning, are not necessarily based on the severity or expected frequency of
an incident, but may also be politically motivated. For example, planning for
the provision of fallout shelters during the Cold War was motivated largely
by political considerations, as the probability of use was relatively low, the
envisaged costs considerable, and the end benefits difficult to quantify [27].
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Before plans can be established for a specific emergency scenario, it is first
necessary to consult with the organisations which would be involved in the
response to an incident. In the United Kingdom, response organisations are
coordinated by Civil Resilience Forums, which provide an administrative basis
for contingency planning across organisations. The outcome of the consulta-
tion process is a set of responsibilities assigned to different agencies in the
event of an incident. It is important to note that the contingency planning
process brings together organisations with potentially conflicting objectives.
Efforts toward providing greater clarity in the contingency planning process
are beneficial, for example, in preventing misunderstandings during an emer-
gency response.

During the Embedding phase the outline plan is disseminated to relevant or-
ganisations for information and to assess the appropriateness of the plan for
each organisational domain. Appropriate training can then be planned and
undertaken. The robustness of an emergency plan and the training provided
to personnel is frequently evaluated using emergency exercises. Such exercises
may be “table top”, i.e. largely simulated, or larger scale live exercises with
appropriate deployment of resources to test the speed of response, reliabil-
ity of communications infrastructure and so on. The use of exercises of this
type is widespread, with UK government policy stating that exercises should
take place for each scenario emergency plan on a regular basis. Exercises are
designed to test the resilience of a given emergency plan and often lead to
substantive changes . It should be noted that this is not necessarily recogni-
tion of flaws in the original plans, rather that the assumptions on which the
original plan were written no longer hold.

3 Background

The notion of ‘responsibility’ is one that is widely used in everyday discourse
but it is surprisingly difficult to establish a precise definition of the term. For
the purposes of the work described here, we have established the following
definition:

A duty, held by some agent, to achieve, maintain or avoid some given state,
subject to conformance with organisational, social and cultural norms.

The term ‘duty’ refers to more than simply a statement that a given task
should be completed, it also encompasses aspects of accountability. It is im-
portant to note that failure to fulfill a given duty could in fact be due to
circumstances beyond the control of the agent in question. It does not there-
fore follow automatically that the agent should be blamed for a given failure.
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Fig. 12. HAZOPS analysis of the revised evacuation plan information resources.

the coordination of an evacuation (a responsibility assigned to the police).
The importance of accurate information on assembly points has already been
discussed above, although the analysis is extended here to the potential risk of
early distribution of information on assembly points, if this information later
becomes inaccurate.

The HAZOPS documentation also analyses risks associated with information
concerning evacuees. In particular, accurate and timely information is required
on the location and numbers of evacuees within areas at risk of flooding.
The revised plan for flooding in Cumbria contains an appendix listing the
flood catchment areas and approximate number of residents. However, the
approximation is made on a generic multiplier of the number of residencies
in the area, which may not be appropriate for small geographic divisions in
which large deviations from the mean average may be expected.
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5.5 Information Channels

Following the HAZOPS analysis of the information resources required for evac-
uation, a further responsibility model may be constructed of the communica-
tions infrastructure on which information will be communicated. This is nec-
essary as vulnerabilities are not just due to information issues but may also
arise because of problems in the communication channels used to transmit
and share information.

The use of cellular networks in particular raises a number of issues that need
to be outlined in order to identify possible responsibility vulnerabilities. In
most emergency operations communications play an important role. Personnel
equipped with mobile phones as resources could be affected by constraints
including:

(1) Power, both for individual units and for mast relays
(2) Availability of specially equipped handsets in the event of the activation

of the “Access Overload Control System” which can, in emergencies filter
traffic to allow communication only by enabled handsets

(3) Operation of the existing fixed line system. Subject to power, the mobile
network often operates beyond that of the fixed exchanges in flooding
situations; however communication with fixed lines would still only be
possible if the fixed exchanges were still in service.

(4) Cost implications. Although in actual emergencies these constraints are
often relaxed, contingency planning is designed to consider the provision-
ing of such resources in the long term. This constraint could, for example
affect the number of handsets in circulation for emergencies.

We are now working on developing a HAZOPS-style analysis for communica-
tion channels in emergency planning. Such an analysis of the communications
resources can aid the user in the identification of risks associated with a given
resource’s state. This is illustrated in Figure 13. We must emphasise here
that this represents an early stage for this type of analysis and that we have
identified further development of resource hazard analysis as a future area of
research.

6 Conclusions and Future Work

This paper has described the potential for applying the notion of modelling
responsibility to the task of contingency planning for civil emergencies. The
preceding sections have presented three example views of a model of responsi-
bility based on a general contingency plan, flooding incident debrief report and
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Fig. 13. HAZOPS of physical resources.

a subsequent revised plan. The examples also illustrate the use of responsibil-
ity modelling with HAZOPS information flow analysis to identify information
requirements for the discharge of a responsibility and potential vulnerabili-
ties in the event that information delivery fails. This aspect of responsibility
modelling can be used to assess the robustness of a contingency plan in the
presence of failure.

Our work so far suggests that we can obtain new insights into contingency
plans by representing these using responsibility models, and that responsibil-
ity and information vulnerabilities can be identified from these models. Our
intention is that continuing collaboration with organisations such as the Scot-
tish Environmental Protection Agency (SEPA) will develop the work further.
In particular, observations of emergency exercises will provide an opportunity
to understand the manner in which contingency plans are executed in response
to an incident (this does not necessarily refer to a plan document). In order
to facilitate our interactions with collaborating organisations, and to advance
and evaluate the research completed so far a CASE tool has been developed
to support the construction and analysis of responsibility modelling diagrams.
Specific avenues of future research are discussed below:

Analyses of communication channels As discussed, we have started de-
veloping an approach to analysing vulnerabilities in communication chan-
nels. This is a complex problem as these resources are not simple entities
where single guide words can prompt a complete analysis. In our research,
we plan to explore how to extend HAZOPS-style analyses for such channels.

Operational responsibility modelling Our current approach to responsi-
bility modelling is based on a static structure of responsibility as expressed
in plans. During the operation of complex systems (an actual emergency
response for example), responsibilities are dynamic and contingent on local
circumstances where an emergency arises. With this approach, resources
are analysed as the requirements associated with the discharge of respon-
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sibility. An avenue of research we wish to pursue is to examine how re-
sponsibility models can be used operationally to support decision making
by emergency managers. This will require us to represent the actual rather
than the planned allocation of responsibilities and the use of resources as
responsibilities are discharged.

Operational responsibility tool support Our existing methodology and
tooling is suitable for responsibility planning, but not operation. In order
to support access and modification of responsibility models by multiple
personnel at different locations, we are developing a mobile responsibility
modelling platform, which we plan to evaluate through collaboration with
appropriate organisations, including SEPA.

Timeliness One significant omission from the model of responsibility assign-
ment used within these examples is the notion of timely discharge of an
agent’s responsibility. A desirable extension to the model would be to de-
scribe not only the dependencies of an agent, but the time constraints of
those dependencies. One potential approach would be the integration of the
model of timeliness proposed by Burns et al [3] into the semantics of re-
sponsibility assignment described above. Other possible approaches to this
area can be seen in the literature for KAOS [9] and i* [28].

Deontic Logic The similarity between our work on responsibility modelling
and the use of deontic logics (logics of norms, obligations and permissions)
for system specification by various authors (e.g. [15,26]) was noted in a re-
view of this paper. The methodology described in this paper is intended
as a basis for supporting the discussion of responsibilities between relevant
stakeholders in a scenario. We are currently investigating the potential ben-
efits of formalising some aspects of the responsibility models constructed in
terms of deontic logic, e.g. in providing tool support for identifying more
complex responsibility vulnerabilities.

In this paper we advocate that the overall dependability of complex systems
that cross organisational boundaries requires us to take a holistic approach
to systems engineering. It is not enough to focus on simply improving the
dependability of the technical components of the system (hardware and soft-
ware); it is not even sufficient to extend this with an analysis of individual
human factors. Rather, we must also investigate how social and organisational
factors influence system dependability and provide some means for systems
designers to to analyse and understand these issues. We see our work on re-
sponsibility modelling as an attempt to provide engineers with a means of
analysing and understanding some of the organisational issues that affect sys-
tem dependability.
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