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The nature 6f the ESD, DEMP, and SGEMP environmerts and the EMI concern
is discussed-as follows.

2. A GOMPARISON OF THE ESD, DEMP, AN} SGEMP ENVIRONMENT AND
SPACECRAFT PERFORMANCE CONCERNS

2.1 ESD (Electrostatic Discliarge)

Electrostatic charging of synchronous spacecraft results from a natural
radiation of charged particles collecting on the spacecraft surfaces. Electrostatic
discharge occurs when the differential charging of the spacecraft surface materials
exceed their dielectrit breakdown strength. The resulting system effects of the
dischdrge are electromagnetic interferences such as circuit upsét and burnout.
ESD occurs in a fivé-step process. First, a magnetit substorm reésults in an
injection of charged particles, ions and electrons, into the dusk-to-dawn sectors
of local time and roughly from 4 to 8 éarth radii. Magnetospherit effects cause
preferential eastwird-drift of electrons into thé midnight-to-dawn quadrant while
ions drift westward. Appreciable electrons have been observed (A TS-5) at
5-30 keV.,.

The second step is the encouniter of the spacécraft surfaces with thé hot, nega-
tiveé plasma. If a surface is 8élf shadowed or in eclipse, it will charge to approxi-
matély a potential equivalent to the most probablé energy of the electron energy
distribution, less a potertial drop corrésponding to seécondary electron émission
from the surface. If thé surface is in sunlight, photoelectric emisaion will prevent
it from charging to a negative potential and in fact the surface may go a féw volts
positive. It is apparent that different surfaces, due to different éxposure to
sunlight (and hence photoelectric discharye) and different secondary electron
emission and photoemissive properties, will charge to different potentizld.. Thus
step 2 results in differéntial voltages of several thousand volts appearing at differ-

"ent sites on the gpacecraft's exposed surfaces.

Thé third step is electrostitic dischiarge whenever the differential potential

. eéxteeds the dielectric breakdown of the material.

The fourth step is the eléctric or maghetic field csupling from the discharge
arc into spacécraft harhegses or the irradiation of antérina assembliés
agsociated with the arc (seé Figure 1).

The fifth step & the induction of a transient pulse irto the circuit with suffi-
cient magnitude t6 activate the circuit or burnout some of its componetits, or
commutication and telemétry interference.

Other possible effects thén circuit upset or burnout is direct damage to
thermal control surfacés resultirnig firom the arc, discharge, and contaminatiofi to
suirfaces.
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Figure 1. Arcing Induced Satellite Environrent Due to S/C Charging

2.2_DEMP (Dispers :} Electromagnetic Pulse)

A nuclear weapon detonated i or near the atmosphere genérates a copious
stream of Comptoni-électrons. Part of the latter constitutes a timme -changing,
nonradial current which in turn producés propagating electromagnetic fields. At
the spacecraft, the lattér have propagated through the ionosphére which acts a8 &
high-pass filter and thus only frequencies abové a cértain cutoff are obsérved.
Also, frequencies that do propagaté to the spacecraft are dispersed and arrive-at
different tithes. Impingement of the DEMP on the spacecraft structure and
anténnas induces Structural currents which in turn couple electromagnetic fields
{nto harnesses and commiinication§ receiver frotit ends. This results in EMI and
RFI similar to spacécraft arcing (ESD). (See Figure 2).

3.3 SGEMP (Systen Generated Electromagnetic Pulse)

SGEMP, strictly speaking, is not an extérnal énvironment but rather a second-
ary énvironment produced primarily by the {nteraction of x-rays with thie surfacés
and harnesses of the spacécraft. SGEMP can be classified a8 (1) direct and
{2) indirect. The direct refers to coupling of X-rays directly int6 cables and
electronic components. The indirect SGEMP is generated by & two-step process
in which first x-rays impinge on surfacé materials and rélease sécondary eléctrors
thirough Comiptori and photoélectiic procésses. The gecondary electrond constitute
an accelerated charge and hencé genérate propagating electric and magnétic fields.
The latter couplé into cables and circuits according to the partictilar coupling
coefficients that apply to the wavelength of the fields and the geometry of the cables
and circuits. Again, transient upset and burnout of the electiornics résult (See
Figure 3).
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3 A COMPARISON OF ESD, DEMP, AND SEMP ELECTROMAGNETIC
SIGNAL CHARACTERISTICS

Figure 4 {llustrates thé commonality of the eléctromagnetic signal character-
istica in both the time and frequency dettiains. ™ From Figure 4 it can be seen that
the fast rigé in all three cases produces significant energy in the frequency
spectram out to ~100 MHz and then rolld off at 40 dB/decade. The similarity in
the spectrum makes it possible and desitable to find a comimon desigh techinique
which addresses all three phenomeéna at one time. The common design technique
proposed is to desigh the spacecraft structure such that it encloses the electronics
and harnessing in the form of a Faraday cage. Figure 5 illustrates the classical
preséntation of how the Faraday cage works as an EMI shield. Figure 6 illustrates
the comparison bétween the theoretical shielding effectiveness of an ideal Faraday
cage and also what ig achievable in practice. Shielding effectiveness in an actual
spacecraft is liited by physical construction of the structure which necessitates
bonding, riveting, ant bolting of structural subassemblies, thus producing metal-
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*The signal characteristics of the photon flux and DEMP and the resporise levels
of the satellite cables and structure have been cbtained or derived froin the 1974,
1975 arid 1976 IEEE Atinual Conference Tiransactions on Nuclear and Space Radi-
ation Effects.
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té*metal seams allowing electromagnetic ledkage. Rivet gpdcing, number of
harness pénetrations, access parts, etc., all iffluence the lévels of shielding
effectiveness. Fortunately, in termés of spacecraft weight considerations, the use
of metal f6ils ¢conductively bonded between structurdl elements makes nearly ag an
effective shielding as does a golid sheet metal enclosure. The actual mignetic
shielding effectivéness of a boltéd enclosure (1-1/2 in. bolt spacing) is shown in
Figure 6. A 30 to 50 dB magnetic shielding effectivenéss is achievable.

1. COMPARISON OF EMI LEVELS FOR SHIELDED ANDUNSHIELDED CASES

Figures 7 - 9 illustrate in principle tiow the Faraday shielding attenuates the
interferring signal characteristics of Figure 4. It can be seen from the last items
in Figures 7 and 8 that the resultant magnitude of the intérferring signal both in
the ESD and DEMP cases i8 réduced bélow circuit compornent burnout damage
levels. The magnitude of the attenuated signal may, however, still be sufficient
to cause.interference (~0.5 volts). With particularly sensitive digital logic cir-
cuits or mission critical functions pulse width discrimination should also be con-
sidered-as a candidate for inclusion in the EMC design.

CASEA CASE A UNSHIELDED CONFIGURATION
OPIN S/C
STRUCTURE e FOR:  15Q. FT. KAPTON THERMAL BLANKET;
l P UNSHIELDED 0,3 JOULE, 0KV, 40 ns DI SCHARGE;
\ \ HARNESS - 1/3 OF ENERGY CONDUCTED TO STRUCTURE
ARC THE ARC CURRENT 1S:
l«ADIATED [:1s :2:‘20'AMPER'['S,
FIELD o FOR: 1 METER UNSHIELDED $AWG 20 WIRE 1-3/4 INCHES
_ ABOVE STRUCTURE
THE STRUCTURAL CURRENT INDUCED VOLTAGE INTO THE WIRE iS.
v, GOVOLTS
9‘“%%“ AY CASE B_SHIELDED CONFIGURATION
STRUCTURE o IF THE FARADAY CAGE SHIELDING EFFECTIVENESS IS > 40 dB,
Cf THE RESULTANT STRUCTURAL CURRENT I'S EQUIVALENT T0:

SHIELDED

HARNESS I 2.5 AMPERES ' INSIDE THE CAGE

T e 0k IN ADDITION, THE WIRE HARNESS 1S SHIELDED WiTH A
SHIELDING FACTOR OF - 40 8, THE RESULTANT CABLE
INTERFERENCE FROM THE ARC 1S:

- .
le 0.69 VLTS |

Figure 7. Shielding for Elecirostatic Discharge
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CASE A UNSHIELDED CONFIGURATION

CASEA ¢ FOR: 1000 V/M (ASSUMED) & A 10 METER STRUCTURE
o—;i:-rl-;tc IMPEDANCE @ 112 E gm ’
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- . - d
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_Vx' . 43@ VOLTS

Ly
CASE 8 SHIELDED CONFIGURATION

CASE B -
—=— o IF THE FARADAY CAGE SHIELDING EFFECTIVENESS 1S 240 dB,
FARADAY THE RESULTANT STRUCTURAL CURRENT-1S EQUIVALENT TO:

RUCTURE
STRUCTURE _ ns‘ . 1.56AMP£R£S|

J\ SHIELDED o ¢ |\ ADDITION, THE WIRE HARNESS IS ShIELDED WiTH A
A\ |, HARNESS SHIELDING FACTOR OF 40 dB, THE RESULTANT CABLE
: INTERFERENCE FROM DEMP 1S:

‘\\\ T [Vy - 08VOS)

Figure 8. Shielding for DEMP
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Figure 9 (the SGEMP shi¢lding case) is a moré compléx casé in that the
interferring cable currents are obtained by three different modes:

(1) Coupling to the cable from structural reéplacement currents.

(2) Couplifig to the cable by cavity fields.

(3) Direct current injection by x-ray impingement,

Harness and Faraday cage shielding are both effective at suppressing EMI from
the structural replacément curretits (ICZ)' Harness shielding, only, is effective
at suppressing cavity field indiicéd currents (Ic,). Neither harness shielding or
Faraday cage shielding are effective suppressing EMI from direct cable x-ray
current injection (Irg).

In this latter case, cable current injéction must be minimized through the use
of low atomic nuniber materials, dielectric shielding, bundling of cable wires,
«*=. The EMI protéction for this particular problem must be addressed by using
c.ccuit terminating devices which will limit the inrush currerit below burnout
levels or voltage clamp the input below darageé or upset levels.
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CASE A
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STRUCTURE
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FIELD
PHOTON 'l

TRACE

H Leaviry
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CASE B

FARADAY
STRUCTURE

S

PHOTON

TRACE

SHIELDED
HARNESS
CAVITY
FIELDS
REPLACEMENT
CURRENT

INJECTION CURRENT

CASE A UNSHIELDED CASE

o .AF PEAK FIELD INTENSITY FROM SGEMP 1S 1T0 50
AMPERES/METER PLAR STRUCTURAL CURRENT FOR A
2 METER STRUCTURE 15

‘ ls = 2 10 106 AMPERES PEAK |

¢ IF CAPACITA.ICt OF WIRE 1-3/4 INCHES OFF OF
STRUCTURE = 2 X 10711 F/M AND PULSE Ri SE TIME
OF SUKV/M FIELD = 15 ns, THEN THE INGUCED CURRENT
INTO THE WIRE FROM CAVITY FIELDS iS:

= 60 AMPS PEAK J‘

. l el
o IF THE STRUCTURAL REPLACEMENT CURRENT 1S
100 AMPERES/METER AND THE METER CABLE IS
2 INCHES AWAY
Mo = 0.60 AMPERESIMETER |
¢ |F THE CABLE TEST DATA PRESENTED AT THE 1976
1EEE NUCLEAR & SPACE RADIATION CONFERENCE BY
CLEMENT, WULLER & CHIVINGTON 1S SCALED UP
TO LEVELS BELOW WHERE THERMAL MECHANICAL SHOCK
BECOMES THE OVERRIDING CONSIDERATION, THEN THE
INJECTION CABLE CURRENT 1S:

I'c3' = 1.4.AMPER[SIMETE|L[

CASE B SHIELDED CONFIGURATION

¢ CABLE CURRENT DUE TO CAVITY FIELDS
sl 40 dB CABLE SHIELDING EFFECTIVENESS

||ci ="0.60 AMPERES PEAK |

¢ CABLE CURRENT DUE TO STRUCTURAL REPLACEMENT
CURRENT AFTER SHIELDING -

g - 40d8 - 4B
(UNSHIELDED) (FARADAY SHIELD) _ CABLE SHIELD
llcz = 0,66 X 103 AMPERESIMETER ,

¢ CABLE CURRENT DUE TO CABLE INJECTION (AFTER
SHIELDING & INCLUDING DIRLECTRIC LINING)

Ild . l.dAMP[RESIMETERl

Figure 5. Shielding for SGEMP
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3 OTHER SYSTEM DESIGN TECHNVQE BS FOR REDE CTI0N QLML FROM
EsD, DEMP AND s6EMP

3.1 EsH EME Reduction Technligues

Thé spacecraft dischirge phenomenon can be controiléd by reducing the differ-
ential potential buildup between various outer surface thermal blankeéts and coatings
and the metalllc 8patecraft structure. Thig goal is achievable through the use of
conductive paints and thermal blanket materials such as astroquartz cloth which
has low surface resistancé when bombarded by electrons.

In addition, possible discharges between the various inner metallic layers of
thermal blanket materials and the resulting degradation of the thermal properties
of the blanket can be eliminated by connecting all blanket metallic layers and
grounding the composite blanket to the metallic structure. All structural members
can also be electrically interconnected to share a common groufid potential for
prevention of differentia) structural voltages. All apertures such as the éarth
coverige antennas can be covered with dielectric/thermal materials (astroquartz
cloth) which exhibit high leveéls of surface and throughput leakage, thereby prevent-
ing large charge buildup. In those cases where discharges may not be eliminated,
such ag on the glass sections of the solar arrays, then the line-of-sight to com-
municationé antenras should be eliminated to prevent RFI.  Table 1 lists spacecraft
design guidelines for preventitig arcing.

3.2 DEMP and SGEMP EML Reduction Techniques

Principal areas of concern from nuclear effécts are system transient upseéts
and permanent dégradation of parts and materials. Prevention of damage to piece
parts and materials {8 accomplishied through hardened circuit design, nuclear.and
électromagnetic shielding, and the use of hard materials. All materials, including
critical external thérmal control materials, must be carefully selected to prevent
any significant x-ray induced thermal-mechanical effects and to adequately with-
stand the natural radiation énvironments.

The system transient upset and recovery reguirements are met by functionally
configuring éach subsystem to minimize the impact at the componetit and circuit
levél. The system {8 allowed to respond as much as possible without cdusing un-
desirable system effects and to functiorially recover within the desiréd time period.
This i8 aclifeved by ensuring fast circuit récovery through proper piece-part
seléction and circuit design, preventing the gereration and execution of false cotn-
marids, lcgic upset, ard the usé of harderied datd storage where required.

Table 2 itemiizés desigi controls for mintinizing EMI from SGEMP arid DEMP.
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Table 1. Spacecraft Design Guidelines for Preventing Arcing

l.

9.

10.

11.

12,

13.

14,

18,

Thé graphite cpoxy used for structural members is textuted to be

eonductivé ahd presents minimim discontinulty in structural ground
cotinections,

All epoxy and other nohmetallic structural bonding adhesives dre
conductive and present minimuim discontinuity in structural ground.

Solir arrdy panels are grounded to each other with grounding jumpers.

Solar array panels are grounded to the spacecraft structure through
special slip rings, providing 4 one milliohm path.

All antennas and susport structires are grounded to the main structure.

All electrical components and subsystems are grounded.

——Spacecraft thermal blinket materials and coatings have been selected

which have high surface leakage and bulk leakage.,

All externil cable harnesses are shielded and the. shield is connécted
to structural ground at both erds.

All apertures, incliding RF antenna apertires, are covered with high
surface leakage silica eloth conposites.

All waveguide eléments are électrically connected with spot weld
connections and grounded-to the main frame.

The &upport members of all antennas will be connected to thé spacecraft

structure with conductive epoxy such that each suppoxt. joint represents
dpproximitely a oné ohm connection to structire.

All deposited thin film conductors (in thermal blankets or otherwise)
shall have a ground strap of sufficient area to cirry the transient
current loads expected (a 2 joule rating is self-applied).

Electrical resistance from any point on vacuunm-déposited conductive

films (in thermal blankets or otherwise) to spacecraft structural ground
shall niot exceed 10 ohins.

Electrical résistance from any polit on a theérmally {solated substructure
to spacecraft structural ground with requifed grounds in plae shall not
exceed .01 chms.

There shill be at least on¢ grounding point on each eléctrically
continuoiis sub&tructure,

i e e
T L
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Table 1. Spacecraft Design Guidelines for Proventing Arcing (Cont'd)

16.

17.

18,

19,

20.

21.

22,

23.

24,

25.

26.

21,

28.

The electrical resistance of cdch grouitd strap bond bitween the strap
bond and the structure shall not ¢xceed .03 ohms.

Thermal blanket conducting straps to ground shall be clectrically
cquivalént to a copper conductor of wire of AWG #22.

Each structural ground strap shall be electrically cquivalent to a
copper conductor of wire of AWG #14.

Redundant logic is employed in commind dnd other sensitive logic and
receiver circuitry.

The solar array consists of a honéycomb aluminum base structure with
the following layers of thaterials: coverglass, solar cells, and mica-ply
substrate and graphite epoxy. All lateral strips or rows of cells are
bonded together by a ground wire at each.end of the solar panel, such
that the resistance between any two rows of cells does not exceed

5 milliohms.

The solar cell string is clectrically connected to spacecraft structural
ground at the shunt regulator and via natural capacitive piths.

All outer solar panels arc connected to the inner solar panels by
giou~d wires.

Thermal windows on noith panel (N.P.) and south panel §S.P.) dre
covered with second surface mirrors consisting cf OSR glass with
silver coating on one side. The OSR glars is attiched to the panel

surfaces with conductive epoxy.

Component enclosures and chassis are designed to provide an RF
attenustion of 50 dB to radiated firlds producad by ESD.

Al intermal and cxternal cable are shielded on a ¢able bundle basis.

Cable shields will be multipoint grow -ed to the spacecraft structire
by low impedance conheclivns.

Mounting hurdware used to bolt or fasten compoherits to the spacecraft
structure shall also serve as grouid bonding piths.

Noriconductive finishes such as anotized surfices of paifited surfaces
will not be used on any of the grounding interfices.
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Table 3, Design Controls for Mintmizing EM! from SCEMP & DEMP

1. All electronics in Faraday Cage
>40 dB attenuation

2, Controlled structure and
peénetriation impedances
<10 milliohms

3. Low Z surface materials

Subsystem Leével

1. Dniternal cavities coated to
contrdl secondary emission

2, Optimum grounding (Single and
Miultipoint)

3. Harness and box RF shiélded to
>40 4B

4. Haress désigh for minimum
direct X-ray response

a. Muiticonductor bundle cables
instead of flexible coax

b...Aluminum RF shield plus
inside diélectric lifier over
cable bundles

¢. Controlled cible routing to
avoid réplacenient current
funiel points

d. Multipoint shield grounds

Box Level

1. Al intérface and buried circuits
protected with terminal protéction
circiits as required

2. Cireiits designed for makimum
practical burnovt threshold

3. All boxes RF tight to ~ 40 dB

_ DESIGN IMPLEMENTA TION SYSTEM RESPONSE
System Level

l=aa-#‘'—''-'—'—‘——-————__-—-'“'_...______,___-——————-—--—_;

1. Reduces external SGEMP/DEMP
fleld coupling to internal harness
2. Controls skin current and the

placement current flow minimizes
fntérnzl cotipling

3. Minimizes secondary clectron
émission, reduces external ficlds
and structural repliccment
cutrénts

1. Minimizes IEMP fields and
replacemernt currents

2. Reduces replacement current
coupling effects

3. Reduces cavity field coupling
cffects

4. a. Mininizes weight and SGEMP
responsé

b. Reduced direct X-riy tespotise

¢. Minimizes replacément current
coupling

d. Minimizes current coupling
transient regponse

1. Picvents circuit burnout

2. Minimizes rieed for terminal pro
piotection

3. Minffiiizes cavity f.eld coupling response

goi
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6. CONCLUSIONS

EMI from ESD, DEMP, and SGEMP has similar tithe and frequency domain
sighal characteristics. Thus, a common design approach to prévent EMI can be
implemented through the use of a spacecraft structure configured as & Faraday
cage shield. Harness shiclding, integral structural grounding, and materiale
corntrol are also common design features for the minimization of the ESD, DEMP,
and SGEMP inteffererice. Figure 10 and Table 3 {llustrate the integrated design
approach.
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OUTPUT FILTERING ——-

ELECTRON & PANELS FARADAY CAGL

INTERNAL CABLING SHIELDED
TO - 40 gB, ROUTING CONTROLLED,
AVOIDS FUNNEL POINTS

CIRCUIT TERMINAL
PROTECTION WERE REG'D

EXTERNAL HARNESSES
SHIELDED

® SOLAR ARRAY TRANSIENTS
CONTROLLED WITH TERMINAL
PROTECTION (DIODE CLAMP,
FILTERING)

® IMPEDANCE AND EXTERNAL SURFACE MATERIALS
CONTROLLED FOR SPACECRAF T CHARGING EFFECTS

® ALL CRITICAL EXTERNAL AND INTERNAL SURFACES
ARE CONTROLLED (COATED. PAINTED. ETC.) TO
MINIMIZE SECONDARY ELECTRON EMISSION

Figure 10. Structural and Materials Implementation of Common Design

Approach to SGEMP, DEMP, and ESD Sttvivability
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