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Abstract. We present a detailed analysis of a gigahertz clock rate
environmentally robust phase-encoded quantum key distribution (QKD)
system utilizing several different single-photon detectors, including the first
implementation of an experimental resonant cavity thin-junction silicon single-
photon avalanche diode. The system operates at a wavelength of 850 nm
using standard telecommunications optical fibre. A general-purpose theoretical
model for the performance of QKD systems is presented with reference to
these experimental results before predictions are made about realistic detector
developments in this system. We discuss, with reference to the theoretical model,
how detector operating parameters can be further optimized to maximize key
exchange rates.
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1. Introduction

Quantum key distribution (QKD) is currently the only means by which Alice, the authorized
sender, can distribute a cryptographic key to Bob, the authorized receiver, with verifiable
security [1]. The first experimental demonstration of QKD was made in 1992 [2], and
experimental research since then has mainly been focused on increasing the transmission
distance, the clock rate [3] and/or the key exchange rate [4]. To date, clock rates of up to 10 GHz
over channel losses of 50dB [3] and secure key exchange rates of up to 1.002 Mbits~! have
been achieved in laboratory conditions [4]. Much of this research has taken place on optical
fibre-based systems operating at wavelengths around 1310 and 1550 nm, where the attenuation
of standard telecommunications optical fibre is low, i.e. approximately 0.2-0.3 dB km™". This
reduced fibre attenuation leads to the potential advantage of increased transmission length when
compared with those systems operating at shorter wavelengths. However, the semiconductor
detectors used at these wavelengths typically suffer from comparatively high dark count rates
and after-pulsing probability [5], which can serve to limit the maximum achievable clock rate.
At the shorter wavelengths, e.g. below 1000 nm, there is a wider availability of different single-
photon detector types than at the telecommunications windows at ~1310 and ~ 1550 nm. In
this paper, we present an experimental QKD testbed operating at a wavelength of 850 nm,
which has permitted the convenient use of five different single-photon detector types, allowing
an extensive comparison with the model presented in this paper. The relatively mature silicon
single-photon avalanche diode (Si-SPAD) detectors generally exhibit considerably less of these
deleterious afterpulsing effects, but operate efficiently only at shorter wavelengths (typically
up to ~1000nm), which experience higher attenuation in the standard telecommunications
optical fibre quantum channel. We have selected a wavelength of 850 nm as offering a suitable
balance between channel loss (~2.2dBkm™') and the detection efficiency of commercially
available thick-junction Si-SPADs [6].

The implementation of the quantum channel at a wavelength of 850 nm has the advantage
that it is widely separated spectrally from the data communications channels operating at
wavelengths of ~1310 and ~ 1550 nm present in installed telecommunications optical fibre
[7, 8]. While the spectrally narrow data channels can be routinely filtered from the quantum
channel, the use of much shorter wavelengths avoids the broad spectrum of the Raman scattering
background from the co-propagating data channels. This Raman background—typically
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hundreds of nm broad—can considerably increase the quantum bit error rate (QBER) in QKD
systems with quantum channels operating near the data communications wavelengths [9].
The use of photons with a wavelength of 850 nm in the quantum channel gives the realistic
possibility of co-propagation with other data transmission channels in the same fibre. These
other data transmission channels will be a source of broadband Raman scattering at a level
sufficient to cause false counts in the quantum channel receiver, consequently introducing a
significant source of error in the quantum key exchange process [9]. The co-propagation of data
and quantum channels is an essential consideration for use in installed metropolitan or access
networks. In addition, short wavelengths also offer compatibility with single-photon sources [5]
based on impurities in diamond or semiconductor quantum dots embedded in microcavities [10],
although longer-wavelength demonstrations have also been made [11].

There are many different single-photon detector technologies available for use at a
wavelength of 850 nm, some of which will be summarized in section 2. The characteristics of
different single-photon detectors have a significant bearing on the overall system performance of
the QKD system that employs them. To understand the combination of detector parameters that
are desirable for efficient QKD, it is necessary to develop a comprehensive theoretical model of
an experimental system. As described in section 3, we have developed a robust phase-basis set
encoded QKD system operating at short wavelengths in standard telecommunications optical
fibre [12] using the BB84 protocol. This system is capable of autonomous operation for long
durations and representative results for a period of 24 h will be presented.

In section 4, we present a general purpose mathematical model that, although explained
in terms of this system, is adaptable to any generic QKD system including those operating at
different wavelengths, in free-space transmission and/or different QKD protocols. In section 5,
the model is applied to our experimental system with different detectors, and in section 6,
predictions about future QKD system performance are made based on realistic detector
developments.

2. Single-photon detectors for use at a wavelength of 850 nm

A number of previous demonstrations of QKD at a wavelength of 850 nm have used thick-
junction Si-SPADs as the detectors [6, 13]. While offering good detection efficiencies of ~40%
at this wavelength, these detectors also exhibit relatively long full-width at half-maximum
(FWHM) timing jitters of ~400 ps. Timing jitters of this duration can lead to intersymbol
interference at clock rates [14] in excess of ~1-2 GHz (depending on the exact optical system
design) as the timing jitter exceeds the clock period, resulting in photon events being recorded in
successive bit periods. Thin or shallow junction Si-SPADs offer shorter duration FWHM timing
jitters of ~70 ps, but can exhibit long tails in their timing profile caused by relatively slow
diffusion of photo-generated carriers into the device multiplication region [15]. These diffusion
tails can be characterized by the full-width at 10th-maximum (FW10%M) and full-width at
100th-maximum (FW1%M) timing jitters, as can be observed in the timing histograms shown
in figure 1 and reported numerically in table 1. These thin-junction detectors generally exhibit
reduced detection efficiencies of <10% at this wavelength.

The detection efficiency of a thin-junction Si-SPAD may be enhanced without
compromising temporal response and dark count rate (DCR) by the use of a resonant cavity
to increase the effective interaction length for absorption of incident photons [16]. The lower
mirror of the resonant cavity is formed by the two layers of buried SiO, in the silicon substrate,
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Figure 1. Normalized instrument responses for the specific detectors when used
in the QKD system. The dashed lines represent a piecewise exponential fit used
in the theoretical model.

Table 1. Characteristic parameters of the specific detectors when used at a
wavelength of 850 nm in the QKD system.

Type Detector DCR  Detection FWHM FW10%M FWI1%M
(s7") efficiency (%)  (ps) (ps) (ps)
Thick-junction PerkinElmer 198 42 432 837 1473
Si-SPAD
Thin-junction MPD 200 8.4 71 276 898
Si-SPAD IDQ 15 1.6 63 193 1245
Resonant cavity 21 18 74 271 913
NbN SSPD 10 10 62 120 196
superconducting
nanowire

and the upper mirror is formed by the silicon/air interface. The upper, low-doped p-epilayer
contains the active n*p-junction of the detector with an active area of 20 um diameter. The
complete epilayer structure had a thickness of 5 um. In the results shown in this paper, this
detector was operated at 260 K. The instrument response of such a detector can be seen in
figure 1, where it may be observed that it is comparable with that of a similarly structured
thin-junction Si-SPAD from Micro Photon Devices (MPD), which was grown on an all-silicon
substrate and did not incorporate a resonant cavity. The resonant-cavity-enhanced detectors have
recently been successfully employed in a low-light-level time-of-flight depth profiler operating
at a similar wavelength [17] and their performance has been comparatively assessed in this
context [18]. This paper presents the first application of such detectors to QKD.
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In recent years, there has been a great deal of interest in the use of nanowire
superconducting single-photon detectors (SSPD) [3, 19]. These detectors are based around a
thin, narrow strip of a superconducting material, such as niobium nitride (NbN), that is biased
at close to the critical current when cooled to a temperature of 3 K, a temperature that is below
the superconducting transition temperature. An incident photon creates a resistive hotspot as
the current density in parts of the nanowire exceeds the critical level, which leads to a readily
detectable current pulse. The thin-junction Si-SPADs and the SSPD exhibit comparable FWHM
timing jitters. However, in contrast, the SSPDs have an approximately Gaussian temporal
response, as can be seen in figure 1. An SSPD may be operated at a number of different bias
currents—as the bias current is increased, the detection efficiency increases but the DCR also
increases. In the experiments described in this paper, the SSPDs have a detection efficiency of
~10% for light at a wavelength of 850 nm when used with a DCR level of ~10countss™!.
SSPDs have previously been demonstrated at GHz clock rates in various QKD demonstrations,
including a polarization basis set, short-wavelength QKD system, and at a wavelength of
1550 nm [3], and full field-tests on installed optical fibre [20].

The QKD system presented in the following section has been operated using a 180 um
active area diameter PerkinElmer SPCM AQR 12 thick-junction Si-SPAD [21], a 20 um active
area diameter thin-junction MPD PDM CCTC Si-SPAD [22], a 50 um active area diameter IDQ
id100-MMF50 thin-junction CMOS Si-SPAD [23], an experimental 20 um diameter active area
resonant cavity thin-junction Si-SPAD [16] and an NbN nanowire meander line SSPD with a
meander area of 20 umx20 pm and a fill factor of 50% [24]. The semiconductor detectors were
peltier-cooled to an operating temperature in the range of ~230-260 K, whereas the SSPD was
operated at a temperature of 3 K in a closed-cycle refrigerator [25].

3. Experimental system

The robust experimental system is shown in figure 2. This setup is based on an asymmetric
double Mach—Zehnder design. The delay in Alice establishes a phase reference for the
quantum state set by the phase modulator in the short arm, while the equal delay in Bob
allows for interferometric recombination of photons that have taken different paths at the
final beamsplitter. Asymmetric double Mach—Zehnder designs commonly employ an active
phase modulator at Bob to perform a basis set selection. However, this active component can
induce thermal instability in the system and affect long-running operation. Instead, our robust
variant employs two unbalanced Mach—Zehnder interferometers at Bob, one for each of the two
basis sets [1], in order to improve thermal stability and facilitate long-term, continuous usage.
Additionally, a depolarizer is employed at Alice to prevent environmentally induced changes
in the birefringence of the fibre quantum channel from affecting the polarization state of the
transmitted photons.

This testbed was designed to be robust against externally induced changes in the relative
path lengths of the interferometers. During secure key exchange, Bob continually monitored
the visibility of his interferometers. Once the QBER exceeded a threshold level, key exchange
was halted, and Alice’s attenuation was reduced until pulses were transmitted that on average
contained more than one photon. At this point, Bob varied the relative path length delay of his
interferometers using a piezo-electrically controlled variable length air gap in the delay arms
until the visibility was improved. Alice then returned the attenuation to the correct mean photon
per pulse level (1) and key exchange was resumed. In the experiments presented in this paper,
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Figure 2. A schematic diagram of the experimental short-wavelength robust
QKD system. The air gap in Alice (the transmitter) is fixed for the duration of
a measurement, while those in Bob (the receiver) are adjusted under computer
control to maintain the maximum fringe visibility in each interferometer. The
9 um core diameter SMF-28e quantum channel is fusion spliced to the 5 um
core diameter PM fibre used in the construction of Alice and Bob.

a mean of 0.1 photons per pulse was used in all cases. Alice regularly monitored the p-value
launched into the quantum channel and adjusted the attenuation as required to ensure that the
remained constant. Our system utilized a constant p of 0.1, meaning that approximately 5% of
the non-vacuum pulses leaving Alice contained in excess of one photon. The use of a p-value
with known, controlled variances, decoy states [26], would help us to increase the security of
the system and this approach has been demonstrated at GHz clock rates [27].

The current design of the receiver Bob, as shown in figure 2, could potentially allow
an eavesdropper to influence the basis set selection by altering the polarization state of the
photons [28]. This can be avoided by the introduction of a depolarizer at Bob, which will act to
substantially reduce any possible influence. Our measurements have shown that such an all-fibre
Lyot depolarizer [29, 30] can be introduced at Bob with a loss of only 1.5 dB. When employed
with active monitoring of the coherence length of the incident photons (Eve can, in principle,
change the coherence length of the source and reduce the effectiveness of this depolarizing
component), Bob would be able to significantly reduce the effectiveness of such an attack [28].

To demonstrate the long-term stability of the QKD system, it was left to run continuously
for a period of 24 h fully autonomously and without operator intervention. During this period,
the bit rates and QBER were automatically recorded and they are presented in figure 3 for the
specific case of the resonant cavity detector. In this set of experiments, a fixed-fibre distance
of 2 km was used. The system was operated in enclosed aluminium boxes in a laboratory with
air-conditioning, which maintained a constant temperature to £1° C. During key exchange, the
mean QBER was 6.9% and the system was transmitting key for 68% of the 24 h duration of
the experiment. The mean sifted bit rate (SBR) calculated after temporal sifting and basis set
reconciliation was 60 kbits~! during the key exchange phases.
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Figure 3. The SBR (middle graph) and QBER (top graph) against time for 24 h
fully automated operation of the robust quantum key distribution system using
the resonant cavity thin junction Si-SPAD. When the QBER exceeded a threshold
value, automatic tuning was initiated, as indicated by the red points in the top
graph, and key generation was temporarily halted as the air gaps were adjusted
to minimize the QBER. The SBR is shown in the middle graph for the complete
operation of the system, including the tuning phase. The bits received during
this period would not be used for key generation. The bottom graph shows an
expansion of a typical period of operation, in this case the period between 10
and 11 h.
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4. Theoretical model

A theoretical model of the system was developed to predict the QBER, raw photon flux recorded
by Bob (raw bit rate), the time and basis set sifted photon flux (sifted bit rate) and final key
generation rate (net bit rate). Although presented in terms of the experimental QKD testbed
described in the previous section, this model can be easily adapted for use with any QKD system.

The raw bit rate (Rg,w) can be calculated from the clock frequency (v), the mean photon
number per pulse (u), the length of the fibre (L), the per unit attenuation of the fibre
(ctpibre = 0.603), the transmission coefficient of Bob (ap., = 0.22), the detection efficiency of
the single-photon detector (petection) @and the DCR of the detector (Rp,x),

RRaW = (U . M) . ((O[Fiber)LFiber * UBob * aDetection) + RDark- (1)

This calculation can be adapted for a system employing decoy states by replacing the constant
w term with a term that describes the variance in the mean photon number. The SBR after time
filtering and a random basis set choice (Rsifeq(AT)) 1s calculated as

RSifted(A T) = QProtocol * RRaw * ISystem(A T)’ (2)

where apyorocor 18 the protocol loss (which is equal to 1/2 for the BB84 protocol) and AT is the
duration of the gate used for temporal filtering. Isysem(AT) is the fraction of counts that are
retained after temporal filtering, which depends on both the duration of the filtering gate and the
system detector response function.

Isysiem(AT) was modelled from an instrument response of the laser output as recorded
by the detector and time-stamping electronics. The experimental system is operated at a clock
rate of 1 GHz, meaning that for the Si-SPAD detectors, there is still a significant degree of
intersymbol interference. We model this by constructing a temporal probability distribution
(Pamiva) for the incoming photons based on the instrument response of the system for a particular
detector and the four possible paths that a photon may take through the QKD system. In the
phase-basis set system presented in this paper, a photon can arrive at the detector having taken
one of four cumulative paths: the short arm in Alice & a short arm in Bob, the delay arm in
Alice & a delay arm in Bob, the short arm in Alice & a delay arm in Bob or the delay arm in
Alice & a short arm in Bob. The first two possible paths do not experience interference, do not
contribute to the secure key and may be software time-gated out of the measurement analysis.
The detectors presented in this paper could not be hardware gated at a clock rate of 1 GHz.
Consequently, they were employed in free running mode and the photon events were software
time filtered, or gated, after collection. However, the diffusion tails on the temporal response
of the Si-SPAD detectors may cause photons that have taken these non-interfering paths to be
detected during the gate assigned to the following interfering path. The time delay between the
short and delayed paths in Alice and Bob is set to be 500 ps so that the non-interfering pulses are
equally time spaced from the preceding and following interfering pulses. This means that over a
periodic signal, the pulses from the short in Alice & short in Bob path are superimposed on those
from the delay in Alice & delay in Bob path. It is intersymbol interference resulting from the
diffusion tails of photons following the non-interfering paths that limits the maximum clock rate
of this system. QKD systems that operate using different techniques for basis set measurements
(e.g. those not using matched interferometer delays or those using polarization basis sets) will
have a different temporal probability distribution that can be modelled in a similar way.
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Figure 4. The probability distribution for the theoretical model of the expected
arrival time of the photon. The red curves are the results obtained by simulating
a histogram of a 1010 repetitive sequence on one SSPD. The blue curves
are the individual detector responses for each peak simulated using a MPD
detector. The grey curve is the summation of the individual blue MPD detector
curves, indicating the intersymbol interference. All curves are created using the
piecewise exponential model. The probability distribution is periodic and curves
that have not reached zero by the maximum time will re-enter the graph at
minimum time and continue to decay until they reach zero. This probability
distribution can be adapted for any QKD system by considering the shape of
the entire system response over one clock period.

Figure 4 shows Paiva for a MPD detector and can be considered a probability distribution
of the possible times at which a photon from a single pulse may reach the detector. Therefore,

1 I +HAT )2
IS ! m(AT) = : f PArriv 1 dl, (3)
. fom/v) Parrivar At Jivx—aT/2 ‘

where fy.« 1S as defined in figure 4 and Paya 18 defined for a duration of 2(1/v).

The probability distribution Pay, 1s formed using a system instrument response, such as
those shown in figure 1. To reduce the effects of noise on the signal, the instrument response
was modelled as Dgegponse USINg a piecewise exponential representation [31],

e (=02 oy,
C,-e !/, h<t<t,
Diesponse = § C2-e7'/™, Hh<t <, “4)
Csy-e7'/m, <t <ty
C,-e~t/m, >y,
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Table 2. The parameters used in the piecewise exponential fits to the instrument
responses shown in figure 1 and the coefficient of determination and goodness
of fit of the resulting fits.

-ty -ty 11 14—ty o
Type Detector () () () () T (ps) m(ps) T (PS) T (ps) (ps)
Thick-junction PerkinElmer 240 350 636.5 940 151.69 144.15 270.54 603.7 125
Si-SPAD
Thin-junction MPD 36.3 56.3 1043 6263 42 83.75 225.64 291.62 21
Si-SPAD IDQ 37 98 668 1070 33 413 1076 1296 20
Resonant cavity 20 70 120 420  39.63 118.66 270.6 34796 17
NbN SSPD - - - - - - - - 69.5
superconducting
nanowire
Type Detector C, C, Cs Cy Coefficient of Goodness
determination, 72 of fit, x2
Thick-junction PerkinElmer 1.5 x 10° 25%x10% 13 025 0.997 1.00
Si-SPAD
Thin-junction MPD 27x100 091x10° 23 45 0.998 1.00
Si-SPAD IDQ 1.4 x 1013 0.85 0.07 0.05 0.946 1.00
Resonant cavity 3x 108 2 x 107 282 1.1 0.985 1.00
NbN SSPD - - - - 1.00 1.00
superconducting
nanowire

where o2 is the variance of the Gaussian region, C;, C», C3 and C, are multiplicative constants,
fo is the time of the maximum count return in the peak and ¢, f,, #; and #4 are the points at
which the transitions between functions occur. These values are calculated using an iterative
Levenberg—Marquardt algorithm [32]. The SSPD was modelled using the Gaussian term alone,
without the necessity of the exponentials that define the diffusion tail. The fits resulting from
this model are shown by dashed lines in figure 1 and the fitting parameters are shown in table 2.

To derive Parival, the piecewise fit Dgesponse Was plotted at each of the possible time periods
at which a photon could arrive at a detector with the amplitude dependent on the relative loss
of the path taken, as shown in figure 4 for the MPD Si-SPAD (blue). The simulated trace from
a SSPD (red) is shown for indicative purposes. Paguiva then is the summation of the different
overlapping Dgesponse functions for a particular detector, as indicated by the grey dashed line in
figure 4 for the MPD-Si-SPAD. P, 1S periodic and detector tails exiting the graph at 2(1/v)
re-enter at zero time. It is the function Pay, that will change the most for different QKD
systems and it may be developed for any QKD system at any clock frequency using a method
similar to that presented here.

The definition of Payiva given in figure 4 considers perfect interferometric visibility and
therefore perfect destructive interference at time fy;,. Any counts observed in the temporal gate
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between ty, — (AT /2) and ty, + (AT /2) are, provided AT is short relative to the clock period,
caused by intersymbol interference.

Calculation of a final secure bit rate requires calculation of the QBER. In a generic QKD
system, the QBER can be expressed as containing contributions from the decoding of the
quantum states (measurement at Bob), errors in the encoding of the states at Alice, the dark
counts of the detector and the timing jitter of the complete system,

QBERTotal = QBERDecoding + QBEREncoding + QBERDark + QBERJitter- (5 )

Each term can be calculated from the known characteristic parameters of the system, allowing
a final QBER to be computed.

In the system presented in this paper, the term QBERpqgin, 18 caused by the classical
visibility of the interferometers that make up Alice and Bob and can be expressed as [1]

QBERDecoding = %’ (6)
where Dviiliy 15 the classical visibility expressed as a fraction. For our system, this was
measured to be 0.98, indicating that the contribution to the QBER from the visibility is 1%. In an
optimized system based on double asymmetric Mach—Zehnder interferometers, this contribution
can be reduced to less than 0.1% [33]. In a polarization basis set QKD system, this term can be
calculated from the extinction ratio of Bob’s polarization analysers.

The term QBERg,.q4in, defines the contribution to the QBER caused by errors in Alice’s
encoding of the quantum states on the photons. In our system, this is due to phase jitter in Alice’s

modulator, which can be modelled as [34]

1 A2 1 _ cos ¢
QBEREncoding = A_¢ agf2 T d¢» (7)

where A¢ is the variation in phase caused by the modulator. The driving electronics for the
phase modulator were found to have an amplitude jitter of 354 mV, corresponding to a A¢ of
0.69rad and a contribution to the QBER from phase jitter of 1%. In a polarization basis set
system, this term can be calculated from the polarization jitter in Alice’s polarization modulator
if an active scheme is used or the extinction ratio of her polarizers if a passive scheme is utilized.

The contribution to the total QBER caused by the DCR of the detector becomes more
significant at longer transmission distances when the photon flux reaching Bob is greatly
reduced. This contribution can be calculated via

(1/2) * Oprotocol * U * AT - RDark

QBERp, = . (8)
Dark Rsifiea (AT)

Calculation of QBERy;., requires the model developed in figure 4. The value for QBER .,
is given by the ratio of the probability of finding a photon in the gate around the minimum
(i.e. destructive interference) position to the sum of this probability of finding a photon in the
maximum (constructive interference) position,

MintA T/2
'];Min_AT/Z Phrrival dr

iMin+AT 2 iMax+AT [2 :
ftMin—AT/Z PAmval dr + ftMax—AT/Z PArrlval dr

QB ERJ itter —

€))
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The theoretical model predicts the best QBER that may be obtained from an experimental
system and does not take into account time-varying changes in the alignment, which lead to
fluctuations in the observed values of QBER. These fluctuations are inherently unpredictable in
nature and the precise QBER at a particular time cannot be calculated. An upper bound on the
QBER will occur when the alignment drifts to the point where the phase states are out of phase.

Calculation of the final secure bit rate must take into account the error correction that will
be required to generate a final, secure key [35]. The exact fraction of sifted bits used in the
generation of the secure key depends on the algorithm employed, but all commonly employed
QKD error correction algorithms [36] and security analysis [36] have a strong logarithmic
dependence on QBER. From the work of Gottesman, Lo, Liitkenhaus and Preskill (GLLP),
the net bit rate (NBR) Ry (AT) can be calculated as

QB ERTotal

Ry (AT = ((1 —A)—fp- Hy (OQBER1y)— fp - (1—=A) - Hy < _A )) * Rsifiea (AT), (10)

where H,(x) is the binary entropy function [38] given by
H>(x) = —x -log,(x) — (1 —x) -log, (1 — x), (11)

fp 1s the efficiency of the error correction protocol relative to the Shannon limit (for the CASCADE
error correction protocol [36], f, has a value of 1.16) and A is the fraction of pulses intercepted
by an eavesdropper. In our analysis, this is given by

2
i
A~ — 12
7 (12)
for a weak coherent pulsed source. This analysis does not consider the photon number splitting
attack but could be easily adapted to do so.

5. Analysis of detector parameters

The parameters used for the piecewise exponential fits on the instrument responses are listed
in table 2. The parameter ¢, defines the peak position of the instrument response at 1 ns, so the
transition points are quoted in table 2 with respect to this parameter.

The single-photon detectors at Bob can be replaced with alternative fibre-connectorized
detectors, as required. Figure 5 shows the lowest experimentally recorded QBER and
corresponding NBR for the five different detectors employed. The dashed lines in figure 5
show the results of the theoretical model when applied to the five detectors and quantifies the
quality of the theory model. Table 3 shows the contribution to the total QBER due to jitter.
The shape of the QBER graph is primarily determined by the timing jitter profile, the DCR
and the detection efficiency of the detector. The thick-junction PerkinElmer Si-SPAD exhibits
a baseline QBER of about 7.2%, which is higher than those observed when using the thin-
junction SPADs. The instrument responses of the thick-junction Si-SPAD show an FWHM of
432 ps in comparison with ~67 ps for the thin-junction Si-SPADs. Consequently, there is a
greater possibility of photons being time tagged in an incorrect window, thereby increasing the
QBER. If the instrument response is considered as a probability distribution of arrival time for
the photon, then it can be seen that a longer FWHM timing jitter will have a greater effect on
the QBER than a longer FW10%M. Using detectors with comparable FWHM timing jitters, a
longer FW10%M will lead to an increase in QBER. The higher baseline QBER obtained using
the IDQ Si-SPAD in comparison with the MPD Si-SPAD, which both have a similar FWHM, is
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Figure 5. The lowest QBER and corresponding NBR obtained using the five
detectors. The dashed lines show the predictions made by the theoretical model,
which only considers the best QBER and does not include time-dependent
fluctuations.

Table 3. The QBER due to detector timing jitter (QBERj;,.,) for the detectors
presented in this paper.

Type Detector QBER ;¢ (%)
Thick-junction Si-SPAD PerkinElmer 6.0
MPD 29
Thin-junction Si-SPAD IDQ 2.5
Resonant cavity 33
NbN superconducting nanowire SSPD 0.0

partially due to the longer FW10%M and partially due to the much lower detection efficiency
of the IDQ detector of 1.6% compared with the MPD detector efficiency of 8.4%. Although
they both have similar FWHM jitter, the resonant cavity Si-SPAD exhibits a baseline QBER of
4%, while the SSPD exhibits a baseline QBER of 2%. This is mainly due to the tail present in
the temporal response of the resonant cavity Si-SPAD, which is completely absent in the SSPD
response.

Following the standard basis set reconciliation defined in the BB84 protocol to produce the
sifted key, the detected photon events are temporally filtered to reduce the effect of dark counts
using a gate of 100 ps duration centred on the most probable detection time. The left graph in
figure 5 shows transmission distance-dependent variation in NBR for each of the detectors. The
increased detection efficiency of 18% for the resonant cavity Si-SPAD compared with 10% for
the SSPD means that the NBR for the resonant cavity Si-SPAD was higher than that achieved
with the SSPD.
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Table 4. The effect of altering the FWHM timing jitter of a PerkinElmer thick-
junction Si-SPAD. Isygem(AT) is the scaling factor from the raw bit rate (which
does not change with FWHM) to the sifted bit rate, and can be seen from
equation (2). The resulting QBERs and NBRs are shown in figure 7. AT, the
duration of the temporal gate, was 100 ps.

FWHM timing jitter (ps)  Isysem (AT)  QBERjjye, (%)

432 0.10 6.0
390 0.11 4.6
300 0.12 4.2
250 0.17 2.5
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Figure 6. The effect of varying AT, the gate duration, on the PerkinElmer thick-
junction Si-SPAD.

As a consequence of their lower overall QBER values, the resonant cavity Si-SPAD and
the SSPD will give higher secure key exchange rates.

The PerkinElmer thick-junction Si-SPAD has an FWHM timing jitter of 432 ps, which
exceeds the AT temporal gate duration of 100 ps, and therefore some temporal filtering of
the raw detector events occurs. Figure 6 shows the effect of varying the gate duration on
both the QBER and NBR. Increasing the gate duration increases the counts within both the
tvin = (AT /2) and ty.x = (AT /2) temporal windows. Increasing the duration of AT increases
the effect of intersymbol interference, which leads to an increase in the baseline QBER. In
the case of the NBR, an increase in the temporal window increases the counts included in the
tvin £ (AT /2) and fya £+ (AT /2) temporal windows. However, an indefinite increase in AT
does not necessarily lead to NBR values as the QBER rises with longer AT, as observed in the
case of the 150 ps temporal window, where the reduction in the NBR is due to the higher QBER
for this AT.

New Journal of Physics 13 (2011) 075008 (http://www.njp.org/)


http://www.njp.org/

15 I0P Institute of Physics () DEUTSCHE PHYSIKALISCHE GESELLSCHAFT

1000000 bt Lo 0011011} 16.;;..I;...l....l}...ml-
3 ] ir OB G
B [ 14_: ! ﬂ', é‘:‘ ,f:_
100000 x> Experimental - Resonant 3 ] P IE
L ity Si. 3 1 Jox ik

NN~ Cavity Si-SPAD E )
- et L - 12 3 g & <k
S 10000 NEERRN L o 7 R

8 ~323 B N
2 Ry Experimentalf 2 104 o 2 B
S YR ] 77 89k
§ 1000 YRS ssep B @ -5 T
- Experimental - 432 ps =\~ R F S g JExperimental -432ps Q. ‘0 / Yag, E
- NN A B i
o \ \ 3 @ JTheoretical - 390 ps — j o / C
T ical - E £ - _-_Z--_ - o [~
x TRoEEl ==l \\\\L“ AN 2 JTheoretical - 350 ps o ¥ .
@ 10 | BRIy 8 slhese s Y/ :
2 | || ‘I \\E o 3 7] [
C ] P -
1 AR ; 23 o- —o - - 7 )

Theoretical - 390 ps-r'"'"l I : E 3 Experimental - SSPD

O B I B e o LA N s o o ey s e 04—

0 2 4 6 8 10 12 14 16 18 0 5 10 15 20
Distance (km) Distance (km)

Figure 7. Theoretical model results for a PerkinElmer thick-junction Si-SPAD
with identical efficiency and dark count rate, but with varying FWHM durations
of 200, 350 and 390 ps. This is compared with the theoretical and experimental
results obtained with the detector jitter with the FWHM of 432 ps. The FWHM
of 200 ps was chosen as it represents the lowest timing jitter of such a thick-
junction detector in a QKD system found in the literature [40]. The grey dotted
line indicates the theoretical fit to the experimental results for the resonant
cavity thin-junction Si-SPAD and the green dotted line is the theoretical fit
for the SSPD. Hollow data points represent the experimentally recorded values
for the PerkinElmer thick-junction Si-SPAD with a FWHM timing jitter of
432 ps, the SSPD and the resonant cavity thin-junction Si-SPAD. The variation
in Iygem(AT) and QBER;,, is shown in table 4.

6. Predictions of future system performance

Previously, it has been shown that the FWHM timing jitter of a PerkinElmer thick-junction
Si-SPAD can be reduced by modifying the pulse readout electronics within the detector
module [39]. This modified circuit reduced the FWHM of the detector without affecting
the DCR or detection efficiency. The shortest unmodified PerkinElmer Si-SPAD FWHM
described in the literature, and subsequently used by Restelli ef al in a previous free-space
GHz clock rate QKD system demonstration, was 350 ps, which decreased to 200 ps after circuit
modification [40]. This modified detector had a detection efficiency similar to that of the thick-
junction detector used in these experiments. The theoretical model was used to calculate the
total QBER for this detector, in its initial and modified state, had we been able to use it
in our QKD testbed. In modelling the QKD system performance, we have assumed that the
detector of Restelli ef al exhibited the same DCR and t values as our thick-junction Si-SPAD.
We also modelled a further detector with an FWHM jitter of 390 ps, which was chosen as
halfway between the FWHM of our unmodified PerkinElmer Si-SPAD and the unmodified
PerkinElmer Si-SPAD of Restelli et al [40]. The total QBER values are shown in figure 7,
along with the experimentally observed total QBER for the resonant cavity thin-junction
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Si-SPAD and the SSPD as performance indicators. The FWHM of our unmodified PerkinElmer
Si-SPAD is comparable with the time delay of 500 ps between interfering and non-interfering
paths introduced by the path length difference in the interferometers. When we decrease the
FWHM, the effect of intersymbol interference is lessened, thus lowering the QBER. The
detector temporal response affects the baseline QBER, as higher values of the FWHM lead
to greater levels of intersymbol interference and a greater contribution to the overall QBER
from equation (9). The SBR also increases due to higher probability of photons arriving in
the 100 ps time gate. From equation (2), it can be observed that Isygem(AT) acts as a scaling
factor between the raw bit rate and the SBR and the resultant values are shown in table 4, along
with the variation in QBER;,. The grey dotted line in figure 7 shows the theoretical fit to the
experimental results for the resonant cavity thin-junction Si-SPAD and the green dotted line
shows the theoretical fit to the experimental results for the SSPD.

Thin-junction Si-SPADs typically exhibit long diffusion tails in the instrument response
due to carrier pairs being photo-generated outside the detector depletion region and slowly
diffusing into the depletion region [5]. It is possible to reduce the duration of these diffusion
tails by altering the microstructure geometry. The piecewise exponential model for the system
instrument response presented in equation (4) allows us to predict how Si-SPADs with different
diffusion tails would affect the performance of the QKD system. For comparison purposes, the
thick-junction Si-SPAD was also subjected to the same modelling approach.

The tvalues presented in table 2 were scaled to 90, 80 and 70% of the original values
to simulate shorter decay tails, and the resulting QBERs and NBRs are shown in figures 8
and 9 respectively. Table 5 shows the parameters of the model as the t values are changed.
When we decrease the duration of the diffusion tail, the contribution to the overall QBER from
intersymbol interference (QBERj;,., in equation (5)) decreases. This leads to a reduction in the
overall modelled QBER and a corresponding increase in the NBR.

A decrease of the diffusion tail fit T values to 70% of the experimental values lowers the
QBER, which could be obtained with the resonant cavity Si-SPAD to the same value as that
achieved with the SSPD. The NBR has increased over that which was obtained with the original
7 values and is therefore higher than that achieved with the SSPD. A comparison of figures 7
and 9 shows that if the PerkinElmer thick-junction Si-SPAD with a 200 ps FWHM temporal
response were to be used in our robust QKD system, it would produce the same net bit rates as a
70% tail resonant cavity thin-junction Si-SPAD with approximately the same QBER at distances
of up to 10km. At distances greater than 10 km, the QBER rises rapidly for 200 ps FWHM
PerkinElmer thick-junction Si-SPAD and the NBR suffers a corresponding rapid decrease with
transmission distance.

If we make the assumptions that the characteristic parameters of the system, such as the
instrument response and uncertainty in the phase state, do not change with the clock frequency,
it is possible to model the characteristics of the QKD system for a range of different clock
frequencies. Figure 10 shows the result of modelling different clock frequencies for both the
SSPD and the resonant cavity thin-junction Si-SPAD when using a 2 km-long quantum channel.

The corresponding decrease in the period of a single bit as the clock frequency increase
means that the contribution to the QBER from intersymbol interference increases. The diffusion
tail of the resonant cavity Si-SPAD leads to a higher degree of intersymbol interference in
comparison with the near-Gaussian instrument response of the SSPD, resulting in a maximum
clock frequency of ~1.5GHz for the resonant cavity Si-SPAD. The SSPD may be utilized
at frequencies up to ~5.5GHz in this system when using a 100 ps duration temporal gating
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Figure 8. Results from the theoretical model showing the effects on the QBER of
altering the decay tails of the instrument responses of the Si-SPADs by changing
the 7 values in the piecewise exponential fit model of equation (4). The T values
were reduced relative to the values quoted in table 2, as denoted by the scaling
factors.

window. The approximately Gaussian temporal response of the SSPD means that shorter
temporal gate durations can be used and results have been calculated for a 75 ps gate. With
the reduced gate, the maximum clock frequency for the resonant cavity Si-SPAD increases
slightly to ~2 GHz, whereas for the SSPD it increases to ~6.5 GHz. The baseline QBER
values are reduced for both detectors with shorter temporal gate durations. Demonstrations
of QKD using SSPDs have been made at clock frequencies up to ~10 GHz using a 50 ps
gating window [3]. The narrow FWHM timing jitter of the SSPD means that there is minimal
intersymbol interference and a reduction in the duration of AT does not dramatically increase
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Figure 9. Results from the theoretical model showing the effects on the NBR of
altering the decay tails of the instrument responses of the Si-SPADs by changing
the 7 values in the piecewise exponential fit model of equation (4). The 7 values
were reduced relative to the values quoted in table 2, as denoted by the scaling

factors.

the QBER. Therefore, a reduction in AT reduces the ft

_+(AT/2)
_—(AT)2)

leading to a reduction in the sifted (and hence net) bit rates.

7. Conclusions

Pariva df term in equation (3),

We have developed an environmentally robust QKD system that operates at a clock rate of
1 GHz using the BB84 protocol with phase encoding on 850 nm wavelength photons transmitted
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Figure 10. A theoretical prediction of the effects of changing the clock frequency
of the QKD system.

through standard telecommunications optical fibre. The use of a QKD system operating at a
wavelength of 850 nm has permitted the experimental testing of the model with five different
detectors, including the first application of a resonant cavity thin-junction Si-SPAD to QKD.
A general theoretical model was developed and applied to the different detectors in the
experimental configurations before it was used to predict the behaviour of the system with
hypothetical realistic detectors and expected evolutions of existing detectors. This model can
be easily adapted for other QKD systems; for example, those operating in optical fibre at
a wavelength of 1550nm or even in free-space by altering equations (6) and (7), which
concern the errors introduced by encoding and decoding the quantum states, and specifically
by substituting the relevant system instrument response in the calculation of Pajya-

The Peltier-cooled experimental resonant cavity thin-junction Si-SPAD has been shown to
exhibit sifted bit rates that are comparable with the closed-cycle refrigerator-cooled SSPDs.
Continuous operation of the system for periods of 24h has been demonstrated using the
resonant cavity thin-junction Si-SPADs, demonstrating that the system is capable of long-term
unsupervised operation.

The theoretical model predicts that for the 1 GHz clock rate phase-basis set encoded
robust QKD system presented in this paper, if PerkinElmer thick-junction Si-SPADs with 42%
detection efficiency, 198 dark counts per second and pulse read-out electronics modified to give
a FWHM timing jitter of 200 ps were to be utilized as the detectors, the NBR achieved would
exceed that of 62 ps FWHM timing jitter SSPDs with 10% detection efficiency and ten dark
counts per second at distances of up to 15 km. This advantage only occurs because the clock
frequency of the QKD system is 1 GHz. At higher clock frequencies, intersymbol interference
increases the QBER that could be obtained with the PerkinElmer thick-junction Si-SPAD and
reduces the net bit rate.

It should be noted that these experiments employed single-layer meander SSPDs [12].
Cavity-embedded SSPDs have been reported with an enhanced intrinsic efficiency of 57% at a
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wavelength of 1550 nm, with practical efficiencies in excess of 20% at these wavelengths also
being reported [41-44]. It is possible that future-generation SSPD devices could be developed
to match the 850 nm operating wavelength of this system, yielding improvements in both bit
rate and transmission range.

In addition to modifications in the structure of the detectors, it is possible to increase
the operating clock rate and key generation rate of QKD systems by utilizing different optical
designs. Differential phase-shift QKD systems [45] can reach 10 GHz clock rates [46]. A single
photon is transmitted from Alice to Bob in a superposition of three different phase states. The
single photons are prepared at Alice and individually transmitted with equal probability into
three arms. This system will also exhibit the non-interfering peaks visible in our system but has
been operated at 10 GHz clock frequencies with secure key generation rates of 17 kbits~! over
105 km of fibre using SSPDs [3].
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