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Abstract— The well-known Sliding Window protocol
caters for the reliable and efficient transmission of data
over unreliable channelsthat can lose, reorder and dupli-
cate messagesDespitethe practical importance of the pro-
tocol and its high potential for errors, it hasnever beenfor-
mally verified for the general setting. We try to fill this gap
by giving a fully formal specificationand verification of an
impr oved version of the protocol. The protocol is specified
by a timed state machinein the languageof the verification
systemPVS. This allows a mechanicalcheckof the proof by
the interactive proof checker of PVS. Our modelling is very
generaland includessuchimportant featuresof the protocol
assendingand receving windows of arbitrary size,bounded
sequencaumbersand the thr eetypesof channelfaults men-
tioned above.

Keywords— distrib uted networks, communication proto-
cols,formal specification,mechanizedverification, PVS

I. INTRODUCTION

Reliabletransmissiorof dataover unreliablechannels
is an old and well-studiedproblemin computerscience.
Without a satishctorysolution,computemetworks would
be uselesshecausdhey transmitdataover channelghat
oftenlose,duplicateor reordemmessagedOneof the most
efficient protocolsfor reliabletransmissioris the Sliding
Window (SW) protocol[20]. Many popularcommunica-
tion protocolssuchas TCP andHDLC are basedon the
SW protocol.

Communicatiorprotocolsusuallyinvolve asubtleinter
actionof a numberof distributed componentandhave a
high degreeof parallelism. This is why their correctness
is difficult to ensure andmary protocolsturnedoutto be
erroneous. One of the most promising solutionsto this
problemis the useof formal verification, which requires
the precisespecificationof the protocolin somespecifi-
cationlanguageand a formal proof of its correctnesdy
mathematicalechniquesFormalverificationis especially
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usefulwhenit usessomeform of mechanicasupportsuch
asamodelchecler or aninteractve theoremprover.

However, formal verification of communicatiorproto-
colsis notoriouslydifficult. Althougha numberof speci-
ficationandverificationtechniquesexist, including Hoare
logic [11], temporallogic [15], automatd14] andprocess
algebra[3], mary of themhave only beenappliedto toy
examples.Evenverificationof aversionof the Alternating
Bit protocol[4] (whichis oneof the simplestcommunica-
tion protocols) namelythe boundedetransmissioproto-
col (BRP) turnedout to be nontrvial. The useof model
checkingfor verificationof the BRPis problematicdueto
theinfinite statespaceof theprotocol(causedy unbound-
ednes®f themessagelata,theretransmissiotound,and
thefile length),andmechanizatiomf thecorrectnesproof
by interactve theoremprovers revealed mary technical
difficulties[8], [10], [9].

Despitethe practical significanceof the Sliding Win-
dow protocol,relatively little hasbeendoneon its formal
verification. Stenning[20] only gave aninformal manual
prooffor hisprotocol. A semi-formalmanualproofis also
presentedn [13], andsomeversionsof the protocolhave
beenmodel-checkd for small parametewaluesin [16],
[12], [7]. The combinationof abstractiontechniquesand
model-checkingn [19] allowedto verify the SW protocol
for arelatvely largewindow sizeof 16 (whichis still afew
orderslessthana possiblewindow sizein TCP). Thever-
ifications[16], [12], [7], [19] assumelatalink channels
which can only lose messages.The protocolsfor such
channelscalled data link protocols are important(they
include, e.g.,HDLC, SLIP and PPPprotocols),but they
areonly usedfor transmissiorof dataover relatively short
distances.

In this paper we studythe verification of sliding win-
dow protocolsfor moregenerakransportchannelswhich
canalsoreorderand duplicatemessagesSuchchannels
are alreadyconsideredn the original paperon the SW
protocol by Stenning[20]. The protocolsfor suchchan-
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nels(calledtransportprotocoly, suchasTCP, cantransmit
dataover very large networks suchasinternet.

Note that not for all typesof transportchannelsa SW
protocol exists. As [2] shaws, for a fully asynchronous
systemand channelghat canboth lose andreordermes-
sagesijt is impossibleto designan efficient transmission
protocolthatusesboundedsequenceaumbers.Similar re-
sultis provedfor systemghatcanbothreorderanddupli-
catemessageR3]. In [18], unboundedequencaumbers
areassumedor verificationof the SW protocolfor trans-
port channels.This makesthe verificationrathersimple,
becausat is known thatthe repetitionof sequenceum-
bersis themainsourceof errorsfor SW protocols[22].

Unfortunately transmissionprotocols that use un-
boundedsequenc@umbersareusuallynot practical. Be-
causeof the impossibility resultsmentionedabore, a SW
protocol for transportchannelswith boundedsequence
numberscanonly be designedor systemsin which each
messagen a channelhasa maximumlifetime!. Sucha
SW protocolis a part of the TCP protocol, which oper
atesovertransporchannelsith agivenmaximumpaclet
lifetime. Thetheoreticabasisof thatprotocolis presented
in [21]. TCPuse2%? sequenc@umbersyhichis enough
to representl gigabytesof data. The transmissionimecha-
nism of TCP usesa complicatediming mechanisno im-
plementsequencaumbersn suchawaythattheir period-
ical repetitiondoesnot causeambiguity It oftenrequires
thesendeandthereceverto synchronizeonthesequence
numbersthey use. Suchsynchronizatioris provided by
the three-vay handshaé protocol, which is not a part of
the SW protocol and correctnes®f which is not easyto
ensure. In general,the transmissiormechanisnof TCP
seemgoo complicatedandtoo specificfor TCP to sene
as a good startingpoint for verification of SW protocols
for transportchannels.

Anotherapproachs choserin [17]. Shankapresenta
versionof the SW protocolfor transporichannelswith the
maximumpacletlifetime, which doesnotrequireary syn-
chronizationbetweerthesendemndtherecever, andalso
doesnot imposeary restrictionson the transmissiorpol-
icy. However, the rangeof sequenceumbersyequiredto
ensurghecorrectnessf his protocol,depend®nthemax-
imum transmissiomateof the sender In the caseof TCPR,
his protocolwould only work correctlyif the senderdid
notsendinto thechannelmorethansome30 megabyteof
datapersecondif we take 120seconddgor the maximum
paclet lifetime in TCR, asin [22]). Suchrestrictionmay
not be practicalfor modernnetworks, which are getting

1Such protocolscan also be designedfor untimed systemswhich

limit the reorderingof message# a channel[13], but suchsystems
seemto beonly of theoreticainterest.
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fasterevery year Indeed,therangeof sequenc&aumbers
in alarge industrialprotocollike TCPis fixed. Therefore,
if theavailabletransmissiomateat somepointexceedsour

expectationsye would needto re-desigrthewhole proto-
col to allow for fastertransmissionyhich may be costly

From the formal point of view, the needto reasonabout
the maximumtransmissiorrate madethe verification of

Shankars protocolin [17] very large andcomplicated.

In this paper we presenta nen version of the SW
protocol for transportchannels. In our opinion, it com-
binessomeof the bestfeaturesof the transmissiomech-
anism of TCP and Shankars protocol. We do not re-
quire ary synchronizatiorbetweerthe senderandthe re-
ceiver. Maximum paclet lifetime and appropriatetrans-
missionand acknavledgmentpoliciesare usedto ensure
the correctrecognitionof sequenc&umbers.Thesepoli-
ciesarerathersimple; roughly speaking they requirethe
sendel(recever) to stopandwait for the maximumpaclet
lifetime after sending(receving) the maximumsequence
number Unlike somepreviousworks[20], [17], therange
of sequencaumberaisedby ourprotocoldoesnotdepend
onthetransmissiomateof the sender Therefore between
the requiredperiodsof waiting, the sendemay transmit
dataarbitrarily fast, even if the rangeof sequencewum-
bersis fixecP, e.g.asin TCP. If implementedor TCP, our
protocolwould allow to transmitfiles up to 4 gigabytes
arbitrarily fast.

Even for relatively simple communicationprotocols
suchas a One-bit Sliding Window protocol [5], manual
formal verificationis so lengthy and complicatedthat it
caneasilybe erroneous.This is why we needsomeform
of mechanicakupport. Despiteits relative simplicity, our
protocolhighly depend®ncomple datastructureslt also
usesseveral parametersf arbitrarysize,suchasthe win-
dow sizeandtherangeof sequenc@umbers Hencecom-
pletelyautomaticverificationis notfeasiblefor us. Thisis
why we useaninteractve theorenprover. We have chosen
PVS|[1], becauseve have anextensie experiencewith it
andsuccessfullyappliedit to verificationof several com-
plicatedprotocols[6]. PVS,which is basedon a higher
orderlogic, hasa corvenientspecificatiorlanguageandis
relatively easyto learnandto use.

The restof the paperis organizedas follows. In sec-
tion Il, we give aninformal descriptionof our protocol.In
sectionlll, we formalizethe protocolby atimed statema-
chine. SectionlV outlinesthe proof of correctnesprop-
erty for our protocol. Someconcludingremarksaregiven

20f course,the average transmissiorrate of our protocol over the
long run doesdependon the rangeof sequenceumbers becausehe
fewer sequenc@umberghe protocolhas,themoreoftenit hasto stop
andwait afterthe maximumnumber



in sectionV.

Il. PROTOCOL OVERVIEW

Sender and recever. In a SW protocol, there are
two main componentsithe senderandthe recever. The
senderbtainsaninfinite sequencef datafrom the send-
ing host We callindivisible blocksof datain thissequence
“frames”, and the sequencaetself the “input sequence”.
Theinputsequencenustbetransmittedo therecever via
anunreliablenetwork. After receving the frames,there-
cever eventuallydelivers themto thereceivinghost The
correctnesgonditionfor a SW protocol saysthat the re-
ceiver shoulddeliver the framesto the receving hostin
thesameorderin which they appeain theinputsequence.

Messagesand channels. In orderto transmita frame,
thesendeputsit into aframemessge togethemwith some
additionalinformation,andsendst to the framechannel
After the recever eventually recevesthe frame message
from this channel,it sendsan adknowledgmenmessge
for the correspondindgrame backto the sender This ac-
knowledgmenimessagés transmittedvia theadknowledg-
mentchannel After receving an acknavledgmentmes-
sage,the senderknows that the correspondingrame has
beenreceved by the recever. Thusthe communication
betweenthe senderandthe recever is bi-directional;the
sendetransmitsframesto therecever via theframechan-
nel, andtherecever transmitsacknaviedgmentgor these
framesto the sendewia the acknavledgmentchannel.

Sequencenumbers. The sendersendsthe framesin
the sameorderin which they appeaiin its input sequence.
However, the frame channelis unreliable,sothe recever
may receve theseframesin a very differentorder (if re-
ceive atall). Thereforeit is clearthateachframemessage
mustcontainsomeinformationaboutthe orderof the cor
respondingramein the input sequence Suchadditional
informationis called “sequencenumber”. If we include
asa sequencenumberthe exact position of the framein
theinputsequencet would make sequencaumbersused
by our protocolunboundedbecauseonceptuallythe in-
put sequencés infinite). As we alreadyexplainedin the
introduction,unboundedsequencenumbersare not prac-
tical. This is why in a SW protocol, insteadof the ex-
actpositionof theframein the input sequencethe sender
sendsthe remainderof this positionwith respecto some
fixed modulusK. The value of K variesgreatly among
protocols:it is only 16 for the Mascaraprotocolfor wire-
lessATM networks, but 232 for TCP. To acknavledgea
frame,therecever senddn theacknavledgmentmessage
the sequencenumberfor which the frame was receved.
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It shouldbe notedthat acknavledgmentsare “accumula-
tive”; for example whenthe sendeacknavledgesaframe
with sequencenumber3, it meansthat frameswith se-
guencenumberd), 1 and2 have alsobeenreceved.

Sending and receving windows. At ary time, the
sendemaintainsa sequencef sequence&umberscorre-
spondingto framesit is permittedto send. Theseframes
aresaidto beapartof the sendingwindow Similarly, the
recever maintainsa receivingwindow of sequenceum-
bersit is permittedto receve. In our protocol,the sizesof
sendingandreceving windows areequalandrepresented
by anarbitraryintegerN.

At somepoint during the executionit is possiblethat
someframesin the beginning of the sendingwindow are
alreadysent, but not yet acknavledged,and the remain-
ing framesare not sentyet. When an acknavledgment
arrivesfor a framein the sendingwindow thatis already
sentthisframeandall precedingramesareremovedfrom
thewindow asacknavledgmentsareaccumulatie. Simul-
taneouslythewindow is shiftedforward,suchthatit again
containdN frames.As aresult,moreframescanbesentei-
therimmediatelyor later Acknowledgmentghatfall out-
sidethe window arediscarded.If a sentframeis not ac-
knowledgedfor a long time, it usually meansthat either
this frameor an acknavledgmentfor it hasbeenlost. To
ensurethe progressof the protocol, suchframeis even-
tually resent Many differentpoliciesfor sendingandre-
sendingof framesexist [22], which take into accountge.g.,
the efficient allocationof resourcesandthe needto avoid
network congestionHerewe areonly concernedvith the
correctnes®f the protocol, so we abstractfrom the de-
tails of the transmissiorpolicy andspecifyonly thosere-
strictionson protocols behaiour thatareneededo ensure
safety

During the execution,the receving window is usually
a mix of sequenceaumberscorrespondingo framesthat
have beenrecevedoutof orderandsequencaumbersor
respondingo “empty spaces”j.e. framesthatarestill ex-
pected. When a frame arrives with a sequencenumber
correspondingo someempty space,it is insertedin the
window, otherwiseit is discarded At ary time, if thefirst
elementof thereceving window is a frame, it canbe de-
liveredto thereceving host,andthewindow is shiftedby
one. Thesequencaumberof thelastdeliveredframecan
be sentbackto the senderto acknavledgethe frame (for
corveniencereasonsin this versionwe acknavledgede-
liveredframesinsteadof receved frames). It shouldbe
notedthat not every frame must be acknavledged; it is
possibleto deliver afew framesin arow andthenacknavl-
edgeonly thelastof them.



Potential ambiguity. It is shawvn in [22], thatfor data
link channelswe needK > 2x N to ensurethe unam-
biguousrecognitionof sequenceaumbers. However, for
transportchannelghis conditionis not suficient. Indeed,
supposehat window size N = 1 andwe useK = 2 se-
guencenumberssowe only have sequencaumbers and
1. Supposeahe sendersendsthe first two framesf0 and
f1 to the recever, which aresuccessfullyreceved, deliv-
eredandacknavledged. Supposehowever, that the first
of theseframeshasbeenduplicatedn theframebuffer, so
the buffer still containsframe f0 with sequencanumber
0. Therecever now hasO in its window, soit canreceve
frame f0 for thesecondime, violatingthe safetyproperty

This simple exampleclearly shavs that we needaddi-
tional restrictionson the protocol to recognizesequence
numberscorrectly Traditionalapproache$20], [17] in-
troducea strongerrestrictionon K, which essentiallyhas
theform K > 2N + f(Rmax Lmay, where Rmaxis
the maximumtransmissiomate of the senderLmaxis the
maximummessagdifetime in theframeandacknavledg-
ment channels,and f is somefunction. As we already
explainedin the introduction, such dependencéetween
the rangeof sequencenumbersandthe maximumtrans-
missionrateis undesirable. This is why in our protocol
we only requireK > 2x N, but introducetiming restric-
tionson the transmissiorandacknavledgmentpoliciesto
ensurehatframesandacknavledgmentsarenot receved
morethanonce. Thesetiming restrictionsof our protocol
areexplainedbelaow.

A. Timingrestrictions

In our protocol,thesendeis allowedto resendsequence
number0 andall subsequensequenceaumbersonly af-
ter more than Lmaxtime units have passedsincethe re-
ceiptof the acknavledgmentfor the maximumsequence
numberK — 1. This is necessaryo ensurethatwhense-
guencenumberOisresentall “old” acknavledgmentsi.e.
thosefor framesprecedingthe currentframe,arealready
removedfrom theacknavledgmenthannel(becauseheir
timeoutsexpired), and cannotbe mistalen for “new” ac-
knowledgmentsi.e. thosefor thecurrentframeandits suc-
cessors.

Similarly, the recever is allowed to receve sequence
number0 and all subsequensequencenumbersfor ary
time but thefirst only aftermorethanLmaxtime unitshave
passedincethedelivery of aframewith themaximumse-
guencenumberK — 1. Thisis necessaryo ensurehatall
“old” framesare alreadyremoved from the frame chan-
nel and cannotbe mistalen for “new” frames. To imple-
menttheserestrictions,our protocol keepstwo variables
tadkmax andtdelmax expressingthe time when we re-
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ceived an acknavledgmentfor sequencenumberK — 1,
and, delivereda frame with sequencenumberK — 1, re-
spectvely.

We were surprisedto discover during the verification,
thattheserestrictionsare not quite sufficient to guarantee
the unambiguousecognitionof sequencaumbers. It is
the acknavledgmentfor the maximumsequencewumber
K — 1 that causegshe problem. In the initial version of
the protocol, all acknavledgmentscould be resentat ary
time (by resendingve meanheresendinganacknavledg-
mentfor the sameframe more than once, not just repe-
tition of a sequencewumber). Supposehat betweenthe
receiptof anacknavledgmentor sequencaumberk — 1
andthe sendingof sequenc&umber0 by the senderthe
acknavledgmentfor sequenceiumberK — 1 is resentby
therecever. Thenthisacknavledgmentmaystill bein the
channelat the time when sequencanumber0 is sentby
the sender(remembethatall otheracknaviedgmentsare
eliminatedfrom the channelduring the timeout period).
As aresult,this“old” acknavledgmentmay eventuallybe
mistalenfor anewly sentacknaviedgment.So,thesender
will think thata framewith sequenceumberK — 1 is ac-
knowledged whereasn factit could have beenlost.

We constructeda (lengthy) scenarioin which suchin-
correctreceiptof acknavledgmentsventuallyleadsto in-
correctreceiptof framesandviolation of the safetyprop-
erty. Tofix thiserror, in therevisedversionof the protocol
we do not allow to acknavledgea particularframe with
sequencaumberK — 1 morethanonce.Consideringhat
acknavledgmentscanbe lost, this resultsin a possibility
of deadlock.We arenot very concernedaboutthis, since
in ary reasonablémplementatiorof the SW protocol,it is
only allowedto resentamessagé thereis a strongsuspi-
cionthatthe original messagéasbeenlost. In our proto-
col, we preferto abstracaway from suchimplementation
details.

I11. FORMAL SPECIFICATION

A. Datastructues

First we definethe datastructureof the protocol. For
the senderthe window “slides” over the infinite input se-
guencanput. Wedonotspecifythenatureof theframesn
theinput sequenceVariable firs denoteghe first frame
in the sendingwindow, ftsendis the first frame that is
not sentyet, andwe always have first(s0) < ftsends0) <
first(s0) + N. Thus,at ary momentof time, frameswith
indicesfrom firg to ftsend— 1 (if ary) arealreadysent
but not yet acknavledged,and frameswith indicesfrom
ftsendto firs + N — 1 (if ary) arein the sendingwin-
dow but notyet sent.Variabletadkmaxexpresseshetime



whenwe recevedtheacknavledgmentith themaximum
sequencaumberK — 1 for thelasttime. As atime domain
Time, we take the setof non-ngative realnumbers.

Sender
1)input : sequendé&rames,
2) first : nat,

3) ftsend: nd,
4)tadkmax : Time

For the recever, ou pu is the output sequencebuffer
is a recordwith two fields snumberand frn, that repre-
sentghereceving window with N elementgwhich areei-
therframesor emptyspacesdenotedby €), lagdel is the
last delivered sequencenumber adklagdel is a boolean
variable which tells whetherwe are allowed to sendthe
acknavledgmentfor lagdel to the sender delmaxis a
booleanvariable which tells whetherwe already deliv-
eredthe maximumsequence&umberK — 1 at leastonce,
and variabletdelmax expresseghe time whenwe deliv-
eredtheframewith themaximumsequenceumberK — 1
for thelasttime (theimportanceof variablesadkmaxand
tdelmaxis explainedin subsectionl-A).

Recever.

1)oupu : finite_sequendé&rames,

2) buffer : {0, 1, ... N—1} —
(snumber: {0, 1, ... K—1},
frn : FramesJ{e}),

3)laddel : {0, 1, ... K—1},

4) acklagdel : bool,

5) delmax : bool,

6) tdelmax : Time

Theframechannebndtheacknavledgmenthannehre
representedby its contents,namelya set of frame mes-
sagesaindasetof acknavledgmenimessagesespectiely.
Besidesa sequencenumberand possibly a frame, each
messageéncludesits timeod, i.e. the latesttime whenit
mustbe removed from the channel. Whena messagés
sent,we assignasits timeoutthe currenttime plus Lmax
whereLmaxis the maximummessagdifetime. Although
timeoutis formally a partof amessaget is never usedby
therecipientof this message.

FrameMessage:

1) snumber: {0, 1, ... K—1},
2) frame: Frames

3)timeou : Time

AckMessage:
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1) snumber: {0, 1, ... K—1},
2)timeou : Time

Thecompletestateof theprotocolconsistof thesender
therecever andthe two channeldchannelandachanne)
togethemith thevariabletime, indicatingthecurrenttime.

State
1) senckr : Sencer,
2) receiver: Receiver
3) fchannelC FrameMessae,
4) achannelC AkMessae,
5)time : Time

The initial stateof the protocolis definedbelow in a
rather obvious way. The only subtletyis the valuesof
tadkmax lagdel andtdelmax they areinitialized as 0,
but we caneasilydetermingrom othervariableghatthese
valuesareinitial andshouldnot beused.

InitialState
1) sender
1)inpu = arbitrary sequencef frames
2) first = 0,
3) ftsend= 0,
4)tadkmax = 0
2) receiver
1) output = empty sequence
2)buffer = V(i : {0, 1,... N—1}):
(snumber= i, frn = ¢€),
3)lagdel = 0,
4) adklagdel = FALSE,
5) delmax = FALSE,
6) tdelmax = 0
3) fchannel = 0,
4) achannel = 0,
5)time = 0

The protocol is specifiedby a state machinewith 7
atomic actions: 1 general,3 for the senderand 3 for the
recever, wheresomeactionshave a parameterBelow we
shav thepreconditiorandtheeffect of eachof them,using
someabbreiations and PVS-like notation. The precon-
dition is definedfor an arbitrary states0, which is trans-
formed accordingto the effect predicateto a new state
sl. In our specificationsthe effect is given in anim-
peratve style closeto specification®f PVS,andoperator
with is usedto overwrite valuesof recordsandfunctions.
For instance,record of the form sl = SO with [time:=
time(s0) + t] indicatesthat in the new statesl, the vari-
abletimeis changedrom its currentvaluetime(s0) to the



new valuetime(sO) +t, andall othervariablesareleft un-

changed.Operatorrem(K) givesaremaindernto a modu-

lus K, operatorchoosegives an arbitrary elementfrom a

nonemptyset,andif — then— elseoperatorandoperators
on setshave ausualmeaning.

Note that actionsfor sendingand receving messages
are nondeterministicwhich canbe noticedfrom the use
of v in their effect predicates.Actions for sendingmes-
sageqsend resendandsendd) eitheradda messagéo
the channel(which modelsits successfusending)or let
the channelunchangedwhich modelslossof amessage).
Actions for receving messagegreceiveak andreceivé
eitherremove a messagdrom the channel(which mod-
elsits “normal” reception)or let the channelunchanged
(which modelsduplicationof a message).Note that we
modelreorderingof messageby representindpoth chan-
nelsby unorderedsets.

B. Thedelayaction

Action Delay(t) expresseshepassingf t unitsof time.
The preconditionof this action,usinga “time-lock” con-
struction,ensureshatary message achannels removed
from the channebeforeits timeoutexpires.

Delay(t)
Precondition:
Vim: fme fchanne(s0) =
time(s0) +t < timeou( fm),
Vam: ame achanne(s0) =
time(s0) +t < timeou(am)

Effect:
sl = O with [time:= time(s0) +t]

C. Actionsof thesender

The precondition ReusegroPre of action Send ex-
presseghat sequencewumberO canonly be reusedafter
more than Lmax time units haspassedsincethe last ac-
knowledgmentof sequenceumberK — 1 (andonly if all
precedingframeshave alreadybeenacknavledged). The
preconditionof actionResendallows to resendary frame
in thesendingvindow thathasbeenalreadysent.In theef-
fectof actionReceived asd is asetof indicesof frames
in the sendingwindow that are acknavledgedby the ac-
knowledgmentmessagam It is easyto seethatthis set
consistof atmostoneindex.

Send

Precondition:
LET
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ReuseZroPre(s0)

(remK)(ftsends0)) = 0 & ftsends0) > 0) =

(ftsends0) = first(0) &
time(s0) > tackmaxs0) + Lmax)
IN
first(s0) < ftsends0) < first(s0) + N,
Reuse2roPre(s0)

Effect:
LET
SendNS(s0) = O with
[ftsend:= ftsends0) + 1]
IN
sl = Send\S(s0) with
[fchannel:= fchanne(s0)U
{(rem(K)(ftsends0)),
input(s0) (ftsend0)),
time(s0) + Lmax) }]
V sl = Send\NS(s0)

Resend(i)
Precondition:
i > first(s0),
| < ftsends0)

Effect:
sl = s0 with
[fchannel:= fchanne(s0)U

{(remK)(i), input(s0)(i), time(s0) + Lmax }]

Vsl=9s0

Receveack(am)
Precondition:
ame achanne(s0)

Effect:

LET

ase(s0, am) = {j | j> first(s0) &
j < ftsends0) &
remK)(j) = snumbefam) }

AND
RANS(S0, i, bk) = s0 with
[first:=1,
tadkmax:= if bk=K — 1 thentime(s0)
elsetadkmax s0)]
IN

if ase(s0,am) # 0 then
sl = RANS(s0, chooséasé(s0,am)) + 1,
snumbefam)) with
[achannel:= achanne(s0) \ {am}]
V sl = RANS(s0, chooséasé(s0,am)) + 1,



snumbefam))

elsesl = sO with
[achannel:= achanne(0) \ {am}]
Vsl=90

D. Actionsofthereceiver

The preconditionof actionReceiveensureghatwe can
only receve messageaftermorethanLmaxtime unitshas
passedsince the last delivery of a frame with sequence
numberK — 1. In the effect of the Receiveaction, fsd
is a setof indicesin the receving window into which the
framefrom messagd m canbeinserted.lIt is easyto see
thatthis setconsistof at mostoneindex.

Receie(fm)
Precondition:
fme fchanne(s0),
delmaxs0) = time(s0) > tdelmax(s0) + Lmax

Effect:

LET

fsd(s0, fm) = {j | j<N&
snumbegbuffer(s0)(j)) = snumbeffm) &
frn(buffer(s0)(j)) = €&
snumbetbuffer(s0)(j)) > j }

AND
RNS(sO, bn, fr) =s0with
[buf fer := buffer(s0) with
[(bn) := (snumbegbuffer(s0)(bn)), fr)]]
IN
if fsd(s0, fm) # 0then
sl = RNS(s0, choosé fse (0, fm)),
frame fm)) with
[fchannel:= fchanne(s0) \ { fm}]
V sl = RNS(s0, chooséfsed(s0, fm)),

frameg fm))
elsesl = sO with
[fchannel:= fchanne(s0) \ { fm}]
Vsl=s0
Sendack

Precondition:
acklagdel = TRUE

Effect:
LET
SendadkNS(s0) = 0 with
[acklagdel :=if lagdel(s0) =K —1
thenFALSE elseadlagdel(s0)]
IN
sl = SendacdkNS(s0) with
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[achannel:= achanne(s0)U
{(lagdel(s0), time(s0) +Lmax}]
V sl = SendadkNS(s0)

Deliver
Precondition:
frn(buffer(s0)(0)) # €

Effect:
sl = s0 with
[output := out put(s0) o ong frn(buffer(s0)(0))),
buffer := shift(buffer(s0),
(rem(K)(snumbetbuffer(s0)(N — 1)) + 1), €)),

lagdel := snumbegbuffer(s0)(0)),

addagdel :=TRJUE,

delmax:= if snumbetbuffer(s0)(0)) =K -1
thenTRUE elsedelmax0),

tdelmax:= if snumbegbuffer(s0)(0)) =K —1
thentime(s0) elsetdelmaxs0)]

Herefor a frame fr, ong fr) denoteghe sequencef
framesof lengthonewith theonly elementfr; ois theop-
eratorthatperformsconcatenatiomf two finite sequences
of frames;andshift is the operatorthat removesthe first
elemenbf abuffer andaddsanotherelementoits end,i.e.
for a buffer buff with N elementsanda buffer elementbe
the expressiorshift(buff, be) is definedasfollows:

shift(buff,be) = v (i : {0, 1, ... N—1}):
if i < N—1thenbuff(i+ 1) elsebe

IV. FORMAL VERIFICATION
A. Correctnesgondition

An executionof our protocol, or a run, is represented
by aninfinite sequencef theform sy ' St A Ay S N
St1 i ..., wheres arestatesg; areexecutedactions s is
theinitial state eachs satisfieghe preconditionof g, and
every pair (s,S.1) correspondso the effect of & (where
initial state preconditionandeffectaredefinedin thepre-
vious section). As we alreadyexplained,a SW protocol
is correctwith respecto safety if therecever alwaysde-
livers the framesto the receving hostin the sameorder
in which they appeaiin the input sequenceln our model,
we preferto definethe correctnesgpropertyin terms of
statesratherthanactions. Note thatin eachstate,frames
that have alreadybeendeliveredto the receving hostare
representetby the outputsequenceTherefore the safety
propertyfor aparticularstates canbeexpressedby apred-
icate,which saysthatthe outputsequencés the prefix of



theinputsequence:
Safe(s) =Vi: i <lengh(oupu(s)) =
oupu(s)(i) = inpu(s)(i

Let &(r) andad(r) denotethe sequencef statesand
sequencef actionsof arunr, respectiely. A runr can
now bedefinedascorrect,f eachstatein this run satisfies
the safetyproperty
Safety(r) =Vi:Safe(st(r)(i))

In the next subsection,we outline how to prove
Safety(r) for eachrun of our protocol. All our proofsare
donewith the interactve theoremprover PVS, so belov

we shav somemathematicaproofs “extracted”from the
PVSproofs.

B. Proof of correctnessondition

We needto prove thefollowing theorem:

Vr, i: Safe(st(r)(i)) Main

The proof is basedon the following importantinvari-
antOriginOK, in which bnis a variablefor anintegernot
greaterthan N — 1, buf fer is the buffer of the recever,
andfunctionLO givesthelengthof the outputsequencén
aparticularstate:

Vr, i, bn: frn(buf fer(st(r)(i))(b
frn(buf fer(st(r)(i))(bn)) =

input(st(r)(i)) (LO(st(r)(i)) + bn)

Invariant OriginOK determinesthe “origin” of each
framein the buffer of therecever: aframein the position
bk wassentby the sendefrom the positionin theinput se-
guencegqualto thesumof bk andthe currentiengthof the
outputsequenceAssumingOriginOK, it is easyto prove
theoremMain.

n) #e=

OriginOK

Proof of Main. First, we prove thatall actionsof our pro-
tocol dont changethe input sequence.Now let r be an
arbitraryrun. The proofis by induction on the length of
the output. If it is equalto 0, the statements trivially

true. Now supposedhatthetheoremis provedfor ary out-
put lengthnot greaterthank, andthatwe arein the state
with index i suchthatLO(st(r)(i)) = k+ 1. It is easyto
seethat action Deliver increaseghe length of the out-
put exactly by one, and all otheractionsof our protocol
don't changethe output. Therefore,thereexists index |

suchthatl < i, LO(st(r)(l)) = k, ac(r)(l) = Deliver and
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oupu(st(r)(l + 1)) = ouput(st(r)(i)). By theinduction
hypothesisit follows thatin statest(r)(l), theinputis the
prefix of theoutput.We cannow applyinvariantOriginOK
for r, | and 0, and obtain that the frame delivered by
actionad(r)(l) originatesfrom position LO(st(r)(l)) in
the input. Thusin statest(r)(l), outputincludesframes
inpu(0), input(1), ... inpu(LO(st(r)(1)) — 1), andframe
inpu(LO(st(r)(1))) is addedto it by action ad(r)(l).
Therefore,in statesst(r)(l +1) andst(r)(i) the outputis
still theprefix of theinput, andthis completeghe proof.

To prove invariant OriginOK, the following important
invariantsAckOK andFrOK areneeded:

Vi first(st(r)(i)) < LO(st(r)(i)) AOK
Intuitively, invariantAdkOK means‘we cannotreceve
acknavledgmentsfor framesthat are not acknavledged
yet”. Indeed,thevalueof firg is equalto the numberof
framesfor whichacknavledgmentdgrom therecever have
beenreceied. But the recever acknavliedgesonly those
frameswhich it hadalreadydelivered,andall suchframes
areincludedin the output. Therefore,firs canbecome
greaterthanthe lengthof the outputonly if the sendere-
ceivessomeacknavledgmentsnorethanonce.

Vr, i, bn: frn(buf fer(st(r)(i))(bn)) # ¢ =
LO(st(r)(i)) +bn < ftsendst(r)(i)) FroK

Intuitively, invariant FrOK means‘we cannotreceve
framesthat are not sentyet”. Indeed.,if the buffer of the
senderhasa framein positionbn, it implies that at least
LO(st(r)(i)) + bn+ 1 frameshave beensentby thesender
but theexactnumberof suchframesis representedy vari-
able ftsend Therefore theinvariantcanonly beviolated
if therecever recevessomeframesmorethanonce.

Together invariantsAckOK and FrOK meanthat the
length of the outputis always very closeto the borders
of the sendingwindow. Despitethe clearintuitive mean-
ing of theseinvariants,it turnedout very difficult to prove
themin PVS,andwe arestill working on their proofs. In
this paperwe assumehesenvariantsto betrue,andshav
how to usethemto prove invariantOriginOK. Belov we
give a brief sketchof the proof, which is basedon dozens
of PVSlemmas.

Proof of OriginOK. Let's considerarbitraryr, i andbn,
andsupposehereis a framein the buffer of the sendeiin
positionbn. It is easyto prove thataslong asaframestays
in the buffer, the sumof its positionandthe lengthof the
outputremainsthe same.Therefore we canassumewith-



outlossof generalitythatthis framehasjust beenputinto
the buffer, i.e. actionad(r)(i — 1) is areceve actionthat
receves messagewith frame frn(buf fer(st(r)(i))(bn))

from the channel.lt is alsoeasyto prove thata framein

positionbnhasasequenceumberemK)(LO(st(r)(i)) +

bn). Thusin statest(r)(i — 1), the frame channelin-

cludesa messagewith frame frn(buf fer(st(r)(i))(bn))

and sequencenumberrem(K)(LO(st(r)(i)) + bn). We
can prove that each messagein the frame channel
was sent by the senderat some momentin the past.
This implies that the messageoriginates from some
frame with position j in the input sequenceand from
the way in which messagesare constructedwe ob-
tain input(st(r)(i))(j) = frn(buf fer(st(r)(i))(bn)) and
remK)(j) = rem(K)(LO(st(r)(i)) + bn). To finish the
proof, it is now sufficientto shav j = LO(st(r)(i)) + bn.

It is easyto seethat j < ftsendst(r)(i —1)). We can
alsoprove ftsendst(r)(i— 1)) — j < K. Indeed,it is ob-
viousthatin statest(r)(i — 1), all framesin positionsfrom
j+1to ftsendst(r)(i — 1)) — 1 have alreadybeensent.
If ftsendst(r)(i —1)) — j > K, thenthereareat leastk
suchpositions,so at leastone of themhasa remainderO
with respecto K. Thusaftersendingheframein position
j, we senta framewith sequenc&umber0 at leastonce.
But our protocolwaitsfor Lmaxtime unitsbeforeresend-
ing sequenceaumber0, andthis ensureghat by the time
of this resendingall precedingmessageslisappearfrom
the channel. Contradiction,becausen statest(r)(i — 1)
we receved a messag®riginating from position j in the
input.

Now we use invariants AkOK and FrOK. Invari-
ant FrOK implies LO(st(r)(i)) + bn < ftsendst(r)(i)).
Invariant AKOK gives first(st(r)(i)) < LO(st(r)(i)).
We know that ftsendst(r)(i)) — first(st(r)(i)) < N.
This implies ftsendst(r)(i)) — (LO(st(r)(i)) + bn) <
N. Action ad(r)(i — 1) is not a send action, so
we have LO(st(r)(i)) + bn < ftsendst(r)(i — 1)) and
ftsendst(r)(i—1)) — (LO(st(r)(i)) + bn) < N. Compar
ing this with our resultsaboutj, we obtainthatboth j and
LO(t(r)(i)) + bn arelessthan ftsendst(r)(i — 1)), and
the differencebetweeneachof themand ftsendst(r) (i —
1)) is notgreatethanK. Thereforethedifferencebetween
j andLO(t(r)(i)) + bn is lessthan K. But we already
know that thesetwo numbershave the sameremainder
with respecto K. Thusthey areequal,andthis completes
theproof.

V. CONCLUSIONS

We presentedhe formal specificationand verification
of the Sliding Window protocolfor transportchannelsAs
explainedin the introduction, our version of the proto-
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col offersa significantimprovementover somepreviously

publishedversionsandcanpotentiallybeusedasa partof

the TCP protocol. Unlike someprevious paperspour mod-

elling of the protocolis very general,andthe verification

is supportedby the interactie theoremprover PVS. Our

work on the verificationhelpedus to obtainan increased
insightinto the protocol,andto discover andto eliminate
asurprisingerroneouscenaridn anearlierversionof the

protocol(seesubsectionl-A), whichotherwisecouldhave

beenleft unnoticed.

In theimmediatefuture,we planto finishthe PVS proof
outlinedin sectionlV. As a part of our future work, we
alsowould like to specifyandverify a simplified version
of our protocolfor datalink channelsandto compareboth
specificationsand proofs with the more generalprotocol
for transporchannelsFinally, we arealsointerestedn the
studyof livenesgropertiedor Sliding Window protocols
andtheir formal verification.
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