-

View metadata, citation and similar papers at core.ac.uk brought to you by . CORE

provided by Stirling Online Research Repository
orsS.

In Robert N. Procter and Mark Rouncefield, editors, Proc. Dependability in
Healthcare, Edinburgh, pages 97-99, March 2001.

Formally-Based Testing of Radiotherapy Accelerators

KennethJ. Turner
Departmenbf ComputingScienceandMathematicsiniversity of Stirling
Stirling FK9 4LA, UK
Email kjt@cs.stirac.uk

20thMarch2001

Abstract

The paperpresentghe aims and researctplan of the CONFORMED project (ConformanceOf Radiologi-
cal/MedicalDevices). This three-yeaprojectwill develop tools andtechniquesor modellingandtestingra-
diotheray equipmentFormalspecificationsn LoTos (LanguageOf TemporalOrderingSpecification)will be
usedto modelacceleratorormally andto derive testsrigorouslybasedn thesespecifications.
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1 Intr oduction

This paperbriefly introducesthe CONFORMED project (ConformanceOf Radiological/MedicaDevices). The
three-yearmprojectis being undertalen from October2000 at the University of Stirling, with funding from the
NCC (NationalComputingCentre). The researchs beingundertalenin conjunctionwith the OncologyPhysics
DepartmentWesternGeneraHospital, Edinburgh. Sincethe projectstartedonly recently the paperconcentrates
onthegoalsof thework.

1.1 Project Aims

The projectaimsto combinescientificinvestigationof conformanceestingwith a practicalapplicationto the
safetyof radiotherapg equipment A numberof radiationaccidentslueto softwarefailureshave beenwell docu-
mentede.g.[14, 15]). Existingresultsfrom testingtheoryandconformanceestingwill besignificantlyextended
during the projectfor the evaluationof radiotherag equipment.Formal specificationsn LoTos (LanguageOf
TemporalOrderingSpecificatior]8]) will beusedto ensurghatfunctionalandperformancespect®f this equip-
mentare accuratelycaptured. Thesespecificationswill be usedto derive and apply testsin a rigorousmanner
Thiswill ensurehattestingis systematicthoroughandobjective. Testingis necessaryvhenmedicalequipment
is commissionedto checktheintegrity of designandimplementation)andalsoduringits operationalifetime (to
checkfor deterioratioror changesiueto systemupgrades).

Thegenerahimis to developanddemonstratenethodsandtoolsfor formulatingspecification®f radiotherag
equipmentandfor conductingtestsbasedon thesespecificationsThe typesof radiotherag equipmentypically
usedin UK hospitalswill be studied. Computercontrolledradiotheray equipmentis widespread.Clearly its
correctdesignandoperatioraresafety-critical. Modernacceleratorareentirelydependentn softwareto control
beamsettingsandmovement.Increasinglycomplex demandsre beingplacedon the software(e.g.high dosage
with pinpoint accurag, real-timecontrol of treatmentn threedimensions).Software problemsfor accelerators
include real-time demands quality assuranceconfigurationcontrol and handling periodic upgrades. Typical
guidelinesfor accelerator§l 6] recommendigorousspecificatiorandtesting,but notethatsuchproceduresieed
to bedeveloped.

Medical equipmentis a significantindustry within the UK, thoughsadly the major radiotherag machines
manufcturergInternationalGeneralElectric/ CGR,Philips Medical, Siemens Varian Medical Systemsunder
take R&D elsavhere. This createsa major problembecauseadiotheray equipmentis developedoutsidethe
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UK but hasto betestedin the UK. As anindicationof the scaleof the problem,around300 radiotherag accel-
eratorsare currentlyusedin this country Thereis an opportunityfor the UK to develop specialistexpertisein
radiotherag equipmentesting,andto establisormsfor this.

Technicalkpin-ofs from theprojectwill bemethodstoolsandspecificationgor testingequipmensuchasthat
usedin radiationtreatmentMore widely, thesemethodsandtoolswill beapplicableo safety-criticalandquality-
critical computercontrolledsystemsTheresultsof the projectwill have impactonthecommunitieslealingwith
radiotherag andoncology formal methodsandsafety-criticalsystems.

1.2 RelatedWork

A review of standardgor software-controllednedicaldevicesis givenin [12]. The maininternationalstandards
of relevanceto the projectarethosein the IEC 601 series.Thisis averylarge collectionof standardsspecifically
includingprogrammablelectricalmedicalsystemg5, 6]. A numberof subsidiarystandardsoncernaccelerators
[7]. The US FDA (Food and Drug Administration) haspublishedguidelineson Good ManufacturingPractice
[2] thatarerelevantto software-controllednedicaldevices. Radiotherap machinesaretypically certifiedby the
FDA beforethey aresold anywherein the world. The AmericanAssociationof Physicistsin Medicinehaslaid
down a codeof practicespecificallyfor radiotheray accelerator§l6]. The CanadianAtomic Enegy Authority
alsoplaysanactive role in regulatingradiotheray devices. In Europe the EC is definingstandardgor safetyof
medicalequipment(e.g.the Medical Devices Directive [1]). More generalsoftware developmentstandardsare
alsorelevantto theproject,suchasthe |ISO/IEC9000serieson quality assurancandits EuropearEN equialents.

Many projectsin the UK andelsavherehave worked on the developmentof formal methods.A numberof
formal languagesincluding L oTos, have beeninternationallystandardise@sFDTs (Formal DescriptionTech-
niques[20]). As far asthe authorknows, radiotherag equipmentasattractedsurprisinglylittle attentionfrom
theformal methodscommunity [18] is oneof few contributions,having madeuseof L 0TOS to investigateequip-
mentcharacteristicsThe only otherwork known to the authorhasusedZ [17] in thedevelopmentnottesting)of
softwarefor aradiationtheray maching[11]. Theapplicationof conformanceestingmethodgo performances
largely uninvestigated.

LoTos is a flexible specificationlanguagethat hasbeenusedin a variety of industrial sectorsincluding
safety-criticalones(e.g. avionics, railway signalling, vehicle control and medicaldevices). An enhancedrer
sion,E-LoTos (Enhancement® L 0T0S), is currentlybeingstandardisefiL0]. For the project,the mostrelevant
enhancementseingdevelopedn E-L oTOS concerrthespecificatiorof time andhenceperformanceTheproject
will thereforeexploit E-LoTos in its work. However becausd&e-L OTOS is relatively recent,it will be necessary
to developanew theoryof conformanceestingfor it. Toolsfor LoTOs arereadily obtainable put for E-LoTOS
areonly now beingproduced3]. Theprojectthereforeexpectsto undertale its own tool developmentfor confor
mancetesting.

2 Project Workplan
2.1 Goals

The aim of the projectis to supporta saferervironmentfor treatmenbf patientsthroughradiationtheragy. The
maingoalsare:
¢ todefineamethodfor specifyingthefunctionalandperformanceharacteristicef radiotheray accelerators
¢ to developamethodfor deriving andapplyingrigoroustestshasedon formal acceleratospecifications
e to developprototypetool supportfor the methods
¢ to demonstrat¢he methodsandtoolsthroughrealisticcasestudies.
The secondaryoalsof the projectare:
¢ to generalisdrom the projectresultsto safety-criticalsystemgenerally
o to establisHinks with relevanthealthauthoritiesandnationalcommittees
o to establisHinks with radiotherag equipmensuppliersn the UK.



2.2 Reseach Activities

Thefollowing taskswill beperformedjn iterative stepawvherepossible Thiswill allow earlyexperienceof theap-
proachasit develops feedingbackinto laterenhancementsf thetechniquesndtools. Theprojectis currentlyat
thestageof aliteratureandtoolssurey. Themaintopicsof interestareformalising(non-)functionarequirements
usingL oTos, conformanceestingbasedon L oTOs, radiotheray acceleratorandtreatmenpractices.

Radiotherap machinesarequite differentin functionality andcharacteristicérom mostcomputercontrolled
systems.It will be necessaryo identify clearly the functionsthat radiotherag machinegerformandthe per
formancerequirementshatthey mustmeet. Although therehasbeensomestandardisationf whatradiotherag
machinesmustdo, this hasmainly dealtwith outputsratherthaninputs. The specificationswritten by manu-
facturersarenecessarilyproprietaryandare not generic. It will thereforebe necessaryo ‘reverseengineer’the
requirementgor radiotherag machinesn general A properrelationbetweennputsandoutputswill needto be
establishedandperformancecharacteristicsvill have to be defined. Thework will concentraten functionality
and performanceaatherthanergonomicaspects.It will be necessaryo considerthe behaiour of radiotherap
machinedf they are misoperatedthe extentto which partial failuresin a machinemay compromisets correct
operationandwherefail-saferecoveryis required.A majorimprovementineededn the currentunderstandingf
radiotherag machiness clarifying the sourcesandseverity of potentialproblems.lt is alsoimportantto ensure
that the machinemanipulategeality and not just someinternalisationof it. The aim is to definea high-level
statemenbf requirementshatcanbe specialisedor ary particularradiotherag machine.

The requirementdefinition for radiotherag machineswill be formalisedusing LoTos — a languagethat
hasprovedvery suitablefor compactlyand preciselydescribingsystemarchitectureandbehaiour. The LoTos
community hasalreadygainedexperienceof specifyingmedicaldevices(e.g.[18, 19]). It will be important,
however, to describeperformanceaspectf radiotherag machines. For this reason,the projectwill use E-
LoTosthatis currentlybeingstandardisetly ISO. E-L oT0s offersnew featuredor specifyingperformancend
timing aspects.Otherextensionssuchasimproved datatypesand modularitywill alsobe usefulto the project.
Theresultof this work will beformal specificationsn E-LoTos of the functionality andperformancesxpected
of aradiotherag machine.

The notion of conformanceestingis well developedin datacommunicationg9]. Formal methodsfor con-
formancetestinghave alsobeeninvestigatedincludingtechniquedasedon LoTos (e.g.[4, 13]). Thescientific
challengegacingthe projectareto adaptsuchapproacheto thefield of radiotherap, to devisetestingtechniques
for E-LoTOS, andto develop a meansof testingperformancebasedon E-LoTos. Cornventionalmethodsfor
testingradiotherag machineswill needto be reconciledwith a formally-basedapproach.Currentradiotheray
practiceis very thoroughin validatingmachineoutputs,but lesssoin validatinginputsandthe input-outputre-
lationship. Varioustechniquesare known for deriving testsfrom a L oTOs specification. Thesewill needto be
extendedto dealwith E-L oTOs, sinceformal derivation of testsfor performanceaswell asfunctionality hasnot
yetbeeninvestigatedor E-L oTos. The outcomeof thistaskwill betestsuitesderivedfrom theformal specifica-
tionsof radiotherag machinesBecausef the complexity of thistask,toolswill bedevelopedfor automatedest
derivationbasedn thetheory Toolswill alsobedevelopedfor automaticallyapplyingandevaluatingthesetests
on actualequipment.

Two casestudieswill be performedusingdifferentacceleratorslt is hopedto involve equipmenmanufctur
ersin the casestudies,sincethe manufcturershave anintenseinterestin the safetyof their products.The case
studieswill involve producingspecialised. oTos specificationghat reflectthe characteristicef eachmachine.
Fromthese machine-specifitestsuiteswill be derived. Thetestsuiteswill be usedin variousways:in a simu-
latedcommissioningest,to validatecorrectoperationaftera systemupgrade(of softwareor hardware),andfor
routinemaintenancehecks.The casestudieswill allow the applicabilityandusability of the methodandtoolsto
beassessed.

3 Conclusion

Although the CONFORMED projecthasjust started,it hasreal potentialto introduceformal methodsin testing
radiotherap acceleratorsAs theprojectunfolds,it is hopedthatit will effectively complementhecarefultesting
alreadyundertalenby manuficturers.
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