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Abstract

Event-basedommunicatioris usefulin manyapplica-
tion domains rangingfrom small, centralisedapplications
to large, distributed systems.Many different eventmodels
have beendevelopedto addressthe requirementsof dif-
ferent application domains. One sucd modelis the ECO
modelwhich was designedto supportdistributed virtual
world applications. Like manyother event models,ECO
haseventfiltering capabilitiesmeantto improve scalability
by decreasingnetworktraffic in a distributedimplementa-
tion. Our recentwork in event-baseaystemsiasincluded
building a fully distributedversion of the ECO model,in-
cluding eventfiltering capabilities. This paper describes
theresultsof our evaluationof filters asa meansof achiev-
ing increasedscalability in the ECO model. The evalu-
ation is empirical and real data gatheed from an actual
event-basedystems used. Thefindingsshowfilters to be
highly valuablein makingdistributed implementationf
the modelscale that multicastcontributesto the scalabil-
ity and,perhapanostsignifcantly thatmulticastgroupscan
bedynamicallygeneatedfromfilters usinglocal (pernode)
ratherglobal knowled@ of the distributedapplication.

1. Intr oduction

Event-based¢ommunicatioris appropriatdor mary ap-
plication domains,ranging from small, centralisedappli-

cationssuchasGUIs to large, distributed systemssuchas
telecommunicationgetwork monitoring,andvirtual world

supportsystems. Many differentevent modelshave been
put forward, somedesignedfor small-scalesystemsand
othersfor large-scalesystemsOnesuchmodelis the ECO

model which was designedto supportdistributed virtual

world applicationsin the Moonlight ([6]) project. Like
mary other event models([9, 5]), ECO was designedto

be scalableby including filtering capabilitiesthat werein-

tendedto decreasenetwork traffic in a distributed imple-
mentation.

Our recentwork in event-basedsystemshasincluded
building a fully distributed version of the ECO model,
including filtering capabilities. This paperdescribesthe
modelandour implementatiorof it, aswell asthe experi-
mentsconductedo evaluatefiltering asameansof increas-
ing scalability Theexperimentsarebasednempiricaldata
from anactualevent-basedystem.This datais usedto per
form threesimulationsof the original systemnto evaluatethe
performancemplicationsof usingfiltering andthe impact
of usingunicastor multicastcommunications.The results
shaw thatfiltering coupledwith multicastcommunications
cansubstantiallyjdecreas@etwork traffic andthusenhance
scalability Significantly we alsodemonstratéhatmulticast
groupscan be constructuredrom filters without needfor
globalknowledgeaboutthedistributedapplicationdemon-
stratinga furtherprogrammingdevel benefitfrom filters.

In the following, we describethe ECO model and its
implementatiorthereaftemwe presentour experimentsand
comparisons.



2. The ECO Model

As event modelsgo, the ECO modelis relatively sim-
ple. It hasonly threecentralconceptsandits application
programmeinterface(API) containsonly threeoperations.
Theintent of the modelis thatit is appliedto a givenhost
languageand extendsthat languages syntaxand facilities
asto supportthe ECO conceptsThis sectiondescribeghe
ECO conceptsand operationspaying specialattentionto
notify constaintswhich arethemodel’s eventfilters.

As mentionedthe ECO modelwasoriginally designed
for usein virtual world supportsystemsThis s reflectedn
the terminologyusedto describeECO. Thus,the terman
ECOworld meansvhatever collectionof entitiesconstitute
the applicationin which the modelis being used. For a
detaileddescriptionof themodel,pleaseeferto [12, 7].

2.1 Concepts

The acrorym ECO standsfor events,constaints, and
objects—thethreecentralconceptsn theeventmodel:

Objects in the ECO modelaremuchlik e objectsin a stan-
dardobject-orientedanguage However, insteadof in-
voking otherobjectsfor communicatiorECO objects
communicatewith other ECO objectsvia eventsand
constraintsas explainedbelon. ECO objectsare of-
tenimplementedaisprogrammindanguagebjectsbut
not all programminganguageobjectsare necessarily
ECO objects. In orderto distinguishthe two, ECO
objectsare often referredto asentities Entitieshave
identifiersthat are uniquewithin an ECO world and
they may containthreadsof control.

Events aretheonly meanf communicatiorin themodel.
Entities do not invoke eachother's methodsdirectly
butinsteadraiseeventswhich may, or maynot, leadto
otherentities’ methodsbeinginvoked. Any entity can
raiseanevent. Eventsaretypedandhave parameters,
and they are propagatedasynchronouslyand anory-
mouslyto the receving entitiesin no particularorder
The type of eventsis usually specifiedusingthe type
systemof theunderlyinglanguage.

Constraints malkeit possiblefor entitiesto imposerestric-
tions upon which eventsthey actually receve. The
ECO model specifiesseveral types of constraintsof
which the centralonein a scalabilitycontext is notify
constaints Notify constraint€anbeusedby anentity
to specifywhateventsit is interestedn receving no-
tification about. Notify constraintseffectively consti-
tutefilters asthey areknown from othereventmodels
([9, 5]). Othertypesof ECO constraintsarepre, post
andsyndronisationconstraintsHowever, they arenot

interestingfor eventfiltering andwill notbediscussed
furtherin this paper

The three conceptsare shavn in relation in figure 1
which depictsa simple scenariowith two entitiescommu-
nicating. In thefigure, entity A raisesaneventwhich may,
or maynot, reachentity B becaus@f the constraintC. The
constraintis imposedby entity B. Theraising of an event
can be thoughtof as an announcemento the rest of the
ECO world that the event has occurred. A notify con-
straint can be thoughtof as a filter that decideswhether
or not a given entity is to receve the event, and recev-
ing an event canbe thoughtof asinvoking an appropriate
method(calledaneventhandlen of anentityin responseo
theevent. Whenan entity usesa notify constrainto enable
it to receve certainevents,we saythatit subscribeso those
events. An entity cansubscribemultiple timesto the same
eventsusing different constraintsand handlers. It is also
possibleto subscribewithout using a constraint,in which
casenofiltering is performed.

Entity A

— Certain event propagation
""" > Possible event propagation

Entity B

! Event

2 reNsuoD

Figure 1. The Three ECO Concepts in Relation

2.2 Operations

The model’s API containsthree operationswhich are
usedby entitiesto communicate:

Subscri be(event Type, event Handl er, constrai nt)

is usedby entitiesto register interestin events. An
entity that subscribedo a certaintype of event will

recevve an invocation of one of its methodswhen a
matchingeventis raised.The eventis deliveredto the
entity by being passedas a parameteto the handler
When an entity performsa subscription,it can also
chooseto specify a constraint. An event mustbe of
the right type and mustmatchthe constraint(if ary),
in orderto bedeliveredto a particularsubscriber

Rai se(event) isusedby anentityto announcehe oc-
currenceof anevent. The eventis deliveredto all enti-
tiessubscribingo eventsof thattype, subjectto filter-
ing againstheir respectie constraints.



Unsubscri be(event-type, event-handl er)
is usedby anentity to cancelanexisting subscription.

3. Scalability of Distrib uted ECO Implementa-
tions

The ECO modelassuchis neithercentralisedhor dis-
tributed but can be implementedin a centralisedor dis-
tributedmanner A distributedimplementatiorhasthe ad-
vantagethat new nodes(typically in the form of physical
machinesanbe addedin orderto accommodate larger
numberof entities.Ontheotherhanddistributingthe ECO
implementatioracrossa numberof nodesmeanghat enti-
tieson differentnodeswill needto exchangeeventsaswell
assubscriptionand unsubscriptiorinformationacrossma-
chine boundaries. The amountof communicationacross
nodeboundarieslependsiot on the numberof entitiesbut
onthelevel of activity, i.e., onthe numberof subscriptions
performed(andcanceledpndthe numberof eventsraised.

3.1 Scalability

The term scalability has becomesomethingof a buz-
zword in the computerindustry Thereis no generallyac-
ceptedscientificdefinitionof whatexactly scalabilityis, and
peopletendto rely onanintuitive understandingf thecon-
ceptinstead.Textbooksgenerallyprovide rathervaguedef-
initions andrely on examplego explainit. Oneof themore
tangibledefinitionswasmadein connectiorwith distributed
garbagecollection,

Scaleis a relativeconcepthatis hard to charac-
terizeprecisely;ratherwe definescalabilityasa
propertyrelatedto an algorithm: it is scalableif
its costincreasesnud slowerthanthenumberof
spacer of sitesin the system([11])

Thoughsomeavhatspecificto distributedgarbagecollec-
tion, the definition makes the important obsenation that
scalabilityis an algorithmicissue. To make the definition
moregeneralspacesandsitesshouldbeinterpretedaccord-
ing to theunderlyingdomain.In adistributedECO context,
the following parametersare consideredvhen discussing
scalability:

e numberof entities(or objects)
e numberof nodeg(or machines)

e activity (communication)

These parametersare not mutually independent. As
mentioned for example,a commonmeansof scaling(i.e.,
supportinga large numberof) entitiesis to addmorenodes

to the system.This, however, causesnorecommunication
betweennodes. Hence,improving scalabilityin one way
may decreasdt in another This is a commondilemmain
distributed systemsithe greaterthe degreeof distribution,
the more communication.Therefore,any meansof reduc-
ing unnecessargommunicationis valuable.

4. SECO - a Distrib uted ECO Implementation

The implementationwas named SECO for Scalable
ECO. It usesC++ asthe hostlanguage.The ECO exten-
sionstake the form of a library with which an application
usingeventcommunicationis linked. Thereis alsoa series
of headeifiles which containabstraciC++ baseclassegor
events, constraints,and entities, in additionto prototypes
for the actualECO operations. Two implementationsare
discusseda unicastversion(uUSECO) anda multicastver-
sion(mSECO).

4.1 Overview

The architectureof the SECO implementationis based
ontheconcepbf ApplicationinstancegAls). An Al isim-
plementedisaprogramrunningonanodein thenetwork. It
hostsa numberof entitiesandrelayseventsraisedby them
to otherAls. An Al alsoreceiveseventsfrom otherAls and
deliversthemto its own entities. A scenariowith six enti-
ties hostedby threeAls runningon two nodesis shavn in
figure2.

Node B
Al

A

|

n
The arrows denote

communication.

Figure 2. Scenario with Nodes, Application
Instances (Als), and Entities.

In the uSECO implementatioran ApplicationInstance
Ragister(AIR) is usedto maintainauthoritatve information
aboutthe Als thatare active at any giventime. A new Al
joining anexisting setof Als obtainsalist of its peersfrom
the AIR. The currentimplementationof the AIR is cen-
tralised,but could readily be implementedn a distributed



fashionwithout furtherimpacton therestof the SECO im-
plementation.

In mSECO, sincemulticastcommunicatiordoesnotre-
quire the senderto know the numberof recevers, global
knowledgeof the SECOentitiesis not necessarthuselimi-
natingtheAIR. Thenumberof eventmessageandmanage-
ment(overheadmessagesentwill bereducedln uSECO,
an Al that raisesan event propagates copy of the event
to eachsubscriberwhereasn mSECO a single multicast
messages sentonly. The sameappliesfor management
messagesinsteadof having to senda copy of a manage-
mentmessagéo eachAl, asinglebroadcas{implemented
asawell-known multicastgroup)messagés sent.

Entities hostedby an Al invoke the SECO operations
to make and cancelsubscriptionsandto raiseevents. The
SECO library relays subscriptions,unsubscriptionsand
eventsto remoteAls asappropriatge.g., subjectto filter-
ing constraintsland delivers eventsobtainedfrom remote
aswell aslocal entitiesto the entitiesthat it hostsby in-
voking their handlers. The SECO library usesa com-
municationspackagecalled KANGA ([2]) to communi-
catewith other Als over the network. KANGA imple-
mentsa corvenientclass-orientedront-endto thetransport
layer (TCP/IP) basedon connectionendpointsratherthan
hostnamesnd ports. Unlike TCR, KANGA is message-
orientedand includesmarshallingoperationsfor all stan-
dard C++ types. Figure 3 shavs how the componentsn
a SECO applicationcommunicate.Note that, for reasons
statedabove, the AIR is not neededn the mSECO imple-
mentation.

The SECO implementatiorperformsnotonly thetaskit
is explicitly built for—in this caseimplementingthe ECO
model—hut also the task of keepingtrack of itself as a
distributed application. With regardsto implementingthe
ECO operations(propagatingsubscriptions,unsubscrip-
tions, and events)the implementationis fully distributed.
Messagegpassdirectly from peerto peer;thereis no cen-
tralised“eventsener” andthereforeno singlepoint of fail-
ure. With regardsto distribution managemenit shouldbe
notedthatthe currentversionof the AIR is centralisecand
thereforea singlepoint of failure. However, it is usedonly
for maintainingthe setof currentlyactive Als. In particular
it hasnoinfluenceon eventflow or filtering andis therefore
of nointerestto thefindingsdescribedn this paper

4.2 Latecoming Entities

Whenan entity joins an ECO world that alreadyexists,
theremaybe subscriptionsn placethatthe new entity does
not know about. ECO semanticspecifythatold subscrip-
tionsshouldapplyfor new entities,andthereforenew enti-
tiesneedto obtaininformationaboutthe subscriptiongur-
rently in effect. The solutionadoptedn the SECO imple-

mentationis to let the Als holding entitieswith active sub-
scriptionsresendhe subscriptiongo new Als.

4.3. Implementation and managementof the multi-
castcommunication

mMSECQO'’s multicastlayer is implementedbasedon IP
multicast, providing a meansof one-to-mag group com-
munication. IP multicastusesUDP as its transportlayer
andthusis a connectionlesbest-efort (unreliable)service.
A reliabletransportlayer can be build on top of IP multi-
cast. mSECO usesa hashalgorithmto generatemulticast
groups.Thehashoperationis invokedon theconsumeside
for eachsubscriptionsentand on the raising sidefor each
subscriptiorreceved. ThelP groupaddresss calculatedy
thehashfunctionon the eventtypeandthe eventfilter (i.e.,
thenotify constraint).This enablesntitiesto manageheir
group membershipdasedon a local decision,avoiding a
centraliseccomponentandhencea singlepoint of failure.

Thesuccessf thisapproachdepend®ntheefficiency of
the chosenhashalgorithmand on the size of the available
multicastgroupaddresspace.The hashalgorithmusedin
MSECO is an adaptationof one proposedn [10, p.212]
which generates uniquekey from a sequencef charac-
tersof arbitrarylengthandspreadshe keys evenlyinto the
multicastgroupaddresspace.The exactefficiency of var-
ious hashalgorithmsis beyond the scopeof this paper but
the algorithmmay easily be replacedby another The cur-
rently availablelP multicastaddresspaceconsistof upto
28 bit addressanda 16 bit port number Although the IP
multicastaddresspacemay have to be sharedwith other
applicationsthe ratherlarge numberof availablemulticast
groupaddressesnsureghat our approactsufiicesevenin
large-scalesystemghatincludemary differenteventtypes
andnotify constraints.

5. Simulating a Real-time System

Our experimentsconsistof runningsimulationson data
from an actualreal-time event-basedystemfound at the
Universityof Cambridge Theexperimentsandconclusions
presentedh this paperarebasedn empiricaleventdataob-
tainedfrom the Cambridgesystem.This sectiondescribes
the systemandour simulationof it.

5.1 Active BadgeSystem

The Cambridgesystemis an active badge system It
is basedon a numberof infrared sensorgcalled station3
which are placedin someuniversity laboratoriesand pick
up signalsemitted by battery-drven badgesworn by per
sonnelin thelabs. Whena stationdetectghe presencef a
badge,it raisesa so-calledsightingeventto announcehat
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Figure 3. Communications in a SECO Application

this particularbadgehasbeenseenin that particularloca-
tion. Stationsaregroupedinto networks eachbeinga part
of a particularlaboratory In addition,userscanalsobe de-
tectedwhen they log into the campuscomputernetwork,

e.g.,via anX-terminal. Eachbadgecarriesa uniquebadge
identifierwhich is picked up by the sensors Certainkinds
of equipmentsuchasworkstations X-terminals,andsome
network devices,alsohave badgedentifiersassociateevith

themandcancausesightingeventsto beraised.

The empirical datathat we have obtainedfrom the sys-
tem consistsof 35,811 sighting eventscollectedover pe-
riod of almost21 hoursby 118 stationsdistributedover 12
networks. For eachsighting, the following informationis
available:

Station Identifier identifying the network (by a symbolic
name)andthe station(by an integer) within that net-
work.

Badgeldentifier identifying the sightedpersonor equip-
ment(by asequencef six eight-bithexadecimahum-
bersseparatedby dashes).

Time stamp identifying the moment when the sight-
ing was madein secondsand microsecondssince
00:00:00UTC, Januaryl, 1970?

The experimentalstrateyy is to replaythesesightingsin a
simulation.We represeneachstationasan ECO entity that
raisesthe sighting eventsrecordedin the Cambridgedata
at the appropriatetimes, as measuredy the local system
clock? The simulationandits configurationare described
in thefollowing sections.

5.2 Hardware Configuration

Our testbedconsistsof five PCswith a minimum of 16
megabytesof memory running FreeBSDand connected

1Asreturnecbyt i me( 3) .
2Recallthatthe ECO modelmakesno requirementso eventordering,
andwe canthereforedisregardclock variationsbetweemodes.

with a standardLO Mbit/s Ethernet.Becausave measured
bandwidthusageon a per messagéasis(as opposedto,
e.g.,roundtriptimes)the experimentsvererunin multiuser
mode.Also, themachinesvereon a network segmentwith
traffic not relatedto the experiments.The native compiler,
GCC2.6.3,wasusedto compilethe programs.

5.3 Software Configuration

In thesimulation,eachof thetwelve networksin thereal
badgesystemis representetdy oneAl asshovnin figure4
locatedon a single node (hogt hr ob). Four of the five
nodedj ani s, zoot, statler, anddown)areused
to run Als which actaseventconsumers.

To measurenetwork traffic asa function of the number
of Als, someof our experiments(2 and3) arerun in four
configurations. ConfigurationA usesonly one consumer
node configuratiorB usegwo, andsoon. Thisisillustrated
in figure4 wherethefour consumeAls aremarkedwith the
configurationsn which they areactie.

All configuration®f all experimentdhavetwo character
istics,

1. Eventsubscribersaand consumersre held on disjoint
Als.

2. All Als hostingevent-generatingntitiesoutlive those
with subscribingentities.

Given knowledgeof the implementation this configu-
ration makesit relatively easyto calculateadministration
overheadcausedy distribution andfiltering. Whereaghe
latteris extremelyrelevantfor the evaluationof filtering asa
meanf scalability theformercanbeassumedo beequi-
alentto adistributedECO implementatiorwithoutfiltering
andis thereforeof little concerrfor this paper A discussion
canbefoundin [3].

Filtering overheadis causedby makingand cancelling
subscriptions. This meansthat, given thatn is the num-
ber of Als andm the numberof subscriptiongperformed
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during the applications lifetime, the total numberof extra
messageslueto filtering for unicastVy_ fiitering andfor
multicastVy, — riitering Canbewrittenas,

mX Nsubscriptz'on (n)

mXxSubscription

Nuffiltering (m7n) =

Nm—filterz'ng (ma TL)

where Ngypscription 1S the number of extra messages
sent for a single subscription and in Ny, _ fitering-
Subscription is the numberof messagegeneratedy a
subscriptiorandis independanof n.

To derve Ny_rutering iN the given configuration,all
subscribingentitiesarehostedby asingleAl. Subscriptions
will be sentto all otherinstancesandthe total numberof
messagesransmittedover the network for ary particular
subscriptiorcanbe computecdeasily If n, is thenumberof
Als at subscriptiontime, the numberof subscriptionmes-
sagegandreplies)sentis,

2(ns — 1)

At unsubscriptiontime, the number of Als may have
changed.Assumingit is calledn,, andthatthereis anun-
subscriptiorfor eachsubscriptionthe total numberof sub-

scribe/unsubscribmessageis,
2(ng — 1)+ 2(ny, — 1)

In the configuration used in our experiments, the Als
with event-generatingntitiesalways outlive the one with
the subscriber so for this particular casewe have n, =
n,. Settingn = ng; = n, the total numberof sub-
scribe/unsubscribmessageis,

Nsubscription(n) = 2(”8 - 1) + 2(nu - 1) = 4(” - 1)
Insertioninto the earlierformulafor Ny_ ¢iitering givesus,
Nu—filtering (m, n) = mXNsubscription(n) = 4m(n - 1)

Moreover, for Np,_ firtering We Simply arguethatthereis a
messageélueto subscribeandamessagelueto unsubscribe
for eachsubscriptiongiving us2 messagepersubscription
andhence:

N gittering (m,n) =2m

Theseformulaeareusedin the next sectionto computethe
numberof overheadmessagesNote a multiplier, which is
the numberof subscriberAls, mustbe applieddepending
onwhich configurationis beingused.



6. ThreeExperiments

In practice,the completeevent flow throughan active
badgesystemis large and difficult to comprehend. Sub-
scriberswith well-chosemotify constraintcanbe usedto
provide meaningfulviews of this event flow by dynami-
cally extracting eventsaccordingto certain patterns,and
in this way make it easierfor humansto monitor the sys-
tem at runtime. The three experimentspresentedn this
chaptemweredesignedo presensuchmeaningfulviews of
the event flow and would be likely candidatedor imple-
mentationin a real (non-simulation)badgesystem. Each
experimentfeaturesonetype of subscriber Someexperi-
mentsfeaturea subscribemwhich canbe given parameters
andwhich filter eventsaccordingto their values.Suchsub-
scriberswererun with all possiblesetsof parametersFor
eachexperimentwe list the numberof eventmessagesent
in theabsencef filtering, thenumberof eventmessageac-
tually sent,andthenumberof overheadnessagesausedy
subscriptiongcalculatedaccordingto the formulae® from
theprevioussection).Finally, thetotal numberof messages
actuallysent(includingoverheadnessagess listed,along
with the relative decreasen numberof messagesentdue
to eventfiltering.

6.1 Experiment 1: God

The Godentity seesall andhencerecevvesall events.In
a real badgesystem,sucha subscribercould be useful for
logging purposes.Hereit is alsousedto measurdiltering
overheadby implementinga filter without effect. Table 1
shavstheresultsfrom the experiment.

Thereductionin numberof messageis negative, mean-
ing thatusingthisfilter (notsuprisingly)introducedaslight
overhead. However, in the experimentsit was aslow as
0.01%. It is importantto look at the scenarioin which
this result was obtained. Overheadin the form of extra
network messagess generatedit subscriptionand unsub-
scriptiontime but not while the subscriptionis in effect. In
experimentl, therewasonly onesubscriptioninvolvedand
it wasin effect for a very long time (time enoughto raise
35,811events).Consequentlytherelative costdecreaseds
moreandmorebandwidthwasusedfor otherpurposesWe
concludethat long-lasting subscriptionshave a relatively
low overheadNo significantdifferencewasnotedbetween
USECO andmSECO in this experiment.

6.2 Experiment 2: CCTV

A numberof CCTVentitiessubscribeo all eventsgen-
eratedn a particularnetwork. In arealsystemjt couldbe

SApply appropriatenultiplier asper previous obseration.

usedto monitora specific(andthereforemoremanageable)
areaof the entire system. This experimentwas run with
twelve subscribersn parallel, onefor eachnetwork. The
resultsaredisplayedn tables 2, 3, 4,and 5.

As can be seen,the reductionin numberof transmit-
ted messagess quite high: above 90% on average. Had
eventssimply beenbroadcasinsteadof filtered, approxi-
matelytentimesasmary messagewould have beentrans-
mittedacrosshenetwork. Eventhe mostbusycameraonly
receved 20% of the messagei would have recevedif fil-
tershadnot beenused.As in experimentl, thesesubscrip-
tionswerein effectfor along periodof time, andthe fixed
administrationoverheadof 24 messaget uSECO and 2
messagegper camera)in mSECO graduallybecameless
andlesssignificantasmoreeventswereraised.

6.3 Experiment 3: Private Eye

The Private Eyeentity subscribeso all eventsgenerated
by aparticularbadge In arealsystemthis subscribecould
beusedto tracethemovementpatternsof aparticularbadge
owner. This experimentwas run with at least12 (out of
a possible)162 subscribersn parallel,onefor eachbadge
presentin the eventdata. An extract of the results(twelve
privateeye entities)is showvn in tables6, 7, 8, and 9. For
theremainingdata,pleasereferto [3].

Thedatashowns substantiabavings, averagingjustabove
99.0% reductionin the numberof messagesransmitted
acrosghe network. The privateeye entitiesin this experi-
mentcollectively getall sightingsof registerecbadgesThe
busiestof the badge-wearersaused58 sightingsandstill
recevedonly 2% of themessage# would have recevedif
filters hadnot beenused.

6.4. Overall Conclusion

Figure 5 shavs the averagenumberof event messages
sentdependingon the numberof subscribingAls, accord-
ing to thedatafoundin experiment2. A similargraphcould
be depictedbasedon the datathat resultedfrom experi-
ment3. For the uSECOexperiment,the numberof event
messagesentincreasesinearly to the numberof subscrib-
ing Als. Whereasthe mSECOexperimentfound that the
numberof eventmessagesentis independento the num-
ber of subscribingAls. Furthermorethe graphshaws that
the numberof overheadmessageslthoughreducedn the
MSECOexperimentdo not contributesignificantlytowards
thenumberof eventmessagesent.

The experimentgresentedn this sectionshavs thatfil-
teringwasgenerallyworthwhilein the examplesimulation.
Notify constraintzausedreductionof betweerd9.9%and
80.0%for all entitiesusedin the experiments,exceptthe
Godentitywherenotify constraintausedslightincrease.
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Figure 5. The summar y graph of experimental data

To what extent thesefindings can be expectedto hold for
otherapplicationsof coursedepend®n the applicationsn
guestion. The applicationin this scenariousedsubscrip-
tions which werein effect for a fairly long time. Appli-
cationswith frequentsubscriptiongandcancellingof sub-
scriptions)will benefitlessfrom using notify constraints,
but for the active badgesystemconstraintsvere extremely
useful. Thenext sectiondiscussethreeothereventmodels,
two of which containfilters andoneof which doesnot.

7. Related Work

In this section,we look closerat three state-of-the-art
event models. Two of themare from industry and oneis
aresearchmodel. They aretargetedfor differentapplica-
tion domainsandthereforehave differentcharacteristicsA
more detaileddiscussiorof the threemodels,in particular
in the context of ECO, canbefoundin [3].

7.1 JavaBeans

Javais an object-orientecorogramminganguagerem-
iniscentof C++, which has becomeincreasinglypopular
sinceit waslaunchedby Sunin the mid 1990s. JazaBeans
is acomponenmodelfor Java alsodevelopedby Sun,and
versionl.0lof theJavaBeanspecification[13]) definesan
eventmodel. The modelis designedvith small centralised
systemge.g.,window toolkits) in mind but canbe usedin
adistributedfashionby usingthe Jara RemoteMethodIn-
vocation(RMI) system.

The modelhasno inherentfiltering support. The event
sourceandrecever aretightly coupled,comparedo other
models,and mustmaintaindetailedknowledgeabouteach
other Themodelspecifieghatthesourceof aneventshould
invokereceversin sequencepassingts threadof controlto
eachrecever. Thesesemanticsneanthatimplementations
of the model cannotbenefitfrom network level multicast.
In its currentform, the modelwill not scaleto be usedin
ary distributedenvironmentof substantiakize.

7.2 CORBA Sewvices

The Common Object Request Broker Architecture
(CORBA) is a middleware architecturespecificiedby the
Object ManagementGroup (OMG). The architectureis
basedontheideaof usingObjectRequesBrokers(ORBS)
asa commonway for differentsystemgo performremote
procedurecalls (RPCs). In additionto ORB functional-
ity, the CORBA 2.0 specification([8]) describesa number
of general-purposservices,one of which is the CORBA
Event Service. Applicationsusing this servicecan com-
municateusingeventsin additionto the normalRPCspro-
vided by the bare ORB. Moreover, work is currently on-
going within the OMG to definea Notification Serviceto
extendthe eventservicewith eventfiltering capabilities?

The CORBA EventandNotification Serviceshave been
designedo be usablein virtually ary settingwhereevent-
basedcommunicationis required. The pendingNotifica-
tion Serviceproposal,effectively a supersebf the Event

4The OMG TechnicalCommitteinitiatedthe adoptionvote on Novem-
ber13,1998.



Service constitutesan extremelygenerakeventmodelwith
powerful filtering capabilitiesbasedon filters expressedn
an interpretedlanguage. It is difficult to imagine a dis-
tributed event-basedapplicationthat could not fit into this
model. However, the generalityis paid for by anincrease
in complexity—understandingndusingthe CORBA event
modelis difficult, anda correspondinghhigh development
costcanbe expectedfor applicationausingit.

7.3 Cambridge Event Model

Theeventmodeldescribedn [1, 4] wasdevelopedatthe
University of CambridgeComputerLaboratory Like the
CORBA model,it hasfilters which areexpressedn anin-
terpretedanguage The Cambridgenodelis architecturally
muchsimplerthanthe CORBA model,but hasafeaturenot
presenin the other namelythatof eventcomposition The
ideais that subscribersan register interestin the occur
renceof events,subjectto restrictionsontheorderin which
they occur For example,it is possibleto registerinterest
in anevent,only if it hasbeen(or explicitly hasnot been)
precededby another Thecompositeeventlanguages rem-
iniscentof regularexpressionandcanbeusedto form very
comple filter expressions.

In generalthe Cambridgemodelis lessflexible thanthe
CORBA servicebut alsoa lot lesscomplex. Its principal
strengthis thatit hasnative supportfor compositesventfil-
ters,a powerful featurewhich hasyet to be discoreredby
industry Likethe CORBA model,but unlikethe JavaBeans
model,it is designedor large-scalesystems.

7.4 Summary

The three event modelsdiscussechere are differentin
mary respects.The CORBA andCambridgemodelsshare
somesimilaritiesin that both are designedfor large-scale
systemsandboth have excellentfiltering support. In com-
parison the JavaBeananodelis well suitedfor centralised
or small-scaledistributed applicationsbut hasno inherent
supportfor filtering.

8. Conclusion

The initial discussionaboutscalability identified three
parametersn the ECO model, one of which (humberof
entities)could be scaledby scalingthe second(numberof
nodes)at the costof decreasedcalability of the third (ac-
tivity). In ary large-scaldistributedevent system activity
is probablythe parametemwhich is mostdifficult to scale.
New nodescanbe addedpracticallyadinifinitum but they
all have to exchangeaventsover the samenetwork. Reduc-
ing network traffic is thereforeanimportantway of scaling
activity in ary suchsystem.

Our work hasshawn filtering to be an extremely pow-
erful meansto save network bandwidthin an event-based
systemasdemonstrateh theresultsobtainedoverunicast,
and consequentla feasibleway to dramaticallyincrease
scalability We have also shovn that the introduction of
multicastcommunicationgroducesa furtherimprovement
in scalabilityfrom the network traffic perspecitie.

Of atleastequalsignificances our demonstratiotthata
high level descriptionof constraintsanbe usedto generate
multicastgroups. In doing this we are maskingout lower
level network decisiondrom thedesigner

Furthermore becausehe experimentswere conducted
with datafrom areal event-basedystemwe claim the re-
sultsto have practicalrelevanceandexpectthemto hold for
similar event-basedystemsutsidethe laboratory Indeed,
a sign that the industry is becomingaware of the impor-
tanceof eventfiltering is the OMG’s initiative to augment
their eventservicewith filtering capabilities.([9]).
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Entity Unfiltered Actual Overhead Total | Relative

eventmsgs | eventmsgs | msgs msgs | decease
UnicastGod 35,811 35,811 24 | 35,835 -0.07%
MulticastGod 35,811 35,811 2 | 35,813 -0.01%

Table 1. Experiment 1: God (Configuration A)

Security Un_filtered Unfilltered Ac_tual Actu‘al Unicast Multicast Totlal Tota! Rglative Relgtive
Camen unicast multicast unicast multicast overhead | overhead | unicast | multicast | unicast multicast

eventmsgs | eventmsgs | eventmsgs | eventmsgs | msgs msgs msgs msgs decease | decrease
CL-ArupExtn# 35,811 35,811 52 52 24 2 76 54 99.8% 99.8%
CL-ArupMain# 35,811 35,811 22 22 24 2 46 24 99.9% 99.9%
ORL-Home#5 35,811 35,811 7 7 24 2 31 9 99.9% 100.0%
ORL-Net#0 35,811 35,811 2,125 2,125 24 2 2,149 2,127 94.0% 94.1%
ORL-Net#1 35,811 35,811 5,703 5,703 24 2 5,727 5,705 84.0% 84.1%
ORL-Net#2 35,811 35,811 6,932 6,932 24 2 6,956 6,934 80.6% 80.6%
ORL-Net#4 35,811 35,811 2,582 2,582 24 2 2,606 2,584 92.7% 92.8%
ORL-Net#5 35,811 35,811 5,023 5,023 24 2 5,047 5,025 85.9% 86.0%
ORL-Net#6 35,811 35,811 2,075 2,075 24 2 2,099 2,077 94.1% 94.2%
ORL-Net#7 35,811 35,811 1,899 1,899 24 2 1,923 1,901 94.6% 94.7%
ORL-Three#8 35,811 35,811 7,144 7,144 24 2 7,168 7,146 80.0% 80.0%
ORL-Three#9 35,811 35,811 2,247 2,247 24 2 2,271 2,249 93.7% 93.7%
Average 35,811 35,811 2,984 2,984 24 2 3,008 2,986 91.6% 91.7%

Table 2. Experiment 2: CCTV (Configuration A)

Security Un_filtered Unfilltered Ac_tual Actu‘al Unicast Multicast Totlal Tota! Rglative Relgtive
Camen unicast multicast unicast multicast overhead | overhead | unicast | multicast | unicast multicast

eventmsgs | eventmsgs | eventmsgs | eventmsgs | msgs msgs msgs msgs decease | decrease
CL-ArupExtn# 71,622 35,811 104 52 48 4 152 56 99.8% 99.8%
CL-ArupMain# 71,622 35,811 44 22 48 4 92 26 99.9% 99.9%
ORL-Home#5 71,622 35,811 14 7 48 4 62 11 99.9% 100.0%
ORL-Net#0 71,622 35,811 4,250 2,125 48 4 4,298 2,129 94.0% 94.1%
ORL-Net#1 71,622 35,811 11,406 5,703 48 4 11,454 5,707 84.0% 84.1%
ORL-Net#2 71,622 35,811 13,864 6,932 48 4 | 13,912 6,936 80.6% 80.6%
ORL-Net#4 71,622 35,811 5,164 2,582 48 4 5,212 2,586 92.7% 92.8%
ORL-Net#5 71,622 35,811 10,046 5,023 48 4 10,094 5,027 85.9% 86.0%
ORL-Net#6 71,622 35,811 4,150 2,075 48 4 4,198 2,079 94.1% 94.2%
ORL-Net#7 71,622 35,811 3,798 1,899 48 4 3,846 1,903 94.6% 94.7%
ORL-Three#8 71,622 35,811 14,288 7,144 48 4 14,336 7,148 80.0% 80.0%
ORL-Three#9 71,622 35,811 4,494 2,247 48 4 4,542 2,251 93.7% 93.7%
Average 71,622 35,811 5,969 2,984 48 4 6,017 2,988 91.6% 91.7%

Table 3. Experiment 2: CCTV (Configuration B)

Security Un_filtered Unfilltered Ac_tual Actu‘al Unicast Multicast Totlal Tota! Rglative Relgtive
Camen unicast multicast unicast multicast overhead | overhead | unicast | multicast | unicast multicast

eventmsgs | eventmsgs | eventmsgs | eventmsgs | msgs msgs msgs msgs decease | decrease
CL-ArupExtn# 107,433 35,811 156 52 72 6 228 58 99.8% 99.8%
CL-ArupMain# 107,433 35,811 66 22 72 6 138 28 99.9% 99.9%
ORL-Home#5 107,433 35,811 21 7 72 6 93 13 99.9% 100.0%
ORL-Net#0 107,433 35,811 6375 2,125 72 6 6,447 2,131 94.0% 94.0%
ORL-Net#1 107,433 35,811 17109 5,703 72 6 17,181 5,709 84.0% 84.1%
ORL-Net#2 107,433 35,811 20796 6,932 72 6 | 20,868 6,938 80.6% 80.6%
ORL-Net#4 107,433 35,811 7746 2,582 72 6 7,818 2,588 92.7% 92.8%
ORL-Net#5 107,433 35,811 15069 5,023 72 6 15,141 5,029 85.9% 86.0%
ORL-Net#6 107,433 35,811 6225 2,075 72 6 6,297 2,081 94.1% 94.2%
ORL-Net#7 107,433 35,811 5697 1,899 72 6 5,769 1,905 94.6% 94.7%
ORL-Three#8 107,433 35,811 21432 7,144 72 6 21,504 7,150 80.0% 80.0%
ORL-Three#9 107,433 35,811 6741 2,247 72 6 6,813 2,253 93.7% 93.7%
Average 107,433 35,811 8,953 2,984 72 6 9,025 2,990 91.6% 91.6%

Table 4. Experiment 2: CCTV (Configuration C)
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) Unfiltered Unfiltered Actual Actual Unicast Multicast | Total Total Relative | Relative
Security . - . N - . A .
Camen unicast multicast unicast multicast overhead | overhead | unicast | multicast | unicast multicast

eventmsgs | eventmsgs | eventmsgs | eventmsgs | msgs msgs msgs msgs decease | decrease
CL-ArupExtn# 143,244 35,811 208 52 96 [} 304 60 99.8% 99.8%
CL-ArupMain# 143,244 35,811 88 22 96 8 184 30 99.9% 99.9%
ORL-Home#5 143,244 35,811 28 7 96 8 124 15 99.9% 100.0%
ORL-Net#0 143,244 35,811 8,500 2,125 96 8 8,596 2,133 94.0% 94.0%
ORL-Net#1 143,244 35,811 22,812 5,703 96 8 22,908 5,711 84.0% 84.1%
ORL-Net#2 143,244 35,811 27,728 6,932 96 8 | 27,824 6,940 80.6% 80.6%
ORL-Net#4 143,244 35,811 10,328 2,582 96 8 10,424 2,590 92.7% 92.8%
ORL-Net#5 143,244 35,811 20,092 5,023 96 8 20,188 5,031 85.9% 86.0%
ORL-Net#6 143,244 35,811 8,300 2,075 96 8 8,396 2,083 94.1% 94.2%
ORL-Net#7 143,244 35,811 7,596 1,899 96 8 7,692 1,907 94.6% 94.7%
ORL-Three#8 143,244 35,811 28,576 7,144 96 8 28,672 7,152 80.0% 80.0%
ORL-Three#9 143,244 35,811 8,988 2,247 96 8 9,084 2,255 93.7% 93.7%
Average 143,244 35,811 11,937 2,984 96 8 12,033 2,992 91.6% 91.6%
Table 5. Experiment 2: CCTV (Configuration D)
s ) Unfiltered Unfiltered Actual Actual Unicast Multicast | Total Total Relative | Relative
ecurity . - . - . . f .

Camen unicast multicast unicast multicast overhead | overhead | unicast | multicast | unicast multicast
eventmsgs | eventmsgs | eventmsgs | eventmsgs | msgs msgs msgs msgs decease | decrease

0-0-0-0-10-1 35,811 35,811 651 651 24 2 675 653 98.1% 98.2%
0-0-0-0-13-e 35,811 35,811 658 658 24 2 682 660 98.1% 98.2%
0-0-0-0-4-2b 35,811 35,811 12 12 24 2 36 14 99.9% 100.0%
0-0-0-0-79-0 35,811 35,811 2 2 24 2 26 4 99.9% 100.0%
0-0-0-0-81-2 35,811 35,811 353 353 24 2 377 355 98.9% 99.0%
0-0-0-0-81-8 35,811 35,811 110 110 24 2 134 112 99.6% 99.7%
0-0-0-0-82-5 35,811 35,811 332 332 24 2 356 334 99.0% 99.1%
0-0-0-0-82-5 35,811 35,811 338 338 24 2 362 340 99.0% 99.1%
0-0-0-0-83-2 35,811 35,811 59 59 24 2 83 61 99.8% 99.8%
0-0-0-0-83-4 35,811 35,811 279 279 24 2 303 281 99.2% 99.2%
0-0-0-0-83-9 35,811 35,811 50 50 24 2 74 52 99.8% 99.9%
0-0-0-0-e-e9 35,811 35,811 548 548 24 2 572 550 98.4% 98.5%
Average 35,811 35,811 283 283 24 2 307 285 99.1% 99.2%

Table 6. Experiment 3: Private Eye (Configuration A)

. Unfiltered Unfiltered Actual Actual Unicast Multicast | Total Total Relative | Relative
Security . - . - . . ] .
Camen unicast multicast unicast multicast overhead | overhead | unicast | multicast | unicast multicast

eventmsgs | eventmsgs | eventmsgs | eventmsgs | msgs msgs msgs msgs decease | decrease
0-0-0-0-10-1 71,622 35,811 1,302 651 48 4 1,350 655 98.1% 98.2%
0-0-0-0-13-e 71,622 35,811 1,316 658 48 4 1,364 662 98.1% 98.2%
0-0-0-0-4-2b 71,622 35,811 24 12 48 4 72 16 99.9% 100.0%
0-0-0-0-79-0 71,622 35,811 4 2 48 4 52 6 99.9% 100.0%
0-0-0-0-81-2 71,622 35,811 706 353 48 4 754 357 98.9% 99.0%
0-0-0-0-81-8 71,622 35,811 220 110 48 4 268 114 99.6% 99.7%
0-0-0-0-82-5 71,622 35,811 664 332 48 4 712 336 99.0% 99.1%
0-0-0-0-82-5 71,622 35,811 676 338 48 4 724 342 99.0% 99.0%
0-0-0-0-83-2 71,622 35,811 118 59 48 4 166 63 99.8% 99.8%
0-0-0-0-83-4 71,622 35,811 558 279 48 4 606 283 99.2% 99.2%
0-0-0-0-83-9 71,622 35,811 100 50 48 4 148 54 99.8% 99.8%
0-0-0-0-e-e9 71,622 35,811 1,096 548 48 4 1,144 552 98.4% 98.5%
Average 71,622 35,811 565 283 48 4 613 287 99.1% 99.2%

Table 7. Experiment 3: Private Eye (Configuration B)

. Unfiltered Unfiltered Actual Actual Unicast Multicast | Total Total Relative | Relative
Security . - . - . . A .
Camen unicast multicast unicast multicast overhead | overhead | unicast | multicast | unicast multicast

eventmsgs | eventmsgs | eventmsgs | eventmsgs | msgs msgs msgs msgs decease | decrease
0-0-0-0-10-1 107,433 35,811 1,953 651 72 6 2,025 657 98.1% 98.2%
0-0-0-0-13-e 107,433 35,811 1,974 658 72 6 2,046 664 98.1% 98.1%
0-0-0-0-4-2b 107,433 35,811 36 12 72 6 108 18 99.9% 99.9%
0-0-0-0-79-0 107,433 35,811 6 2 72 6 78 8 99.9% 100.0%
0-0-0-0-81-2 107,433 35,811 1,059 353 72 6 1,131 359 98.9% 99.0%
0-0-0-0-81-8 107,433 35,811 330 110 72 6 402 116 99.6% 99.7%
0-0-0-0-82-5 107,433 35,811 996 332 72 6 1,068 338 99.0% 99.1%
0-0-0-0-82-5 107,433 35,811 1,014 338 72 6 1,086 344 99.0% 99.0%
0-0-0-0-83-2 107,433 35,811 177 59 72 6 249 65 99.8% 99.8%
0-0-0-0-83-4 107,433 35,811 837 279 72 6 909 285 99.2% 99.2%
0-0-0-0-83-9 107,433 35,811 150 50 72 6 222 56 99.8% 99.8%
0-0-0-0-e-e9 107,433 35,811 1,644 548 72 6 1,716 554 98.4% 98.5%
Average 107,433 35,811 848 283 72 6 920 289 99.1% 99.2%

Table 8. Experiment 3: Private Eye (Configuration C)
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. Unfiltered Unfiltered Actual Actual Unicast Multicast | Total Total Relative | Relative
Security . - . - . . ] .
Camen unicast multicast unicast multicast overhead | overhead | unicast | multicast | unicast multicast

eventmsgs | eventmsgs | eventmsgs | eventmsgs | msgs msgs msgs msgs decease | decrease
0-0-0-0-10-1 143,244 35,811 2,604 651 96 [} 2,700 659 98.1% 98.2%
0-0-0-0-13-e 143,244 35,811 2,632 658 96 8 2,728 666 98.1% 98.1%
0-0-0-0-4-2b 143,244 35,811 48 12 96 8 144 20 99.9% 99.9%
0-0-0-0-79-0 143,244 35,811 8 2 96 8 104 10 99.9% 100.0%
0-0-0-0-81-2 143,244 35,811 1,412 353 96 8 1,508 361 98.9% 99.0%
0-0-0-0-81-8 143,244 35,811 440 110 96 8 536 118 99.6% 99.7%
0-0-0-0-82-5 143,244 35,811 1,328 332 96 8 1,424 340 99.0% 99.1%
0-0-0-0-82-5 143,244 35,811 1,352 338 96 8 1,448 346 99.0% 99.0%
0-0-0-0-83-2 143,244 35,811 236 59 96 8 332 67 99.8% 99.8%
0-0-0-0-83-4 143,244 35,811 1,116 279 96 8 1,212 287 99.2% 99.2%
0-0-0-0-83-9 143,244 35,811 200 50 96 8 296 58 99.8% 99.8%
0-0-0-0-e-e9 143,244 35,811 2,192 548 96 8 2,288 556 98.4% 98.4%
Average 143,244 35,811 1,131 283 96 8 1,227 291 99.1% 99.2%

Table 9. Experiment 3: Private Eye (Configuration D)
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