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Abstract

The most popular user-authentication method is the password. Many authentication systems try to
enhance their security by enforcing a strong password policy, and by using the password as the first
factor, something you know, with the second factor being something you have. However, a strong
password policy and a multi-factor authentication system can make it harder for a user to remember
the password and login in. In this paper a bio-password-based scheme is proposed as a unique au-
thentication method, which uses biometrics and confidence interval sets to enhance the security of
the log-in process and make it easier as well. The method offers a user-friendly solution for creating
and registering strong passwords without the user having to memorize them. Here we also show the
results of our experiments which demonstrate the efficiency of this method and how it can be used to
protect against a variety of malicious attacks.
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1 Introduction

A password is the most commonly used authentication solution to protect important or personal informa-
tion from unauthorized access, but they can be quite vulnerable to attack and inefficient for users as well.
The individual user’s password composition and security awareness are key to the security of the pass-
word. Although its importance is emphasized, many users prefer to compose a short and simple password
and to use the same password in many accounts, because of the ease of remembering. Such user tenden-
cies often have serious consequences for their information and systems. An easy-to-remember password
is often easy to guess and can leave the users account open to a plethora of attack techniques, e.g., a trial-
and-error method such as brute force attack, an exhaustive-search method in a pre-arranged word listing
such as dictionary attack, a direct observation method such as shoulder surfing, etc. [9] [17] [21]. In or-
der to avoid the weaknesses of conventional log-in password systems which invite these types of attacks,
many organizations use a password meter, enforce a password policy, or carry out a multi-factor authen-
tication system. Many researchers have proposed alternatives to conventional passwords. A password
meter measures the password strength by calculating its entropy or checking its vulnerability to a dic-
tionary attack. This helps users create more secure passwords, but does not strictly require them. Thus,
users still tend to choose their easy-to-remember passwords. A password policy helps to improve the
password strength by forcing a user to create passwords that are more difficult to guess. However, a strict
policy that satisfies the guidelines can lead to user frustration with a difficult-to-remember password.
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Because policies are different for each system, it is difficult to apply the same password. Thus, remem-
bering one’s passwords can be difficult. The difficult-to-remember passwords are usually stored on a
note, smartphone, or PC. These user behaviors lead to another security problem. The recent multi-factor
authentication combines the first factor ”something you know” (e.g., password, question and answer)
with a second factor “something you have” (e.g., identification card, smartphone, credit card with IC
(integrated circuit), or USIM (Universal Subscriber Identity Module)) and a third factor “something you
are” (e.g., fingerprint, face, iris). Traditional one-factor-based authentication systems, like password, are
easily discovered. To increase the difficulty of compromising a software system, thereby improving its
level of security, many consumer-electronic-related systems commonly use the first and second factors.
The usability in these system is low. On the other hand, the security is higher because a user must pass
more steps and hold something, e.g., an ID card, security card, smart phone, etc., to log in.

Various password alternatives have been tried, such as noisy passwords, reformation-based pass-
words, geographic location-based passwords, time signature-based password, graphical passwords, and
virtual passwords [7] [19] [24] [2] [13] [10]. Despite various attempts, these methods are still unwieldy
alternatives to a strong password, because they also suffer from the dilemma of security and usability.
Moreover, all four of these attempts to improve security or usability still find it difficult to balance the se-
curity and usability, protect against illegal sharing of authentication solutions, and guarantee uniqueness.
Using a biometric as the third factor, e.g., a fingerprint or face, is the best method to improve these limi-
tations and simultaneously enhance security and efficiency. While this approach is highly attractive, it is
not easy to obtain high key stability to bind a password, since each time a sensor acquires an image, the
image will most likely be somewhat different. To address this issue, we propose a simple bio-password
method using eigenface-based confidence intervals. This will allow the creation and use of strong pass-
words, which will not need to be memorized by the user. This approach also permits for the creation of
strong passwords, while side-stepping the need for a password policy, while likewise avoiding the need
for memorization or even input. Finally, this method also protects against the many different forms of
attack and weaknesses noted previously in this paper.

This paper is an extended version of our ICTC 2013 paper[12]. We are making it available in order
to have more detailed descriptions and reasonable evaluation in comparison to its short version. The
contributions of this paper are to describe a technique for generating the strong and easy-to-use password
in more detail[12]. Obviously what one would want in password systems is a ideal system that uses a
strong but easy-to-use password for each user and is safe for a variety of attacks. The strong password
has a high combinatin rate, long length, and uniqueness. The high combination rate means that the
letters, numbers, and special characters are uniformly mixed. The long length means a length more than
the length defined by the password policy, and the uniqueness means that the same password among a
user’s passwords does not exist. Nevertheless, this strong password should be easy to use. The basic
idea of our scheme is to extend the biometric-based confidence interval set introduced in [11] and to map
unique information from a website or app, such as a domain, to the expanded set. The biometric-based
confidence interval set is the result of a scheme for extracting stable values from ustable values based on
noises data such as biometrics [11].

Additionally, the passwords generated by the proposed scheme also are evaluated and compared with
the hacked passowrds that were actually used and the collecteded passwords by anonymous surveys. In
the short version, we mainly focused on introducing our idea, and experimented with creating a few sam-
ple passwords with just a few face images. In contrast, we used AR Face DB[14] to generate the strong
passwords and the 14 million passwords in the RockYou list[4] and the collected 245 passwords[15]
collected from 109 users.

The organization of this paper is as follows: In Section 2, we will describe issues for strength and
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usability of passwords and confidence intervals with eigenfaces for extracting stable values from unstable
data. In Section 3 we will present an outline of our suggested approach along with the algorithms which
are needed in its implementation. Section 4 shows face-based passwords and the results of comparison
with other passwords. Finally, Section 5 presents some concluding remarks.

2 Related Work

2.1 Pasword Strength and Usability

Several previous studies have shown the weakness of passwords against many type of attacks [18] [23]
[22] [3]. Especially, Weir et al. attempted to gauge the security provided by conventional password
creation rules with the RockYou set which contained over 32 million passwords [21], [23].

Overall, user-generated passwords with few restrictions can easily be guessed and are susceptible
to dictionary or brute force attacks. The use of stronger passwords is helpful to prevent such attacks
or an additional authentication solution to protect our information from unauthorized access. Stronger
passwords can be created by using methods such as password meters, password policies, and alternative
passwords. However, most of these efforts are rather uncomfortable.

Some sites use password meters to force users to generate strong passwords [20], [8]. Early methods
of evaluating password strength were quite simple. For example, given length N and the number of
alphabet C, the strength is calculated as Nlog2C bits [5]. This strength is a result of the length and
character composition.

More recently, password evaluation involves the measuring of password input by noting the password
length. Certain attributes are preferred, such as the presence of uppercase and lowercase letters, numbers,
symbols, etc., while other features are avoided, like character repetition, letters placed in alphabetical
sequence, or the use of only letters and/or numbers.

Password meters indicate the strength of passwords and help users generate stronger ones, as shown
in Fig 1. Although feedback with a password measure is provided, many meters to measure password
strength have limited accuracy because their rules are over simplified and users still tend to create easy-
to-remember passwords. Moreover, such meters couldn’t work to check re-use. Therefore, increasing
the password strength is limited.

Figure 1: Example of a password meter

Unlike a password meter, enforced password policies with strong rules are more useful to obtain a
strong password than password meters. The principles of password security are included, such as [1].

• Longer and more complex password

• Uniqueness (one password per one website or account)

• Increasing change regimes (change password once a month)
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• Reduction in the allowed input error rates (three times to input error)

The use of longer and more complex password is the first step toward a secure password. The
OWASP (Open Web Application Security Project) has recommended best practices for password length
(a minimum of eight and a maximum of 160 characters) and complexity (combination of uppercase let-
ters, lowercase letters, numbers, punctuation marks, mathematical and other conventional symbols) [19].
On the other hand, with this recommended length, the average length of representative password lists is
about 7 characters [23]. Password uniqueness is also an important attribute to consider when creating
a new password which does not reuse in anywhere. However, it is difficult to satisfy uniqueness be-
cause there is a memorization problem that requires the user to have to remember a number of passwords
that are as many as the user’s accounts. The guidelines of the GIACP (Global Information Assurance
Certification Paper) have suggested that a user cannot reuse any of their previous five passwords [6]. Ac-
cording to the experimental results of Poornachandran et al., among many studies on the uniqueness or
reuse of passwords, about 59 percentage of users reuse their passwords for multiple accounts and about
35 percentage of users of major SNS websites, including Twitter, Facebook, and Gmail use extensive
passwords [16]. Liao and Yu revealed password repetitive patterns and the way these patterns would lead
to reconsideration of a password security policy [25].

In addition, users are required to change their password once a month or once every three months
in systems with increased change regimes. Furthermore, users are required to exactly input such longer,
more complex, frequently changed, and unique passwords. Users who exceed the allowed input error
rates have to prove their own id or right to access with another independent authentication process. The
user then has to generate a new password again. Ideal passwords based on these enforced password
policies are not only more difficult to guess but also harder to remember. Many users may write them
down on a notepad or store them in an electronic device such as a smart phone.

Most users tend to select the easier way rather than the more difficult one. They often create short
and simple passwords, reuse them for multiple accounts, use them for a long time, and write them
down on a note. This behavior causes other vulnerabilities for password-based authentication systems.
This situation is known as dilemma or trade-off between security and usability of passwords. Some
researchers have overcome such trade-offs by proposing generation, management, or support methods
to ensure a secure and usable password; there are noisy passwords, reformation-based passwords, ge-
ographic location-based passwords, time signature-based password, graphical passwords, and virtual
passwords [7] [19] [24] [2] [13] [10]. However, these attempts have not yet been implemented because
most of them are impracticable or not secure enough.

2.2 Biometric Stability by Using Confidence Interval Analysis

Overall, the best way to design strong authentication involves combining one of the previous factors with
the third, ”something you are”. Security and efficacy are most readily acquired through the use of this
type of multi-factor approach founded on the incorporation of biometrics. However, though this approach
holds much potential, currently, biometrics is not easily adapted for use in present cryptography-oriented
two-factor systems. It is especially challenging to maintain stability of key features in biometrics as the
visual data acquired by sensors will always be a little different. Fortunately, Eigenface-based confidence
interval sets can help to integrate biometrics into traditional passwords systems. The use of such sets as
predictors of recognition performance has already been proposed [11]. Then can improve the stability of
data received from biometric input. The concept of confidence interval set CIS generation is founded on
a T-test which uses varied visual data of the same face.

The algorithm 1 is for generation of CIS to get the stable values from noise and unstable data or
signal. This generation algorithm includes methods for calculating a principal component pci based on
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the Principle Component Analysis (PCA), taking a test value t, and generating a confidence interval
cii. Given t, x̄,s,u,v, and ci; set B( j) = pci( j), where 1 < i < m and 2 < j < n for the input; and set
CIS = {cii}m

i=1 for the output. The algorithm produces CIS as an output using the parameters listed
above. The formal description of this algorithm 1[11] is as follows:

Algorithm 1: PRE TCI GENERATION

CIS, x̄i, si, ui, vi← 0 ;
t ← t0.01(n−1) ;
for i← 1 to m do

x̄i← 1
n ∑

n
j=1 pci( j) ;

si← 1
n ∑

n
j=1 pci( j)

2− x̄i
2 ;

ui← x̄i− t · si ·n−
1
2 ;

vi← x̄i + t · si ·n−
1
2 ;

cii← (ui,vi) ;
CIS←CIS∪ cii ;

Figure 2: Example of cii in CI and pcB
i in B

The CIS is stored securely such as private key and is used to compare with m principal components of
a new acquired face as the input data. Given CIS and new face B, we check whether pcB

i in B is included
in cii = (ui,vi) of CIS as shown in Fig. 2; the result iri is shown in Eq. (1). The sum of iri for m is the
inclusion rate, IR. The IR is used for a recognition or prediction in the previous work, but it is used to
get a permission to generate a bio-password with the CIS as described in the next section.

iri = 1, i f (pcB
i ≤ ui)∧ (pcB

i ≥ vi) (i = 1, ...,m) (1)

3 Bio-Password by Using a Map based on Confidence Interval

This section presents a new password generation algorithm for face-based user authentication systems.
The proposed bio-password scenario presented in Fig.3 is the same as the scenario in general password
systems with the exception that this bio-password scenario uses a picture instead of a typed input. The
algorithm converts the picture into a password, which is automatically entered into the system. The
algorithm uses information, which identifies each website like the domain, and confidence interval set
based on eigenfaces. Previous studies usually extracted features from the eigenfaces by using complex
extraction methods for an effective matching process. Unlike previous studies, this paper uses the differ-
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ence between the lower and upper bounds of the CI based on the eigenface, which is a simpler approach
compared to the complex feature extraction process.

Figure 3: Scenario for face-based password usage

The proposed scenario with the algorithm gives the user some certain benefits in relating to security
and usability as follows:

• the user does not need to remember passwords.

• the user does not need to type passwords into the password box.

• the user does not need to enter the same password multiple times.

• the user does not need to worry about creating a strong password that conforms to the password
policy.

For the accurate functioning of the bio-password authentication system, the password system must
extract a fixed value, which is the registered password, from the registered user’s face. Generally, the
values extracted from biometrics, including those of the face, are not stable. In order to extract a suffi-
ciently stable value to use as a password, we designed a password generation algorithm using a CI. The
proposed bio-password generation scheme consists of three steps as shown in 4: acquiring permission
for access to the CI set (step 1), generating a specific code for the account (step 2), and generating a
bio-password (step 3). Prior to the execution of these steps, the user must have a CI set. If a CI set is
not available, create a new CI set with the user’s face by means of algorithm 1 mentioned previously in
Sec. 2 [11]. Although there are various methods for storing the password, this paper assumes that the
generated CI set is safely stored in the user’s smart device. The saved CI set works like a master key or
security certificate in the proposed scheme.

The first step is similar to an access control step and involves getting permission from the user for
using the CI. After acquiring the license, the CI-based information for generating a password is obtained
in the next step. In order to obtain this information, the captured image of the face is used to generate the
eigenfaces F = {pc1, ..., pcm} for the number of principle components, m, which equals the size of the
CI set CIS = {ci1, ...,cim}, where cii = (ui,vi). When the i-th element, pci, is included in cii such that
(ui ≤ ri) and (ri ≤ vi), the inclusion rate R increases by one. The value of R indicates how similar the
registered face from the CI set is to the face F in the photo provided for authentication. If R is greater
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Figure 4: Steps for the proposed bio-password generation

than the threshold value T for permission acquisition, the final output of this step can be obtained from
the CI-based information as shown in Fig. 5. The CIS includeing wi can be represented by a cube map
with three coordinates, (u,v,w) as shown in Fig. 6, and it consists of characters with 26 uppercase letters,
26 lowercase letters, 10 numbers, and 32 symbols in ASCII.

Figure 5: Composition using CIS

Figure 6: The cube map represented by CIS

The second step in the authentication process is the generation of unique information from the
site to allow login. Each website or app has unique information such as domain, IP, and identifica-
tion number, which can distinguish it from other websites and apps. This information can be used as
the input value in the second step. The output in the form of (x, y, z) can be used in combination
with the output of the first step. In the proposed method, we used the domain with XOR, ADD, sep-
aration, and merge. The constituent characters {c1, ...,cn}of a domain are separated into three parts
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Cx = {c1, ...,ck1},Cy = {c1, ...,ck2},Cz = {c1, ...,ck3}, where n is k1+ k2+ k3 and Ci is the i-th charac-
ter of the target domain represented in ASCII. Following this reconstruction of the domain, (x,y,z) is
formularized by 2. However, this reconstruction is not limited to this formula.

(x,y,z) = (
k1

∑
j=1

c3 j−2,
k2

∑
j=1

c3 j−1,
k3

∑
j=1

c3 j) mod m (2)

The third step with the algorithm 2 is for generating a bio-password using the CIS from the result of
the first step and (x,y,z) from the result of the second step. Additionally, given the password length n and
change count c, (x,y,z) is applied to this map as shown in Fig.7 to determine the target bio-password.
The password length n depends on the password policies of the target websites. Finally, the bio-password
consists of algorithmic operations in the algorithm 2 as shown in Fig.8. This password represented on
the map in Fig. 6 is shown in Fig.9. The password obtained from the bio-password extraction algorithm
in the third step is automatically applied to the password box.

Algorithm 2: BIO-PASSWORD EXTRACTION

biopwd []← 0 ;
w← (uz+c + vz+ c)/2 ;
for i← 1 to n do

biopwd [i]← u(x+i−1) mod m⊕ vy⊕w ;
biopwd [i]← biopwd [i] mod (p−q) ;
biopwd [i]← biopwd [i]+q ;

Figure 7: Example of the usage (x,y,z) on the CIS

Figure 8: Example of bio-password composition in the CIS
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Figure 9: Example of the bio-password on the CIS-based map

Table 1 shows examples of bio-passwords of lengths 8, 10, and 12 characters for eight websites. If
needed, we can generate a longer password by using the bio-password extraction algorithm and taking a
photograph. The number of passwords that can be created in this process is m3 for a face.

Table 1: Example of Passwords by Extracted Bio-Key

Website
Bio-Password Length

8 10 12
facebook +”$ˆ0Mwc +”0MwcV +”0MwcV/K
naver 7xk‘X#5/ 7xk‘X#5/n’ 7xk‘X#5/n’0u
google F907xk‘X F907xk‘X#5 F907xk‘X#5/n
sbs 0MwcV 0MwcV/K 0MwcV/K%:
nate >cQFrr*y >cQFrr*yTv >cQFrr*yTvA[
microsoft $u>cQFrr $u>cQFrr*y $u>cQFrr*yTv
shinhan Sv4/.HQi Sv4/.HQi#* Sv4/.HQi#*&F
nonghyup v5A*C.Rg v5A*C.Rg,N v5A*C.Rg,NE”

4 Experimental Results

We evaluated the strength scoring provided by a password creation policy against the bio-passwords and
real life password-datasets. We assessed the effectiveness and security for our scheme by implementing
the algorithm in MATLAB and used AR Face DB as grayscale face picutures [14]. The face-based CIS
was calculated with reference to the algorithm PRE TCI GENERAT ED, which becomes an effective
tool for extracting stable information from unstable data or noised data like biometrics [11]. The strength
scores in this test were compared by collecting the RockYou password list (Dec. 2009), the Facebook
password list (Sep. 2010), and surveyed password list (Dec. 2015) as real life datasets. The RockYou
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list, which was users’s passwords in RockYou.com, is a large-scale password list that has been hacked
and released [21]. For the experiment, the number of available passwords by the list is about 14× 106

passwords. The Facebook password list was leaked or stolen from the website, and then it was also posted
for generating and testing passwords for a good reason. The surveyed password list that contained 181
passwords was collected for this experiment from a college freshman who usually create their accounts
and passwords in 2 or 3 years. The test module for evaluating strength of passwords was implemented
by applying a policy in www.passwordmeter.com. There are two indicators to represent the strength: a
score and complexity. The score is added or subtracted as to whether or not the given condition in the
policy is satisfied. The complexity is determined by the calculatd score such as below 20 is ’Very Weak’,
21-40 is ’Weak’, 41-60 is ’Good’, 61-80 is ’Strong’, and above is ’Very Strong’.

The test datasets were divided into G1 to G4 as follows.

• The bio password list by using G1

• The RockYou password list by using G2

• The Facebook password list by using G3

• he Surveyed password list by using G4

Table 2 presents password information in terms of how many uppercase letters, lowercase letters,
numbers, and symbols are contained in each password list on average. The average of the length is
almost the same with 9.98 in G1, 8.75 in G2, 9.35 in G3, and 9.66 in G4. On the other hand, the
component ratio differs. The percentage that contains uppercase letters and symbols are 4.35, 1.25 in
G2, 1.74, 1.75 in G3, and 5.89, 5.15 in G4. The passwords in these lists are overly weighted in term
of the lowercase letters and numbers. However, the percentage that contains an uppercase letter and
symbol in G1 are 21.53 and 41.21, respectively. Uppercase letters are almost the same as the percentage
of lowercase letters and numbers. Considering the number of symbols in the proposed scheme is 32,
which exceeds the number of uppercase or lowercase letters, the percentage that contains a symbol in G1
is reasonable in comparison with other lists. These results show the composition of the passwords by the
proposed scheme is the best because of impartiality.

Table 2: Password information from each password list
Password lists G1 G2 G3 G4
Number of passwords 12,508 14,342,307 2,493 181
Average of length 9.98 8.75 9.35 9.66
% that contain uppercase letter 21.53 4.35 1.74 5.89
% that contain lowercase letter 20.98 61.04 67.30 49.14
% that contain number 16.29 33.36 29.20 39.82
% that contain uppercase letter 41.21 1.25 1.75 5.15

Table 3 lists the password strength score for different lengths. Table 3 and Fig.10 show that the longer
the password length, the higher the score. The score 86.40 of 8 characters in G1 is larger than the score
42.65, 37.90, and 68.22 of 12 characters in G2, G3, and G4, respectively. As can be seen from the table,
the passwords in G1 using the proposed scheme shows the best performance when the average strength
score is 95.31 and the complexity is ‘Very Strong’.

Despite of ’Very Strong’, the use of the proposed bio-password such as those in G1 is very con-
venient. There is no typing and remembering user’s password of the target site. When the user simply
touches the password input box and takes a face with the camera in smart device stored CIS, the password
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Table 3: Strength score with different length
Password lists G1 G2 G3 G4
less than 7 62.07 29.18 22.57 40.36
8 86.40 35.39 31.54 49.03
9 94.26 38.06 31.80 52.97
10 97.97 44.64 40.59 60.19
11 99.34 42.10 42.83 58.37
12 99.81 42.65 37.90 68.22
over 13 99.90 50.94 37.22 87.00
Average 95.31 36.83 31.96 57.03
Complexity Very Strong Weak Weak Good

Figure 10: Strength score on each password group with Different Length

of the target site is generated and input by the proposed scheme. After generating it, the used face image
is deleted. Moreover, the user can create and use passwords as many as registered sites or accounts.
Given user’s password pwd = {pw1, ..., pwl}, pwi 6= pw j with our proposed scheme. This means there
is no repetitive use of passwords. Resolving the problem of repetitive use of passwords improves the
security of the password system incomparably.

5 Conclusion

Ginven the results in Sec. 4, the trade-off between security and usablity of passwords, and the recent
interest into the next generation authentication, the bio-password-based password system is worth inves-
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tigating more. Futhermore, today’s smart devices have a variety of built-in biometric sensors, as good
face and fingerprint sensors in them are common for user authentication and iris sensors have also begun
to be equipted. We designed and implemented the bio-password scheme which uses face and confidence
interval sets to improve the security and usability of the log-in process. The proposed scheme offers
user-friendly solution to generating strong and easy-to-use passwords. The results of our experiments
show that the average strength is ’Very Strong’ while other password lists are ’Weak’ or ’Good’. The bio-
passwords with ’Very Strong’ strength are also robust against a dictionalry attack, a brute force attack,
and attacks by any other password guessing or observation methods.
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