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Abstract

With the rapid development of computer technology, role of computer in people's
production and life in the increasingly, become an integral part of daily life and work. Computer
often save people live or work in the privacy of files. Because of personal protection awareness
IS not strong enough, or attracked by criminals, the event of privacy leaks often happen. This
may hurt people's property, spirit, personality rights violations in different degree, which allows
us to the necessity and importance of protecting the privacy of the electronic data of deep
consciousness. Therefore,design an electronic privacy data protection system which simple
operation,friendly interface,wide range of application is particularly necessary.Privacy
search,privacy destory,privacy protect is the three main themes.a design based on electronic
data privacy protection system on Windows platform.

This paper first introduced the research status in China and abroad in recent years the field
of information security, the electronic data privacy protection background, significance and
innovation research.In this paper,the author researched the newest technology of the privacy
and data protection both in China and abroad,seccessfully resolved the browser using
traces,commonly used software,the system traces of history,media play-history,download
history and so on.Protect the users' privacy all-around.And then analysed the FAT file system
and NTFS file system of Windows disk type.Designed a file analytical engine system.And
analyzed the new features of NTFS--USN,with the combination of SQL database technology to
design a fast file search engine.Based on the search engine,design the embedded document
search system,fast file destruction system,disk wipe system.Realize the user privacy data
discovery and destroy.Then researched the technology of data encryption,based on AES
encryption algorithm,design of a file encryption method.Aiming at the defects of the traditional
encryption methods and problems, in-depth study of the virtual disk encryption technology
based on filter driver, security mechanism and the file system filter driver model and the famous
disk encryption software TrueCrypt to carry out in-depth analysis, design a virtual disk
encryption method, realize the effective security of user privacy data.

Privacy and data protection system based on Windows operating system is designed in this
paper, and strive to become a comprehensive functions, stable performance, friendly interface,
easy operation of the product. Through system integration, the automation of the one button

operation, easy realization of user privacy and data protection.

Keywords: Privacy protection; Privacy clear; File search; Disk wipe; Data encryption
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