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Abstract

Abstract

With the rapid development of Internet, the data network scale expands unceas-
ingly, on the basis of data network business is becoming more and more widely ap-
plied, the operators and enterprises, business data in operational management had to
spend a lot of manpower and material resources. In operations management, real-time
fault early warning is one of the most important part of early warning and fault rapid-
ly and accurately, the questions in the business environment can be found at the fast-
est speed, to avoid failure to bring serious loss in a timely manner. Under the envi-
ronment of big data, the real-time fault early warning theory and implementation
mechanism, in the real operational management has a great practical significance.

The real-time traffic warning is one of the most important, through traffic re-
al-time warning, can greatly big feedback failure of the business. Therefore, the re-
search emphasis of this article is mainly aimed at flow sequence of anomaly detection.

The research content mainly includes two parts: traffic anomaly detection in large
data environment, and the accuracy of real-time of traffic anomaly warning.

1, In terms of the accuracy of traffic anomaly detection, N-ARMA model of traf-
fic anomaly detection algorithm is proposed, the algorithm based on prediction model
of time series ARMA model, the model parameters extraction and optimization model,
and use the sequence prediction deviation of normal distribution fitting, build anoma-
lies can set range. Finally by comparing the wavelet algorithm and permutation en-
tropy algorithm, the experiment showed that N-ARMA model of optimal detection
algorithm in accuracy.

2, Under the environment of big data in real time warning, Propose a real-time
distributed computing framework based on the Storm, is a combination of Kafka dis-
tributed message queue, reliable transmission and use nginx and jetty as a front-end
load balance. Finally through comparing the traditional centralized service framework,

the experimental results show that the proposed framework has a smaller performance



Abstract

overhead, anomaly detection delay shorter at the same time.

Keywords: Big Data; Traffic; Real-time Alarm



H %

B %

B B B e 1
L BRI R s 1

1.2 FEBRHRAR oo s 1

1.3 ZRITHHTRIIZR (oo e 2

14 WIBIGERIZHE ..ot e 3
BT HERARBIERIE e 5
2.1 FHRBETR (oo 5
2.1.1 KAFKA TATTT covcvreiiirecieie s 5

7 ] (o) {1 Y1 U 7

2.2 FEBREZEIEID ..o 9
2.2.1 BFTHI T FUSTZH oo 9

2.2.2 FEMITBEI oo 10

2.2.3 KHMITBEI oot 12

2.2.4 W TA] P73 (1 AR 1 S50 B AR DGHE T TE S 13

2.3 BRI E R e, 14
2.3.1 FEAETE T e 14

2.3.2 BERAMIRAE T TTVE e 15

2.3.3 BN IRIEME T T 16

2.3 IINEE s 17

24 ARBBINGE ..o 17
B=F ET N-ARMAKREBRERMARE .. 18
3.1 PR BB EAEME o 18
311 A oo 18

312 A FEIEME oo 19

32 N-ARMA FEBINT ..o 19



H %

3.3 N-ARMA BEBIHIEETT 3K ... 19
3.3.1F1 HIEME S P TR RFIEE (oo, 19
3.3.2 F2 Al EAS DX TR T BRI oo, 24

34 ZKEEINGE (..o 25

BUE ET N-ARMA HEMNSHEHEIESEE ..o 26

8.1 SEBETTIR oo 26

4.2 SERSBARTAALIE .....ooovvoeeeeeeeeeeeeee e 26

3 REBFTITRMESHBENIESET oo 28

AAFLL, BIEERRIE ... 31
() OO 31
BA4.2 FLILIYKIIE oottt sttt 32
BA.3 FLL2YREIR coveeveveeeeeeeeee ettt 33
BA4 FLLBYRIIR oottt e ettt 34

A FLEEBUIAL ..o 35

4.6 FL(L3)TIMAEE ..ot 36

A7 F2 BRERMBISZIE IR oo 37

4.8 N-ARMA(L ) REBIFTIZTR ..o 38

4.9 BEEMISEIY ..o 38
891 BHEBE oo s 38
4.9.2 T A B G T e 39

810 ZRFEIMEE (oo 40

FHE Storm SHARAER RETAEIES ..., 41

Bl BAERIEEL (oo 41
5.1.1 RGEEHIERIBETT oo, 41
5.1.2 RGUBARIIAE BT oo 42
5.1.3 I T oo 43

5.2 FELHIEET ..o 45
B.2.1 TEEEE oo 45



H %

5.2.2 BB TIALE ..oooviieeecee e 47

5.2.3 LIS TZE oo 48

5.2.4 N-ARMA S5 R IIBIIRIEE oo 49

5.3 BRGESEI ..o 50
5.3.1 BRGUIAB oo 50

5.3.2 FEIESEI oo 54

5.3.3 RAIMEREGHTIE ..ooiviiieecee e 57

5.4 FEZBIFEE ..oooooeeeceeeee e e 58
B4 L AT oo 58

4.2 BB vt 59

5.4.3 BRGHELLE I ooovveeeee et 59

544 FEELZE R i 59

5.5 ZREEINGE (..o 60
BARE BEERE ..., 61
Bl BB e 61

B.2 FBEE ..o e 61

e =l RO 63
BOESE A HAEI Z FREIZEARIBI oo 67
1 F T T TPV 68

VI



Contents

Contents

Chapterl INtrodUCTION.........ccoiiiiiieiie e 1
1.1 Background and SignifiCanCe .........cccceriiiiiiiiiiiecee e 1

1.2 RESEAICH STATUS ...t 1

1.3 ReSEArCH CONTENT ........oiiiiiiiiiieeeee s 2

1.4 Dissertation Organization ............cccceivveiieieneeie e 3
Chapter2 Related Technologies and Theoretics............cccccociivciinnnnnnn, 5
2.1 Related TeChNOIOQIES........cciviiieiiecie et 5
2.1.1 Kafka INtrodUCTION ........ooveeiiiiiieiciesees e 5

2.1.2 StOrm INTrOQUCTION ......c.vetiiiiiiciieee et 7

2.2 Network Traffic Models and TheoretiCs ........cc.covvrieieneie s 9
2.2.1 Time Series INtrOdUCTION . .......c.cviiiiiiieie e 9

2.2.2 Short-range Dependent MOdelS ..........cccoviieiiiiiiieiec e, 10

2.2.3 Long-range Dependent Models..........cccooviieiievieicceese e 12

2.2.4 The Correlation and Partial Correlation.............ccocoovvniiiincncicnn, 13

2.3 Reasonable Parameter Estimation Methods ............cccccocvoneiiiincncn, 14
2.3.1 Moment EStIMALION. .........coiiiiieiiiicee e 14

2.3.2 Maximum Likelihood EStIMation.............ccocevvviiieneic i, 15

2.3.3 Least Squares EStIMation ...........ccoeoereiinineiieieee e, 16

2.3.4 SUMIMAIY ...ttt bbbttt b et 17

2.4 SUMIMAIY ..ottt bbbttt et e nne s 17
Chapter3 Traffic Anomaly Detection based on N-ARAM.................. 18
3.1 Related Characteristics of Network Traffic............ccccoviiiiiiiiicicen, 18
3.1.1 Self-SIMIAIILY ..o 18

3.1.2 INSEADTIILY .o 19

3.2 N-ARMA FOrMUIA ..ot 19

3.3 N-ARMA MOEliNG ....ceeiiiiiiiee e 19

VIl



Contents

K J0C 00 I o IV oo [=] T3 T OSSR 19
3.3.2 F2 MOGEIING.....coiiieiiiie ittt 24

34 SUIMIMABTY ..ttt ettt st et e e sie e bt e bt e e e e e naneenes 25
Chapter4 Model Validation and Experimental Analysis ................... 26
4.1 Experimental SCREME ..o 26
4.2 DAta PreproCESSING ...cceiuieieiieieieiieie sttt sttt sttt 26
4.3 Stationarity and Pure Randomness Analysis of Flow Sequence.............. 28
4.4 F1(1, q) Fitting Analysis and Statistical TeSt ............ccccccviieniiiniiiciineniene, 31
B.4.1 FL(L,0) TESE..ververiveeereeeseeeeeeeseeesereseeseeeseeeseses ettt et eeeieeseseseseseeees 31
B.4.2 FL(L,L) TESE.ververeeeereeseeeeeeeseeeseeeseeseeese st eese s tees s eeseeeseses e en e 32
O ) T 11 SO oY 33
A48 FL(1,3) TESE ..ot 34

4.5 F1 Model OptIMIZATION.......ccoiiiieriiie i 35
4.6 F1(1,3) FOrMUIA......coiiiiiiiiiiece s 36
A7 F2 FOIMUIA ..o e 37
4.8 N-FARMA(L,3) FOrMUIA ..ot 38
4.9 Anomaly Detection EXPeriments .........ccccoeiveiiiiieieesie e 38
4.9.1 Data SBIS ....ocveiiiiiiiiie i 38
4.9.2 Experimental Results and Analysis.........ccccoovivieiiieic i, 39
410 SUMMIATY ...ttt nb bbb 40

Chapter5 Distributed Real-time Traffic Anomaly Detection System 41

5.1 GENEIAl DESIGN ..ttt 41
5.1.1 System Logic Structure DeSIgN ........cccvevveiiiieiieiie e 41
5.1.2 System OVerall DeSign ........cccoveiiiiiiieiie e 42
5.1.3 Data Model DeSIgN .......ccovviiieiiecee st 43

5.2 Detail DESIGN.....ccciiiiiiiiecciie ettt 45
5.2.1 Network Traffic COIECE ..........cooeiiiiiie e 45
5.2.2 Data PreproCeSSING.......civeueiieeieerieeeeseesteaeesseessseeesseessesssesseesseessesses 47

VIl



Contents

5.2.3 Traffic Statistics and Anomaly Detection ...........cccccevvevveveiieeveerienn 48

5.2.4 N-ARMA MOGEliNg .....ccooviiiiiiiiiieessse e 49

5.3 System IMpPIementation ..........ccccooieiiiiiiieiee e 50
5.3.1 System ENVIFONMENT......c..oiiiiiieieieiesiestese e 50

5.3.2 Database Implementation............ccccceveriiininiiieee e, 54

5.3.3 System Performance and Delay ..o, 57

5.4 Frameworks COMPANING .....cccveiieieieeieiieeseesie e see e saesrae s snesree e eesinas 58
O.4.1 Data SOUICE ......coiviiiiiiiiiticit e e 58

5.4.2 Hardware EQUIPMENT ........c.cooiiieieic e 59

5.4.3 SYStEM FrameWOIKS.......ccoviiieiieiie et ce st 59

5.4.4 Compare RESUIES .........ccoiiiiiiiieiee i 59

5.5 SUMIMBIY ...t nne s 60
Chapter6 Conclusion and OUtIOoK............ccco v 61
6.1 CONCIUSION ..ttt 61

6.2 OULIOOK. ... s 61
RETEIENCES ... 63
Papers Published During Study .........cccccceviiiiiiiie e 67
ACKNOWIEAGEMEITS ...eiivieieie et 68



i)
ok
Ju
ull

’
it
it

LIHREER

P 5 B DO (PR PO RSN BT oK, 5 20 IO ) 5 o 2 P o 2%
K2 . SR % b — s el R R S BA T R E R, 6
11 2001 4= 6 H (145 Bty , Code-Red i HUANTE 9 /NP IR H% T 250000 A1+,
B R A TR 26 1236 M 7F 2003 4 1 A, SQL 1) Slammer 7% 7 K& ,
INAE 5 P LSRR 12 (3 rBikE. TG R, 4RSS B, 8L
BN E A Y, RE S [ NS IR 18T o a0l R B 3 4 1 KA
W28 it 36 B i 2, AIEE, A ENAE, ATh 2 I A8 4 4R Ak T s ) K i) et o

SN % KB T LA Sl 25 Bt B K R Al FE I 4R T TR S AN T K E
MINTT, KER . SR MR T R is 48 TARIRAT b () S B i 5y, B
W N S IR LR, REIRS FIPERETRPR, LAk ERIRS HIRE . 18
2 JE e B B EARE TR TR & N RIS AT ISRV IR S I B B, T
N9 W A7 AE E RN, (A T N2 5 D0 SR A Ja ) 1) . DRI, S R
55 T SIC IS B TR S dE A B A AN/ . Hor, R TR R WA IR
B H B o

TEAR G e 4 B, BURCH WL A ik N AR B8 B 4% P s i L 555k T30 ik
SEVUEL ) BME, iRl H TR BB e, (Rl S, 207 BT N A4
BT o (Rl i 7 VR KNS, 2 B0E RBHE L 2 I, RARE LU &, P E S
FBYERR, MRBCERRED T, K SEERE OL LB, AARIARBIE,
ZoE BTN B Sl AEAEBORIER, SOl ks ™ e Rk g, iR
BRIk . Hytk, DAZURF 50 58y m] 58 HLPRSE I S5 Al 77 22

1.2 R

FEIS 8] PP 50 1) e R 40, [ A DT — e SO . /N gt 4N
FEZEE O B LRI [P 21 e B A B0 o /N 20 BT DR R AE T e 4R L2



ORHE PR T SR R S AR D SV KT 7T

I M PP S AL I T35 A3 b P AE B AR AIE (B R I 8] 7 570 7 A 388 5 5 S
YRR, AN AT AT SRR AR RO, RIRR 1) 1 HAE T 5 R BRI IR A% 50
e BN AR, ARSI TR R RO R, HEIR A B 2002
DR E52 8] 75 TR ORTE .

FEMZE NS, B AT A D SRR F . Kwitt A1 Hoffmanl145 A fi2
HAE A B FRPER PCA BRLRAG I M 2%Vt & 5725, ShenlBI%E AR HIE TR &
P £8AT R FE bR 0 S R 732 b4, Karasaridis15E A3 H T a1 )=
2R (RIS 773, Jin S5 N R 7 78 b I 22 2% 18] B I 2% N AR A 7 425  Sang A Lt
AT AT ARMA BERDR TN P20 &, [FIREH, Chot™ 4 Ak x| 5
MBS H T —MEREN 7%, Feldman 55 AR F T TN 1M i &2 1 2
EER, ST AR T R R M 2% 1 752, Yureik A LT3, DK PlonKalt!
SETRATR IR T e FH P 45 3 1 1, GongtSIH2 H ) ) FH Do 28 i A5 J2 Sk A
I JURHL B NAR 17505, BivensMeIZE A Hh A8 A 22 I 46 A7 I 2 N AR A, 4
AT AR Hh A P TN R ¥ A S R R A A Dy B P 27

FERE I, [ A MR 2 AT A B EAT T KRR SEERT UM R ST K L
B, Wr2 AL L BB S e . MRS U7, ATRIAE S
Poisson AN IE I 2 Ketim i i, ST ER AR kR . I
VP2 AR B B 2 S T, e 22 R TS 190 N . [N
WA V2 B A SUR R 72 TR, Rk E . LR,
BT PR ) E AR GHBIZ P B RIN A, B, TSN EEA Rt .
BE— DR TORE R v TGRSR SERHVESF A EAR A, DUSCRHSERLE N E R e
JTURZREF S AT YA R SN 5 TR 7T A A E A

1.3 BAXHRAR

nEE 1-1 fos s NASSCRIRTTE N R R R B S A BT DR &R o ARSI S it
LE SR T AR M BB, RN IR, BJa A gz AR A Y SR Y
ARGt



i
ok
Ju
ull

— : HIRSEHAE
—> . HIRELK

> Storm /44
— sk —| | somtt |
3> Kafka /44

A4

2 AR S —] _,
] mmsumitEaa |
| TR ST
g 2
@@é‘ > 3R > N-ARMAMEZ 5t
=8 =5
}]’Fﬁ gé —{ N-ARMATS 7 g 7 ‘
9
584 B% v —% N-ARAMEETL 1 4 ‘
K- '? > ARRUSTE
%31 ——{ BRI R 45 b7 \
——{ RGBT \
> SEMRE% :} RGERT \
-—»\ FG%H \

B 1-1 IR AERRE

ASCEZ W FCAN S LB P TH,  — J5 T B A R I A HE AR
— T TR ET R R BRI T, A IS RS . BRI SOtk R -

L ASCHR T N-ARMA YL S A I AR , 3 3 xoh b R A S Al g 2%
S8R W2 AR B A B e P S ST HE R R AT B o

2, AR THRT Storm (1347 S TSRS, @It g AR
HRSSHEZR, SCBaR B, ASCHEH MRS R AT BN PERETT 4, DA SBE /N 5 i
Ik

1.4 X GEFIZHE

MRS TR FC R T ) AR, R SCE A LN iRy L5

B, ik HIASCEEME R DT AE LR SRR S .

B, MRTRGR AR I/ 4 . BORERIRTT T A5 Kafka 7347 7Bk
F, Storm LI TFEHESE . BB PG CAE I 18] 2 5 B gAY, DA SR TA] Fr 1 )~ AR
FBENVRFPERDSE SO AL QAR IR 8] e SRR, AR SR Al i iR 5

3



ORHE PR T SR R S AR D SV KT 7T

B=F, /M4 N-ARMA iR WA . EZA9 T N-ARMA Jit &
AR PR R 2 7 vk, OO O 22 IEAS A0 AR R S B A o, e BAS X ) AT I &
S HHE o

FIE, RGEEESERETH. EENH T N-ARMA F 5 H) E B 1
WA, AR T SR IR AL, B AT, SRIR A SRR A A

HTE, Storm Zp A dUSER R B TUEHELE . T4 Storm SEf o34 AP &
R, JEXS AL R IR S5 AR, SEB0R I R Ge 4R Hh I HESE B SIS
LSTHIN

WNE, D45 RYE., FERINAWE S TERT 7 A4, O TRER
WD 5 Storm 43 A5 USRI AL B (R 78 TAE, [FIREF— B R A AT JR 2



Degree papers are in the “Xiamen University Electronic Theses and
Dissertations Database”.

Fulltexts are available in the following ways:

1. If your library is a CALIS member libraries, please log on
http://etd.calis.edu.cn/ and submit requests online, or consult the interlibrary
loan department in your library.

2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn

for delivery details.



