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Abstract

Abstract

With the development of public security information technology, application level public
security departments of information systems has been greatly improved. This has reduced the
cost and increased efficiency and brought a lot of convenience, but the complexity of the
entire information system is also increasing. At present, the international information security
situation is becoming increasingly acute, the development and popularization of the IT
technology has greatly increased the risk of leaks.In this context, public security information
system managers are facing not only the operation and maintenance issues but also the
network security issues. They should form a comprehensive network security operation and
maintenance monitoring mechanism to ensure the availability of information systems, to
ensure that all security rules and regulations can be implemented effectively, thereby ensuring
the availability and security of information systems.

In this dissertation, the research and implementation issues the public security network
oriented intelligence operation and maintenance and monitoring system, in-depth analysis of
the information system availability and security are embodied by which indicators, and how
to monitor these indicators, this critical issue, then the system framework and each module are
designed, and finally the system is developmented and implemented.

This dissertation starts from the network devices , network topology and hosts |,
investigated their respective performance indicators, data collection methods and data
comparison methods. For network devices, its network performance, routing tables, ARP,
Vlan table, IP address and network topology is the focus of the monitoring, because they
reflect the operational status of the network system; for the host, server performance basis,
services and processes status, the operating system and patches are need to focus on. In
addition, this dissertation presents a network operation and maintenance automated business
solutions, can greatly reduce the workload of network administrators. All of the indicators are
discussed in SNMP and WMI  about the feasibility to achieve.

Based on these studies, the dissertation designed and implemented a public security
network oriented intelligence operation and maintenance and monitoring system.The whole

system is based on .NET environment, adopting a modular hierarchical design with portability
Il



and scalability.
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