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Abstract

Since the 21st century, computer and network technology as the leading
information technology is undergoing a revolutionary change. Along with the rapid
development of information technology, more and more information management
systems have entered into all walks of life, which provided auditing, management,
information archiving and so on. At the same time, Computer Crime and Internet
Crime are growing up. The electronic evidences become so important in judical field
that the electronic forensics received more attention. The electronic forensic is a
comprehensive technology which combines with jurisprudence, science of evidence,
science of criminal investigation , science of computer and technology. In America,
70% of justice department are supported by Computer Forensic Labs(CFL).In China,
CFLs are also growing up. A kind of standardized and informationized manager
system for CFL is badly needed, which is helpful to improve the CFL’s daily work.
For this requirement, we designed a Computer Forensic Lab Manager System to
provide the automatized, standardized, streamlined and highly-efficient service for
electronic forensic works.

In this thesis, a Computer Forensic Lab Manager System(CFLMS) will be
designed. We will use B/S(Browser/Server) technology, rich Internet application , JSP
technology .The database is developed by SQL Server, which complete the data
storage, management and daily maintenance. The main functions of CFLMS include:
inspection agency management, case management, inspection material management,
equipment management, graphical statistic and system settings. Superior unit can
manage the subordinate units and view their accepted cases. Using UML(Unified
Modeling Language) to describe CFLMS’s requirement analysis, system design, and
designing cases for system testing. It is approved that CFLMS can optimize the

computer forensic working flow and speed up the CFL’s daily work.

Key Words: Electric Forensics; Software Design;Database Application



H &

g = R 1
1.1 BT IR N . . . 1
1.2 ERIMATEIR . . .. 3
1.3 AN EE TR . ... e et 4

L3 L B . 4
1.3 2 SHBGER. 5

B B AR B e eeeeeeeseeseesee st e ssseestsesenasnssnessenans 6

2.1 BRI . . 6
2. 1.1 €IS BT 6

2. 1. 2 BIS B o 7

2. L 3 M T e 8
2.2 BB ERI AR . . .. 9
2. 2.1 WEB B i o oo 9
2.2.2 SQLSEIVET . . o\ttt e 10

2. 2. 3 B R T IR . 11
2.3 Internet 3ARK Internet I . .. .. oo 12
2.3.1 World Wide WEB 3R . oo 12
2.3.2 HIML AR . 12

2. 8.3 CSS HiR o 13
2.4 RGETF R . . 13
2. 4.1 ASP F R o 14

0. 4. 2 RIS . 14
2.5 AR BN . . 15
B R R AT coeeeeeeeeeeeeseeeeeeseeeesseestesesssssesesssssenssseseesenns 17



THEHUBGIE S50 % 38 B R G e it 55 50l

bt
it

3 ARG R AT T . o oo e 17
3. L LR E T AT 17

3. L 2 B AR AT 17

B 2 BB R - . 18
3. 2 L O T 18

3. 2. 2 AT 19

B 3B E R . - . 27
B A R B ING 28
IUEE BRI T oo eeeeeeeeeeeereeeeeeeseeeesssssessssensnesissns sesnsssnssnsssanans 30
A THBEREHE Y, . . 30
4.2 SRR RIEI:. ... 30
4.3 RGEIREE. ... 32
4 4 RG] ... ... 35
4.5 BUBBE . . o 36
R Ik A 36
4B W T 40

4 6 AR IN G, 42
BHEE BRI ceieeeeeeeeeeeeeeeeeeeeeseeesesessessssessssessesssssssessssesessssnssenns a4
IR d- Rk ik - 44
5. 2 AT 45
IR = b - 48
B AR BRI . 51
5. 5 BRI . . 52
5. 6 R B R . . 53



H

B T AR INGE . . 55
-y =3, oSSR 56
6. 1 TR IR N B . . o 56
6.2 RGEIIREMIR . . ... 57

6. 2. 1 IR R . e 57

6. 2. 2 THBEM R LT . e 58

6. 2. 3 THREM . 58

6. 2. A MR AL L 63

6. 3 AR ING . . 63

B BT B B oo e eeeeeeeeeeeseestesssste st e s e aaeane e e e seesaeanenaes 64
y 2 I < 64

7. 2 BB 65
BB NTIIR ccoveeeeeeeeeeeeseeeeesiteee sttt e et aeeaeasneeaasaneaaaasneaaaaaneeeeesneeeeasnnenaans 66
| 1 [ 68



THENUGIE S0 8 PR G5 Sl

Contents

Chapter 1 Preface ......iiceiiiiiniicniniicsiniicssnnicsisseicsssnecsssssesssssscsssssees 1
1.1 Research Background and Significant 1

1.2 Domestic and Foreign Research Status ..........ccoveeicccisnniccscsnnicsscsnnsscssssnssees 3

1.3 Main Contents and SIrUCLULC.....cccceeeiveeissseeessnecsssreesssnncssseecssseessssiossssssssances 4
1.3.1 Main Contents of This TheSis .......c.eevevueriiriiniiienieesiciie e 4

1.3.2 DisSertation StrUCTUIC. ........cccvveeiiuieeriieecieeeeiteeeireeesiaeeeeecesieeeraeesvaeenes 5
Chapter 2 Overview of the Relevant Technologies...........c..cccceeuuercunneen. 6
2.1 System ATCRItECLUTE c..ucevueerrueerseensuenssnensannssansisniissneiansssaesssnesssesssnsssasssssssssnsssnes 6

2. 1.1 C/S MOACL..iiiieieeiee e e 6

2. 1.2 B/SMOACL...ciiiieiieeeeeeeee e e 7

2.1.3 Comparative ANALYSIS c....ccieeiiiriieieeiieeieeieesteeieeeee e esaeeeeeeeaeeseenens 8

2.2 Database Technology Introduction 9
2.2.1 WEB Database Introduction ...........ccecceeeieenieniieniienieeieeeeeeeeee e 9

2.2.2 SQL S@IVET ....iiiieeeiiiie ettt e et e e et e e e e ear e e e e eate e e e e enaeeeeenns 10

2.2.3 Database Access TeChNology .........cccevveriiiiiniinieiinicncceceeeee 11

2.3 Internet Technology and Internet Application .........ceeueeveensuecsnecsuensanennne 12
2.3.1 World Wide WEB Introduction.........c..ccecceerieenienieenienieenieeieeseeeeen 12

2.3.2 HTML Technolo@y.......cccueviiiiiriiniiiieiieniecieeeesieee et 12

2.3.3 CSS TeChNOlOZY .....cccouiiieiiieeiiieeiiee ettt e 13

2.4 System Development Technology 13
2.4.1 ASP TeChNOlOZY ....coouvieiiiiiieiiecieeee ettt 14

2.4.2 System Development Script Language.........cccceeevveeeciieenceeenceeeeieeeee, 14

2.5 SUMIMATY ceeeervrnnriesssnrresssssnsecssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 15
Chapter 3 System Requirements..........cccceeecevnnreccsscsnnreccsssnssecssssssssecsone 17

\



Contents

3.1 System Development Feasibility AnalysiS.....c..ccceeceesvercsensencseecssnecsnensnennne 17
3.1.1 Operational Feasibility.........ccccecviieiiieeiiieeiieeieecee e 17

3.1.2 Technology Feasibility.........ccccocuieiiieniiiiiieiieiierie e 17

3.2 Functional Requirement.........ccoeeiieeiiecssnnnsnensecssnecssnecsaesseccssessssscssessssnsses 18
3.2.1 Character and PermiSSions...........ccceereeriienieniienie e 18

3.2.2 CaSE ANALYSIS ..eecuviiiiieiiieiiieeiteite ettt et eiee ettt etae e snaeeaeesnae e 19

3.3 Capability Requirement AnalysiS.......ccccecvercrrcssnnicssnnrcssnnnssiaccsssissssnncssssnes 27

R T IST 111111121 o S 28
Chapter 4 System DeSi@N ......ccoovvverrieisssrnnriccssssnnnnccssssiossiosssnssssssssssssssses 30
4.1 System Overall DeSi@N ........ccovvieirrercissencssnicsssnsssniessssssssssssssssssssssssssassssssses 30

4.2 System Classes DeSigN ...ccuueeeevereissnncsciissscrnisisnrsssnnsssssssssssssssssssssssssssssssssssss 30

4.3 System Sequence Diagram ........cceiivecirenssnncssnicssnicssnnsssssssssssssssssssssssssssssses 32

4.4 System Deployment Diagram....cccccccceecsssencssanssssssscssssssssssssssssssssssssssssssssses 35

4.5 Database Design ............. 36
4.5.1 Lo@ical DESIZN c.cuviiiiiiiiiiiieieeterieee ettt 36

4.5.2 PhySiCal deSIZN.......ueiviuiiiiiiieeiieeeiie ettt e 40

4.0 SUIMIMATY cccouveiersanecssanssssasssssasssssassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssases 42
Chapter 5 System Implementation..........cccocccereccssccnnreccssssnnreccsssnsseccans 44
5.1 Inspection Agency Management. 44

5.2 Case Management 45

5.3 Inspection Material Management 48

5.4 Equipment Management ........cccecceeecssssserecsssssscssssssssssssssssssssssssssssssssssssssssss 51

5.5 Graphical Statistic 52

5.6 System Settings 53

5.7 SUMIMATY ouuvririrrissricssnncssricssssncssssssssssesssssesssssessssssssssssssssssssssssssssssssssessssssses 55
Chapter 6 System TeSting.......ccccceevuriesssnnecscnressssrcsssnsrcsssssecssssessssssesens 56



THENUGIE S0 8 PR G5 Sl

6.1 Test Environment Introduction .56

6.2 System Function Test .........ccuveieivnicisnnicssnncnssnncssssncssnncssssnssssssssssssssssessssseses 57
6.2.1 Function Test Procedure...........ccccveeviieeiiieeiieeieecee e 57

6.2.2 Functional Test DeSIZN........cccveriieiierieiiienie et eeiee e sene e ens 58

6.2.3 FUNCHION TOST...ceviiiciieeeiieeeiee ettt e et e e s e e sereeeenee s 58

6.2.4 Test and Evaluation ............ccccveeiiiiienieeiiieieeicesee et 63

RIS 1111111 P21 o) AN 63
Chapter 7 Conclusion and ProSpect.........cceceeeeccsscsnnnicesssnsecisscsnssnccses 64
7.1 CONCIUSION ceeverireneressercssnicssnnncssanssssasesssssessssssssssisssssssssnsscssssssssssssssssssnssssss 64

7.2 PTOSPECT..cuueicrssercsssercsssrncsssrscssasssssasssssnssssssssssssssssssscssssssssssssssssssssssessssssssssssses 65

| 2 (3 () 1 o P 66
ACKNOWIEAZEMENT ....cccovvunrriiiniecinriissscinnnnessssnsnecsssssssssssssssssssssssssssssses 68

Vil



A

R A

E—E & it

1.1 REMRETRFMENX

FAERE) S JIAERT, W8S RIS BRI TG R ik, xHa Ak
BEAL AN ST B (A B ok 1 3L WRZIATTHT 3500 430 F I, 22T 1040
VG FENRE AR, )19 e, BiE. TR, 20 AR LE
AU GG ARG YEE S, FE 21 0B R BUA R K R f b
H, NERCEHNE] TE B THENER R AT AR LA ) FH
P LA TE R DU TAERR, 46 BB, AEE BRI A7 DA
Je TAE T A3 T P .

iEENSEs T NS Y 3 =M e/ o S EA NI R e A SN 2 )
TR AR, DL R R & R SR 92% L b, XA S TE
AW UG ER, 7ERNESUE A B R R H T 2, X L
TEHE SRS B 7 EdE 2% I d 2, B2 iR, AT i 2 ]
RHATHEFE, WAH I 7 BOERX T TH R gl FBOE, BEKEC
BRI (T H LB R oAl e i i 7 BORHIESE, W R %, M T
OGS Ak, B ATE i UEdR (0 H L T 2 g e, i
Horp o d:

Iy UGRS3 = PV By MRS G, DAE T 5200 = 3 5 TR AR AR
XA o SR A7 J5 0 7 AR LA 1] A DR 1 () S 28 Sy = A 1 3 AR\
TEEL, DT R R S AT B AN SRR AT R . BILAE R 2 R0
AT DCRA T EHLTE S BN SR TIRE, AR IR T 58K Y 2% L
LRI HHLR G —FhB IR IR 3%, RN XA E I M5 R T8 T EH RS
FOTREL, 30t SO B T AR B AR ORI

2. BUATTHENBOE LI = E W R G KRB E G, ¥R i
VR . HETH) 2 E B KRR K LSRN C/S (Client/Server, 7%/
WUIRS %) WEXBATH R, EFEAFF R RS ZH% L (Client) LLKJEA
FEIF L, TR R PE Ry R MRS BIAR KRR W, @ HA e ded R 2



THENUPGIE S0 8 M R et 5 Sl

BN N AT IR, AR A 32 21— e IR, ik 2 H s R KT RE T
Ko I, XPEARIF R WA By w D RENE, 8 H H A IR A A, X
P EUE BEHUA 7 S50 e 0 TRET — @ B I A REBNAE T, — @ REE X 1 {3 A
JEA

3. EHAESEMIREL. ROARFTRNEEEE O T, fike, 2H
B R, R AL, RS, MREP L T RTRENEMER, 5
ST TRMEE R SRR RS R TN SRR R R E
Hu BAEHEAEMOER, BEASE BEMUREAR, SR A,
FAMEZ R E ALK . &S SRR, 528 IRk A A,
XL 5 LA i T R AR R R R BUE B, 438 N LG A R AN 2L
FRIPBRATTRI 51 25 o

4. EHARGEGRN BEBAR. ROFRILREHE TR, bTok=g
—HVE L, BERASUROCRN, BUE R 3R R AR TR KA B B3R
e AN e L H AT, XA B AR R IR AT, — e R E5ony 1 & B L
AP S E S

5. EEREMEZE. BUTEHEAGRREZ HEME B, W55 igih
R, ASRERFEHE . 254 A DU I8 AR 122 B g D Va4 2

M FH G B3 0 9 2% g 2t S 1 ) T SREATL DI SR 6 = 4 PR AR G0 ) 25 58 AR BEAT
BUARMPERZLIEERE . RHMER . R s B8R T BB, Xit— P
e FL T BOIE AR, 1R R G 0 2 VAT SE 0, B2 IR e N IR
AN ey (1 S A EL

TR EE P ARIR ), 2SRRI A RS Z M, A
FHTH SN BACTH LR 2%, AR AE B — BT R UBGIE Se g0 % 8 J A, H
TRl E R, W IZ AR R RN SR =T B B
R B R A B . R BRI R B AR B
R, R, R, WX LR ECE1E N, sE L E R
EEHbR. 25T, ARG R B/S (Browser/Server, W b #8/If 5% #5820
2R, 5 A P ) D A 2 R GEREAT DT 1], DL s R G e ME AT RS
k. 51— T, RGTPERFRME. FMEITEINL. SCEZIRITEINL. i AE.



A

R A

Tk TAF G a8, ERGIREMTER, Li=EHEN B, SHL
M TARRAEY . RGAELIE MM, @ EENAM6R. 48
2B B BB KA RO TAR R, X T w8 B TARp SRR A E W
HoE MR,

1.2 ERSMAEIIR

HLFBGEYE H T3 E FBL MTHEN IR (CART), R AR,
TAEN ARG L bs TAE BB RS EHBGER AT T, BT BEER
M IERTE R RFETH R AR R, P BUERARTE LA AR 2] T R
R, #MiSEHUBGE (Computer Forensic) FAJE HANGT, SR1IX — A o
TFHOEB ARG Gt — (WARAENT HBEATRE, — e R B BRI 7 HHE T AR, o
HLF BOCUE (R RS AT T8 R AR VR (R 58 38 KMEFE 2000 AF /e 4, B TERZ BN
P75 T HGIE &, X H P a$E3£E GUIDANCE A wJF KM Encase. fH[H
X-Ways A &I K 1] X-Ways Forensics. % [H THFAHLEGEA 7 &M FTK %— &
F T EHLBGIE R Gt [ Pt T 7 HIE ORI T e 25 M e, (EGE - EEAR I R
JEE BRI . B SR RS TUA I B SRR, XA REEE T 1999 4K
(e NRLAE S [FVE) . 2002 4R (e NRFLANE B 725 4405) . 2002 4F
() (e NRGERE R T REFUFIAESR & TRUE D) 2013 4F IE S RHHE 1T 1)
(e N RIEFTE R F R A (rh e NRIEAE RFVFIAE) DR A ZHE
AL AT (125 TR 2 R DU AR 7 vk o 7677 it 7 T AT SR MEAARHE SR A R A
[") ForensicsMaster. _F #3541 A 7] 1 SafeAnalyzer 257 i -

LI A5 B A4 (LIMS)P!, Laboratory Information Management System,
e F U SLRE A RO S FH PR, BE 08 52 S B0 = 250 RS B ISR . A0 AT
s R FL G R4,

FAIE BAD 60 AR, 36— Lo SR - aa T LA B 22 5250
AR, XA LIMS 4 . BEE RIS R, LT SN 5e 3 1 g
PRSERR Ia] AN A T 28, SRR 28 5 SRAET AN R 2 P RS2 s 75 SR AR U 10 /L, 1
R R TE R IR R G, DRI HHE T AR RS2 8 T ORI 2. HEN 90 FEARS,

I 5 PR 2% 5 AR 1 F DA BT SIS &, C/S 2584, BV Client/Server(% F AL/AR %%


http://baike.baidu.com/view/1024731.htm

THENUPGIE S0 8 M R et 5 Sl

EER, DTS S FE A EC R Client ¥ A1 Server %, PR &R Gt A HIF4Y
Fo53 I W o B A PR SR AR 5, R T R R R 2 DA E N i B bR o

HEMBARM CERRSE T i#2 MW TESEFET, M7 &
K AR T LUE i HIE A L TN T A o R A B R R I AR PR,
LIMS R4l Client FH I3 14 )7 2UEAT L™, 13 L T IEZ P HL K
AR T TG — BRI M Db e, A E . TR ORI &, X i
NHECONERK B/S HELLL5H), R Browser/Server( Wi &%/ Ik 55 #4454 . BB/ FF
YR AL T —Fio1r 20 BRI PR ORI, S EAR K 4 o 8 S 82 1) 72k
.,

fERE, BT C/S i LIMS 7E Lt e 90 EARME AR AL BN R E . 4R
ifi, BRFEHER IR G, XPh RGN TN E S, LIMS £
AT S B A W) T AR BR A . BE 21 0Bk, BEE E
FAE BRI SRR, REmL. Ml BURFRTIS ST K H FHR=
U R RS, v B 4547 85 AR A2 B 25 (138 15 BRI AR, ZERHAL
TA L ERIRS S SAT S B T S NSRRI = R A, XS A
LA, ARTEITR, SN TR AMNIEE 5K, A E 15 A AR AT A

R,

1.3 AXFETIERSH

1.3.1 FETE

AN S5 5 B R GUI A A T IRNRIHINT AR SRR BT EE A
A HT, W T B/S KEZRZEM LSS ASP. SQL SFHORIAT RGT K, =
BUERBLH T ENUBGE LI = FE B RGO K. AT TAF BRI

I, T TSl EE AL (LIMS) KR, DT 7 Sis =8 B ARG 17
FEMIR R, JRE5 & E AT FUBUIR DAL E A B /L WHg T RERIWATE, JF
M T ARSI EZTAE, BSEOHENBGEL S = EH K% (CFLMS).

2. MEIEXF AN HAREOR, WE 13T B/S BRI RGIT AT R AT T
VR 5K 0T, AR BOR AT PR R G R, &S8R I CFLMS [

4



A

R A

T, SEDLT BLE RIA R AL B AT B e e e, RS
it RGBEFIR
3. BEAT T SRBRIREIG, BAE T RS ek

1.3.2 HAZH

Wm0, TEANARERNOT RS SISO S, b 7 E A SRS
SEHARGH IR, HRIE TR — &R TR ENUDGE S =45 P AR 501
WEME . RN AR S R B TARAT T R4S, X SCER &2 1Y A2

W MHREARNAE, ABENA T RGTTREN, GIEHAIT RER LK
FORPEL oA R EA SGEOR, BRSSO FEMER LA RV M SR A T B
www. HTML. CSS 7EN [J4HK Internet AR RATFRKEA, G ASP H AL
RAEGIHRIAES

W= TR, AEELEMBRIEATIE. EORATHPITT X CFLMS
HITF R BEAT 1 AT YRS M, SR R T SRATLIBGIE S 56 25 8 BRAR HEAT T /e, JF R
UE R, B RGEECITIGE, o\ RIER A E . BICRE .,
FH. WREE., BERSI RARESE T T UReH RS BEN RS
BT TR TR KT

B RGWIT, AR AT RTBH T ARG &R B, FH
[ P RGBT TELS T RGFRASKEL S HUN PR RGEHE B DL
V& P W RV TR BT T R

B RGN, ARG DR B A SEIUE U T VAR
T2 AR D RERE L SIS T S AR AR T7

BN RGN, AFXFTRERGAT T IR, NI
gL B E DU PP A5 TR N

BEE: RESRYE, XA AR MRS AT B 45, R RGN
IR LAEREAT TR



Degree papers are in the “Xiamen University Electronic Theses and
Dissertations Database”.

Fulltexts are available in the following ways:

1. If your library is a CALIS member libraries, please log on
http://etd.calis.edu.cn/ and submit requests online, or consult the interlibrary
loan department in your library.

2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn

for delivery details.



