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Abstract
This thesis investigates the challenges to the protection of privacy in the health care field and the
regulatory response by the government of British Columbia to legislate information and privacy
rights. Recent social, political, economic and technological developments all pose potential threats
to privacy. An examination of the privacy literature demonstrates that the subject of privacy has
captured the attention of many disciplines. Furthermore, the legal, philosophical, political and
socio-cultural literature suggests diverse views exist about the definition and value of privacy.
Nevertheless, in Canada and other western countries, privacy is considered an important value in a
liberal democratic state. Specifically, "information privacy” where individuals have some control
over the dissemination of personal information is a subject which has been gaining salience on the

public agenda over the past thirty years.

In response to the modern welfare state's expanding data banks of personal information and the
proliferation of computerization, several western democracies have enacted data protection
policies. A comparative examination of data protection policies highlights different approaches to
the protection of privacy in the United States and Canada. The government of British Columbia
drew from these experiences and enacted stronger data protection legislation. The Freedom of
Information and Protection of Privacy (FOIPP) Act gave the Information and Privacy

Commissioner regulatory powers to overturn government decisions and to issue binding orders.

Privacy of health information is an important data protection issue. Traditionally, the medical
relationship was confidential and free from third party interference. A critical survey of theories in
the health literature describes the physician-patient relationship and information control. The
proliferation of information within society increases the need to control and to limit the use of
personal health records. Three trends in the health care field challenge the traditional professional
relationship between the physician and the patient. First, the status of the physician changes as

more individuals and organizations gain access to patient information. Moreover, consumers of
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health services demand more information from physicians. Second, the multi-disciplinary
approach to health care delivery requires the exchange and sharing of information among health
care professionals. Researchers and public health officers require identifiable patient information
to conduct studies and to protect public health. Third, govenment agencies request more
information from the health care sector and recipients of social benefits. The information is used to
regulate and control the publicly funded health care system. The provision of hospital insurance,
medicare and other health care insurance programs entails the collection of large quantities of
information. A variety of technologies including the Pharmanet computerized drug information
system and card technologies provide administrative data and permit the sharing of health
information among government agencies and health care professionals. Some critics and advocates

suggest the new technologies reduce privacy further and increase the potential for a "surveillance

society."

An examination of the policy literature, parliamentary debates and interviews with members of the
policy community promoting information rights in British Columbia demonstrates that privacy is
important both politically and symbolically. An assessment of the FOIPP Act and interviews with
hospitals and self-governing professional bodies suggest patients and organizations have benefited
from the legislative changes. The statutory requirements of the Act present some challenges to the

financial and organizational resources of hospitals and self-goveming professional bodies.

A study of the health policy environment and the protection of privacy highlights a number of
important trends in Canada. These include: the increasing legislative and judicial protection of
privacy rights, the emerging patient rights movement, the regulatory challenge for governments to
balance the right to privacy with the need to provide efficient and effective services using
information technologies and the; influential role of the policy community in the field of data

protection.
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Chapter I - Introduction

The growth of the welfare state, the expanding role of the bureaucracy and the proliferation of
information technology foster increasing concerns about the Canadian state's encroachment into the
private lives of citizens. This is most notable by governments' growing collection and uses of
personal information for efficient and effective service delivery. The emergence of data protection
policies in western democracies reflects a rising tension between the protection of individual
privacy and the information requirements of the modemn state. Literature on data protection
policies suggests that the origin of the privacy problem was the expansion of bureaucracy and its
interaction with information tec:hnology.1 This argument is supported by an examination of one
particular policy area, health care. Today, the Canadian health-care information environment
poses a tremendous regulatory challenge to governments. Health information is a valuable tool
that facilitates the provision of services and the regulation of the health care system. From a
"macro" perspective, socio-cultural, economic and technological developments promote the
increasing use of health information by a diversity of individuals and organizations. The health
literature suggests that the physician no longer exercises exclusive control over the patient record.
In response to the proliferation of health care professions, physicians must exchange information
with growing numbers of professionals in the health field. The role of the physician as the
gatekeeper of health information is slowly being eroded. The medical profession's diminution of
power and the state's intervention in the health policy field create some tension over the control of
information. The publicly funded health care system presents a significant challenge to
professional secrecy. Health care providers and patients must supply information to the public

bureaucracy to facilitate the third party payment system. Moreover, provincial legislation in

1priscilla M. Regan (1995). Legislating Privacy: Technology, Social Values, and Public Policy. The
University of North Carolina Press, Chapel Hill. Regan observes on p. 14, that: "Although technology

was the catalyst for public concern, most analyses concluded that technology, was not the policy problem.
Instead, the problem concerned privacy invasions resulting from organizational uses of these new
technologies."



Canada often overrides patient confidentiality. The statutory duty to disclose patient information
occurs in the reporting of vital statistics, communicable diseases and notification of individuals
who are unable to operate a motor vehicle safely.2 To gather information, the government has
created an elaborate system in which the treatment of every patient by a physician or in a hospital
is reported to the health insurance authorities. In response to fiscal challenges, regulators are
employing a variety of technological solutions for health information management such as
computerized drug networks and personal identity cards. The new technologies store a vast
quantity of health information, permit efficient management of data, reduce cost and control abuse

in the system.

At the heart of the debate involving the free flow and exchange of information in a liberal state is
the patient's right to self-determination or the right to control the use of personal data. The concept
of privacy is defined as "the claim of individuals, groups, or institutions to determine for
themselves when, how and to what extent information about them is communicated to others."3
This concept received considerable attention beginning in the 1960s when bureaucrats assembled
personal information in centralized and computerized databanks. By the early 1970s the
institutional use of information technology (specifically databases) by public sector bureaucracies
prompted debates on govemnment surveillance practices and the need for data protection policies.
Today, as more individuals and organizations acquire health information, the impetus to limit its
disclosure and use grows stronger. In 1992, for example, the inclusion of health records in the

British Columbia Freedom of Information and Protection of Privacy (FOIPP) Act gave patients the

2In British Columbia, the Communicable Disease Regulation requires physicians to report incidence of
communicable diseases such as hepatitis, mumps, tuberculosis, syphilis and AIDS. Under the provincial
Health Act, the medical health officer can order an individual suspected of having a communicable
disease to undergo tests and treatment, and may place the individual in quarantine.

3Alan F. Westin (1967). Privacy and Freedom. Atheneum, New York. The use of this definition of
privacy as the control of information about and access to oneself has been the basis for most policy
discussions on privacy in the United States and Canada. Privacy as defined by Westin does not mean
withholding information but rather the control we exert over information about ourselves.



right to exert control over the collection, use and disclosure of personal health information.
Patients now have a broad legislated right to copy and have access to personal information,

challenge its accuracy, make corrections and to authorize the release of medical information.

The government of British Columbia has sought to mediate the growing and complex problem of
information control by including the health records of provincial bodies, hospitals, health care
facilities, health organizations receiving funding, and self-governing professional bodies. The
response by the policy community to the govemnment's legislated protection of health records
reflects a host of competing claims and values. When the FOIPP Act was first proposed in June
1992, the legislation was welcomed by the policy community that included public interest groups,
academics, advocates and the media. 4 Conversely, some resistance to the legislation was evident
from various interests including members of the health sector and self-governing professional
bodies. Many members of health care organizations believed professional ethics, health care codes
and guidelines provided adequate protection to patients. As a result of the FOIPP Act, some
stakeholders note that the legislation has fulfilled certain expectations and provides benefits to
patients.5 A number of organizations indicate that the financial resources and time requirements
needed to effectively implement and administer the Act presents significant challenges. According
to members of the health sector and self-governing professional bodies, record-keeping practices
have improved substantially. In many cases, the methods used for information collection, storage
and dissemination have changed dramatically. On the other hand, one.hospital representative
points out that the legislative impact of the FOIPP Act was minimal since the organization's

internal policies and procedures provided safeguards and access to information. The perspectives

4 British Columbia. Official Report of Debates of the Legislative Assembly. 1st Session, 35th Parliament.
Vol. 4, No. 20: 20: 2737 (June 18, 1992); Vol. 4, No. 24: 2867 (June 22, 1992) and Vol. 5, No. 1: 2949
(June 23, 1992). The Barry Jones Report titled "The Extension of Citizens' Information and Privacy
Rights to all Public Bodies in British Columbia" on February 1, 1993 highlights the various interests
involved in the debate on the proposed legislation and subsequent amendments.

SPersonal interviews, refer to Chapter Five.



of the various interests and the policy community reflect a diversity of views and concems. Similar
to other public policies, the FOIPP Act represents a compromise. Individuals and groups compete
for control over information. As a result, the protection of privacy needs to be balanced with other
values which individuals regard as important such as reducing fraud and abuse of publicly funded
programs. This is evident in the health field as patients try to retain some control over personal
health information and to limit the non-medical use of health data. Government use of information
technology contributes to the challenge. The provincial govemnment faces competing and
conflicting interests and demands: It is expected to protect individual privacy rights while

providing efficient and effective services. It is a difficult regulatory problem to resolve.

The central purpose of the thesis is to explore challenges to privacy in the health field and the
legislative impact of the British Columbia Freedom of Information and Protection of Privacy
(FOIPP) Act. An examination of the Act and its policy environment illustrates some of the
regulatory difficulties faced in other western democracies in the area of data protection. In this
context four important questions are addressed. First, how is privacy protected in North America?
Second, what problems of privacy arise in the health field? Third, what effect does public
bureaucracy and information technologies have on privacy? Fourth, what is the impact of the

British Columbia FOIPP Act on individuals and organizations that handle health information?

Rationale for the Study

The concept of privacy has been studied extensively by various disciplines resulting in a significant
body of knowledge. Historians, social scientists, lawyers, political scientists and public policy
analysts have examined access to information and privacy legislation both in Canada and abroad.
The approach adopted for this study borrows from all of these disciplines. From a public policy
perspective, a comparative analysis of the American and Canadian models of data protection
policies contribute to the understanding of the legislative approach adopted in British Columbia. A

survey of theories in the health literature illustrates the dynamics of the physician-patient



relationship and information control. Each perspective provides some insight on the patient rights
movement and the demands made for access to, and privacy of, health records. A number of
privacy issues are highlighted by the bureaucratic use of information technology to reduce costs
and control abuses in the health sector. An investigation of the health field demonstrates a number
of important trends within Canadian society: They include, the emergence of patient rights and the
demands for information self-determination, increasing intervention of the state in the health care
sector, the legislative and judicial recognition of the patient's rights to access health records and
privacy, and the growing proliferation of health information management.6 The debate on the
legislated protection of health information presents an opportunity to explore the role of the policy
community and the actors who are concemed with the protection of privacy. Public interest
groups, advocates, health care representatives and self-governing professional bodies represent a
variety of interests. Interviews with stakeholders provide empirical evidence on the impact of the
FOIPP Act, strengths and weaknesses, and draw attention to the competing perspectives in the

debate.

Definitions of Privacy

A review of the historical literature suggests that the concept of privacy is very subjective and has
undergone extensive interpretation. An in-depth analysis of the privacy literature led Colin J.
Bennett to the conclusion that; "...privacy is vague, ambiguous and controversial and that it
embraces problems, tensions, rights and duties."” Bennett suggests the provision of a definitive list
of concerns that encompass the term privacy is not possible. Many authors comment on the

difficulties in finding a consensus on a definition of privacy.8 The privacy legislation of the United

6The term information self-determination means to control information about oneself by determining
when, how and to what extent information will be communicated.

7Colin J. Bennett (1992). Regulating Privacy: Data Protection and Public Policy in Europe and the
United States. New York, Cornell University Press. p.I3.

EMany authors note the difficulties in trying to define the concept of privacy, particularly in the
philosophical and legal writings. Writings by Arthur Schafer (1980) claim it is an ambiguous term. Alan
Westin's (1967) Privacy and Freedom begins by stating "Few values so fundamental to society as privacy



States, Canada and British Columbia does not include a definition of privacy. Canadian policy-
makers in the 1980s, following the review of the Federal Privacy Act, tried unsuccessfully to
include a definition of privacy in the legislation. This situation is not unique to Canada. One
school of thought, ".. treats privacy like the proverbial elephant - we may not be able to define it
exhaustively, but we can always recognize one when we see it."9 This problem becomes clear as
one considers the many arguments for privacy that include claims against intrusive behaviour by
police such as wiretapping and the right to make decisions in private affairs. Bennett provides a
description of the many claims to privacy; "...privacy has referred to the exclusiveness of physical
space around an individual, to the autonomy of decision making without outside interference, and
to the right to control the circulation of personal information."l0 There are three generally
recognized areas of privacy, territorial privacy (property), privacy of the person, privacy in the
informational context. Three dominant ideas encompass the concept of privacy. First decisional
privacy includes decisions on private behaviours such as marriage and family relations. Second, a
"reasonable expectation of privacy" is necessary against intrusion and surveillance such as
wiretapping. 11 Third, informational interests include "the interest of the individual in controlling

the dissemination and use of information that relates to himself or herself or to have information

has been left so undefined in social theory or have been the subject of such vague and confused writing by
social scientists" on page 7. David O'Brien's book Privacy, Law, and Public Policy (1979) New York,
Praeger Publishers, on p. vii states: "Privacy is a confusing and complicated idea." Despite the lack of
consensus among social scientists and philosophers on the meaning of privacy Colin J. Bennett in
Regulating Privacy: Data Protection and Public Policy in Europe and the United States (1992) highlights
common themes as the loss of human dignity, autonomy or respect that occurs form a loss of control over
personal information, p.26.

Paul Sieghart (1976). Privacy and Computers. London, Latimer New Dimensions, p. 13. See Priscilla
M. Regan's (1995) Legislating Privacy: Technology, Social Values, and Public Policy. Chapel Hill, The
University of North Carolina Press. Regan observes that the difficulties in conceptualizing privacy may
present problems for policy formulation and legislating the protection of privacy.

10Colin J. Bennett (1992). Regulating Privacy: Data Protection and Public Policy in Europe and the
United States. p.13.

Uinstitute of Medicine (1994). Health Data in the Information Age: Use, Disclosure and Privacy. Edited
by Molla S. Donaldson and Kathleen N. Lohr. Washington, D.C., National Academy Press, p.143.




about oneself be inaccessible to others."12 Claims to privacy include the right to control the
circulation of personal information that is collected and stored. This claim commonly referred to

as information privacy or data protection is the basis for the study.

Alan F. Westin provides a classical definition of "information privacy” as: "The claim of
individuals, groups, or institutions to determine for themselves when, how and to what extent
information about them is communicated to others."13 Westin refers to privacy as a claim, not a
right. This implies privacy is important but not absolute. Arthur M. Miller's definition is even
more concise "...the individual's ability to control the circulation of information relating to him."14
Charles Fried claims privacy is "the control we have over information about ourselves."1> The
information control definitions are cited extensively by other scholars and have survived the
criticisms of J. McCloskey, L. Lusky and R. Parker. These authors argue that the definitions are
either too broad or too narrow. 16 The issue of information privacy did emerge in the 1960s largely
as a result of growing demand for personal information. A definitional approach to privacy as
“control over personal information" has widespread acceptance in many western democracies.

David M. O'Brien explains why this approach is appealing. "...[I]t embraces a broad range of
privacy interests; it appears appropriate and applicable to the problems associated with personal

information held by government agencies; and, finally, it lends itself to normative arguments for

121bid. p.143 cited Westin's (1967) Privacy and Freedom.
13Alan F. Westin (1967). Privacy and Freedom. p.7.

14 Arthur M. Miller (1971). The Assault on Privacy: Computers, Data Banks, and Dossiers. Ann Arbor,
The University of Michigan Press, 1971, p.25.

15David M. O'Brien (1979). Privacy, Law, and Public Policy on p.11 cites Charles Fried in An Anatomy
of Values. Cambridge, Mass.: Harvard University Press, 1970. The social commentary in Westin's
Privacy and Freedom, Miller's Assault and Privacy and Fried's An Anatomy of Values focused increasing
attention on the new technologies (especially computerized and centralized databases) and its implications

for privacy.

16 Arthur Schafer (1980). "Privacy: A Philosophical Overview." In Aspects of Privacy Law:. Essays in
Honour of John M. Sharp. Edited by Dale Gibson. Toronto, Butterworth & Co. (Canada) Ltd., pp. 9-11.




legislating privacy sai*.'eguards."17 The health field is especially vulnerable since individuals
provide very intimate details about themselves and want to control disclosure and use of the
information. The focus of this study is "information privacy" and the control individuals have over

the collection, storage and dissemination of personal information.

Privacy and Confidentiality

A review of the health literature suggests that the use of the terms "privacy” and "confidentiality”
are interchangeable. A clear distinction, however, does exist between a right to confidentiality and
a right to privacy. Confidentiality arises in a situation where the individual provides information to
another and expects that it will be kept confidential and not disclosed to third parties. 18 Jean V.
McHale states: “The person who imparts the information binds the recipient by an obligation of
confidentiality." 19 On the other hand, the issues of privacy may arise "...whether or not we regard
the information as confidential."20 Privacy is a broader concept than confidentiality. McHale
distinguishes the terms quite clearly: "The right to privacy relates to the right of the individual to
control access to his own personal information, and this does not simply cover information which
he has passed on to others expressly or impliedly expecting them to keep it in confidence. It
applies to all personal information."2! Information of a confidential nature has been protected
within the medical relationship for decades and is considered woﬂhy of protection. There are
layers of personal information that are not considered confidential but are worthy of protection.
Privacy protection legislation applies only to personal information. Personal information is defined

as "information about an identifiable individual that is recorded in any form" and includes

17David M. O'Brien (1979). Privacy, Law and Public Policy, p.13.

18Jean V. McHale (1993). Medical Confidentiality and Legal Privilege. New York, Routledge. p.56.

bid. p.56
2bid., p.56.

211bid., p.56.



information such as the name, address, telephone number, race, origin, color, political or religious
beliefs, age, sex, sexual orientation, marital or family status and any identifying number, symbol or
other particular assigned to an individual. Information relating to genetics such as fingerprints or
blood type, and personal history regarding an individual's education, finances, health, criminal or
employment history; and their personal views or the views of others about them are included in the
definition of personal information.22 The majority of privacy legislation in North America
indicates that personal information must be recorded and relate to an identifiable individual. A
privacy and access to information statute will provide individuals with some control over personal
information. By restricting the collection, use and disclosure of personal information and allowing
access to and correction of records held by institutions; the control over information or information

privacy advances.

The Value of Privacy

Western societies in general consider the right to privacy an important value that has legal and
moral protection.23 It is not an absolute value and can be overridden by other values. A number
of explanations in the literature describe the importance given to privacy. A dominant theme
originating to John Stuart Mill is the utilitarian argument for privacy. According to Arthur
Schafer, the liberal arguments by Mill advanced “...the psychological, sociological and political
utility of individual privacy."24 Priscilla M. Regan writes about privacy in American history and

suggests that: "Its roots go back to England, as reflected in the political thinking of Thomas

22British Columbia, Ministry of Government Services (1995). Information and Privacy Handbook: An
Interpretive Guide to the Freedom of Information and Protection of Privacy Act. Second edition.
Prepared and published by Interact Public Policy Consultants, Vancouver. See Erin Shaw, John,
Westwood and Wodell Russell (1994). The Privacy Handbook: A Practical Guide to Your Privacy Rights
in British Columbia and How to Protect Them. Prepared for the B.C. Civil Liberties Association and B.C.
Freedom of Information and Privacy Association, Vancouver, p.10. The authors note that this definition
of personal information has been included in privacy legislation of various Canadian jurisdictions.

23 Arthur Schafer (1980). "Privacy: A Philosophical Overview." p.14.

21bid. p 15.



Hobbes and John Locke and the form of liberal democratic government that derived from that
'(hinking.“25 Westin argues that privacy is necessary for individuals or groups to deal with the
social stresses of life since it allows opportunities to escape.26 Fried notes that privacy helps in
the development of relationships and is a necessary element of "love, trust, friendship, respect and
self-respect."27 According to James Rachels privacy is essential to control accessibility and
inaccessibility to ourselves and allows different types of relatiohships to develop.28 Stanley Benn,
a philosopher, examines privacy from a non-utilitarian perspective and identifies some of the
intrinsic values of privacy, including respect for persons and self-consciousness experienced by
humans.2® Social scientists Paul Halmos, Philip Slater and Edmund Leach describe privacy as a
negative value in liberal society. The authors espouse the view that too much privacy may lead to
isolation, alienation and anti-social behaviour. In summary these authors claim that; "...an
excessive emphasis on the value of privacy produces social pathology rather than social health."30
Regan explains the social significance of privacy and its importance. "...[I]ndividuals share
common perceptions about the importance and meaning of privacy, because it serves as a restraint
on how organizations use their power, and because privacy - or the lack of privacy - is built into
systems and organizational practices and proc:edures."31 The diverse views expressed in the

literature reflect the legal, philosophical, political and socio-cultural understanding of the value of

privacy.

25Priscilla M. Regan (1995). Legislating Privacy: Technology. Social Values, and Public Policy. p.43

26 Arthur Schafer (1980). "Privacy: A Philosophical Overview" cites Alan Westin's Privacy and Freedom
on p.15.

27Ibid. p. 15. Schafer cites Charles Fried in An Anatomy of Values. Cambridge, Mass.: Harvard
University Press, 1970,

28Ibid. p.15. Schafer cites James Rachels.
291bid. p.18. Schafer cites Stanley Benn.
30lbid. p.19. Within the social sciences there has been strong arguments against attaching too much
importance on privacy. Schafer observes that a "number of Western social scientists have argued that
pri has become an unhealthy obsession of comtemporary liberal society." p.18.

vacy

31Ppriscilla M. Regan (1995) Legislating Privacy: Technology, Social Values, and Public Policy. p.23.

10



Privacy and Liberal Democracy

The theory of information privacy has its roots in classical liberal doctrine of "human rights,
limited government, the rule of law, and a separation between the realms of state and civil
society.":‘l2 Bennett asserts: "Privacy is not a precondition of "democracy”...[as such] but of a
particular type of democracy - one that is individualistic, possessive, and non-communitarian,
rather than participatory and communitarian."33 One proponent, Westin, articulates the view that
privacy is a prerequisite for liberal democracy.34 Kenneth Kemaghan and John W. Langford
describe why privacy is important in the liberal democratic state. "Within our liberal democratic
state, individual privacy is seen as an essential ingredient in the exercise of free political choice, the
maintenance of family life, and the enhancement of individual creativity. "35 The view espoused by
Westin represents a pluralistic approach to democratic theory. Bennett refers to criticisms made of
this perspective by those who contend that other democratic values such as "cooperation,
community consciousness and active participation” are equally important in postindustrial
society. 36 Both authors agree that privacy is not a precondition of democracy and the theory of
information privacy is closely linked to John Locke as opposed to Jean Jacques Rousseau.
Rousseau believed that: "The central test of democracy is participation, not the existence of
constitutional rules protecting individual rights or the degree of competition between centres of

power.":‘l7 Westin and Bennett believe that balancing individual and group privacy and limiting

32Colin J. Bennett. "Computers, Personal Data, and Theories of Technology: Comparative Approaches to
Privacy Protection in the 1990s." Science, Technology, & Human Values. Vol. 16, No. 1 (Winter 1991),
p.59.

31bid. p.60.

34Alan F. Westin (1967). Privacy and Freedom, pp.24-24.

35Kenneth Kernaghan and John W. Langford (1990). The Responsible Public Servant. Halifax, The
Institute for Research on Public Policy. p.104.

36Colin J. Bennett (1992). Regulating Privacy, p.35.

37Mbid. p.33.

11



the disclosure of personal information and surveillance are necessary in a liberal democratic

society.38

One basic element of pluralist theory is that politics in a liberal-democratic society is a competitive
process among groups with widely distributed powers. From a pluralist perspective; "...privacy
bolsters the boundaries between competing, countervailing, overlapping centers of power."39 The
pluralist approach may be instrumental in explaining the emergence of data protection issues on the
political agenda of several democracies. Governments are not neutral players but promote and
defend their own interests. The bureaucracy will compete to protect its size, budgets, programs
and responsibilities. Individuals and groups strive to maintain control over personal information to
avoid the loss of human dignity, autonomy, or respect. As Bennett puts it: "The individual has an
interest in ensuring that his or her information is accurate, relevant, and timely; that it is being
utilized by those with authorization; and that it is not communicated beyond those who 'need to
know'"40 A number of examples in the privacy literature, most notably by American
commentators, describe the use of personal information to deny govermnmental services or to
discriminate against individuals. Govermnments, bureaucrats, and citizens require some degree of

privacy to promote individual and often conflicting interests.

The Rise and Fall of Privacy
Arthur Schafer describes a number of long-term trends in society that have enhanced individual
privacy.4] The move away from closely knit rural communities increased the psychological and

physical space between members. Community bonds and moral norms weakened as individualism

381bid. p.3.
391bid. p.60.
401bid. p.34.

41 Arthur Schafer (1980). "Privacy: A Philosophical Overview." p.2.

12



was pursued. "The cumulative effect of these social developments has been to provide increased
scope for anonymity, personal non-conformity, and, in general enhancement of the ethos of
individual pn'vacy."42 Schafer asserts that a number of countervailing historical trends has been
more powerful than the societal changes. First, environmental factors led to high population
density neighbourhoods. Second, business factors encouraged the use of credit and the need for
credit ratings, as well as door-to-door and telephone solicitation. Third, technological
developments such as computers permit monitoring and surveillance by government and business.
"The massive amounts of personal data which these new techniques have generated can now be
stored, organized and disseminated in computer-usable form. One result of this has been that
otherwise harmless (because scattered) data becomes threateningly transformed into comprehensive
dossiers."43  According to Schafer the increase in the bureacratic organization of social
institutions, particularly by govermnments, made surveillance techniques appear inevitable and
desirable. “Even if this information is not actually used/misused to harass or injure, the loss of
“informational privacy” can have a profoundly inhibiting effect on people."44 The writings of Paul
Sieghart on the impact of computers, suggest the control over information will be lost as the nature

of communication changes.

More transactions will tend to be recorded; the records will tend to be kept longer;
information will tend to be given to more people; more data will tend to be transmitted over
public communication channels; fewer people will know what is happening to the data; the
data will tend to be more easily accessible; and data can be manipulated, combined,
correlated, associated and analysed to yield information which could not have been
obtained without the use of computers.45

Modem information systems enhance our ability to link data and to share information across time

and space. Fourth, the developments in mass media through "commercialization and

4bid. p.2.
Bbid. p.3.
“1bid. p.4.

45Paul Sieghart (1976). Privacy and Computers, pp. 75-76.
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sensationalism" have reduced individual privacy.40 All of these trends described by Schafer have
led to a decline in privacy in the postindustrial society. Privacy may decline even further with the
growing need for information and the technological imperatives that have become an integral part
of the information society. This thesis will examine many of the issues discussed above within the
context of British Columbia's recent FOIPP Act. The approach taken in this research is outlined

below.

Methodology

Information was collected from a variety of sources including; government and non-government
reports, discussion papers, the FOIPP Act and accompanying manuals, parliamentary debates,
policy and procedure manuals, academic books, theses, journals, legal cases, statutes, surveys,
conference proceedings and newspaper articles. Other sources included personal and telephone
interviews with a member of the British Columbia Legislative Assembly, a public interest group,
hospitals, self-govemning professional bodies and the Information and Privacy Commissioner of
British Columbia. Participants from hospitals and self-governing professional bodies received
copies of the interview notes and provided signed letters of acknowledgment. Permission to use the

information for this thesis was obtained.

The chapters are organized to reflect a number of political, social, economic and technological
factors that are changing the public policy environment. These factors include, citizen demands for
greater government accountability and the courts' protection of rights; the patient rights movement
in North America; the use of information technology to control costs and curb abuses of publicly
funded programs; and the rise in policy advocacy. Chapter II focuses broadly on the protection of
privacy in North America. The origin of public concerns about privacy is traced to the 1960s as
public bureaucracies collected increasing amounts of information from citizens. The expansion of

the welfare state required individuals to provide detailed records to receive benefits and services.

46 Arthur Schafer (1980). "Privacy: A Philosophical Overview”, pp. 2-3.
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The introduction of computerization increased the possibilities and opportunities to collect and
store large quantities of information. Several western democracies enacted data protection policies
to regulate the collection, use and disclosure of information and to hold the bureaucracy
accountable for its information handling practices. Canadian policy-makers studying data
protection policies drew on the experiences abroad, in particular the United States Privacy Act of
1974 and the OECD Guidelines. A comparative analysis of the privacy legislation in the United
States and Canada points to major differences between the two political systems. In 1992, the
government of British Columbia enacted the Freedom of Information and Protection of Privacy
(FOIPP) Act. The provincial legislation differs in a number of ways from the federal Privacy Act.
The courts have begun to recognize the right to access personal information and the Canadian

Charter of Rights and Freedoms is judicially interpreted to recognize privacy interests.

Chapter III considers challenges to information control in the health care system. A number of
perspectives describing the changing nature of the physician-patient relationship and the
physician's control over information illustrate the socio-cultural transformations within the health
sector. Recent literature suggests patients are beginning to reject the dominance of the medical
profession and demanding access to health records. The flow and exchange of information increase
with the rise in health care consumerism as patients visit more specialists, health care professionals
and paraprofessionals. From a health researcher's perspective the impact of increasing privacy
protection may be detrimental to society. The necessary cost of health research may inevitably be
a loss of privacy. Others would argue that the cost is too high. Public institutions providing third
party éayments require certain types of information for administrative purposes. The utilization of
health information for non-medical and social purposes is troubling to privacy advocates. The
protection of privacy and confidentiality of personal health information may be threatened as the
quantity of health records increase and become available to multiply users. Some of the issues
involving the protection of health information include confidentiality, privacy, disclosure, privilege,

access and ownership of health records. In British Columbia, a number of events involving the
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inadequate storage and disposal of patient records in the province illustrate weaknesses of

information protection practices in the health sector.

Chapter IV investigates the relationship between bureaucracy, information technology and the
citizen. The increasing role of the bureaucracy and proliferation of information technologies in the
health field raises some concems about the collection, use and disclosure of personal health
information. Policy-makers today must balance the needs of public institutions or provincially
regulated bodies to collect and use information with the citizen's rights to privacy. Ministry of
Health officials across Canada promote various technologies that will increase administrative
efficiency. Health information management is becoming an integral part of the health care system.
The application or promotion of various types of information technologies grows steadily as
economic pressures to reduce expenditures in health care continue. The recent implementation of
the Pharmanet Information System in British Columbia for example, will contain the prescription
drug history of the entire province. Pharmanet is scrutinized by advocates and public interest

groups who are concemned about the privacy implications.

Chapter V examines the policy literature on the issues dealing with privacy protection and the
various interests participating in these discussions. In British Columbia, similar to other western
societies there is an increasing political will among individuals, groups and organizations to
examine potential threats to privacy. A policy community involving public interest associations,
academics, advocates and citizens are striving to influence government policy on access to
information and privacy protection issues. The British Columbia Civil Liberties Association
(BCCLA) and the British Columbia Freedom of Information and Privacy Association (FIPA)
represent two organizations that actively promote freedom of information and privacy rights.
Privacy advocates, civil libertarians and citizens continue to express concemns over data protection
as more creative ways to collect, store and share information develop. Members of the policy

community are making increasing demands for government accountability and responsiveness to
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issues on privacy. Many individuals, groups and organizations support the rights to access
personal health records and patient privacy. Health sector organizations such as hospitals and self-
goveming professional bodies like the College of Physicians and Surgeons and College of
Pharmacists are trying to effectively administer the FOIPP Act. Some organizations describe how
the legislation pose challenges as a result of limited resources and time constraints. The protection
of privacy represents an important public policy issue that concemns many individuals, groups and

organizations in British Columbia.
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Chapter II - The Protection of Privacy

*Information privacy” is a concept which refers to the ability to control the circulation of personal
information and as such, is an important value in western societies. In Chapter I it was noted that
the bureaucracy’s use of technology to store, organize and disseminate personal data is one trend
that has led to a decline in privacy. Privacy or the lack of privacy has become a public concemn in
post-industrial societies. Priscilla M. Regan suggests: "The idea of privacy is symbolically
relevant and politically important."! This chapter examines some of the concemns posed by the
bureaucratic use of information technology and the response by the governments of the United
States, Canada and British Columbia. An analysis of the models of data protection policies offers
some insight on the different systems of govemment, the power and influence of the bureaucracy,
and the role of special interest groups. A central theme that emerges in the discussion below is that
Canada and British Columbia drew from the experiences in other jurisdictions. The Council of
Organization for Economic Co-operation and Development (OECD) Guidelines on fair information
practices were instrumental in the development of Canadian data protection legislation. In the
formulation of policy both governments were critical of different models of data protection policies
and were selective in their choice of policy instrument. The United States' self-regulatory model of
data protection differs from Canada’'s ombudsman or advisory model. The model in British
Columbia represents a variation of the Canadian model, with greater emphasis on regulation and
less reliance on an ombudsman role. Policy-makers in British Columbia identified the need for
stronger data protection regulation at the provincial level and rejected an advisory role for its data
protection agency. An examination of the American constitutional right to privacy and the
Supreme Court of Canada's recognition of privacy interests highlights the increasing role of the
judiciary in protecting privacy. The impetus for data protection policies can be traced to the 1960s

when public concem over the large scale collection of personal information by public

1priscilla M. Regan. "Ideas or Interests: Privacy in Electronic Communications." Policy Studies Journal,
Vol. 21, No. 3 (1993), p. 451.

138



bureaucracies grew. By the early 1970s, the focus was on computerization in government

organizations, in particular the use of databases.

In the 1960s, several advanced industrial societies were concemed with the protection of
information privacy. The vast quantity of literature originating from the late 1960s to early 1970s
serves to illustrate the growing attention to privacy protection. Information privacy or data
protection issues surfaced on the political agenda in several westem democracies. The
development of the welfare state and the requirement for the collection of large amounts of
personal information lent support for the regulation of administrative use of information. Some
commentators suggest that claims to privacy became insistent in our post-industrial society.2
"Postindustrialism” a word coined in the late 1960s was at the center of the scholarly debate on
data protectjon.3 Two elements of post-industrial society; bureaucracy and information
technology, were influential in the development of data protection legislation. The growing
pressures for legislative action were directly related to the bureaucratic use of personal data and
the expansion of information technology in government administration. Policies to protect personal
information, promote bureaucratic accountability and to regulate governments' information
practices were seen as critical. In response to concems about privacy seventeen democracies

enacted data protection laws as shown in Table 2.1.

2Canada, Task Force established jointly by the Department of Communications/Department of Justice
(1972). Privacy and Computers. Ottawa, Information Canada. p.126.

3Colin J. Bennett. Regulating Privacy: Data Protection and Public Policy in Europe and the United
States (1992), p.51.
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OECD Data Protection Legislation Date
Countries
Sweden Data Act 1973/82
United States Privacy Act 1974
West Germany Data Protection Act 1977
Canada Privacy Act 1977/82
France Law on Informatics & Liberties 1978
Norway Personal Data Registrars Act 1978
Denmark Private Registrars Act 1978
Austria Data Protection Act 1978
Luxembourg Data Protection Act 1979
Iceland Act on the Systematic Recording of Personal Data 1981
New Zealand Official Information Act 1982
United Kingdom Data Protection Act 1984
Finland Personal Data File Act 1987
Ireland Data Protection Act 1988
Australia Privacy Act 1988
Japan Personal Data Protection Act 1988
The Netherlands Data Protection Act 1988
Source: Colin J. Bennett, Regulating Privacy: Data Protection and Public Policy in Europe
| and the United States (1992): 57 .

Bureaucracy and Information Technology

The move towards industrialization led to an expansion in the state's function and responsibilities.
The growing provision of social and health services required more formal, discriminating and
complex record-keeping systems. Colin J. Bennett suggests "the relationship between citizen and
state assumed all the formalized, routine, institutionalized, and impersonal characteristics that we
come to associate with bureaucracy."4 Before computerization the bureaucracy was responsible
for the collection of information for administrative, investigative and statistical purposes. The new
technologies expanded the opportunities available to pursue these goals. Bennett describes how
information technology “...can relieve officials of tedious tasks such as copying, filing;...it makes
for more speed and efficiency in dealing with the public; it enhances the analytical capabilities of

an organization; it helps rationalize administrative work; and it supposedly enable more accurate

Hbid. p.19. Bennett cites H. H. Gerth and C. Wright Mills, from Max Weber: Essays in Sociology, New
York, Oxford University Press, 1946, pp. 196-244.
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and fine-drawn decisions concerning clients and customers."> Individually, bureaucracy and
information technology did not create the problems associated with information privacy.6 It was
the interactive relationship between the two elements that spurred the debate on the national and
international scene. "Before the computer arrived, there was no data protection movement, though
there was bureaucracy and a privacy issue (confined to questions of surveillance and physical
intrusiveness). Information technology was the catalyst that generated the policy problem"'7 Alan
F. Westin as well as other analysts agree that the development in information technology did

contribute to the emerging policy debate beginning in the 1960s.

Comparative studies by David H. Flaherty and Bennett, suggest that a common perception of the
"privacy problem" in several nations led to the adoption of a variety of data protection policies.
The movement of data protection from the systemic to the institutional agenda was the result of
four factors: “...specific plans for the centralization of population data in governmental agencies;
the accompanying proposal for personal identification numbers; the occurrence of decennial
censuses in many countries around 1970; and a spate of alarmist publications."8 Each factor led
to increased concerns about information privacy, although centralized and computerized population
data banks spurred the greatest anxiety in several countries. Centralization of personal record-
keeping systems heightened the privacy debate internationally. Beginning in 1968, Americans
became fearful about the potential for surveillance and social control with the establishment of a
register that contained the tax information of the entire population.9 The issue of information
privacy and its protection rose to the political agenda as the application of computers in

government "presented new relationships and different policy problems, ones that the courts were

STbid. p.20.
61bid. p.20.

7Ibid. p.118.
81bid. p. 46.

91bid. p.46.
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unable to resolve" in the United States.10 Moreover, it was the abuse of power demonstrated by
the Watergate scandal that captivated and held the attention of the press, public and privacy
advocates. Bennett argues that: "The Privacy Act would not have been passed in 1974 had it not
been for Watergate. Its enactment was seen as part of a wider effort to open up the executive
establishment and cleanse the govenment of the murky and conspiratorial influences of the Nixon
White House."11 The incentive for policy-makers to address data protection issues was strong due

to the political pressures for increased government accountability.

The tendency of bureaucracies to maintain control over information is well-known and
documented. This tendency was "checked" somewhat by legislation introduced in countries such as
United States, Sweden, The Federal Republic of Germany, France, the United Kingdom and
Canada. In essence, data protection policy's "target group is mainly the bureaucracy, and its
"impact" is defined and evaluated in terms of reducing bureaucratic power. "12 Flaherty observes
how "...aspiring bureaucrats are constantly inventing new ways to use existing data for other
administrative purposes, whether to enforce an agency's mandate, to respond to new governmental
or legislative directives, or for law enforcement."13 Regan draws similar conclusions about the
American experience. Regan describes how federal agencies began to use new computers and
telecommunications to advance the efficiency of government record-keeping; to detect and prevent
fraud, waste, and abuse; and to conduct law enforcement inv&ctigations.14 According to Bennett;

"The policy response to the "privacy” problem among advanced democratic states has been to enact

1076id. p.67.
1pid. p.72.
121id. p.208.

13David H. Flaherty (1989). Protecting Privacy in Surveillance Societies: The Federal Republic of
Germany, Sweden, France, Canada and the United States. London, The University of North Carolina.

p.1.

14prigcilla M. Regan. "Privacy, Government Information, and Technology." Public Administration
Review, Vol. 46, No. 6 (November/December 1986), p. 630.
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data protection laws."15  Data protection agencies promote bureaucratic accountability and

monitor the information collection initiatives of officials in several countries.

The literature on computerization and government databanks refers to the collection and storage of
large quantities of personal data as the catalyst to the privacy debate. 16 T Britain and the United
States proposals to centralize computer information systems met with resistance and controversy.
In attempts to promote liberal democratic values such as individual autonomy and limits to
government, Britain and the United States identified: "The need for policy to protect personal
information and prevent bureaucratic misuse of that information."l7 Regan argues that
bureaucracies have a vested interest in personal information that may account for privacy
invasions. "As bureaucracies recognize the significance of personal information both as essential
to their own intemal operations and as a resource in the extemnal environment, they will seek to
protect or increase their information capabilities."!® Bureaucrats do enjoy some degree of
autonomy in making decisions. Information is a valuable resource that adds to bureaucratic
autonomy. The American experience with data protection policies and the resistance towards an

independent regulatory agency highlight the bureaucracy’s desire to maintain independence.

15Colin J. Bennett. "Computers, Personal Data, and Theories of Technology: Comparative Approaches
to Privacy Protection in the 1990s." Science, Technology, & Human Valuyes, Vol. 16, No. 1 (Winter
1991), p.50.

16The works of authors such as Alan F. Westin (1967), Arthur M. Miller (1971) and Paul Sieghart (1976)
highlight this point. James Rule, Douglas MacAdam, Linda Stearns, David Uglow also comment on the
privacy concerns that arose from the use of government databanks in The Politics of Privacy. Planning
for Personal Data Systems as Powerful Technologies. New York, Elsevier, 1980.

17priscilla M. Regan. "Personal Information Policies in the United States and Britain: The Dilemma of
Implementation Considerations." Journal of Public Policy, Vol. 4, Part 1 (February 1984). p.19.

181pid. p.23.
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The Protection of Privacy
The United States

The development of data protection policies in the United States rests on the assumption that
individuals have an interest in protecting their own privacy. The unique experience of the United
States and the recognition of a "right to privacy" is traced to an influential arﬁc}e written in 1890
by Samuel Warren and Louis Brandeis. The Warren and Brandeis article, The Right to Privacy
first appeared in the Harvard Law Review.19 The subject of privacy has since captured the
interest and attention of legislative bodies and courts. One year earlier Judge Thomas M. Cooley
wrote in A Treatise on the Law of Torts the original definition of privacy as "the right to be let
alone."20 The Warren and Brandeis article is a source of reference for court decisions and
opinions dealing with a right to privacy in the United States since the 1890s. The American courts
have since developed a considerable body of law relating to privacy. This is noteworthy in
comparison to the Canadian experience. Historically, Canadians generally, have not relied heavily
on the judiciary to protect privacy interests. Judicial conservatism was an important factor. The
United States has long relied on the judicial process to resolve privacy issues. The right to privacy
in America has the protection of common law, the Constitution and beginning in 1974, data

protection legislation.

In 1965, privacy achieved the status of a constitutional right in the United States. The term
privacy does not appear in the U.S. Constitution. The Supreme Court in Griswold v. Connecticut

concluded that constitutional guarantees in the First, Third, Fourth, Fifth and Ninth Amendments

19Samuel Warren and Louis Brandeis. "The Right to Privacy." Harvard Law Review, 4 (1890), 193-220.
Richard F. Hixson writes that as early as 1886 the US Supreme Court four years before the Warren and
Brandeis Article in Boyd v. United States enforced the protection of private activities using the Bill of
Rights. The Court held in Boyd v. United States that federal subpoenas for certain business records
violated the due process clauses of the Fourth and Fifth Amendments. Hixson adds that "with this,
privacy won a permanent place in American jurisprudence.” See Richard F. Hixson (1987). Privacy in a
Public Society: Human Rights in Conflict. New York, Oxford University Press, p.71.

20Colin J. Bennett (1992). Regulating Privacy: Data Protection and Public Policy in Europe and the
United States cites on p.66 Thomas M. Cooley (1888). A Treatise on the Law of Torts, 2nd ed. Chicago,

Callaghan, p.29.
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create "zones of privacy."2] In this case the Court struck down a state law that prohibited the use
of contraceptive devices. Furthermore, by the 1960s, the expansion of computerization in
govemnment organizations created concemns about traditional constitutional balances and threats to
basic liberties. 22 Social commentators warned of the dangers associated with massive information
systems that would "...enhance the power of executive over legislatures; make federal Washington
master over the states; diminish authority and effectiveness of the courts; and promote the creation
of elaborate computer data banks that would threaten privacy, due process and dissent."23 During
the 1960s and 1970s numerous books, studies and commission investigations on computers were
appearing in several democracies. As noted earlier, the Watergate scandal is one plausible
explanation for the enactment of national privacy laws in the United States. The scandal led to the

enactment of federal and state privacy legislation from the mid-1970s to the present.

The United States Privacy Act of 1974 protects personal information held in government records.
The Act requires the government to report all information files, ensure the quality of information,
provide access to the individual's personal files, and to use the data only for the purpose in which it
was collected. The Act provides a record of disclosure to individuals affected by the release of
information. "It covers federal and state government files in general; consumer reporting for credit,
insurance and employment, individual bank and financial record, patient medical and health

records; education records, and records in a variety of other fields."24 The Act is self-enforcing

211bid. p.66. Also see Richard F. Hixson (1987). Privacy in a Public Society: Human Rights in Conflict.
New York, Oxford University Press. The First Amendment addresses freedom of religion, speech and the
press, peaceful assembly and association. The Third Amendment protects the intimacy of private
dwellings. The Fourth Amendment limits searches, seizures and arrests. The Fifth Amendment alludes
to privacy in terms of self-incrimination and due process. The Fourteenth Amendment addresses the
security of the persons, houses, papers and effects. The constitution protects one's body from assault,
private places from trespass and personal property from theft.

22A1an F. Westin. "Civil Liberties in the Technology Age: Safeguarding the Framers' Guarantees
Requires a Vigilant Congress and a Watchful Citizenry." Constitution, Vol. 3, No. 1 (Winter 1991), p.56.

231bid. p.56.

241bid. p.60.
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and did not create an independent authority to address privacy issues. Regan explains the
government's rationale:

A regulatory agency with authority to overrule a bureaucracy's decision to collect certain
categories of personal information or to exchange personal information with another
bureaucracy would significantly curtail the autonomy and discretion of bureaucracies.
This implementation framework imposes costs on a bureaucracy, in requiring
accountability both to the independent agency and to individuals. 25

The establishment of a regulatory body to monitor information collection practices would have

severely limited the independence and power of the bureaucracy.

In the United States, the bureaucracy's opposition to the creation of an independent regulatory
agency was extensive. After lengthy debates, the U.S. Privacy Protection Commission was
established with investigative and advisory responsibilities. A regulatory or ombudsman agency
was rejected based on the argument it would create "...a more ‘adversarial posture' not needed at
this time."26 President Gerald Ford, in support of the bureaucracy, challenged the need for a
separate Commission or Board.27 The Office of Management and Budget (OMB), an existing
federal agency was given the responsibility to oversee and implement the Privacy Act. Regan
highlights three weaknesses of the Privacy Act.28 First, the Act requires individuals to protect
their own interests. Second, the enforcement scheme provides remedies only after abuses have
taken place. Third, the legislation was insensitive to the existing power imbalance between
individuals and federal agencies. The individual's interest in privacy is placed in opposition to the
information requirements of public agencies. The client's dependency on an agency for benefits

places the individual at a disadvantage. The United States, Freedom of Information Act (FOIA)

25priscilla M. Regan. "Personal Information Policies in the United States and Britain: The Dilemma of
Implementation Considerations." Journal of Public Policy, Vol. 4, Part 1 (February 1984), pp. 23-24.

261pid. p.29.

A27Ibid. pp. 24-34. Regan provides an excellent summary on the policy debates at the Committee Hearings
on the establishment of an independent regulatory agency and the final decision.

28priscilla M. Regan. "Privacy, Government Information and Technology." Public Administration
Review, Vol. 46, No. 6 (November/December 1986), p.633.
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was enacted by Congress in 1966 and in 1974 was strengthened to provide wide access rights to

individuals. In the 1980s, a number of federal laws were enacted which addressed the use of

technology by federal agencies.

The Electronic Communication Privacy Act of 1986 and the Computer Matching and Privacy
Protection Act of 1988 followed the initial development of privacy legislation in the United States.
Westin writes that the new pieces of legislation were not the product of technological innovation by
government agencies implementing computer systems. Instead the new statutes were “...perceived
as critical, publicized as necessary and fought for in the political trenches by ad hoc coalitions of
interest groups that have been "citizen's lobby" on privacy and due process protections in the
computer age."29 The mobilization of groups in the United States directly affected by computers
included consumers, taxpayers, patients, the insured and bank account holders. The result of the
data protection movement is that American society today has more privacy protection laws and
voluntary organizational privacy rules than ever before. The Federal Privacy Act and state
legislations have empowered individuals to examine and challenge their govenment records by
" ..allowing private employees access to their personnel files, patients to view their medical
records, and consumers to inspect their credit-bureau files."30 Westin wams that the activities of
the courts, legislatures, interest groups, the media and citizenry must continue to protect individual
and group rights as governments adopt larger and more integrated records systems. The American
experiences with data protection legislation helped to shape and influence the policies of several

democracies, including Canada.

The privacy issue with its roots in the United States had a great influence abroad and is evident by

the large number of foreign publications referring to the American experience and relying on

29Alan F. Westin. "Civil liberties in the Technology Age: Safeguarding the Framers' Guarantees
Requires a Vigilant Congress and a Watchful Citizenry." Constitution, Vol. 3, No. 1 (Winter 1991),
p.61.

30mbid. p.62.
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American commentary, most notably the book written by Alan Westin in 1967 Privacy and
Freedom.31 Before 1967, James Rule observes that a privacy policy did not exist in the United
States and abroad.32 The legjslative activity since the 1960s in a number of parliamentary
democracies was extensive. The development of privacy legislation in Canada did draw on the
experience across the border. The American approach was rejected by Canadian policy-makers
who favoured a system that would promote ministerial accountability and rely less on the courts.
In addition, Canada adopted the guidelines set by the Council of Organization for Economic Co-

operation and Development (OECD).

OECD Guidelines

The development of policies to protect and preserve personal privacy is widespread in democratic
societies. In 1981, the OECD, published the "Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data" that serves as a minimum standard for members. Canada
formally became a signatory member in 1985. The OECD subscribes to the following principles:
collection limitation, data quality, purpose specification, use limitation, security safeguards,
openness, individual participation and accountability.33 The OECD contmd§ that transborder
data flow should not circumvent domestic privacy legislation in member countries. In addition, the
OECD encourages member countries to adopt "...appropriate domestic legjslation; encourage and
support self-regulation; provide reasonable means for individuals to exercise their rights; provide
adequate sanctions; and ensure that there is no unfair discrimination against data subjects."34 The
guidelines were influential in the development of Canadian federal legislation dealing with

information management and privacy protection.

31James Rule et al. (1980) The Politics of Privacy: Planning for Personal Data Systems as Powerful
Technologies. p.112.

321bid. p.111.

33Organization for Economic Co-operation and Development (OECD). Guidelines on the Protection of
Privacy and Transborder Flow of Personal Data. Paris, OECD, 1981, pp. 10-11.

341bid. pp. 10-11.
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Canada

Canada, a parliamentary democracy, did inherit the British concept of ministerial accountability
and a legacy of restrictive government information availability. In the early 1970s the lobby
efforts of political backbenchers, Barry Mather and Gerald Baldwin helped to push forward the
federal legislation. The media's attention coupled with the successful experience of the American
legislation were pivotal to the enactment of Canada's Privacy Act. The federal govenment under
Pierre Elliott Trudeau introduced Bill C-43 to provide rights to gain access to government
information and privacy protection. The Access to Information and Privacy Acts were passed in
1982 and proclaimed into law on July 1, 1983, under one piece of legislation, Bill C-43. The
Govemnment's inclusion of privacy provisions in Bill C-43 was to circumvent the use of freedom of
information legislation to delve into government records with personal information. The result was
a number of exemptions under the general rule of access. The Access to Information Act prohibits
disclosure of any file that contains personal information, unless the individual consents or the data
is publicly available. The Privacy Act replaced Part IV of the Canadian Human Rights Act of
1977, which included data protection provisions. The new Privacy Act broadens the definition of
personal information and includes a number of exemptions. The Act defines personal information
as "information about an identifiable individual that is recorded in any form" and includes
information relating to an individual's race, religion and marital status; their education, criminal or
employment history; their personal views or views of others about them.3> The review process
was extended to include a right of appeal to a court if a federal agency refused to release
information. The Act includes the conditions under which disclosures to third parties are
permitted. The Privacy Act did not receive as much public attention as the Access to Information
Act. The Liberal government's motivation to implement Bill C-43 is unclear, although it appears
to be a response to the efforts by lobbyists, broadcasting by the media and the successes of the

American legjslation. Jill Wallace argues that the initial motivation to introduce legislation was not

35Canada. The Privacy Act, Bill C-43. Ottawa, Queen's Press, 1983.

29



the result of some political will or crisis in Canada.30 The lobbying efforts of academics,
professional groups such as the Canadian Bar Association and the Canadian Institute of Public
Administration and public interest groups for freer access to government information were
instrumental.37 The Privacy Act gave Canadians a legislative guarantee that personal information

would be protected and addressed principles of fair information practice.

Privacy protection on the national level focuses on the development of fair information practices in
government data banks falling under federal jurisdiction. The federal Privacy Act established the
right of Canadians to know the existence of personal information files held by federal public bodies
and the right to examine, correct and challenge the information. The Act sets out rules and
standards for the collection, protection, use and disclosure of personal information. Citizens have
the right to know the present and future use of their personal information. The Privacy Act is
similar to legislation enacted in Sweden, West Germany and France. Each country's legislation
includes five broad principles: "...access to one's own data; access, completeness, and timeliness of
recorded information; limitations on information which may be collected; procedures for
challenging and correcting erroneous data; and protection of data from unnecessary disclosure."38
The Access to Information Act, its companion statute is designed to achieve compatibility between
information access and privacy. The access to information debate has concerned itself with
political accountability and citizen participation in the affairs of government. The Acts created the
positions of the Privacy Commissioner and the Information Commissioner with separate

responsibilities and mandates. The Privacy Commissioner, an officer of Parliament with quasi-

367i11 Wallace (1987). "The Canadian Access to Information Act 1982." Public Access to Government-
Held Information. Edited by Norman Marsh. London, Stevens & Son Ltd., pp. 123-124.

37id. pp.123. Also see the study by Robert Hazell. "Freedom of Information in Australia, Canada and
New Zealand.” Public Administration, Vol. 67, No. 2 (London) (Summer 1989), p. 210. Hazell agrees
that the Canadian Bar Association played an important role in Canada and found that in all three
countries studied, the media were strong supporters of the legislation.

38 James Rule et al. (1980). The Politics of Privacy: Planning for Personal Data Systems as Powerful
Technologies. p.112.
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judicial functions has the power to mediate disputes, investigates federal public institutions to
ensure compliance and can apply to the Federal Court for a review of government decisions. The
Commissioner can only make recommendations and does not have the authority to order federal
agencies to conform to standards or to give individuals access to personal information. The
Commissioners cannot overturn a decision by the head of an agency. This follows the concept of
ministerial responsibility, which states a minister is responsible only to Parliament. Despite the
shortcomings of the legislation, federal policy-makers benefited from the Aexperiments of other

countries with data protection policies.

The legislative attempts to protect personal data by the United States and several European
countries were instrumental in shaping Canadian privacy law. Bennett describes this process as
"lesson-drawing" since the experiences abroad were influential in the Canadian policy development
stage.39 The OECD guidelines and the privacy principles in the American legislation with some
variation found expression in the Canadian legislation. One explanation is an attempt to
"harmonize data protection legislation" in different legal jurisdictions and to comply with
international standards.40 Canada, Britain, France, Sweden, Denmark and West Germany did
depart from the influences of America by implementing a variety of privacy-protecting institutions.

The Canadian legislation is dissimilar to the United States Privacy Act in a number of ways.

First, the American approach relegated privacy as a secondary value to access. "In the US
Freedom of Information Act, a right of access to third-party personal information is granted
provided such access does not amount to a 'clearly unwarranted invasion of privacy’."41 The

American Privacy Act states that records that must be open under the Freedom of Information Act

39Colin J. Bennett. "The Formation of a Canadian Privacy Policy: The Art and Craft of Lesson-
Drawing." Canadian Public Administration. Vol. 33, No. 4 (Winter 1990), p.549.

40mbid. p.563.

411bid. p.564.
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are not subject to the provisions of the Privacy Act.42 The government or the individual whose
privacy is being invaded has to demonstrate the invasion is unwarranted. Canadian policy-makers
found the American approach "..incoherent, confusing and injurious to legitimate privacy
interests."43 Officials adopted the view that, "...[the] right of access should be set up so that a
heavy onus rests upon the applicant to convince the agency concemed that injury to privacy would
not result..."44 The Canadian Privacy Act states that "the head of a government institution may
refuse to disclose any personal information requested under subsection 12(1) about an individual
other than the individual who made the request." On the other hand, the Canadian Access to
Information Act prohibits the disclosure of a record that contains personal information as defined
in Section 3 of the Privacy Act. Bennett notes the interrelationship between privacy and access

legislation in Canada was due to inconsistencies in the American information law 43

A second major departure from the American legislation was the creation of a Privacy
Commission, an independent body to oversee privacy protection in Canada. West Germany,
France, Sweden and Canada did establish a Commission or Board with some independence from
the executive branch of government. The Commission or Board monitors compliance to fair

information practices as set out in the data protection legislation of each country. The American

425ee Richard F. Hickson's book Public in a Public Society. Human Rights in Conflict, p.185 in which
he cites one author's explanation of the dilemma facing agency bureaucrats trying to administer the Acts.
Frank Rosenfeld's "Freedom of Information Act's Privacy Exemption and the Privacy Act of 1974." 11
Harvard Civil Rights Civil Liberties L.R. 596 (1976) on p. 627 states, "If they refuse to disclose the
material they risk being sued by the party who requested the file under the Freedom of Information Act
[FOIA]. Under the FOIA the court may award to a successful plaintiff his costs and attorney's fees. If, on
the other hand, agencies release material, they risk being sued under the Privacy Act by the person who is
the subject of the file. In that case, the plaintiff might win by showing that the file was exempt from
disclosure under FOIA. A successful Privacy Act plaintiff can collect not only his costs and attorney's fees
but also actual damage sustained because of disclosure." Hixson adds "if the official is going to err in his
decision it is less costly to withhold the requested information and risk a suit under the FOIA." p.185.

43Colin J. Bennett (1990). "The Formation of a Canadian Privacy Policy: The Art and Craft of Lesson-
Drawing." Canadian Public Administration. p.564.

H1bid. p.564.

431bid. p.565.
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Privacy Act did not create an independent body. The OMB, an American federal agency addresses
privacy issues and relies on the courts for enforcement. Canadian policy-makers did reject this
approach since "simple reliance on the courts...would be inconsistent with Canada's parliamentary
traditions."4® The final decision was a compromise between the American policy of self-
enforcement and the bureacratic approach in Sweden and France of a licensing regime. "Lessons
from oversees, therefore pointed to a middle approach, a separate policy instrument solely
concerned with privacy but relieved of regulatory or licensing responsibilities."47 Bennett suggests
that the concept of a privacy commission was fashionable due to recent establishments of
ombudsmen in Canada and was consistent with constitutional norms. 48 Flaherty argues that, "The
concept of the Privacy Commissioner as an ombudsman was the product of government
thinking,..[and].. featured a limited conception of data protection."49 According to Flaherty an
ombudsman role "...is only part of what is necessary for strong data protection."50 Interestingly
enough, the government of British Columbia in 1992 recognized the shortcomings of the federal
legislation and was encouraged by a public interest association and academics to adopt a different
approach towards privacy protection. The concept of an ombudsman or advisory role for the
Provincial Information and Privacy Commissioner was rejected in British Columbia. The
Canadian Privacy and Information Commissioners have jurisdiction over records and information
in the federal public sector and exercise an ombudsman or advisory role. The Commissioners lack
the power to issue binding orders but may take cases to the Federal Court of Canada if agencies
fail to comply with their advice. The Canadian Privacy Act has a two-tiered review system in

which an individual can forward a complaint to the Commissioner that may be followed by a

467bid. p.566.
471bid. p.567.
481bid. p.567.

49David H. Flaherty. Protecting Privacy in Surveillance Societies: The Federal Republic of Germany,
Sweden, France, Canada and the United States. pp. 244-245.

501bid. p.245.
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Federal Court review. One problem that has emerged is the inconsistencies in the Court's
interpretation of the concept of privacy. In the Privacy Commission's Annual Report 1993-1994,
for example, the Commissioner describes two cases, Robert Sutheriand and the Minister of Indian
and Northern Affairs, and The Minister of Finance and Michael A. Dagg in which the Federal
Court applied different interpretations of pn'vacy.51 The Canadian Privacy Act also created a

separate office for the Privacy Commission.

The decision to create a separate Federal Privacy Commission was based on the experiences drawn
from the first Privacy Commissioner, Inger Hansen. Hansen found the co-existence of the anti-
discrimination provisions of Parts I-IIl and the privacy provisions of Part IV of the Canadian
Human Rights Act, 1977 were awkward and led to conflicts of interest. Part IV of the Act
protected personal information contained in federal information banks.52 In a statement to the
Justice and Legal Affairs Committee of the House of Commons, Hansen noted: "As Privacy
Commissioner, I could and I have become party to information that would be useful to the Human
Rights Commission as a whole and yet I should not and I am not entitled to disclose it.">3 Hansen
recommended that the office of the Privacy Commission be given a "separate and legal institutional
mandate” and carried weight in the final decision. Today, the Canadian Privacy Commissioner's
Office is a separate entity and functions outside the realm of the Human Rights Act. The
enactment of the Access to Information and Privacy Acts did create two separate offices, an Office
of the Information Commissioner of Canada and the Privacy Commissioner of Canada. The

Privacy Commissioner's Office is far removed from the bureaucracy and deals exclusively with

51Canada, Privacy Commission. Annual Report 1993-1994. Ottawa, The Privacy Commission of
Canada, p.18.

52Michael G. Cox (1983). "Personal Access: The Canadian Human Rights Act of 1977 and the Privacy
Act of 1982." Canada's New Access Law: Public and Personal Access to Governmental Documents.
Edited by Donald C. Rowat. Ottawa, Published by the Department of Political Science, Carleton
University, pp. 19-44.

53Nanci-Jean Waugh (1983). "A Critique of the Privacy Act." Canada's New Access Law. Public and
Personal Access to Governmental Documents. Edited by Donald C. Rowat. p. 48.
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privacy issues, although it interacts with the Information Commissioner's Office. The Privacy Act
allows individuals to obtain access to information about themselves, and is parallel to the Access to
Information Act. The mandatory five year review by the Standing Committee on Justice and
Solicitor General in 1987 of the Privacy Act led to the report titted Open and Shut: Enhancing the
Right to Know and the Right to Privacy. The Committee recommended one hundred and eight
reforms to the Federal Act. The recommendations to extend the Act to crown corporations and all
public institutions were never implemented by the federal government. The choice of a policy

instrument in Canada was largely influenced by the approach adopted in the United States.

Essentially, the development of Canadian privacy law drew from the experiences of other
countries. Policy-makers studying the American Privacy Act were able to adapt it "to Canadian
circumstances and to avoid what were perceived as the worst flaws.">4 As Flaherty suggests:
"The influential U.S. Privacy Act downplayed the importance of having an active agency to
promote implementation. Furthermore, rather than rely on the courts to enforce the legjslation as
the Americans were doing Canadians can use the Commissioner as a mechanism to avoid the
courts except as a last resort.”35 The 1981 OECD guidelines helped to shape the principles that
are part of the Canadian federal legislation. Privacy legislation in British Columbia has a long
history that dates back to 1968 when the courts created a tortious liability for an invasion of
privacy. The British Columbia Privacy Act of 1968 failed to protect personal information

voluntarily provided to government agencies.

54Colin J. Bennett (1990). "The Formation of a Canadian Privacy Policy: The Art and Craft of Lesson-
Drawing." Canadian Public Administration. p. 569.

55David H. Flaherty. Protecting Privacy in Surveillance Societies: The Federal Republic of Germany,
Sweden, France, Canada and the United States. pp.246-247.
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British Columbia

In 1968, British Columbia passed the Privacy Act and was the first Commonwealth jurisdiction to
"establish an independent cause of action for unreasonable and unwarranted invasion of an
individual's privacy."5® Similar legislation was adopted in Manitoba and Saskatchewan. One
explanation for the passage of the Act in British Columbia was the result of an incident involving
the Pulp and Paper Workers Union of Canada at the Ritz Hotel in Vancouver.>7 In November
1966, the convention hall and the bedrooms of the leaders of the union were bugged by a private
detective hired by a rival union, the Intemational Pulp and Sulphate Workers Union. Two
R.C.M.P. Officers had referred to the rival union a detective who could provide these services. A
Royal Commission of Inquiry into the Invasion of Privacy was appointed following the publicity
from this incident. The Report by the Commission recommended "the legislative creation of a civil
remedy for invasion of privacy."58 The Privacy Act of 1968, created two heads of tortious
liability, "a general protection of privacy” and "a detailed tort protecting an individual from
misappropriation of name or likeness for commercial purposes."59 Section 2(1) states: "It is a
tort, actionable without proof of damage, for a person, willfully and without claim of right, to

violate the privacy of another."®0 No definition of privacy was included in the Act.

56 Norman W. Sterling (1984). Discussion Paper on Privacy: Initiatives for 1984. Ontario, Provincial
Secretariat for Resources Development, p.12.

57Philip H. Osborne (1980). "The Privacy Acts of British Columbia, Manitoba, Saskatchewan." Aspects
of Privacy Law: Essays in Honour of John M. Sharp. Edited by Dale Gibson. Toronto, Butterworths &
Co. (Canada) Ltd., p.87.

581bid. p.87. A number of provinces were also concerned with the invasion of privacy. Alberta appointed
a Special Committee on Invasion of Privacy and the Ontario Law Reform Commission published a report
titled 4 Report on the Protection of Privacy. Refer to Edward H. Humphreys (1980). Privacy in
Jeopardy: Student Records in Canada. Toronto, The Ontario Institute for Studies in Education, 1980,
p.10.

59bid. p.87.

60bid. p.87.
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A second explanation for the enactment of privacy legislation by British Columbia and Manitoba
in 1970 was that the two provinces had "...decided not to wait for the gradual evolution of
doctrines for the protection of privacy by the courts, and...enacted statutes declaring a general right
to privacy."61 In the common law provinces of British Columbia and Manitoba, legislation was
enacted to make it a tort to violate privacy since there was no specific common law tort for
invasion of privacy. The Federal Task Force on Privacy and Computers notes that up to the 1960s
the recognition of "privacy in tort law by the courts has...been sporadic and strictly confined to
remedies sought for invasions definable in law in other areas."62 In addition, the legislative
attempts by other countries to protect personal information and the potential threats from modemn
technology were influential in the development of privacy legislation. Philip H. Osborme describes
the rationale for the establishment of a tort for invasion of privacy by three provinces:

...the inadequacy of the protection provided by the established heads of tortious liability,
judicial conservatism, and a dearth of cases combined with the increasing threats to
privacy by modem technology, led the provincial legislatures of British Columbia,
Manitoba and Saskatchewan to enact a tort of invading privacy. In deciding the form that
this legislation should take, the provinces were guided by legislative experiments in other
countries 63

Despite the legislative attempt to create a common law tort for the violation of privacy the B.C.
Privacy Act had a serious limitation. The Act failed to address the inappropriate or unauthorized
use of personal information voluntarily provided to another individual or an institution. Most of
the information provided to government agencies are voluntary and concemns had arisen over
unauthorized and inappropriate disclosure. In addition, the cost borme by individuals seeking

protection through the courts was a disincentive that often outweighed the potential benefits.64

61Canada, Task Force established jointly by the Department of Communications/Department of Justice.
Privacy and Computers. Ottawa, Information Canada, 1972, p.139.

621bid. p.141.

63philip H. Osborne (1980). "The Privacy Acts of British Columbia, Manitoba, Saskatchewan.” Aspects
of Privacy Law: Essays in Honour of John M, Sharp. p.81.

64 Norman W. Sterling (1984). Discussion Paper on Privacy: Initiatives for 1984. Ontario, Provincial
Secretariat for Resources Development, p.12. Also see Edward H. Humphreys (1980). Privacy in
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Freedom of information and privacy bills were introduced unsuccessfully in the British Columbia
Legislative Assembly since the 1970s. In 1991, the election campaign by the provincial New
Democratic Party (NDP) focused on an "Open Govermnment Initiative" and stressed the need for
more open and accountable administration. The window of opportunity to legislate stronger
privacy rights and access to information rights was opened up in the province. As one
commentator notes the statement by Gerald Baldwin that a good information access law could only
be achieved by a "virgin govermnment that hasn't been in power long enough to have lost its virtue"

may be applicable to British Columbia 65

A Member of the Legislative Assembly for Bumaby North, Barry Jones was elected to the
Legislature in 1986 and annually introduced a private member's bill on Freedom of Information.
This was not the first government to introduce this type of bill. Beginning in January of 1972,
Alex MacDonald introduced Bill 41, cited as the "Sunshine Law, 1972" to the Legislative
Assembly. Table 2.2 highlights the history of freedom of information and privacy protection bills
introduced in the province. Access to information legislation has been a long standing issue in
British Columbia. It has a twenty year history of on-going discussions. In June 1990, the Social
Credit Government had introduced an access legjslation that was criticized by the media for having
too many exemptions and resembling a secrecy law.%6 The NDP during the 1991 election
campaign had a platform of open, fair and balanced govemment. Jones writes that, "...the new
administration [in 1991] believed that freedom of information legislation was long overdue,

particularly given that British Columbia was one of the last jurisdictions in North America to have

Jeopardy: Student Records in Canada, pp. 10-11. Humphreys observes that the B.C Privacy Act of 1968
involved procedures that were cumbersome and expensive.

65"Time is ripe for information law", The Vancouver Sun, November, 18, 1991, A12. The late Gerald
Baldwin is considered one the architects of Canada' Access to Information and Privacy Acts. He fought
long and hard in the 1980s for legislation at the federal level.

66"Time is ripe for information law", Vancouver Sun, November 18, 1991, A12,
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such a 1aw."67 Jones points out that the previous administration was secretive and had a "siege
mentality."68 Jones was referring to a land deal by the previous government under Bill Vander
Zalm and the administration’s refusal to release information that involved public funds. A review
of the media coverage during this period illustrates some concerns about government secrecy.59
According to Jones the principles of information and privacy rights were presented to British
Columbians in the 1991 election. The principles "were part of the mandate which the voters
approved at the time...[and] is part of the provincial government's Open Government Initiative. w70
A strong supporter of freedom of information legislation Jones argues that it is important to
“...open up the processes of govemment and make it easier for ordinary citizens to participate and
influence, the decisions of govemnment...[especially] in an age when citizens are feeling increasingly
powerless, cynical, and alienated..."71 Furthermore, Jones notes the concerns over privacy issues
are increasing as: "Technical limitations on the ability of government to collect and store personal
information are non-existent. In the absence of technical limitations...we need to create some
legislative limits."72 A data protection legislation for Brtish Columbia was perceived as
necessary to limit the bureaucracy's ability to collect personal information with the latest
technology. On the other hand, the provisions of freedom of information legislation would
encourage citizens to participate in the affairs of govemment. In 1992, a new piece of legislation
was introduced by the NDP Government to provide wider access rights and stronger protection of

67Barry Jones (1993). Barry Jones Report: The Extension of Citizens' Information and Privacy Rights to
all Public Bodies in British Columbia. Presented to Attorney General, Chair, Cabinet Caucus Committee

on Information and Privacy. Victoria, Queen's Printer for British Columbia, p.1.

68personal Interview with Barry Jones, Member of the Legislative Assembly, on January 23, 1996, in
Burnaby, B.C.

69Media reports suggest the Social Credit Government refused to release reports and disclose information
in other cases. See "Veitch declines to disclose amount of warrant request”, The Vancouver Sun, March
28, 1991.

7°Barry Jones (1993). Barry Jones Report: The Extension of Citizens' Information and Privacy Rights to
all Public Bodies in British Columbia. p.9.

Tl1bid. p.5.

721bid. pp. 5-6.
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personal information under the custody of provincial public bodies. In 1993, the broader public

sector was included in the Act.
Year Bill # | Title Introduced by Debates
1972 4] "An act to provide for public Alex MacDonald, 1st Reading
1st session scrutiny" - cited as the "Sunshine NDP March Sth
Law, 1972"
1973 125 "An act to provide for public Garde Gardom, 1st Reading
1st session scrutiny" - cited as the "Sunshine Liberal March 9th
Law, Revisited"
1973 16 "Public scrutiny” - cited as the Garde Gardom, 1st Reading
2nd session "Sunshine Law Agam Revisited" Liberal September 19th
1976 33 "Freedom of information act” - cited | Scott Wallace, 1st Reading
as the "Macdonald-Gardom Progressive March 30th
Sunshine Act, 1976" Conservative
1976 79 "Access to information act” - cited Gordon Gibson, 1st Reading
as the "Open Door in Government Liberal June 15th
Act, 1976"
1977 M 202 | "Freedom of information act" - cited | Scott Wallace, 1st Reading
2nd session as "MacDonald-Gardom-Wallace Progressive January 31th
Sunshine Act, 1977" Conservative Tabled August
4th
1977 M 209 | "Access to information act" Gordon Gibson, 1st Reading
2nd session Liberal Party June 23rd
1980-1986 | M 209 | "An act establishing the right to Eileen Dailly, NDP May 8th, 1980
public information and the June 24th, 1981
protection of individual privacy" June 20th, 1985
May 14th, 1986
1987-1991 M 205 | "The freedom of information act" Barry Jones, NDP July, 1987
June 9th, 1988
July 13th, 1989
June 11th, 1990
May 13th, 1991
1991 12 " Access to information and Social Credit Tabled
protection of privacy bill" Government June 24th
1992 50 "Freedom of information and Barry Jones & Colin June 18th
_protection of privacy act" Gabelmann, NDP
1993 62 "Freedom of information and Barry Jones & Colin June 23rd
2nd session protection of privacy amendment Gabelmann, NDP
a ct"
Sources: British Columbia. Official Report of Debates of the Legislative Assembly 6476 (May 1,
1989) and Barry Jones Personal Notes ""The 'Sunshine bill’ and sequels 1972-1979" and "History
of Freedom of Information Attempts", March 1996.

The British Columbia Freedom of Information and Protection of Privacy (FOIPP) Act received
royal assent on June 30, 1992, to regulate public institutions, and was in force on October 4, 1993,

The first phase of the legislation covers provincial bodies, including ministries and crown
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corporations, boards, commissions and agencies. This new piece of legislation has wider
applications than the federal legislation and its scope is greater than the 1968 Privacy Act. The
FOIPP Act (Bill 50) includes access to information and privacy rights under one legislation. In
February 1993, Jones made several recommendations to the Attomney General, Colin Gabelmann,
to extend information and privacy rights to all public bodies receiving funding by the provincial
government or operating under a statute in British Columbia. The British Columbia Freedom of
Information and Protection of Privacy Amendment Act (Bill 62) was tabled in the Provincial
Legislature on June 23, 1993. On November 1, 1994, public bodies such as municipalities,
municipal police forces, school boards, colleges and universities, health and social service agencies
and hospitals were included under the second tier of the Act, followed by self-goveming
professional bodies on November 1, 1995. Jones' decision to amend the FOIPP Act (Bill 50) and
to include the broader public sector under one piece of legislation was based on observations made

by representatives of other Canadian jurisdictions during consultation.

Before amendments to the FOIPP Act, the province consulted with Ontario to determine whether
the local bodies should have a separate piece of legislation. In Ontario there are two acts. The
Freedom of Information and Protection of Privacy Act, 1987 govems provincial bodies and the
Municipal Freedom of Information and Protection of Privacy Act, 1989 covers local bodies. A
number of representatives from Ontario believed the implementation of two separate Acts were
costly and complicated.”3 Rita Reynold, a representative with the Municipality of Metropolitan
Toronto stated that the two pieces of legislation “...created significant administrative problems for
the municipalities, the province and the public."74 The experiences of Quebec were referenced,
since the province had one act, the Act respecting access to documents held by public bodies and
the protection of personal information (1987) which included four articles that addressed the

specific needs of local institutions. It is important to note that soon after, Quebec's Bill 68, An act

T31bid. p.29.

T41bid. p.30.
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respecting the protection of personal information in the private sector became law on January 1,
1994. Tt represents the first statute in North America to develop rules for the private sector's use of
personal information. The government of British Columbia drew from the experiences of Ontario

and Quebec.

A number of policy options were available to the government of British Columbia including:
amendments to Bill 50; regulations to Bill 50; confidentiality provisions in other Acts; and policy
guidelines to Bill 50.7> Three factors led Jones to recommend amendments to Bill 50 rather than
the creation of a new piece of legislation to address local needs. The recommendations made to the
Attomey General were based on the following factors:

[TThe problems experienced in Ontario as a result of having a separate Act for local public
bodies compared to the successful experience of Quebec; the pre-existing flexibility of
British Columbia’s provincial legislation (Bill 50) - a flexibility which may be under-
estimated by many local public bodies; and the analysis of how every one of the specific
concems raised in local public body submission can be met within the framework of an
amended Bill 50.76

The government's decision was to amend the existing Act using Bill 62 to address the needs of local
bodies. British Columbia represents the only jurisdiction in North America to include self-
govemning professional bodies in its access to information and protection of privacy legislation.

The FOIPP Act's inclusion of local public bodies is consistent with several provinces.

Eleven Canadian governments have some form of freedom of information and privacy legislation.
These include: New Brunswicic (1978), Newfoundland (1981), Quebec (1987 and in 1994 separate
legislation for the private sector), the Federal Government (1982), Manitoba (1985/1986), Yukon
(1986, revised in 1992), Ontario (1987 and in 1989 separate legislation for local government),
Nova Scotia (1990, revised in 1994), Saskatchewan (1991), British Columbia (1992), Alberta

(1994) and the Northwest Territories (1994). Prince Edward Island is the only province without

T51bid. p.31.

T61bid. p.32.
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any form of access to information or privacy legislation. In the Federal Privacy Commission's
Annual Report 1994-1995 the Commissioner anticipated the adoption of legislation in Prince
Edward Island as early as 1996 following the provincial legislative committee recommendations in
1994.77 Table 2.3 provides a survey of the various public bodies covered by access to information
and privacy legislation in six provinces. The FOIPP Act guarantees British Columbians stronger

protection of personal information held by public bodies.

Public Body Alberta | B.C. | Nova Ontario | Quebec | Sask.
Scotia

Education Sector

Colleges yes yes ves yes yes yes

School Boards yes yes yes yes yes yes

Universities yes yes yes no yes yes

Health Sector

Hospitals I yes | yes Des [ no | yes J yes

Law Enforcement

Police —[ _yes l_xes I yes iyes l yes I no
Local Government

Municipalities es es yes yes yes yes
Self-governing no yes no no no no
Professional Bodies
Other Local yes yes yes yes yes yes
Government Bodies
Legislations:
Alberta, Freedom of Information and Protection of Privacy Act, 1994

British Columbia, Access to Information and Protection of Privacy Act, 1992

Nova Scotia, Freedom of Information and Protection of Privacy Act, 1994

Ontario, Municipal Freedom of Information and Protection of Privacy Act, 1989

Quebec, An Act respecting Access to documents held by public bodies and the Protection of
personal information, 1987

Saskatchewan, The Local Authority Freedom of Information and Protection of Privacy Act,
1991

Sources: Barry Jones. Appendices to Barry Jones' Report Extending Freedom of
Information and Privacy Rights in British Columbia. (1993):Appendix B and Canada,
Privacy Commission. Annual Report 1994-1995. Ottawa, The Privacy Commissioner of
Canada, p.24.

77Canada, Privacy Commission. Annual Report 1994-1995. Ottawa, Privacy Commissioner of Canada,
p.25.

43



Before the enactment of the FOIPP Act, British Columbians did not have a legislated general right
to examine their own personal information, held or used by govemment; nor the right to request
correction of erroneous or inaccurate data. Privacy rights had minimal protection from various
branches of law, statutes and government policy. Jones describes the extent of the new legislation:
" Any record created by an employee or official of a public body in the course of their duties is a
record of that public body and subject to the legislation."”® The legislative protection of privacy
was viewed as essential since it provided individuals' with more control over the collection, storage
and use of personal information by government agencies and other institutions. Part Four of the
Act established the office and powers of the Information and Privacy Commission. An Information
and Privacy Commissioner was appointed by the Lieutenant Governor for a non-renewable six year
term and was based on the unanimous recommendation by a Special Committee of the Legislative

Assembly.

The British Columbia Information and Privacy Commissioner, an Officer of the Legislature, has
the authority to regulate and monitor the information practices of provincial public bodies and
organizations that come under the second tier of the legislation. In cases, where a resolution is not
reached through negotiation the Commissioner has the power to order any public body to comply
with the provisions of the Act. The Commissioner has the legislative authority to "...order the
public body to change its policies of collecting, using, and disclosing personal information, to give
citizens access to personal information about themselves, and to correct this information at their
request."79 The FOIPP Act differs from the Canadian Privacy Act. The data protection agency
created by the Act has wider powers than its federal counterpart. The Federal Privacy
Commissioner lacks the power to order agencies of the government to conform to standards or

permit individuals access to personal information. The Federal Privacy Commissioner must seek

78Barry Jones (1993). Barry Jones Report: The Extension of Citizens' Information and Privacy Rights to
all Public Bodies in British Columbia.

T9Erin Shaw et al. (1994). The Privacy Handbook: A Practical Guide to Your Privacy Rights in British
Columbia and How to Protect Them. p.15.
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redress through the courts, which entail substantial costs and delay impediments. An interest
group association in British Columbia suggests that the court's scope of review is somewhat
unclear.80  The Federal Privacy Commissioner’s Annual Report 1993-1994 highlights
inconsistencies in the Federal Court's interpretation of privacy. The Federal and Provincial
Commissioners make recommendations, monitor how well the government adhere to standards and
receive and investigate public complaints. The dual role of the Provincial Commissioner is similar
to other provincial legislation. As noted earlier, an Ombudsman or advisory role for a data
protection commissioner was rejected in British Columbia. FIPA's recommendation for a stronger
role for the data protection commission was based on a number of factors. First, the Ombudsman
does not have any decision-making powers and is seen as an advocate. The traditional role of the
Ombudsman's Office would be jeopardized. FIPA believes that, "...binding review powers are
indispensable to good access and privacy legislation."81 Second, the Ombudsman stands apart
from the executive and legislative branches of government. The Ombudsman is an officer of the
Legislature. The Ombudsman's Office ".. has more in common with the judicial branch than any
other arm of government."82 FIPA believed that the Ombudsman's power to make decisions on
access to information and privacy legislation would be diminished by its traditional role. An
Ombudsman has the responsibility of legislating access to information and privacy rights at the
federal level and in the' jurisdictions of Manitoba and New Brunswick. FIPA considered an
independent specialist to address access to information and privacy issues essential. The
Ombudsman's Office of British Columbia has dealt with public complaints on access to
information, privacy and other issues over the years. The arguments for a separate office were

similar to those made by Inger Hansen, when she served as the first federal Privacy Commissioner.

80David Loukidelis, Catherine L. Hunt and Valerie Osborne (1991). Information Rights for British
Columbia: Recommendations for Access to Information and Protection of Privacy Legislation for British
Columbia. Vancouver, B.C. Freedom of Information and Privacy Association Legislative Task Force,
1991, p.18.

81bid. p.15.

821bid. p.15.
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Hansen believed privacy protection should be given its own mandate and should exist outside of the
Human Rights Act. The United States Privacy Act of 1974, Canada's Federal Privacy Act of 1982
and the British Columbia FOIPP Act of 1992 represent various models of data protection policies.

Overview of the Models of Data Protection

The policy instruments selected to protect information privacy varied considerably among
democratic countries. The decision to adopt a specific instrument is based on a host of factors.
These include: the bureaucracy’s interest in maintaining control over information, interest group
pressure to make govemnments more open and accountable and electoral promises. Bennett
provides a comprehensive list of five domestic characteristics that influenced the policy instrument
decision in the United States, Sweden, West Germany and the United Kingdom. These include:
"...the repertoire of policy instruments within the state; the preferences of the dominant social
groups; the role of political parties in electoral competition; the position and power of bureaucracy,
and economic constraints."83 The United States Privacy Act, is an example of a self-enforcing
law that relies on the assertion of individual rights in the courts and represents one model. The Act
does not have a separate enforcement agency. Americans depend on the oversight roles of
Congress and the Office of Management and Budget (OMB). A second model is the Canadian
federal Privacy Act which established an enforcement agency with investigative and monitoring
responsibility. Individuals can complain to the Canadian Federal Privacy Commissioner, who can
apply to the Federal Court for a review of a government decision. Several provinces have
introduced legislation with a stronger regulatory component. The 1992 British Columbia FOIPP
Act has some similarities with the federal legislation, although the powers of the Provincial
Commissioner are greater. The FOIPP Act confers to the Information and Privacy Commissioner
significant powers to supervise information practices and respond to complaints, conduct
investigations and issue binding orders to a public body. Canadian courts are playing an

increasing role in the protection of privacy.

83Colin J. Bennett (1992). Regulating Privacy: Data Protection and Public Policy in Europe and the
United States. p.7.
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The Protection of Privacy by the Courts
The Canadian Charter of Rights and Freedoms of 1982 has given the courts a powerful role in the

affairs of government. Before the Charter, the courts' primary concem was the division of power
between governments. Canadian society is becoming more rights oriented and relies increasingly
on the courts rather than elected representatives. The result is the Charter has given judges a
substantive policy making role. The BCCLA and FIPA observe that the courts and elected
officials are increasingly aware of privacy as an important value in our society. The courts'
interpretation of privacy rights using Section 8 of the Charter led members of both organizations to
assert: "Although these have not had a broad impact, they have signaled the courts' judgment that
citizens' rights to privacy can override the efficiency of government operations and of law
enforcement interests."34 The Charter applies to all laws and policies made by federal and
provincial governmental agencies and limits the activities of government in the affairs of private
citizens. The term "privacy” is not mentioned in the Charter, however Section 8 is recognized as
protecting privacy interests. Section 8 states: "Everyone has the right to be secure against
unreasonable search and seizure." The Supreme Court of Canada has applied Section 8 to include
a right to privacy. In one interpretation, the Supreme Court concluded in R. v. Dyment (1988):
"Grounded in man's physical and moral autonomy, privacy is essential for the well-being of the
individual."85 The Supreme Court judge added that: "Recent trends in health care exacerbate the
problems relating to privacy in the medical context, particularly in light of the health-team
approach in an institutional setting and modem health information systems."86 The right to
privacy is not absolute in the Charter. The courts must balance the individual right to privacy with

societal goals. Section 1 of the Charter recognizes that the violation of a Charter right may occur

84E+in Shaw et al. (1994). The Privacy Handbook: A Practical Guide to Your Privacy Rights in British
Columbia and How to Protect Them. p. xxi.

85R v. Dyment [1988] 2 S.C.R. 417.

861hid.
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if it is "democratically necessary in a free and democratic society.” The Courts also recognize an

individual's right to have access to medical records.

The Supreme Court of Canada in 1992 gave patients a legal right to access personal medical
records.87 In Mclnemey v. MacDonald, 1992 the judge concluded that: "The patient has a basic
and continuing interest in what happens to the information and in controlling access to it."88 The
Federal Privacy Act under subsection 12(1) allows the individual to access personal information
that is under the control of a government institution. Section 28 of the Act imposes limitations on
access to medical records held by federal institutions. Section 28 states: "The head of a
government institution may refuse to disclose any personal information requested under subsection
12(1) that relates to the physical or mental health of the individual who requested it where the
exanﬁnaﬁ§n of the information by the individual would be contrary to the best interests of the
individual "89 A similar provision is found in most legislation throughout Canada. Provinces with
inadequate access legislation will have to abide by the court decision. The ruling did not apply to
records held by hospitals only those of private physicians. In Mclnemey v. MacDonald, the judges
did not address privacy issues in the decision. The control over health information is an important
concern for patients throughout North America. An examination of the FOIPP Act will be
presented in the following chapter, to determine the impact on the protection of health records
under the custody or control of provincial public bodies, hospitals, health care organizations and
self-governing professional bodies. The inclusion of health records in the Act will provide greater
protection than the Mclnemey v. MacDonald ruling since the legislation includes privacy
provisions and applies to hospitals and health care facilities. The judicial and legislative protection

of privacy is not absolute nor free from criticisms.

87McInerney v. MacDonald [1992] 2 S.C.R. 138.
831bid.

89Canadian Statute. Privacy Act. 1980-81-82-83, c. 111, Sch. IT "1".
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The models of data protection policies adopted by the United States and Canada highlight
differences in the two political systems. Nevertheless, the U.S. Privacy Act and the Canadian
Access to Information and Privacy Acts have come under severe attack by critics who suggest the
legislation in both countries are primarily symbolic in nature and has not alleviated the concems of
privacy advocates. The Canadian federal privacy legislation exemptions have been criticized by
the media and public interest groups. The Canadian Federal Information and Privacy
Commissioners are in a position to question and investigate the government's information practices,
although the opportunity to exercise authority over federal agencies is somewhat limited. The
government of British Columbia was cognizant of the weaknesses inherent in the federal legislation
and responded by granting the Provincial Information and Privacy Commissioner the authority to
issue binding orders. Today, Canadians are increasingly recognizing the court as an instrument in
the protection of privacy. The most notable example, is the Canadian Charter of Rights and
Freedoms of 1982, which has been interpreted to include the protection of privacy interests in a
number of court decisions. Recent Supreme Court of Canada decisions makes it clear that the
Charter, particularly Section 8 provides guarantees to privacy. The McInemey v. MacDonald
decision was instrumental in granting patients the right to access information. The Courts have
found that the protection of privacy using the Charter is not absolute, but must be balanced with
community interests. The Charter does however protect individuals from intrusion by the state and
provides a ‘'reasonable expectation of privacy’. Concerns about information privacy seem
particularly acute when the issue is raised in the context of the health care arena. Patients
throughout North America are exerting their rights to information self-determination. Patients are
making increasing demands for access to health records and limits on the disclosure of information
to third parties. The traditional perspectives on the physician-patient relationship and information
control in the health care system come under attack as the patient rights movement emerges in

Canada.
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Chapter III - Challenges to Information Control in the Health Care System

A discussion of the various models of data protection policies indicates a growing movement
towards the protection of personal information. Health care information represents one of the most
sensitive types of personal information available. Socio-cultural, economic and technological
developments in the health field diminish the control by physicians over patient information and
pose some challenges to individual privacy. The first part of this chapter presents a critical survey
of the traditional and contemporary theories on the physician-patient relationship. The traditional
perspectives illustrate the degree to which information was controlled in the health care sector. A
number of competing models suggests patients are exerting greater influence in the medical
relationship and demanding more information from physicians. Today, the health record serves
both medical and non-medical purposes for a multitude of disciplines. Health care professionals
and researchers demand detailed patient records. The physician's control over information
diminishes further by computerization and centralization of health records. The publicly funded
health care system represents a serious challenge to privacy. Health care providers must fumish
the public bureaucracy with patient information to facilitate the third party payment system.
According to Lome E. Rozovsky: "Once the government was given the mandate to pay for the
hospital care and medical care of Canadians, it was essential that the government be given the right
to know what it is being paid for."1 The health record is a valuable tool for physicians, health care
professionals, researchers, health administrators and bureaucrats. More individuals and
organizations are examining the health record. As a result, regulation that limits the disclosure and
uses of health information becomes critical. The protection of health information involves a
number of important issues. These include: confidentiality, privacy, disclosure, privilege, access
and ownership of health records. Professional codes of ethics; health care guidelines, policies and

common law represent a number of strategies available to address the issues. Alan F. Westin,

Lorne E. Rozovsky and Fay A. Rozovsky (1984). The Canadian Law of Patient Records. Toronto,
Butterworths & Co. p. 74.
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writing about the American experience describes how the use of medical records outside the
physician-patient relationship poses threats to individual privacy. Westin's list of organizations
that have an interest in the medical record include, health insurance companies, government payers,
law enforcement agencies, welfare departments, schools, researchers, credit grantors and
employers.2 The situation across the border is not unique. Canadian provinces have encountered
similar problems. The 1980 report by the Commission of Inquiry into the Confidentiality of Health
Information (The Krever Commission) provides much evidence. The Krever Commission Report,
although dated, describes numerous examples of how confidential health information was seriously
undermined in Ontario.3 A number of problems in the British Columbia health care system are
highlighted by recent events that involved inadequate storage and disposal of health records. The
government of British Columbia is responding to growing concerns about access to information
and privacy rights. Health records are covered under the provisions of the British Columbia
FOIPP Act to protect all personal information held by public bodies. The Act guarantees patients
a legislated right to access personal health records, to challenge the accuracy of the information
and to restrict unauthorized use and disclosure. Clearly, the traditional authority exercised by the
medical profession is diminished with increased regulation of health records. The health literature
offers a number of perspectives on the traditional and contemporary role of the physician and

highlights the control over information in the medical relationship.

2Alan F. Westin (1976). Computers, Health Records, and Citizen Rights. Washington, D.C., U.S.
Department of Commerce. National Bureau of Standards, p.27.

3Horace Krever (Commissioner). Report of the Commission of Inquiry into the Confidentiality of Health
Information. Volumes I, IT and ITI. Royal Commission Report. Toronto, Queen's Printer for Ontario,

1980.
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Models of The Physician-Patient Relationship and Information Control
A number of theoretical approaches in the health literature describe the physician-patient

relationship and the control over information. Each model contributes to our understanding of the
physician's position of authority and the regulation of information exchange. The medical
patemalist and sick-role models illustrate the dominant role of physicians. The first model stresses
the importance of the public interest and the role physicians play in protecting patients from harm.
The second approach emphasizes the competence of doctors in the treatment process and the
powerful status designated to the medical profession. The third, a conflict theory perspective
challenges the medical paternalist and sick-role models and represents the emerging physician-
patient relationship. Two models, the doctor-judgment approach and the consumer theory of health
care, focus on information control in the medical relationship. In the health literature a wide
variety of models are espoused to describe the physician-patient relationship. The five models
selected represent traditional and contemporary views of the relationship and to varying degrees

prevail in the Canadian health care system.

The "medical patemalist” model is a dominant way in which physicians view the physician-patient
relationship. Allen Buchanan defines paternalism as "...interference with a person's freedom of
action or freedom of information, or the deliberate dissemination of misinformation, where the
alleged justification of interference or misinforming is that it is for the good of the person who is
interfered with or misinformed."4 The medical profession justifies patemalistic acts as necessary
to protect the public interest. The main argument for withholding information and misinforming
patients or family members is based on the Prevention of Harm Argument, which states: "The
physician's duty - to which he is bound by the Oath of Hippocrates is to prevent or at least to

minimize harm to his patient; giving the patient information X will do great harm to him; therefore

4Allen Buchanan (1982). "Medical Paternalism." Medicine and Moral Philosophy. Edited by Marshall
Cohen, Thomas Nagel and Thomas Scanlon. Princeton, New Jersey, Princeton University Press. p.215.
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it is permissible for the physician to withhold information X from the patient.”> In North America,
patients exert rights to self-determination and the arguments favouring medical patemalism are
increasingly looked upon negatively. Buchanan's observation that the dissemination of
misinformation is a patemalistic act is important in understanding why patients may want to
examine personal health records. One concern shared by civil libertarians and privacy advocates is
the harm that may occur from the disclosure of inaccurate or outdated information. One method to
combat medical patemnalism is to provide the opportunity to view personal information and to
challenge the accuracy of the record. Hospitals and health care institutions traditionally did not
permit patients to see their records. The rationale used by these institutions was that the patient
would not understand the medical jargon; the information would be taken out of context and
mislead the patient; and frivolous lawsuits would result.® Talcott Parsons' introduction of the sick-

role perspective provides further insight on the dominant role of physicians.

According to Parsons, patients view physicians as possessing "high levels of technical competence"
and are therefore given high status.” The result is an "asymmetric relationship between these
functionaries in the health-care system."® The Parsonian model is based on two beliefs. “The first
is that the patient is in an undesirable role - the so-called sick role - that requires him or her to co-
operate with others in order to leave that role. The undesirable nature of the sick role places the
patient in a powerless position relative to the physician."® The second belief is that the physician

is in a powerful position compared to the patient and "this power is legitimated by the sick-role

STbid. p. 221.

SLorne E. Rozovsky (1994). The Canadian Patient's Book of Rights: A Consumer's Guide to Canadian
Health Law. Second edition. Toronto, Doubleday Canada Limited. p. 88.

7B. Singh Bolaria and Harley D. Davidson (1994). Health, Iliness and Health Care in Canada. Second
edition. Toronto, Harcourt Brace and Company Canada, Ltd. p. 184,

8bid. p. 184.

9bid. p. 186.
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model."10 The potential for social control is, therefore enforced by the dominant position of the
physician. Critics suggest the “sick-role” model focuses primarily on the physician's perspective
and pays mimimal attention to the patient's role and expectation. A conflict model of society is

espoused by critics of this traditional perspective.

Proponents of the conflict theory consider the "sick-role" concept a "...social control mechanism for.
maintaining the status quo, and the competence gap as a means of creating inequality in the
professional-client relationship."11 This inequality is perpetuated by the physician's control over
the transmission of information.12 Based on the conflict theory perspective "The major tactic used
by physicians to retain their dominance is information control, while patients attempt to contain
that dominance by information seeking in the "micropolitics” of the medical encounter."l3
Supporters of the conflict model contend that values will clash as “..processes of conflict
resolution ranging from accommodation and negotiation to the exercise of domination and force”
between the two parties unfold. 14 The conflict model of society is useful in understanding the
emerging physician-patient relationship. Patients are exerting pressure for an increasing role in the
medical relationship and demanding greater accountability from medical professionals. The
recognition by legislators and the courts that patients have a legitimate interest in health records
challenge the traditional perspectives. Consumers of health services are also acquiring the

knowledge to make decisions and are choosing a variety of health care options. The medical

101bid. p. 186.

1Marie Haug and Bebe Lavin (1983). Consumerism in Medicine: Challenging Physician Authority.
Beverly Hills, Sage Publications, Inc. p. 15.

2[bid. p. 15.

3Ibid. p.15. Haug et al. cites Howard B. Waitzkin and John Stoeckle. "Information Control and the
Micro-Politics of Health Care: Summary of ongoing research project." Social Science and Medicine,
1976, 10, 263-276.

14Tbid. p.13. Haug et al. cites Eliot Freidson. Patient's Views of Medical Practice. New York, Russell
Sage Foundation, 1961.
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profession's status declines as a result of these factors. The doctor's judgment approach and the
consumer theory of health are two models that address the control of information in the medical

relationship.

The "doctor’s judgment” approach is a traditional perspective that dominated the health-care field.
The model assumes that ethically bound physicians should decide what type of information is made
available to a patient. The decision is based on the professional's judgment of what is in the
patient's best interest. The model rejects the notion that patients have a right to review all
information contained in medical or health records since;
complete disclosure might create needless anxiety or upset patient unduly; telling only
part of the truth, or withholding information temporarily, may be good medicine in a
particular situation, especially when psychosomatic aspects are involved; patients would
not be helped if thgy were to t;e told the slpseculative and tentative hypotheses that
physicians were considering at a given moment.
This traditional model asserts that a good physician will release information to assist in the
patient's care and the decision should ultimately be left to the doctor and not a delegated
authority. 16 Proponents of the doctor’s judgment approach oppose access to information rights for
patients due to the technical language in medical records. Some physicians fear the patient will not
understand the terminology and further interpretation would be unnecessarily time-consuming and
expensive. One argument espoused is that, ".. providing access would inhibit doctors from putting
down the speculative and hypothetical comments they now do, to help both themselves and other
professionals who may later consult the record, and would lead to highly defensive record-keeping

practices..."17 One further criticism is that the value of the medical record for research, care-

review and service payments would be reduced as record-keeping practices changed. A second

15Alan F. Westin. "Medical Records: Should Patients have Access?" Hastings Centre Report. Vol. 7,
No. 6 (December 1977), p.25.

167bid. p. 25.

17Ibid. p. 26.
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model of information control, the consumer theory of health care challenges this traditional

approach.

The consumer theory of heaith care model considers the physician an agent of the patient who is
hired to exercise professional skills and judgment. The physician is bound by a fiduciary duty to
provide complete disclosure of information upon request by the patient. Full disclosure of
information to a patient is beneficial for a number of reasons:

...it is essential to the patient in making informed decisions about the risks and benefits of
proposed treatments and operations; it is essential if the patient is to know whether to
authorize release of medical information to third parties; it fosters patient participation in
and taking personal responsibility for health care; it would assist patients in making
consumer judgments about the acceptability of care being provided by a given doctor or
hospital, compared to other available altematives. 13

Consumers of health services believe an examination of medical records is essential and provides
opportunities for patients to correct any errors and to decide whether to authorize release for non-
medical purposes. According to the traditional "doctor judgment" approach, physicians have a
high degree of autonomy when determining the types of information to be released to a patient.
The "doctor judgment" model rejects a legislated right for patients to access medical and health
records. The "consumer" model recognizes the need for full disclosure within certain exceptions.
Critics of the consumer model argue that the language used in the records may not be intelligible.
Conversely, proponents argue that: "Explanations should either be added to the record or made to
the patient orally by health professionals."19 The five models reflect a diversity of views that exist

in the Canadian health-care system. Similar views exist in the United States.

A study conducted by S. O'Gara in 1984 suggests that the traditional perspective that patient

access will have negative effects may be invalid. O'Gara's study found that 75 percent of

131bid. p. 26.

91bid. p. 26.
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physicians did believe patients would suffer harm by examining the health record.20 The study
revealed that physician-patient communication was not disrupted once patients were given access
to records. Instead physician-patient communication improved. The concemns about increased
numbers of malpractice suits were also unfounded. According to O'Gara "...although 51 percent of
physicians surveyed in an attitudinal study believed patient access would increase malpractice
litigation, an American Medical Association report found no change in incidence in states
permitting patients to have access to their records."2] The fear and uncertainty that patients
experience about the permanency of their health record "...can be quelled if patients are given the
opportunity to review the accuracy, completeness, and timeliness of health records information
used in making nonmedical decisions about them."22 In Canada, patient request for information is

seldom handled in a uniform manner and is often based on organizational practices.

Given the ad hoc approach in which information requests may be handled in the health field, a
legislative guarantee allowing patients to examine personal health records advances the consumer
theory of health care. Rozovsky argues that, "The answer for patients who want access is to retain
a lawyer who is familiar with the working of the health care field, and particularly with how record
keeping takes place. "23 Many Canadians assume that the confidentiality of patient information is
protected in a doctor’s office or health care institution. As Rozovsky points out, there have not
been many court cases in Canada in which patients have sued doctors or hospitals for the release of

confidential medical information. "Because of the costs, and the uncertainty of whether there is a

20Jo Anne Czecowski Bruce (1988). Privacy and Confidentiality in the Health Care Information. Second
edition. Illinois, American Hospital Publishing, Inc. Bruce on p. 163 cites the study by S. O'Gara.
"Does Patient Access to Health Records Cause Harm?" Journal of the American Medical Record
Association. March 1984, 515(3):20.

211bid. p.164. Cited S. O'Gara "Does Patient Access to Health Records Cause Harm?" p. 22.
22[pid. p. 3.

23 orne E. Rozovsky (1994). The Canadian Patient's Book of Rights: A Consumer's Guide to Canadian
Health Law. p.89.
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legal right, it usually is not worth doing."24. Recently, the situation has changed as the number of
malpractice suits increased in Canada. "This change has taken place during a period when
Canadians have placed less importance on peace, order and good government and have become
caught up with their "rights and freedoms" as given to them under the constitutional Charter of
Rights and Freedoms."25 As more Canadians challenge the physician's authority,

"deprofessionalization”, of medicine occurs.

The professional status of physicians has come under scrutiny in the past two decades. C. P. Shah
provides two explanations for "deprofessionalization." First, there has been a decreased deference
to all forms of authority as a result of the increasing democratization of western societies. Second,
" .the great increase in the general level of education, particularly among the large numbers of
individuals, employed in other scientific disciplines and the social sciences, has removed the
mystique associated with the medical profession."26 Shah believes that one of the most important
deprofessionalizing factor was the establishment of government-sponsored universal medical
insurance. 27 The medical profession continues to enjoy some degree of autonomy although
members are increasingly held accountable to the public bureaucracy and consumers.
Consumerism in medicine and the emergence of new professions are dominant forces that challenge

the traditional perspectives of the physician-patient relationship.

241bid, p. 90.
25Tbid. p. 181.

26C. P. Shah (1994). Public Health and Preventative Medicine in Canada. Third edition. Toronto,
University of Toronto Press. p.402.

27bid. p. 402.
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Challenges to Information Control in the Health Field

Consumerism in Medicine and New Professions

The deference to medical authority has undergone significant transformation since the late part of
the twentieth century. The rise in health-care consumerism has brought into question the authority
of physicians. "Consumerism implies buyer's challenge of seller's claims. It represents an
approach of doubt and caution, rather than faith and trust, in any transaction, including the
medical."28 Consumerism in medicine refers to "challenging the physician's ability to make
unilateral decisions -- demanding a share in reaching closure on diagnosis and working out
treatment plans."29 Marie Haug and Bebe Lavin explain this phenomenon by suggesting that the
increase in the educational level of the general population reduces the information gap between
patients and physicians .30 Educational levels account for the increasing willingness to question
medical authority as the social distance between the two parties narrow. Patients have higher
expectations concerning rights and benefits. Joan Price Boase points to the adversarial nature of
society as contributing to the erosion of professional status.31 Public awareness programs, health
magazines and health information available from various media sources promote an informed
public and the efficacy of self-care. Patients will question doctors, engage in greater self-care
activities and employ the services of paraprofessionals for some health-care needs.32. Haug et al.
provide a number of explanations for the rise in patient consumerism. The "...growth of various

paraprofessions, new occupations demonstrating that for some conditions and types of care,

28Marie Haug and Bebe Lavin (1983). Consumerism in Medicine: Challenging Physician Authority.
p.10.

1bid. pp. 16-17.
30bid. p. 15.

31Joan Price Boase (1994). Shifting Sands: Government-Group Relationships in the Health Care Sector.
Montreal and Kingston, McGill-Queen's University Press. p.16.

32B. Singh Bolaria and Harley D. Davidson (1994). Health, lllness and Health Care in Canada. p.193.
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physicians' services are expendable."33 Furthermore public and govemment concern about
medical ethics brought into question the physician's authority.34 Boase identifies a number of
factors that contribute to the erosion of professional status. These include: the "...education status
of other (aspiring) medical professions and their concomitant rejection of historical hierarchical,
superior/subordinate relationships within this field" and technological changes resulting in highly
educated groups and physicians who are unable to claim comprehensive knowledge.3> As new

professions emerge in the health field the control over information by physicians diminishes further.

The participation by a host of health care providers fostered the need for detailed documents and
shared health information. The primary health record serves a number of purposes including
details on patient visits and information for third party payments. Information must be recorded
and available for inspection by individuals involved in the treatment process. Consumerism in
health care means more patients are visiting a range of specialists and health professionals. The
outcome is "the classical doctor-patient relationship is dispersed among a team of medical and
para-medical personnel."30 The medical record is more important as the health care field becomes
more specialized. It is not uncommon for a patient to see a variety of health care professionals.
The patient in many cases is not cared for exclusively by a personal physician, but by nurses,
consulting physicians, technologists, technicians, health personnel and administrative personnel.37
Referrals to a number of professionals are common trends in the health care system. A major

concern associated with a multi-disciplinary approach to health care delivery is the loss of control

33Marie Haug and Bebe Lavin (1983). Consumerism in Medicine: Challenging Physician Authority.
p.10.

341bid. p. 22.

35Joan Price Boase (1994). Shifting Sands: Government-Group Relationships in the Health Care Sector.
pleé.

36Canada, Task Force established jointly by the Department of Communications/Department of Justice
(1972). Privacy and Computers. p.73.

37Lorne E. Rozovsky and Fay A. Rozovsky (1984). The Canadian Law of Patient Records. pp.73-74.
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over patient information. The doctor is no longer the primary custodian of health information
especially in cases where the patient chooses among a variety of health care options. In addition, a
number of health care professionals within the hospital setting compile information about the
patient. David H. Flaherty points to studies revealing that as many as 75 to 100 individuals view a
patient's medical and health information in a clinic or hospital setting.38 As "...personal
information flows from the patient to hundreds of other people so that they can provide the
sophisticated type of treatment which patients in Canada now expect" privacy is reduced further.39
D. Cobum et al. observe: "Physicians are losing ground to planners and even to other health-care
workers. What physicians do is now subject to scrutiny and control by hospital administrators,
health planners and state bureaucrats."40 The computerization and centralization of health
information are further developments in the health care field that have a significant impact on the

control and use of information.

Computerization and Centralization of Health Information
Computerization of medical information accentuates the problem for both the traditionalist and
consumers of health care as more detailed patient records become available.4] Westin states:

This makes patients more concemned about what is now captured in their records and
disseminated efficiently beyond the primary care setting, and makes doctors more worried
about their detailed progress notes, formal diagnoses, and observations on emotional and
social asgects printed out for patients to take away, and often to show to their lawyers and
friends.4

38David H. Flaherty. "Privacy and Data Protection in Health and Medical Information." Notes for
Presentation to the 8th World Congress on Medical Informatics. Vancouver, July 27, 1995 (unpublished).

p-2.

39Lorne E. Rozovsky and Fay A. Rozovsky (1984). The Canadian Law of Patient Records. p. 74.

40D, Corburn, Carl D'Arcy, George M. Torrace and Peter Kong-Ming New (1987). Health and Canadian
Society: Sociological Perspectives. Second edition. Markham, Fitzhenry & Whiteside. p.364.

41Alan F. Westin. "Medical Records: Should Patients have Access?" Hastings Centre Report. p.26,

421bid. p. 26.
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The centralization of health records in hospitals and large institutions reduces the control over
patient information by physicians. In modemn societies the concem about third party access to
information is fostered by the large scale collection and storage of personal data. The debates on
the confidentiality of health records and the effect information technology may have on personal
privacy are widespread in several westemn societies. In a 1972 Report by the federal Task Force,
Privacy and Computers, the authors stated that centralization and computerization of medical
records raised concems about privacy. The Task Force was perturbed by "...the possibility of
error and the use of health information by third parties, unknown to either doctor or patient, or
perhaps with the knowledge of the doctor only..."43 Michael Wahn argues that, "Physicians are
learning, sometimes less than gracefully, to accept restrictions on their autonomy that follow from
tight hospital budgets."44 The bureaucracy's monitoring of the diagnostic and treatment of
patients in hospitals limit the autonomy of physicians. The review of medical insurance claims to
determine utilization rates are common practices. Furthermore, the doctor's expertise and
autonomy are challenged as comphters are used to monitor work practices to compile comparative
statistics. The administrative, investigative and statistical tools employed by bureaucracies
threaten to undermine the control over health information traditionally enjoyed by the medical
profession. The use of identifiable health information from secondary sources creates some tension

between researchers and privacy advocates.

Research and Health Information
Howard B. Newcombe, a researcher with the Ontario Cancer Registry describes the resistance to

the use of identifiable patient information for research. "Public perception of 'privacy’ (not

43Canada, Task Force established jointly by the Department of Communications/Department of Justice
(1972). Privacy and Computers. p.74.

4Michael Wahn (1987). "The Decline of Medical Dominance in Hospitals." Health and Canadian
Society: Sociological Perspectives. Edited by D. Corburn et al. p.427.
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'confidentiality’) pose the major threat to use of named records in cohort studies."4> Researchers
link personal histories in the field of epidemiology for statistical purposes. Large cohort studies
are made possible by "...electronic computers; consolidations of personal records into machine-
searchable databases; and probabilistic ways of linking together the records of particular
individuals."40 An extensive body of literature has developed since 1959 on the methodology of
record linkage and its application to "...patient care, medical data processing, epidemiology, vital
statistics, demography, genetics, public health service, genealogy, [and] historical migrations..."47
Newcombe wams that scientific and social harm will occur by limiting the use of records in the
name of privacy. Newcombe is critical of the Canadian Federal Privacy Commissioner and
Ontario Information and Privacy Commissioner who wish to impose constraints on data linkage in
research. In Ontario, for example, physician reporting of cancer cases is not mandatory. As a
result the Cancer Registry is created by linking records from a number of sources, including
treatment centers, general hospitals, pathology reports, prescriptions for free drugs and death
registrations. 48 Newcombe argues that: "The [Ontario] Information and Privacy Commissioner
objects on the basis of a supposed "fundamental principle", i.e., data for research should be
collected directly from the individual and secondary use of existing records should be avoided."49
The researchers' ability to obtain permission from participants in cohort studies may be somewhat
limited. Large scale cohort studies on cancer in the Canadian population will "...depend on
linkages with a centralized mortality database going back to 1950."50  As Flaherty puts it:

"Privacy advocates are emphatic about the need for informed consent for secondary uses of

4SHoward B. Newcombe. "Cohorts and Privacy." Cancer Causes and Control, Vol. 5 No. 5, (1994)
p.289.

46Tbid. p. 287.
4TIbid. p. 287.
48[bid. p. 289.
4Ibid. p. 289.

50Tbid. p. 288.
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personal health information, including statistical and research uses.">1 Researchers note that some
confusion exists between the administrative and statistical uses of records. The former is used to
determine eligibility for a benefit and will directly affect the individual. The purely statistical use
will not have a direct impact on the individual nor will the linking of records. A. B. Miller, a
researcher at the University of Toronto argues that the use of identifiable information is necessary
for researchers in cancer registries and those concemed with vital statistics. Miller states "...we
need to identify these individuals and correctly classify the nature of their disease...This requires
data on the identification of these individuals at the hospital laboratory, cancer registry and vital
statistics registries, both at provincial and national levels.">2 Privacy advocates believe the public
should have concemns about the administrative and statistical uses of data. Ann Cavoukian, the
Assistant Information and Privacy Commissioner for Ontario responded to criticisms by
Newcombe. Cavoukian provides several explanations why the direct collection of personal
information from the individual is desirable. These include: "Enhancing the likelihood of the
accuracy of the information; ensuring that the information is not used out to context; and ensuring
that the individual whose personal information is being collected has been advised of the reasons
for collection, the legal authority for the collection, and the intended uses of the information. "3
Cavoukian does suggest some indirect collection may be permissible once personal identifiers are
removed. Flaherty observes that: "Despite the fact that it is impossible to anticipate all legitimate
future uses of data, ensuring acceptable levels of informed consent is a very sensitive data

protection issue.”>4 There is a conflict between the risks associated with computer linkage and

51David H. Flaherty. "Privacy, Confidentiality, and the Use of Canadian Health Information for Research
and Statistics." Canadian Public Administration. Vol. 35, No. 1 (1992), p. 82.

52A. B. Miller (1986). "The Researcher's Need for Access.” Proceeding of the Workshop on
Computerized Record Linkage in Health Research held May 21-23, 1986, Ottawa. Edited by Geoffrey R.
Howe and Robert A, Spasoff, University of Toronto Press. p. 64.

53 Ann Cavoukian. "Comment: Cohorts and Privacy." Cancer Cause and Control, Vol. 5 (1994), p. 292.

54David H. Flaherty. "Privacy, Confidentiality, and the Use of Canadian Health Information for Research
and Statistics." Canadian Public Administration. p.84.
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identifiable patient records, and the public benefits that would follow from research which
identifies health hazards. Further restrictions on the researcher’s ability to use health information
may have a serious impact on public health issues. Governments are major users of health

information for administrative and statistical purposes.

Third-Party Payment

The state's involvement in the provision, financing and regulation of medical and hospital care has
restructured the relationship between physicians, patients and the govemment. Third party
payments for hospital and medical service have an impact on the physician-patient relationship.
Rozovsky argues that: "Privacy was further reduced by the development in Canada in the 1950's
and 1960s of govemment hospital insurance, medicare and other health care insurance
programm&s."55 The demand for health information is fueled by claims administration, utilization
reviews, public health issues, investigations of fraud and abuse, and cost control measures. Public
health insurance authorities analyse how health care is provided to protect standards and to ensure
funds are spent within guidelines set by the govemnment. "In order to carry out what is called
utilization management, a great deal of information must be collected on the number of procedures
performed, the time required for each, [and] the success rate..."56 Health insurance authorities
have developed elaborate systems to gather information. The result is that: "The treatment of every
patient by a physician or in a hospital is reported to government health authorities. The name of
the patient, the diagnosis, and the treatment are collected.”>7 The situation in Canada is not
unique. Bruce argues that, "..what technology did not accomplish by way of penetrating

confidentiality, big government [in the United States] did in its effort to guarantee availability of

55Lorne E. Rozovsky (1994). The Canadian Patient's Book of Rights: A Consumer's Guide to Canadian
Health Law. p.74.

S6Tbid. p. 82.

57Lorne E. Rozovsky and Fay A. Rozovsky (1984). The Canadian Law of Patient Records. p.74.
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care."58 The collection, storage and dissemination of information in the Canadian health care

system are widespread.

Throughout Canada, rising health care costs has led to a preoccupation with deficit reduction,
managing more with less and changing the way govemments use information in the health field.
To reduce fraud and over-utilization of the system, the collection of information is vital. To curb
abuse health authorities use computerized systems to draw physician and patient profiles and are
compared to set averages. "The price however, is the loss of privacy for patients who get the
benefits of paid services...">9 Besides hospital and medical services, eligibility for social services
and workers' compensation programs will be based on information contained in the primary or
secondary patient record. A primary patient record is used by the health care professional to
provide patient care and to document observations and treatment. The secondary patient record
includes patient-identifiable data such as Social Insurance Number or Personal Health Number that
is taken directly from the primary patient record. To cope with burgeoning health care costs,
measures to improve efficiency include reviewing expenditures and utilization of services and
reducing duplication. Moreover, a number of information technologies described in Chapter IV are
employed by provincial Ministries of Health to contain health care costs. The bureaucracy will
develop new and effective ways to share information within the health care system. This is not

unusual, since a large number of individuals and organizations have an interest in the health record.

Health Records in British Columbia
A review by the Deputy Provincial Health Officer in 1995 indicated that approximately 3.7 million

health records existed in the health care system.60 The review found that, in many cases, the

58Jo Anne Czecowski Bruce (1988). Privacy and Confidentiality in the Health Care Information. p.16.

59Lorne E. Rozovsky and Fay A. Rozovsky (1984). The Canadian Law of Patient Records. p.75.

60Shaun H. S. Peck. Review of the Storage and Disposal of Health Care Records in British Columbia.
Report by the Office of the Provincial Heaith Officer to the B.C. Ministry of Health and Ministry
Responsible for Seniors. Victoria, July, 1995. p. 9.
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creation of a new record is made each time an individual visits the health care system and there
may be more than one record for each illness and injury. This number is not exorbitant considering
the large number of agencies, organizations and health care providers maintaining health records in
the province. The list includes the Ministries of Health and Social Services, the Attorney General's
Office, the Workers' Compensation Board, hospitals, long term care facilities, home care agencies,
physicians' offices, offices of other independent professional health care providers, and the offices
of unregulated and unfunded health care providers.®] Health care institutions and professionals
collect and store a vast quantity of intimate and sensitive personal information. Health records
include medical records, test results, clinical notes and hospital charts. The types of information
found most often in a health record include: personal and family information; physical and
psychological health test results; and payments made by the health insurance authority. Beyond
demographics, diagnostic tests and insurance data; personal information can relate to an
individual's race, religion, marital status; their education, criminal or employment history, and their
personal views or the views of others about them. An all encompassing definition of a health
record is "any health information on an identifiable person recorded in letters, photographs,
vouchers, payment vouchers, papers, electronic storage or any other means of storage or recording,
including video recording."62 Today the health record serves a multitude of functions some of
which extend beyond the medical relationship. These include: clinical purposes such as treatment
and care of patients; teaching; research; gathering of statistics; hospital accreditation; government
funding; auditing of standards; discipline of professionals; taxation; fund raising; legal defense of
health care providers; and to meet legislative requirements.63 The health record is indeed a

valuable tool and useful to more organizations and individuals than ever before. Throughout

6l1bid. p. 9.
62Ibid. p.4.
63Erin Shaw, John Westwood and Wodell Russell (1994). The Privacy Handbook: A Practical Guide to

Your Privacy Rights in British Columbia and How to Protect Them. Prepared for the B.C. Civil Liberties
Association and B.C. Freedom of Information and Privacy Association, Vancouver. p. 98.
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Canada, provincial medical Electronic Data Processing records serve a number of functions.
"...[T]o control the type of medical care being delivered;...to research into epidemic diseases and
pattems of health care utilization, and to help enforce legislation."64 Health information
transcends the medical profession and diminishes the physician's control in the medical
relationship. The protection of patient information involves a number of important issues such as
the confidentiality, privacy, disclosure, privilege, access and ownership of health records. A
number of strategies available to safeguard health information in British Columbia include
professional codes of ethics; health care guidelines and policies, judicial review and recently access

to information and privacy legjslation.

The Protection of Health Information

Confidentiality and Disclosure of Health Records

The confidentiality of patient data has been the subject-matter of debates in the field of health-care.
The traditional perspective on the fiduciary relationship between the patient and doctor and the
protection of information is viewed as a matter of professional ethics and medical secrecy. Ellen
Picard observes how: "The requirement of confidentiality arises from the doctor-patient
relationship and is older than the common-law."65. The disclosing of patient information has
special protection under the Oath of Hippocrates which govemns the medical profession. The Oath
of Hippocrates states that:

Whatsoever I see or hear in the course of my practice, or outside my practice in social
intercourse, that ought never to be published abroad, I will not divulge, but consider such
things to be holy secrets.

The disclosure of patient information is strongly discouraged by the Canadian Medical

Association's Code of Ethics:

641bid. p. 73.

65Ellen I. Picard (1984). Legal Liability of Doctor's and Hospitals in Canada. Second edition. Toronto,
Carswell Legal Publications. p.8.
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An ethical physician will keep in confidence information derived from his patient, or from

a colleague, regarding a Patiel_)t and divul&e it only with the permission of the patient

except where the law requires him to do so.
A physician may be charged with breach of the professional code of ethics and suspended for
professional misconduct. The confidentiality of health information is no longer left up to the
discretion of physicians but is increasingly seen as a patient right. Socio-cultural developments
such as consumerism and the rise in the patient rights movement in North America help to explain
this trend. There is a growing recognition to "regard confidentiality...as an instrument to protect
individual privacy. "67 The confidentiality of health information has some protection in the health

care system.

Health care associations and facilities in British Columbia have guidelines and policies to protect
the confidentiality of health records. The British Columbia Health Association (BCHA) whose
membership includes all acute care and extended care facilities and some intermediate care
facilities encourage members to have written policies to promote the patient's right to
confidentiality and procedures to allow patients to see personal health records.%8 The guidelines
are entirely voluntary for members of the BCHA. The Canadian Health Record Association and
the Canadian College of Health Record Administrators have the Code of Practice for
Safeguarding Health Information that stipulates individuals or institutions handling health
information should have written policies to address access issues and confidentiality of
information. The Code recommends that employees receive some training on the issues and sign a

pledge of confidentiality.69 The BCHA Guidelines and the Code help to strengthen the right to

66Tbid. p. 8.

673, K. M. Gevers. "Issues in the Accessibility and Confidentiality of Patient Records." Social Science
Medicine. Vol. 17, No. 16, (1983). p.1183.

68Erin Shaw, John Westwood and Wodell Russell (1994). The Privacy Handbook: A Practical Guide to
Your Privacy Rights in British Columbia and How to Protect Them. p. 100.

691bid. p. 101.
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confidentiality and provide standards, aithough both are not binding on health care facilities or
caregivers. One health care facility in British Columbia, the Greater Victoria Hospital Society has
the following guidelines: "...health information will be released only to health care professionals
caring for the patient; in compliance with provincial and federal laws or a court order; with the
written authorization of the patient or the direction of the President."70. Hospitals and physicians
must maintain records under the Hospital Act and The Medical Practitioners Act of British
Columbia. Statutory protection of patient information exists for specific cases. The Health Act
Communicable Disease Regulation and the Venereal Disease Act, for example, deal with
communicable diseases and prohibit the disclosure of patient information. The two pieces of
legislation protect patiént information from unauthorized disclosure. Other guidelines include
ensuring a secure location for health records, permitting only authorized individuals to view

records and requiring confidential security codes and passwords for computerized information.

The disclosure of professional secrets given to a practitioner is protected by common law.
Canadian common law courts recognize the physician's duty not to disclose information to third
parties. Patients can sue a physician or Healﬂl care provider that releases information for breach of
confidence, breach of contract or negligence. Erin Shaw et al. point to a number of difficulties in
enforcement. First, an application to the court is both costly and time-consuming. Second, "the
bases for such legal claims [have] been uncertain” as "the common law has upheld the right of a
doctor to disclose patient information to a third party when the third party is at risk."71 The
problem of enforcing the common law right to confidentiality of health care records was identified
by the Ontario Krever Commission. The Krever Commission's recommendation for "...a statutory

provision creating a right to sue a health care provider who has unjustifiably disclosed health

TOIbid. p. 101.

"lIbid. p. 102.
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information to a third party" was never adopt:ed.72 Justice Horace Krever, the Commissioner
whose Report consisted of three volumes of submissions detailing abuses of health information
stated quite clearly:
The reader will now know that unauthorized disclosure of health information to third
parties by individual and institutional health-care providers has occurred frequently in
Ontario in spite of the existence of many ethical canons and legislative pronouncements

relating to confidentiality of health information, and of prohibitions against its disclosure
without the consent of the patient.73

In 1992, a report prepared for the B.C. Freedom of Information and Privacy Association examined
access to and confidentiality of health records in the province. The researchers found that a similar
situation existed in British Columbia that required leggslative action in the province.74 A number
of cases described in the report suggest confidentiality of health information was being undermined.
Moreover, Shaw et al. point to a number of examples in which physicians and health care
providers in British Columbia must release confidential health information to agencies of the state:
"...patients who are judged unfit to drive (to the Motor Vehicle Branch), births, deaths and
stillbirths (to Vital Statistics); suspected child abuse (to child protection authorities; failure to do
so is an offense); and certain communicable diseases (to a public health ofﬁcial)."75 The examples
illustrate how societal interests outweigh the individual's right to limit disclosure of personal health
information. The erosion of patient confidentiality is exemplified further by the disclosure
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