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Abstract

Cooperative communication in various wireless domains, such as cellular networks,
sensor networks and wireless ad hoc networks, has gained significant interest recently. In
cooperative network, relays between the source and the destination, form a virtual MIMO
that creates spatial diversity at the destination, which overcomes the fading effect of
wireless channels. Such relay assisted schemes have potential to increase the channel
capacity and network coverage. Most current research on cooperative communication are
focused broadly on efficient protocol design and analysis, resource allocation, relay
selection and cross layer optimization. The first part of this research aims at introducing
hybrid decode-amplify-forward (HDAF) relaying in a distributed Alamouti coded
cooperative network. Performance of such adaptive relaying scheme in terms of symbol
error rate (SER), outage probability and average channel capacity is derived theoretically
and verified through simulation based study. This work is further extended to a
generalized multi HDAF relaying cooperative frame work. Various efficient power
allocation schemes such as maximized channel capacity based, minimized SER based and
total power minimization based are proposed and their superiority in performance over the
existing equal power allocation scheme is demonstrated in the simulation results. Due to
the broadcast nature of wireless transmission, information privacy in wireless networks
becomes a critical issue. In the context of physical layer security, the role of multi HDAF
relaying based cooperative model with control jamming and multiple eavesdroppers is
explored in the second part of the research. Performance evaluation parameters such as
secrecy rate, secrecy outage and intercept probability are derived theoretically. Further the
importance of the proposed power allocation schemes in enhancing the secrecy
performance of the network in the presence of multiple eavesdroppers is studied in detail
through simulation based study and analysis. For all the proposed power allocation
schemes in this research, the optimization problems are defined under total power
constraint and are solved using Lagrange multiplier method and also evolutionary
algorithms such as Differential evolution and Invasive Weed Optimization are employed.
Monte Carlo simulation based study is adopted throughout the research. It is concluded
that HDAF relaying based wireless cooperative network with optimal power allocation
schemes offers improved and reliable performance compared to conventional amplify
forward and decode forward relaying schemes. Above research contributions will be
applicable for future generation wireless cooperative networks.

Key words: Cooperative network, hybrid decode-amplify-forward, power allocation,
symbol error rate, outage probability, channel capacity, secrecy rate, control jamming.
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Chapter 1

Introduction

Next generation wireless networks using 4G/5G standards are expected to provide a
variety of services including voice, data and video. The rapidly growing demand for new
multimedia applications needs high data rate wireless devices with enhanced quality and
high user capacity. Recently, it has been shown that reliability and achievable data rate of
wireless communication systems increase dramatically by employing multiple transmitter
and receiver antennas. Specifically, due to the size, cost, or hardware limitations, a
wireless device may not be able to support multiple antennas. In order to overcome this
problem, a new mode of transmit diversity called cooperative diversity based on user
cooperation, has been suggested in recent past by researchers. Such cooperative
communication based on relaying nodes has been introduced in Long-term Evolution
(LTE) release 10 and presently it is a vibrant area of research in industry and academia.
Cooperative communication provides several advantages compared to point to point and
point to multiple point transmission with respect to signal quality improvement, efficient
power utilization, improved coverage and capacity enhancement. The advantages like
diversity gain, virtual antenna gain and channel link quality enhancement lead to the signal
quality improvement. Due to more than one link (direct source-to-destination link & links
via relays), cooperative diversity systems attain improvement in diversity gain. All the
channel links may not have been suffered with same level of fading which leads to the
SNR improvement. As the SNR at the receiver increases, the symbol error rate will reduce
and at the same time channel capacity will increase. Further with the proper relay
selection, cooperative diversity systems have better channel link quality over the direct
link. For the same end-to-end SNR level, the transmitted power required for cooperative
diversity system is less compared to direct transmission. With all these advantages,
cooperative diversity scheme is found suitable in many areas of applications like wireless

networks (ad-hoc), wireless sensor networks, vehicular networks etc.

Even though cooperative diversity in wireless network is well investigated, there
are several issues which are are to be solved in order to improve the system performance.
Optimized resource allocation, relay selection, full duplex operation of relay nodes,

implementation complexity of relaying protocols, multi hop relay communication are the
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major focus. Moreover a detailed performance analysis of the cooperative wireless
network in various fading channel environments is needed for different types of relaying
protocols. In addition, physical layer security in wireless networks is another important
issue to be addressed. It is due to the fact that the relay node transmissions have to be
protected from malicious users (eavesdroppers), which leads to either weakening the relay
node or unreliable cooperative transmission. Hence implementation of low complexity
algorithms and relaying protocols with proper security mechanisms becomes necessary to
derive the advantages of cooperative diversity. Though many researchers have proposed
several solutions, the aforementioned limitations of cooperative network in the context of
future wireless application still remain an open problem. This research work proposes

techniques for efficient power allocation in wireless cooperative network.
1.1 Background theory

The basic of the cooperative communication in wireless network is the relay channel
concept which was introduced by the authors Cover and ElI Gamal based on the
information theoretic properties [1]. The authors analyzed the performance of three node
network in terms of channel capacity which consists of a source, a cooperative agent
called relay and the destination in an additive white Gaussian noise channel. Motivated by
this concept, the relays are applied to obtain diversity in fading channels which is called
cooperative diversity. The cooperative diversity exhibits the broadcast nature of the
wireless network and allows the relay nodes to help the source node by jointly
transmitting the information to the destination. The basic cooperation model is
represented as Fig 1.1. The total transmission is categorized into two orthogonal phases,
either TDMA or FDMA.. The phases of cooperative communication are broadcast phase
and cooperative phase. In broadcast phase, the source transmits the information to the
relay and the destination simultaneously. In cooperative phase, the relay acts as
cooperative agent to help the source by forwarding or retransmitting the received signal to

the destination. In broadcast phase, the signals received at the relay and the destinations

are Yy, Y, respectively which are represented as

ysr = \/Fshsrx + nsr ; ysd = \/Eshsd X+ nsd (11)

Here x is the information signal, P, is the source power, h,,h, are channel links
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between the source-to-relay and source-to-destination links respectively. The terms n,
and ng, are the Additive White Gaussian Noise (AWGN) introduced in source-to-relay

and source-to-destination link respectively.

.
-

In cooperative phase, the relay processes the received signal and forwards it to the

Figure 1.1 Simple relay model

destination. The received signal at the destination y,, is given by
yrd = \/Erhrd a (ysr) + r]rd (12)

Here the processing function a(.) represents type of the relaying used. P. is the relay

power. h,, is channel coefficients of the relay-to-destination link.

The received signal processing at the relay determines the type of relaying which means
that different processing schemes at the relay result in different relaying protocols. These
cooperative relaying protocols are basically categorized into fixed relaying and adaptive

relaying protocols which are discussed briefly as follows.

1.1.1 Fixed relaying protocols

In fixed relaying, channel resources are shared among the source and relay nodes in a
deterministic manner and generally over two phases. In the first “broadcasting” phase, the
source broadcasts the information signal to both the destination and relay nodes. In the
second ‘“‘cooperation” phase, the relay re-transmits a processed version of its received
signal to the destination. Depending on the type of cooperation protocol, the processing at

the relay is determined. The basic types of fixed relaying are as follows

e Fixed amplify and forward relaying (AF) protocol [3]: The fixed AF relay just
scales the received signal from source along with the noise added and
retransmits it to the destination. The AF protocol as shown in Fig.1.2 has the

3
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advantages like low implementation complexity and provides diversity order of
2. Here, AF protocol suffers from the noise amplification and propagation which

can degrade the signal strength. The signal representation is given as

\/—r rd B ysr + rlrd (13)
P
B:L wa

VP + N,

where [ is the amplification factor of the AF relay.

Amplify—and—Forward

| \ @)

ﬂ_ﬂj

Figure 1.2 Amplify and forward cooperative protocol

e Fixed decode and forward relaying (DF) protocol [3]: The fixed DF relay
decodes its received signal, re-encodes it, and then forwards it to the destination
as shown in Fig.1.3.

Detect—and—Forward
detected bits

\ \ (((.)))

M

Figure 1.3 Decode and Forward cooperative protocol

If the DF relay unable to decode the received signal perfectly, the error
propagation may occur. So in this DF protocol, noise does not propagate but
error may propagate. With the assurance of perfect decoding of the received
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signal, DF relay protocol achieves a diversity order of two.

The received signal from the DF relay at the destination is represented by

Vg = \/Erhrd X+Ny (1.5)
If the relay decodes the signal perfectly, the relay provided with the power P,

otherwise the relay power is set to zero.

e Coded cooperative communication protocol [3]: Cooperative communication
and network coding have been proven to be robust and efficient. This technique
as shown in Fig.1.4 allows the simultaneous reception of several signals in same

time-slot; hence, spectrum efficiency of the system improves.

Coded Cooperation
re—encoded parity

H_M

Figure 1.4 Coded cooperation protocol
1.1.2 Adaptive relaying protocols

Even though the fixed relaying schemes have the advantage of easy implementation, they
suffer from the limitations like noise/error propagation which reduce the performance of
the network significantly. Another limitation is that, the fixed relaying protocols are
bandwidth inefficient. It is due to the fact that the channel resources are being shared
among the nodes (source and relays) even though the source-to-destination channel link is
not necessarily in bad condition which leads to overall rate reduction. The relay forwards

the signal to the destination only if it is able to decode the signal correctly.

e Incremental relaying [4]: In this protocol, there is feedback channel from
destination to the relay through which the destination can send an

acknowledgement to the relay about the perfect reception of the information signal
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from source. If the destination is able to receive the source signal perfectly, the
relay does not need to transmit. This protocol limits the cooperation according to

the source-to-destination link quality.

Hybrid relaying [4]: The hybrid decode-amplify-forward (HDAF) relay adaptively
chooses to operate either AF relaying or DF relaying based on certain condition

like SNR threshold, decoding capability etc.

1.1.3 Diversity combining strategies

In a wireless cooperative network, the source broadcasts multiple copies of information

signal to number of relays in different paths and these multipath signals are appropriately

combined at the destination using the diversity combing strategies. Here, the basic types

of diversity combining strategies are discussed briefly.

Selection Combining (SC): In selection combining, diversity branch with the
highest SNR of individual component is chosen at receiver and co-phasing is not

required. The block diagram of this scheme is shown below in Fig 1.5.

SNR monitor —D[ Select maximum SNR

i Channel 1 __>

Channel2 |- , 4
Source > — ! Receiver

ChannelN |-

Figure 1.5 Selection combining

Switch and stay combining (SSC): Switch and stay combining is a simplified form
of selection combining. In this scheme, the receiver selects another branch only if

SNR of the current branch falls below the required threshold.

Maximum-ratio combining (MRC): This is an important diversity combining
strategy in which all the available paths are combined in a co-phased and weighted
manner such that the effective SNR at the receiver is improved. The block diagram

of this scheme is shown below in Fig 1.6.
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Figure 1.6 Maximal ratio combining
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1.2 . Literature review

1.2.1 Cooperative diversity

Cooperative diversity is a new spatial diversity scheme to mitigate the multi path fading
by creating a virtual MIMO (multiple input multiple output) system with the cooperation
of single antenna relay nodes in between the source and the destination. The basic idea is
that single antenna nodes share their antennas to produce virtual MIMO system in a
multiuser environment to get spatial diversity [3]. Hence cooperative communication
exploits both the spatial and time diversity by using the broadcast nature of wireless
medium, is introduced in [4]. A collection of distributed antennas belonging to multiple
users, which are dispersed at different locations, in a network is called distributed spatial
diversity network. In a distributed cooperative network, transmit diversity is achieved
when the selected single antenna relays cooperate the source by forwarding signal to the
destination based on relaying protocol. The author in [5], derived the average symbol error
rate of the distributed diversity system which overcomes the severe penalty in signal to
noise ratio caused by Rayleigh fading. Basic fixed relaying protocols are discussed in [6].
The author in [8] has given the overview of recent development in distributed coding
design in cooperative wireless network. In distributed coding based cooperative networks,
the whole codeword is constructed in a distributed manner among the cooperative users.
Alamouti [7], introduced a powerful space time code which provides full rate and full
diversity over complex constellation with symbol wise ML (Maximum Likelihood)
decoding. Distributed Alamouti code (extension to Alamouti code), which is applied in
distributed cooperative network is introduced [9-10]. In distributed Alamouti code based

cooperative network, the selected two relays simultaneously receive a noisy signal from
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the source and construct their Alamouti space codes in a distributed manner before
forwarding the signals to the destination. The distributed Alamouti code is formed by the
single antenna source and the relay. Each terminal transmits each row of Alamouti code.
Exact closed form expressions for SER and pair wise error probability of distributed
Alamouti scheme with full diversity are derived in [9]. The authors in [11], analyzed the
BER performance of the distributed Alamouti code for cooperative network consisting of
a source, two relays and a destination node over Rayleigh fading channel with and without
direct link condition. Amongst all the cooperative relaying schemes amplify and forward
(AF) and decode and forward (DF) are well known relaying strategies. The relay just
amplifies the noisy version of received signal from the source and retransmits it to the
destination in AF scheme. In the DF scheme, the relay detects the received signal from the
source and retransmits the detected signal to the destination [3-4]. The closed form
expressions for outage probability and SER of multi relay network with hybrid scheme
over independent and non identical Rayleigh flat fading are given in [17]. The SER
analysis and power allocation of multi relay network with hybrid DAF scheme are
explained in [18]. The authors in [19] proposed a hybrid decode amplify forward
incremental cooperative diversity protocol using SNR based relay selection. The HDAF
relaying is explained in [20-30].

1.2.2 Power allocation in wireless cooperative network

Power allocation for wireless cooperative network is a promising research area. In
addition fixed and adaptive protocols are also introduced for decode and forward relaying
as fixed DF relaying and adaptive relaying respectively. SER performance analysis and
optimum power allocation for wireless cooperative network with basic relaying schemes
are proposed in [31]. Minimized SER based optimum power allocation with the best relay
selection for multi relay AF network is proposed in [32]. The authors introduced optimum
power allocation schemes based on SER for adaptive relaying schemes in dual hop multi
relay cooperative network in [33]. A new cooperative relaying scheme, named, hybrid
decode amplify forward (HDAF) which combines the advantages of both the AF and
adaptive DF is proposed in [36]. The authors have extended the hybrid relaying scheme to
the multiple relays and obtained the performance analysis in [35]. SNR based hybrid
relaying which is a combination of fixed AF and DF relaying schemes is proposed for

single relay case in [36]. The closed form tight bounds for the outage probability and bit
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error rate of the HDAF relaying for multi relay network are derived in [17]. The authors
proposed power allocation methods for both minimizing outage probability and
minimizing SER based on channel state information and channel statistics in [77]. The
closed form expression for SER is derived for single relay cooperative network using
moment generating function (MGF) approach for hybrid relaying and based on the SER
upper bound optimum power allocation is obtained in [78]. A novel quasi-optimal power
allocation scheme to maximize the upper bound of the ergodic capacity of multi AF relay
cooperative network is proposed in [79]. Effective capacity maximization based power
allocation using particle swarm optimization (PSO) in multi relay cooperative network is
proposed in [81].

1.2.3 Cooperative relaying for Physical layer security

The secure communication between the source and the destination in the presence of
unauthorized receivers i.e. eavesdroppers is of great importance. The information theoretic
secrecy is introduced by Shannon in [85]. Wireless secure communication issue is
addressed at the upper layers of the protocol stack using cryptography algorithms like
private key management complexity which are complex for implementation in [87].
Recently, implementing information security at the physical layer is the emerging research
area. The performance metric for physical layers security is secrecy rate which is defined
in terms of the difference of direct link (between source and destination) capacity and the
eavesdroppers link capacity. The secrecy rate represents the rate at which the source
securely transmits the data to the destination in the presence of eavesdroppers. For the
Gaussian channel, the secrecy rate is the difference between the capacities of main and
wiretap channels which is a non zero value [86]. To get a non zero secrecy rate that means
for perfect secure transmission, the signal-to-noise ratio (SNR) at the unauthorized users
tends to degrade when compared to the destination [88]. The secrecy rate in terms of the
outage probability at which the eavesdropper unable to decode the information from the
source is obtained in [91-92]. The main purpose is to enhance the capacity of main
confidential link while the capacity of eavesdropper link decreases. The relays help the
source by noise forwarding to confuse the eavesdropper in order to improve the system
performance in terms of secrecy rate [93]. The physical layer security is addressed and
investigated in wireless cooperative networks [94]. The secure communication for a

source and destination pair in the presence of single and multiple eavesdropper with

9



Chapter 1 Introduction

multiple relays is studied in [95]. The authors in [97] proposed relay selection schemes in
cooperative networks such that they can act as relay, cooperative jammer and a new
jamming and non jamming switched based scheme. The different types of relay and
jammer selection scheme to maximize the secrecy for one way cooperative network in the
presence of multiple relays are proposed in [98]. Power allocation for physical security to
maximize the secrecy rate in wireless cooperative network is a promising research area.
The authors of [102], have proposed power allocation scheme to allocate power to both
relay and jammer, where relay is to help the source where as jammer is to create
interference at the eavesdropper. To protect the source message being over heard by the
eavesdropper, the destination node generates intended jamming noise which is called
cooperative jamming. In [103], the three jamming power allocation schemes are proposed
in a two-hop relay network to minimize the outage probability of secrecy rate. The
condition for positive secrecy rate is derived and power allocation for cooperative
jamming via distributed relays is proposed using convex optimization in [104]. The
transmission strategy had been investigated with proposed relay selection and power
allocation strategies in distributed cooperative network [105]. The cooperative jamming
and power allocation schemes in a two-hop untrusted relay network for multiple antenna
case are introduced in [106]. The recent work related to issue of power allocation schemes
for cooperative jamming are given in [107-108]. In [141], the authors proposed power
allocation schemes to optimize both source and relay powers for jamming and AF relaying
wiretap channels to maximize secrecy rate a based on both individual and global power
constraints. The authors in [142] proposed joint relay and jammer selection and power
allocation schemes for physical layer security in two way relay networks using game
theoretic approaches. The previous power allocation schemes from the considered
literature are dealt with power of cooperative jamming (in which destination unaware of
jamming noise) for single eavesdropper case. The impacts of relay and eavesdropper
locations on the secrecy rate are not analyzed for power allocation schemes. The power
allocation for the collaborative and non collaborative nature of multiple eavesdroppers

cases is not analyzed.
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1.3 Motivation

Wireless channel transmission suffers from the random fluctuation in received signal
at the destination which is known as fading. Mitigation of fading is done by diversity
techniques. Possible diversity schemes are frequency diversity, time diversity and spatial
diversity. Spatial diversity is obtained by using multiple antennas either for transmission
and reception or both. Due to some limitations like size, cost or hardware complexity, a
node in a wireless network may not able to prefer multiple antennas either at the
transmitter or at the receiver. In cooperative wireless network, the relays (single antenna
cooperative users) share their resources effectively to get spatial diversity which is called
cooperative diversity forming a virtual MIMO. During the last decade, various
conventional relaying schemes are investigated in order to notice their advantages and
limitations. New types of adaptive relaying protocols like hybrid decode-amplify-forward
(HDAF) relaying are being introduced by researchers to overcome the limitations of
conventional relaying schemes, so that the performance is improved. The performance
parameter metrics considered mostly are symbol error rate (SER), outage probability and

average channel capacity.

Power allocation has significant impacts on system performance of cooperative
network. In fact, assisting relays usually have limited radio resources (e.g., bandwidth and
power) which are shared by both the relays and the source-destination pair. The channel
conditions and location of nodes show the impact on the performance of the wireless
cooperative network. Instead of blindly assigning equal power to all the nodes, by
assigning proper power to all relay nodes according to the channel link quality and their
locations improves the network performance significantly. Therefore, efficient power
allocation strategy for wireless relay networks can guarantee good usage of available
relays and better overall performance. In multi HDAF relay wireless cooperative network,
the conventional water filling method based power allocation already exists in the
literature. But there is no explicit method to calculate the optimum power allocation level,
hence a simple sub gradient method can be attempted for this. Further to reduce the
complexity of sub gradient algorithms, evolutionary approaches are preferable which offer
feasible solutions. Performance improvement of wireless cooperative network in terms of
SER minimization, QoS improvement and channel capacity maximization are the key

challenging issues.
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Further confidentiality of data transmission is supposed to be a crucial requirement
for upcoming 5G wireless network due to the significant growth in neumerous wireless
applications. Traditionally, security in wireless networks has been focused on the upper
layers using cryptography methods (like key generation) which becoming more difficult
due to the increased number of potential attackers as well as implementation complexity
issues. Therefore, researchers have shown growing interest in implementing security at the
physical layer. The secrecy is quantified by the secrecy capacity or the maximum rate of
reliable information and secrecy outage probability. Recent research shows that
cooperative communication not only improves the transmission capacity for wireless
networks, but also provides an effective way to improve the secrecy rate. This is achieved
by carefully assigning the powers to the relays to maximize the information rate at the
intended destination and minimize that at the eavesdroppers, which helps in security
issues. Hence, applying adaptive relays and employing proper power allocation strategies
to enhance the secrecy performance is a potential field of research.

1.4 Research contributions

This research work aims at proposing efficient power allocation schemes for multi HDAF
(hybrid decode-amplify-forward) relay based wireless cooperative network. The
performance analysis of an adaptive relay relaying scheme namely HDAF (hybrid decode-
amplify-forward) relaying based distributed Alamouti coded cooperative network in terms
of symbol error rate, outage probability and channel capacity is carried out analytically
and substantiated with simulatin based study. The first part of the research focused on
proposing maximized channel capacity based, minimized SER based and QoS (quality of
service) based power allocation schemes using convex optimization and evolutionary
algorithms like differential evolution (DE) algorithm. The second part of this research
introduces secrecy rate maximization based power allocation schemes using both convex
optimization and evolutionary approaches in the presence of collaborative and non
collaborative multiple eavesdroppers for DF relaying scheme in multi relay network. The
third part of the research aimed at utilizing HDAF relaying framework for physical layer
security in wireless cooperative network in different scenarios like without jamming, with
jamming and with control jamming. Further power allocation schemes are proposed to

maximize the secrecy rate of HDAF relay wireless cooperative network in the presence of
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eavesdroppers. The proposed maximized secrecy rate based power allocation schemes

improve the secrecy performance in terms of secrecy rate.

Details of chapter wise contribution made in this thesis are listed as follows,

In Chapter 2, SNR based hybrid decode amplify forward (HDAF) relaying scheme
is introduced in a distributed Alamouti coded cooperative network. The closed
form expressions of the performance metrics like symbol error rate (SER), outage
probability and average channel capacity in flat Rayleigh fading channel are
derived. Detailed simulation study results are presented which validate the
theoretical analysis. Also it is observed that the proposed hybrid relaying technique
outperforms the individual AF and DF ones in the distributed Alamouti coded
cooperative network. From the study of the impact of relay location on the SER
performance, the preferable relay locations for better system performance can be
suggested. For low SNR condition, relays located at middle and relays located
close to the source are the preferable locations whereas for high SNR condition,

relays located close to the source are best.

In Chapter 3, multi HDAF relay based cooperative network is introduced and
efficient power allocation schemes are proposed to minimize SER, maximize the
channel capacity and minimize total power to maintain QoS. The closed form
expression of the average channel capacity with tight approximation for such
network is derived. Lagrange multiplier method and Differential Evolution
algorithm based techniques are developed for finding the power allocation factor
associated with each relay and optimized relay powers under total power
constraint. The robustness of the proposed algorithms is verified for different
channel conditions and relay locations. From this detailed study, the proposed

approaches outperform the existing equal power allocation scheme.

In Chapter 4, physical layer security issue like guaranteeing confidentiality against
eavesdropping attack in a wireless cooperative network using control jamming is
addressed. Efficient power allocation schemes based on Lagrange multiplier
method and differential evolution (DE) algorithm are proposed for both relay and
jammer power optimization to maximize the secrecy rate in the presence of single

and multiple eavesdroppers (both collaborative and non collaborative). The
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mathematical expressions for power allocation factor are derived for proposed
schemes using Lagrange multiplier method for single and multiple eavesdroppers.
Further, the impact of location of the eavesdroppers with respect to source,
destination and relay on the secrecy rate is analyzed. From simulation study, it is
observed that the proposed schemes perform better than the existing schemes in

jamming and non jamming cases.

e In Chapter 5, a system model of multi HDAF relay based wireless cooperative
network in the presence of multiple eavesdroppers to analyze physical layer
security issue is proposed. The secrecy rate of the proposed cooperative network is
derived for three cases, i.e., without jamming, with jamming and with control
jamming. The closed form approximation of Ergodic secrecy rate of the system
with control jamming is derived analytically. The closed form approximations of
secrecy outage and intercept probabilities for HDAF relaying scheme are also
derived. The impact of locations of relays and eavesdroppers are analyzed to
determine better performance in terms of secrecy rate. Further a trade off between
the secrecy rate and intercept probability of HDAF relays suggests that the HDAF

relaying outperforms the conventional relaying protocols (AF and DF).

e Further, power allocation schemes are proposed to maximize the secrecy rate of
multi HDAF relay based wireless cooperative network with control jamming using
both convex optimization (Lagrange multiplier method) and evolutionary
approaches (Differential Evolution and Invassive Weed Optimization algorithms).
The analytical expressions for optimized relay and jammer powers are derived
considering single and multiple eavesdropper cases using Lagrange multiplier
method. The proposed power allocation scheme outperforms the equal power
allocation scheme. Even though Lagrange multiplier method based power
allocation obtains optimal powers with good accuracy but suffers with complexity
limitations. To overcome this problem, efficient DE and Invassive Weed
Optimization algorithms are applied for finding the suitable power allocation factor
to optimize relay and jammer powers which improves the secrecy performance of

the cooperative network.
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1.5 Thesis outline

The thesis is organized as follows

Chapter 2. This chapter introduces the performance study and analysis of an adaptive
relaying scheme namely HDAF (hybrid decode-amplify-forward) relaying in distributed
Alamouti coded cooperative network in terms of symbol error rate (SER), outage
probability and channel capacity.

Chapter 3. In this chapter we proposed efficient power allocation schemes to improve the
performance of the multi relay hybrid decode-amplify-forward (HDAF) wireless
cooperative network in terms of symbol error rate (SER) and average channel capacity.
The Lagrange multiplier method and differential evolution algorithm are applied to get
optimize powers of relay nodes to maximize the channel capacity, minimize SER and to

ensure quality of service (QoS) in terms of SER.

Chapter 4. In this chapter, we have developed power allocation schemes for controlled
jamming for physical layer security in a DF relay assisted wireless cooperative network in
the presence of multiple eavesdroppers. Both convex optimization and evolutionary
apaproach are adopted to optimize both relay and jammer powers.

Chapter 5. In this chapter, we present the performance study of SNR threshold based
HDAF relaying scheme for physical layer security in wireless cooperative networks. The
performance metrics considered here are secrecy rate, secrecy outage and intercept
probability. Finally, power allocation schemes are proposed to maximize the secrecy rate.
Further to improve the secrecy performance of the system, power allocation algorithms are
proposed using Lagrange multiplier method, Differential Evolution algorithm and
Invassive Weed Optimization (IWO).

Chapter 6. This chapter outlines the research work carried out in this thesis. Summary of

the present work, limitations and focuses on future extention of research are presented.
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Chapter 2

Role of Hybrid Decode-Amplify-Forward Relaying
In Distributed Alamouti Coded Cooperative Network

In this chapter, we analyzed the performance of SNR based hybrid decode-amplify-
forward relaying in a distributed Alamouti coded cooperative network in terms of symbol
error rate (SER), outage probability and average channel capacity. We present here the
chapter goals.

Objectives of the chapter J \
ted

e This chapter describes the proposed system model which is a distribu
Alamouti coded cooperative network consisting of a source, destination
and two single antenna relays operating in hybrid decode amplify forward
relaying mode.

e To derive the mathematical expressions for symbol error rate (SER),
outage probability and the average channel capacity for HDAF relaying
scheme and to compare with the simulation based study results with
respect to the conventional relaying schemes.

e To analyze the impact of relay locations in terms of system performance

\ and to suggest preferable location for relay positioning. /

Part of the contributions in this chapter are published in

Kiran Kumar Gurrala, Susmita Das, “Hybrid Decode-Amplify-Forward relaying scheme in
Distributed Alamouti coded cooperative network” International Journal of Electronics
(Taylor & Francis), vol. 102, no 5, pp: 725-741, 2014. DOI: 10.1080/00207217.2014.938252.
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2.1 Introduction

Wireless channel transmission suffers from random fluctuation in received signal at the
destination which is known as fading. Mitigation of fading is done by diversity techniques.
Possible diversity schemes are frequency diversity, time diversity and spatial diversity.
Spatial diversity is obtained by using multiple antennas either for transmission and
reception or both. Due to some limitations like size, cost, or hardware complexity, a
wireless user may not able to prefer multiple antennas. Cooperative diversity [1] is a new
spatial diversity scheme to mitigate the effect multi path fading effect by creating a virtual
MIMO (multiple input multiple output) system with the cooperation of single antenna
relay nodes in between the source and the destination. Thus cooperative communication
exploits both the spatial and time diversity by using the broadcast nature of wireless
medium as introduced in [2]. A collection of distributed antennas belonging to multiple
users, which are dispersed at different locations, in a network is called distributed spatial
diversity network. In a distributed cooperative network, transmit diversity is achieved
when the selected single antenna relays cooperate the source by forwarding signal to the
destination based on relaying protocol. The author in [3], derived the average symbol error
rate of the distributed diversity system which overcomes the severe penalty in signal to

noise ratio caused by Rayleigh fading.

The overview of recent development in distributed coding design in cooperative
wireless network is discussed in [4]. In such a system, the whole codeword is constructed
in a distributed manner among the cooperative users. Alamouti [7], introduced a powerful
space time code which provides full rate and full diversity over complex constellation with
symbol wise ML(Maximum Likelihood) decoding. The distributed Alamouti code is an
extension to Alamouti code which is applied in distributed cooperative network [5&7].
Here, the selected two relays simultaneously receive a noisy signal form the source and
construct their Alamouti space codes in a distributed fashion before forwarding the signals
to the destination. Exact closed form expressions for SER and pair wise error probability
of distributed Alamouti scheme with full diversity are derived in [6]. The authors in [8],
analyzed the BER performance of the distributed Alamouti code for cooperative network
consisting of a source, two relays and a destination node over Rayleigh fading channel
with and without direct link condition. Amongst all the cooperative relaying schemes

amplify and forward (AF) and decode and forward (DF) are well known. The AF relay
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just amplifies the noisy version of received signal from source and retransmits it to
destination. In the DF scheme, the relay detects the received signal from the source and
retransmits the detected signal to the destination [1-2]. The closed form expressions for
outage probability and SER of multi relay network with hybrid scheme over independent
and non identical Rayleigh flat fading are given in [11]. AF relaying scheme suffers from
the noise amplification problem which can degrade the signal quality, particularly at low
SNR. DF relaying scheme has the limitation of the error propagation problem which may
occur if the relay incorrectly detects/decodes a message and forwards this incorrect
information to the destination. To overcome the limitations of the basic conventional
relaying schemes, HDAF relaying scheme is introduced. The SER and power allocation of
multi relay network with hybrid DAF scheme are explained in [12]. In [13], the author
proposed a hybrid decode amplify forward incremental cooperative diversity protocol
using SNR based relay selection. The author in [18] derived the expression for ergodic
channel capacity of multi relay cooperative diversity system with channel estimation
errors. In all these studies, advantages of hybrid relaying have not been studied for the
distributed Alamouti coded cooperative network. In this thesis, an attempt has been made
through detailed mathematical analysis and simulation based study. The mathematical
expressions for various performance parameter metrics such as symbol error rate (SER),

outage probability and the average channel capacity for proposed scheme are derived.

The organization of this chapter is as follows Section 2.2 explains the proposed
system model. Section 2.3 provides analysis of performance metrics in terms of symbol
error rate, outage probability and average channel capacity. The theoretical
approximations of these performance metrics are derived. Section 2.4 provides the

simulations results and analysis. Finally Section 2.5 gives the summary of this chapter.

2.2 System model of distributed Alamouti coded cooperative
network

In this research, a cooperative diversity network as shown in Figure.1 is proposed, which
has a source S transmitting to a destination D through 2 cooperating relays. The source
with the cooperation of two relays transmits the information to the destination through
hybrid decode amplify and forward (HDAF) protocol under our assumption that all the

links are mutually independent and are subjected to flat Rayleigh fading condition.
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Figure 2.1 System model of distributed Alamouti coded cooperative network

For the proposed system model, detail mathematical analysis follows. Basically there are

two phases of operation such as broadcast phase and cooperation phase.
2.2.1 Broadcast phase

The data is broadcasted by the source to the two relays. At first and second time slots,

source transmits two information bearing symbols X, and X, to R1 and R2, respectively.

The received complex base band signal at the i"" relay is modelled as

Vo (1) =P, x(j)+n,, fori=12 &j=1.2 .1)
hs,n - Isvri - 8 (2.2)

where y_ (j) represents the j™ symbol received at i"" relay.

P, is the transmitted power at source node, hs,; are the channel coefficients of source to

relay link of two relays. as,i: can be modeled as a zero mean, complex Gaussian random

-4
s,h?

variables with variances o?, for i=1,2. The path loss Is;; is proportional tod where

d,, is the distance between the source node and i" relay node. ng is additive white

S,

Gaussian noise at the destination for the i relay.
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2.2.2 Cooperation phase

The two relays generate a distributed Alamouti code and forward to destination. At the
third and fourth time slots, the two relays construct the distributed Alamouti code by
transmitting each relay each row of Alamouti code. The Alamouti representation of output

signals at the relays is given by

ysr1 (1) - ysr2 (2)* (23)
ys"l (2) )/sr2 (1)

where y_ (j) represents the j" symbol received at i relay.

The two relays (each relay transmitting each row of Alamouti code) transmitting
distributed Alamouti versions of input signal to the destination using hybrid decode-
amplify-forward (HDAF). Here, based on target rate (R), the SNR threshold for hybrid
relaying is derived. The threshold SNR [11] is given by

Ve =200 —1 (2.4)

where R is target information rate.

If the relay perfectly decodes the symbol it operates in DF mode otherwise it operates in
AF mode. The perfect decoding capability of relay depends on channel quality between
the source and the relay. If the SNR of source relay link for two relays is less than the
threshold, the relays operate in AF mode and if the SNR of source relay link is above the
threshold the two relays operate in DF mode. The function of hybrid decode amplify
forward (HDAF) is given by

Ify,. <7 1€, the relay operates in AF mode

yri,d (J) = IBi P2 hr,,d ys,ri (J) + r]ri,d for I =112 (25)
elsey, . >y, i.e, the relay operates in DF mode
Yia ()= PNy g 9o, (D40 fori=12 (2.6)

where 'y, (j)is the j™ symbol received from the i" relay and B, is the amplification

factor of relay given by
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(2.7)

where h, ,are the channel coefficients of i relay for relay to destination node link and is
given by

hoo=lo- 2., (2.8)
a, 4 can be modelled as a zero mean, complex Gaussian random variables with variance
ofq fori=1,2. The path loss 1, is proportional to d,% , where d, , is the distance from

the i relay to destination node. The received signal at the destination are is given by
yl = Pl hr1 d ys,rl (1) - PZ hr2,d y:,r2 (2) + nrl,d (29)
y2 = Pl hr1 d ys,r1 (2) + P2 hrz,d y:,r2 (1) + r]rz,d (210)

Finally, the destination node adopts ML (maximum likelihood) detection for the received

signals to get symbols X, and x, .

2.3 Analysis of performance metrics

The performance of the proposed system model is analyzed in terms of symbol error rate
(SER), outage probability and average channel capacity. The closed form theoretical

approximations for these performance metrics are derived as follows.
2.3.1 Theoretical expression for symbol error rate (SER)

In the proposed hybrid relaying, if the source to relay link SNR is greater than the
threshold SNR (Eq. (2.4)), i.e., the relay decodes the signal received from the source
correctly, the relay will operate in DF mode otherwise operate in AF mode. The

instantaneous SNR at the destination for DF and AF scheme are calculated as given below

2
Yor = ZVri,d (2.11)
=
2 YS,ri yri,d
Y S ALY . (2.12)

i=1 Ys,r- +Yri,d +1
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Pl hs,ri I:)2 hri,d
Where ’YS,I’i = T Yri,d = T (213)

‘2

The author of Ref [18] has derived the SER closed form expression including the source to
destination link also. In this work, the direct link between source to destination is excluded
and distributed Alamouti is suggested by using two relays. The SER of source relay link

depends on the instantaneous SNR for MPSK modulation denoted as Pe given [19] by

1 M-z/M 9.,

& T j exp(— sin? Oj a0 (2.14)
0

where g =sin’(n/M) (2.15)

By averaging the conditional SER in (2.14) over the instantaneous SNR of source to relay
link, the probability that the relay correctly decodes the signals received from the source is

derived as
1 (M-D)n/M 97,
P =1-= ! L o L (2.16)

where My, (s) is the MGF of y_ ; which is given by

My, (s)=Ev,, @07, S) (2.17)
where E, {} denotes the expectation operator of variable x.

The average SER of hybrid decode amplify forward (DAF) scheme is evaluated as

Pooar =P, P (YDF )+(1_ Pc)Pr (VAF ) (2.18)

where the average SER of two relay DF scheme (in which v, & v,,,are statistically

independent) is given by

1 (M-1)m/M g
P =— M do 2.19
r(YDF) - _([ YDF(SinZ ej ( )
1 (M-D)n/M ( g j ( g j
=— M M doe 2.20
T ! 4\ sin” @ 24 sin® 0 (2.20)

and the average SER of two relay AF scheme [18] is given by
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1 (M-D)r/M g 1 (M-D)r/M 5
P. == M do=== M doe 2.21
W) ! “F[sinz ej T ! H (sm 9) (220)
'Ys,riFYri,d - .
Where 7, =————— for i=1,2 (effective SNR of AF relays) (2.22)
YS,ﬁ +’Yri,d +

and also z; and z, are statistically independent. Eq (2.18) can be represented as

1 MO o S g
Pow =|1-= ep (- |do| | = M do
e [ n j P ( sinzej J [n j 1,_1[ y""(sinzej J

0 0

(M-1)m/ M M-Dr/M
{i [ exp[— i A Jd@j (1 [ TIm, ( )d9] (2.23)

T sin“ o T ¢ a2 4sin?e

The generalised MGF of v, (Ae{sr,rd}) is expressed as

2

M., (s)=E,exp(—7,8)}= (1+ %J =12 (2.24)

0]

In the high SNR regime, i.e, Pi/No >>1, the above MGF given above can be

2 -1
approximated as M. (s) = [ PiNGASJ (2.25)
A o

In the higher SNR regime, i.e, A, =N ,Pc% —0and A, =N, P,c% —0

The MGF of AF cooperative scheme, M, (S) can be approximated as (approximation from

[12]) M, = 1(x +A,)= 1[ N, + Nf;] (2.26)
' Pol  Pol

By substituting MGF function approximations (2.27) and (2.26) in (2.24), for HDAF

scheme, the asymptotic SER approximation is obtained as

2 3 2
sER=— o, AN, L (2.27)
PlPZGrl,dGrZ,d PlPZGS,rIGs,rzg i=1 Pcs ri P Gr| d

(M-Dr/M . .
where A=l f in‘6dp = M 1)+5|n(2n/M)_S|n(4n/M)
T 9 4n 32n

M-1
1(

Yz M .
jsinz 2dg— M-1+S|n(27r/M)
0

2M 4

B

_1 (2.28)
T
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2.3.2 Theoretical approximation for the outage probability

The outage probability is commonly defined as
Pout = P(1 <R)=P(y <7,)=["Pr(r)dr (2.29)

In hybrid relaying, the relay selects the appropriate scheme depending on source to relay
link SNR. If the SNR of source to relay link is greater than SNR threshold, the relay
operates in DF mode otherwise operates in AF mode. The mutual information between the

source and the relay terminal for each relay is given by
| =210 200 +7,,.) (2.30)

If this mutual information is greater than target rate the relay operates in DF mode
otherwise it operates in AF mode. The mutual information for two relay case of AF

scheme is given by

I0g(1+ S TeaTue 2.31)
i=1 Ysr +Yri,d +1
The mutual information for two relay case of DF scheme is given by
1 2
DF =E|0g(1+ ZYri,d) (2.32)
i=1
The mutual information for two relay case of proposed hybrid relaying is given by
I ' ri < -
oy = { e Yo STn =1 (2.33)
IDF’ Ysri > Yth
where v, =2%% -1 (2.34)

For flat Rayleigh fading channel, the outage probability for hybrid relaying scheme is

given by

Po':?AF Pril, o <RI (2.35)

prPAT — PI’[I HDAF < R]Pr['Ysri < 'Yth]"' Pr[l HDAF < R]PI’[ sri = Yth] (2.36)
Po/:'t: Pr [Ysri < Yth] + Polaf Pr [YSri = Yth] (237)

P YSTI < Yth (HYSI’I < Yth] (238)

2

2
H YSFI <Vt :Hexp[ Y_thJ (239)

i=1 i=1 Ys,ri
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(ZZR _1J (2.40)

]

i=1 GSI’I

SNR

The outage probability of AF scheme with two relays

14( 1 1 )(2®-1)
PAF — + 241
o ZH{GE,H Gl‘ld J ( SNR J ( )
and the outage probability of DF scheme with two relays
1.2 1 (2%°-1)
PoF = — 2.42
™ zncfi,d ( SNR j ( )

The exact derivations for outage probabilities of conventional AF and DF scheme are
given in the chapter Appendix. By substituting (2.41) and (2.42) in (2.37), the outage
probability of HDAF is modified as

2
HDAF _ 1 22R _l 2 1 22R 1
pOUt H( s GTI d J ( SNR 1:1[ Gi ri SNR

ri

1.2 1 (2% 1) 2 2% _1)?
4o 1- 243
21;[02, ( SNR J [ 1,_[0 ( SNR J (2.43)

s,ri

In high SNR regime the first term is neglected, the upper bond is approximated as

1.2 1 (2%_-1)
pupper o 2.44
™ 21i_110$i,d ( SNR J ( )

In low SNR cases, the second term is neglected and lower bound is approximated as

2 2R 4
plover o 1 L (2.45)
2 Gs ri Gs ri Grld SNR

2.3.3 Theoretical approximation for average channel capacity

The average channel capacity for hybrid relaying is given [38] by

Croar = Pr(?’s,r < 7m) Ca + Pr( sr = 7’th) Cor (2-46)
where Pr( ) T
7/s,r < Vth Hexp (247)
Vs,
Prly,, = 7 ) =1~ Hexp[ T J (2.48)
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The average channel capacity of two relay case amplify and forward scheme is expressed
as

W o0
Cu = ?J. |092(1+ 7) f}/AF (7/) dy (2.49)
0

The probability distribution function (PDF) f, (y) is given by

fre (7)=22: & eXp[— 4 J (2.50)

i=1 7 aF, 7 aF,
N Veu
where ,B = _ fsnlnd (2_51)
:—|;<[¢|( 7/|j AFI 7s,ri +}/ri,d +1
By substituting (2.51), (2.51) in (2.49)
C :—‘[Iog2 1+7%) Z P exp| — dy (2.52)
i=L 7 AF, 7/AFi
At last, the channel capacity for two relay amplify and forward scheme is expressed as
2
—Zzlﬂu exp(j/AFiil)El(yAF,il) (2.53)
. L . _Texp(-t)
where E, (.) is is the exponential integral defined as El(x) = jfdt (2.54)

X

The average channel capacity of two relay case Decode and forward scheme is expressed
W 0
asCor = [ log,(L+7)f, (v) dy (2.55)
0
The probability distribution function (PDF) f,__(y) is given by

fo (V)= iiem(— LJ (2.56)

Substituting (2.56) in (2.55) (integration minimization is done in the chapter
Appendix), the channel capacity for two relay amplify and forward scheme is expressed as

Cor = ZInZZIB Xp(7DF ) (7DF,71) (2.57)

where vy =min(ys,ri,vri,d)
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Substituting (2.57), (2.53), (2.47) & (2.48) in (2.46), the average channel capacity for
HDAF relaying scheme is presented as

Cuor <{To0[ 22| | S5 000 )

o[- lon|- 22 | S ot e -

Finally, the upper bound tight approximation for the above average channel capacity is

2

Crione :2| 5 H SRLE Zzlﬁu exp (YAFi_l)El(YAFi_l)

i=1 S, i=1

S,h i=1

+[11i[exp( ﬂ}}iﬂi 0 (7o JEx (o 1)} (259)

2.4 Simulation study and analysis

In this work, a distributed Alamouti coded cooperative network which consists of one
source, two relays and one destination with hybrid decode amplify forward relaying is
simulated and its performance metrics are compared with the theoretical approximations
as given in Section 2.3. Here, it is assumed that the users transmit their information
through orthogonal channels with the knowledge of CSI (channel state information) at the
destination and there is a perfect synchronization between the cooperating nodes. The
simulation carried by considering equal power allocation relaying scheme. The SER, the
outage probability and the average channel capacity of hybrid DAF scheme for distributed
Alamouti coded cooperative network are compared with the result of existing schemes
(AF and DF). Matlab environment is chosen for computer simulation and 5x10°
independent simulations are run for each result. The simulation parameters chosen here

are described in Table 2-1.
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Table 2-1Simulation parameters

Parameters Specification
Frame length 256

Number of frames 50

Number of blocks 40

Target rate 0.5 bits/sec

Number of relays 2

Relay network Linear topolo

topology pology

Channel variances Ger =Corz =1 ol =0%s =1

Coding scheme Distributed Alamouti
code

Channel Flat Rayleigh fading

Modulation Coherent QPSK

] —&— Upperbound

SER
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223 —&— Lower Bound
T —— Upper Bound
------ i--| —#—DF

---- S TORE HRCCTE TR EEEE SEPRRRERE ---cssose-de-| —EH—HDAF simulation

Outage probability

______________________

. ?
0 5 10 “15 20 25 30
SNR(dB) (b)

Figure 2.2 (a) SER comparison. (b) The outage probability comparison of hybrid scheme with AF,
DF and bounds

From the Figure 2.2 (a), it is observed that the suggested hybrid scheme performs better
than DF in lower SNR cases and AF in high SNR cases. So combining both the AF & DF,
proposed hybrid relaying performs better giving a gain of (about 1.5dB) over AF for SER

of107%. Further SER of the system lies within the theoretical bounds. The simulation
result for the outage probability of the system is compared with the theoretical bounds in
Figure 2.2 (b). The outage probability of HDAF is near to DF scheme in low SNR cases
and nearer to AF in high SNR scheme. In Figure 2.3(a), the average channel capacity of
the proposed system is presented and compared with the theoretical tight approximations
of schemes AF, DF and hybrid DAF. It is observed that Alamouti coded distributed
network with DF relays only obtain the higher channel capacity compared to the AF where
as the proposed hybrid relaying provides nearly same channel capacity obtained with AF
relays for low values of SNR. As the SNR increases the channel capacity due to hybrid
relaying also increases and for high values of SNR, it becomes the capacity which is very
close to capacity with DF relays. The simulation results for channel capacity of hybrid
relaying completely agree with the theoretical approximation. The average channel
capacity of hybrid relaying for the proposed system over the normalized distance between

source and relay is simulated for different SNR values and presented in Figure 2.3 (b).
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45

3.5

Average Capacity (bits/sec/Hz)

T o A S
b . : : | =& AF Theoritical
0.5 orbe--- R AGRRISEETIEEEEEEEEE F-------------1---| —f— DF Theoritical
s G : : i | —&—HDAF Theoritical
0 i | —HE— HDAF simulation
0 5 10 15 20 25 30
SNR(dB)

Figure 2.3 (a) The average channel capacity comparison of HDAF relaying scheme with AF, DF
and bounds

7 —H— SNR=5dB
—B— SNR=10dB
—— SNR=150B

6 —%— SNR=25dB

Average Channel Capacity (bits/sec/Hz)

Figure 2.3 (b) The average capacity comparison for different SNRs
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Average Channel Capacity (bits/sec/Hz)

SNR(dB)
Figure 2.3 (c) The average channel capacity comparison for different thresholds

6.5

—+H&— Hybrid relaying simulation
—&— Direct transmission

Average Channel Capacity (bits/sec/Hz)

Figure 2.3 (d) The average channel capacity comparison of HDAF relaying scheme with direct
transmission for distributed Alamouti cooperative network

The average channel capacity of hybrid relaying for the proposed system over the
normalized distance between source and relay is simulated for different SNR values and
presented in Figure 2.3(c). The distance between the source and destination is normalized

as one. As the SNR increases, the channel capacity also increases and it attains maximum
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value at middle distance between the source and the destination. From Figure 2.3(c), the
relays operate in DF mode for low values of threshold and with increase in the threshold
value the relays tend to behave as AF. Hence, for the low values of threshold, the hybrid
DAF scheme provides channel capacity nearly same as DF relays and for high values of
threshold, provides nearly same as AF scheme. For low values of SNR, the hybrid
relaying is same as both conventional schemes (AF and DF). From Figure 2.3(d), the
hybrid DAF relaying provides high channel capacity compared to direct transmission. For
the cases, where the relays are close-to-source and close-to-destination, the channel
capacities of hybrid relaying are slightly differ. The maximum channel capacity is
achieved at the middle for hybrid relaying.

10° ==

—&— Middle

—6— Close to source
—— Close to destination

10"

SER

0 5 10 15 20 25 30
SNR (dB)

Figure 2.4 SER performance for different relay locations of two relays

Hence, the impact of relay location for the system is analyzed. For this, the simulation of
the system carried out in three relay locations (close to source, close to destination and at

the middle) following a linear topology.

Table 2-2 The considered three scenarios

Scenario ds drg
Middle 0.2 0.8

Close to source 0.8 0.2
Close to destination 0.5 0.5
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Here the distance between the source and the destination is considered as 1, i.e.,

d,, +d, , =1. Itis assumed that the two relay locations are identical. The relay locations

considered are considering a worst case scenario and the path loss coefficient is chosen as
4. Figure 2.4 describes the impact of relay location on the performance in terms of SER.
When the relays at the middle, they will operate in AF mode for low SNR values and in
DF mode for high SNR values as on the basis of SNR threshold, the operation mode has
been selected in the proposed HDAF scheme.

2.5 Summary

In this chapter, an effective cooperative relaying scheme is proposed for distributed
alamouti coded cooperative network and its performance metrics such as SER, the outage
and the channel capacity are compared with conventional relaying schemes under flat
Rayleigh channel fading condition. The theoretical expressions for SER outage
probability and the channel capacity for the proposed scheme are derived and it is found
also that the Monte Carlo simulation results agree with those closely. The SER
performance of HDAF is close to that of AF at low SNR case and close to DF at high
SNR cases. The outage probability of hybrid relaying is in between DF and AF (i.e. better
than DF but not same as AF). The channel capacity is almost same as the capacity due to
AF relays for small values of SNR and it increases as the SNR value increases and finally
it becomes very close to the capacity due to DF relays. The effect of relay location on
SER performance and channel capacity are studied in detail. The hybrid decode and
amplify forward relaying scheme with the advantages of both performs better than AF &
DF as the advantages of both AF & DF protocols are combined in this scheme. Further
considering a more generalized scenario where more number of HDAF relays should be
introduced in to the wireless cooperative network. Power allocation to those relays
becomes a major issue. Hence development of efficient power allocation algorithms

under total power constraint needs to be attempted.
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2.6 Appendix

X, X,

Fact 1: The CDF of the random variable X = —————
X, +X,+o
Let X;and X, be two independent exponential random variables with the PDFs

fy (x)=Ae™ % >0,ie{l,2}, and the parameters 4,1, >0 ,and let o > O0be a real

constant. Then the CDF of the random variable X = _ KX is given by
X, +X,+o

Fy (X) =1-2e %% [ 2, x(x + &) x K, (2\/ 4,4, x(x + &)) (2.60)
Derivation of (42):
The outage probability of two distributed Alamouti coded AF relays is

75 r 7/r ,d
PA" = Ppr 2.61
out (;]/sr +7/r“d +1 j/th) ( )
AF :
Pt =PrQz <74) (2.63)
i=1
wherez, = — 7878 g , 92 g (2.64)
7s,ri + 7/ri,d +1

Using theorem 1, the CDF of z, fori=1,2is given by

Pzi (7th)= Pr(z; <7w) (2.65)
=1- 2yth \ ﬂ’s T ﬂ‘r ,d €= 7n (ﬂ’s,ri +ﬂ’ri,d )X Kl(zyth \ /ls T ﬂ‘r .d ) (266)

For smaller values of x, the function K, (.) can be approximated as K,(X) = 1 .
X

P, () = Pr(z, < 7y) =1 lon e (267)

: N N
Assuming 4 = A, + 4, ,.where A4, =———= : &A= = S 2
A i oy PlU SNRGSYri i on-ri,d SNRO-rin

S5

(2.67)
2
Defining the random variable Z = Zzi , the CDF of Z, assuming the / are to be distinct,
i=1

can be written as

Pr(z <7th)=§2:[ I - lj = J(l_e—m) (2.68)

i=1 \ m=1,m=i
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P =Pr(Z <y,)= Hz Vo (2.69)

By substituting values of 4 &y,, in the above equation, the outage probability is obtained
as

. 1) (2% 1)’
P = fori=1,2 2.70

out H 2 ( SNR J (2.70)

s ri O-ri,d

Derivation for (43):
Fact 2: Let w=u+v, where uand v are independent exponential random variables with

parameters A4, and 4, respectively. Then the CDF of w

r,,d’?

A A
IR e B R
PW(W) = ﬂ’rz,d _ﬂ’rl,d ﬂ’rl,d _ﬂrz,d B 3

1-(1+ Awe™ g = A=A
(2.71)
Based on transmit diversity bound in [2], the maximum mutual information of two relay

DF scheme in distributed Alamouti coded cooperative network is

SNR[ + hrz,d\zD (2.72)

Hence, the outage probability is obtained as

‘ 2

hrl,d

Iog(1+

2
+

hrl,d

out

P> —Pr(l,. <R) = Pr( SZR[ h,zﬂ < 7thj (2.73)

Using the Factl, the outage probability of two relay DF scheme is written as

2
2 4
PPF —Pr(l.. <R)~ th 2.74
out ( DF ) Gé’darzz’d (SNRJ ( )
2 (2R_1)’
pDF o 2.75
out ofdo-2 ( SNR ] ( )

Derivation for (60):

o0 _l
|1:ij log,(1+y) e " dy (2.76)

i0

r
Now by using integration by parts and let u =log(L+y) and dv = Lo dy

udv=uv-|vdu (2.76)
J J
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=i v du @77)

1, = llog(1+y) " | - (i:iy) dy (2.78)

I, = e[”] E{iJ (2.79)
i
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Chapter 3

Development of Power Allocation Schemes to
Improve Performance of Multi HDAF Relay Based
Cooperative Network

In the previous chapter, the performance analysis of hybrid relaying protocol is studied
only for limited number of HDAF relays of wireless cooperative network in flat Rayleigh
fading channel. This study is extended to multiple HDAF relay based cooperative network
in this chapter. For such network, we can further improve the performance using power
allocation schemes which need to be addressed.

Objectives of the chapter }
e To describe the system model consisting of multi HDAF (hybrid deco)

amplify forward) relays in a cooperative network and to obtain the closed
form approximation for average channel capacity with tight approximation.

e To propose power allocation schemes on the basis of decoding capability
of the relay. The power allocation schemes to be proposed are

» Maximized channel capacity based power allocation using
Differential evolution (DE) algorithm.

» Minimized SER based power allocation based on lower bound of
SER using both Lagrange multiplier method and Differential
evolution (DE) algorithm.

» Total power minimization scheme to improve the quality of service
using Lagrange multiplier method based on a given target SER.

e To analyze the impact of relay location and channel variances on the

\\ average channel capacity performance. /

Part of the contributions in this chapter are published in

Kiran Kumar Gurrala, Susmita Das, “Maximized Channel Capacity Based Power Allocation
Technique for Multi Relay Hybrid Decode-Amplify-Forward Cooperative Network” Wireless
Personal Communication (Springer), vol.87, no.3, pp: 663-678, 2016. DOI 10.1007/s11277-015-
2622-9.
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3.1 Introduction

Power allocation for wireless cooperative network is a promising research area. The
authors have extended the hybrid relaying scheme to the multiple relays and studied the
performance analysis in [8]. SNR based hybrid relaying, which is a combination of fixed
AF and DF relaying schemes, is proposed for single relay case in [9]. The closed form
tight bounds for the outage probability and bit error rate of the HDAF relaying for multi
relay network are derived in [10]. SER performance analysis and optimum power
allocation for wireless cooperative networks with basic relaying schemes are proposed in
[4]. The optimum power allocation based on minimized SER with best relay selection for
multi relay AF network is proposed to prolong the network life time in [5]. The authors
have introduced optimum power allocation schemes based on SER for adaptive relaying
schemes in dual hop multi relay cooperative network in [6]. The authors proposed two
power allocation methods for minimizing outage probability and minimizing SER based
on channel state information and channel statistics in [11]. The closed form expression for
SER is derived for single relay cooperative network using MGF (moment generating
function) approach for hybrid relaying and based on the SER upper bound optimum power
allocation is obtained in [12]. A novel quasi-optimal power allocation scheme for
maximizing the upper bound of the ergodic capacity of multi AF relay cooperative
network is proposed in [13]. The authors have introduced two power allocation schemes
that are rate adaption with fixed transmit power and joint rate and power adaption
algorithms [14]. Effective capacity maximization based power allocation using PSO

(particle swarm optimization) in multi relay cooperative network is proposed in [15].

This research work attempts proposing a system model and detail theoretical analysis
for a multi HDAF relay based cooperative network. The closed form approximation for
average channel capacity with tight approximation is derived. Efficient schemes for relay
power allocation with fixed source power are proposed on the basis of decoding capability
of the relay. The proposed schemes are based on the maximization of channel capacity
using Differential Evolution algorithm and minimized SER based power allocation using
both Lagrange multiplier and Differential Evolution algorithm. Further to improve the
Quality of Service, a total power minimization scheme is proposed. A study regarding the
impact of relay location and channel variances on the average channel capacity is carray
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out. Monte Carlo simulations method is used for the validation of the proposed power

allocation schemes.

The organization of this chapter is as follows Section 3.2 presents the system model.
Section 3.3 provides analysis of performance metrics in average channel capacity for a
multi HDAF relay based wireless cooperative network. Section 3.4 introduces proposed
power allocation schemes to minimize SER, maximize average channel capacity and total
power minimization. Section 3.5 discusses the simulations results and analysis. Finally

Section 3.6 presents the summary of this chapter.

3.2 System model

A multi relay cooperative network is considered which consists of one source, N number
of half duplex mode HDAF (Hybrid Decode-Amplify-Forward) relays and one destination
as shown in Fig 3.1. All the links are mutually independent and subject to flat Rayleigh
fading. Here it is assumed that the users transmit their information through orthogonal
channels through TDMA with knowledge of CSI (channel state information) at the
destination and there is perfect synchronization between the cooperating nodes. The two

phases of operation of the multi relay HDAF network are given as follows.

HDAF

Source Destination

N-relays

DF If relay decodes perfectly

HDAF=
AF else

Figure 3.1 Multi relay HDAF (Hybrid Decode-Amplify-Forward) cooperative network model

3.2.1 Broadcast phase

The data is broadcasted by the source to destination as well as N number of relays. The

received signal at the destination and the i" relay are given by
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Ysa = \/P_Shs,d X+Ng 4 (3.1)
Vor =+/Pshy x+n,, for i=12..N 3.2)

where x,y,  and y_ are the transmitted information signal from source, signals received

at the destination and i" relay node respectively. Ps is the transmitted source power, h,
and h, , are the channel coefficients of source to relay links and source to destination link

respectively which include the effects of path loss ,shadowing and flat fading between the

transmitter and the receiver. The channel coefficients h,, ~CN(0,c2,)and
h,. ~CN(0,c2,) are modelled as zero mean complex Gaussian random variables with
variances o?, and oZ  for i=12,., Nrespectively. The noise terms n ,andn,, are

modelled as zero mean complex Gaussian random variables with variance N .

3.2.2 Cooperation phase

In this phase, each relay adaptively chooses between AF and DF relaying schemes based
on decoding capability of the relay. If the relay decodes the received information signal
correctly the relay operates in DF mode otherwise it operates in AF mode.

If the relay operates in DF mode, the signal received at the destination y, , from the i
relay is given by
yri,d = Pl hri,d S\/s,ri +nri,d for I 21’2"" N (33)

If the relay operates in AF mode, the signal received at the destination y _, from the i"
relay is given by
Yoo =Bin/Ph 4 Vo +N, 4 fOri=12..,N (3.4)

where P, is the power of i" relay node P, =a, x(P—P,). P is the total power required

N
for message transmission P = P, JFZPi ra, is the power allocation factor of i" relay
i=1

node, y, . is the estimation of the transmitted signal by the i" relay. B, is the amplification

factor of i" relay given by
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(3.5)

+N

0

h, 4 fori=212,., Nare the channel coefficients of relay to destination links and are
modeled as h, , ~CN(0,c; ,) are modelled as zero mean complex Gaussian random
variables with variances Gi,d for i=1,2,..., N . The noise terms n, . are modelled as zero

mean complex Gaussian random variables with variance N, .

The destination combines the signals received from source and N number of relays
using maximal ratio combining (MRC). To determine the impact of relay location on the

performance of the multi relay HDAF cooperative network, the path loss is considered as

o, ocdy (3.6)

where d,  is the distance between nodes x e{s,r,}andy e{r,,d}. In this work, the path

loss exponent o is considered as o = 4 (for lossy channel environment).

3.3 Performance metrics analysis

The performance metrics considered are average channel capacity and symbol error rate to
propose power allocation schemes to improve the network performance. In this section,
the closed form of ergodic channel capacity is derived for considered multi HDAF relay
based cooperative network. Then, upper bounds to evaluate the average channel capacity

when the HDAF relays operate in both AF and DF relaying modes are determined.

3.3.1 Average channel capacity of multi relay HDAF cooperative

network

In this hybrid relaying, if the relay decodes the received signal from source perfectly

(vs, 2v.) then the relay operates in DF mode otherwise it operates in AF mode

(v., <v.). Here SNR at which the relay decodes the received signal perfectly is vy, .

The average channel capacity for HDAF multi relay cooperative network [38] is given by

Croar = Pr(Ys,r <Y)Cur +Pr(Ys,r 27.)Cpe (3-7)
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N N
where Pr(Ys,r <YC)zHeXp£_ Tin J: Pr(Ys,r Z’Yc)zl_HeXp{_ Lo J (38)

i=1 ST i=1 S,f

The average channel capacity of multi relay cooperative network, in Shannon’s capacity

sense, depends on the instantaneous SNR at the destination [81].
W o0

C=——|log,1+7y) f(y)d 3.9
N+1£ 9, (1+v) f(y)dy (3.9)

where yis the instantaneous SNR at the destination. N is the number of relays in the
network.W is the transmitted signal bandwidth and f(y)is the PDF (probability density
function) of y.

The instantaneous SNR at the destination for multi relay amplify and forward (AF)
cooperative network is expressed [4] as

Y =20 fori=12,.,N (3.10)

Ys,ri +’Yri,d +1

The instantaneous SNR at the destination for multi relay decode and forward (DF)

cooperative network is expressed [4] as
Yor, :min(ys',i,yri’d) fori=12,...,N (3.11)

The average channel capacity of multi relay AF cooperative network is expressed [13] as

W 0
Cor =) 000+ () &y (312)

The probability distribution function (PDF) f__(y) is given by

f,. - iﬁexp(— lj

i=L ¥ AR, Y ar,

N Y N YsrVrd
where B, = 1——kJ L Y =R (3.13)
k];[Hi( Yi ’ o YS,ri +Yri,d +1
P 2 P 2 . . .
where vy, :N—S h,.| and vy, , =—~h 4 fori=12..,N. By substituting (3.13) in

(3.12)
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Cu :—jlogz(1+y)z i exp( YZF-]dy (3.14)

=1 ¥ A,

At last, the average channel capacity of multi relay amplify and forward network is

expressed as

Cur = (N+1)In228 (YAF ) (YAFi_l) (3.15)

Tep(-t),
where E1 (.) is is the exponential integral defined as El(x):_f t t (3.16)

X

The average channel capacity of multi relay DF cooperative network is expressed as

W o0
Cor :?J. |ng(1+ 7) fyDF ('Y) dy (3.17)
0

The probability distribution function (PDF) f, () is given by

o (y)=iﬁ—‘exp(— ! } (3.18)

i=1 ¥ oF, Y or,

Substitute (3.18) in (3.17), the average channel capacity for multi relay decode and

forward cooperative network is expressed as
Cor = (N +1)| ZB (YDF ) (’YDFiil) where Ve :min(ys,ri,Yri,d) (3.19)

Substitute (3.8), (3.15) & (3.19) in (3.7), finally the tight approximation for average

channel capacity is given by

[Iex |-

=1

]]i b b))

W
Coopp =—————
PN+ InZ{

S,

+ [1 ]i[eXp (— yy—DilB o0y or, *)E, (v or )} (3.20)

Since, in Eq.(3.12), log()is a concave function and using Jensen’s inequality [66], the
Ergodic capacity based on mutual information of multi relay amplify and forward

cooperative network can be upper bounded as
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N N
Cu = E(logz[]ﬂr%,d +ZYAFi D < |ng(1+ E(Ys,d +ZYAH D
i1 =1
P. . P
N YsrVr .d P N N—Scin N Gi’d
Cu <log,1l+7v, +ZL =log, 1+_SG§,d +Z - ;
il Vs TV +1 N, =1 &cﬁr + Gfd +1
0 h NO )
(3.21)

In the same way, the ergodic capacity based on mutual information of multi relay decode

and forward cooperative network can be upper bounded as

N N
Cor < Iogz{1+Ys,d +Z’Yri’d}=|0g2{l+g—sﬁid +Z|\F|>_i6i,d} (3.22)
i=1 0 i=1 0

3.4 Proposed power allocation schemes for multi HDAF relay

based cooperative network

The channel conditions and location of nodes show the impact on the performance of the
wireless cooperative network. Instead of blindly assigning equal power to all the nodes, by
allocationg proper power to all relay nodes according to the channel link quality and their
locations improves the network performance significantly. For example, when any of the
source-to-relay or relay-to-destination channel links are not good, the relay nodes with
proper power allocation are able to transmit the signal from the source to the destination.
Here the power allocation schemes are proposed under total power constraint. Even-
though, the optimization problems with individual power constraints lead to proper power
allocation but suffer with computational complexity. It is due to the fact that there is need
to update only one Lagrange multiplier using sub gradient method under total power
constraint where as in the optimization problem under individual power constraint
updation of Lagrangee multipliers many times until all of them converge to the optimum
power allocation level is is done. Hence, the formulation of optimization problems is
simple and attains low computational complexity compared to individual power
constraint. In this section, proposed power allocation schemes as explanined in block
diagram as shown in Fig.3.2 for channel capacity maximization, SER minimization and
total power minimization under total power constraint. Maximized channel capacity based

and minimized SER based power allocation schemes are proposed using both Lagrange
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multiplier method and Differential Evolution algorithm in Section 3.4.1 and 3.4.2
respectively. At last total power minimization to maintain required quality of service in

terms of SER is proposed using Lagrange multiplier method in Section 3.4.3.

using Lagrange
multiplier method
Minimized SER
based power

allocation
using Differential

evolution algorithm

Proposed power Maximized channel
allocation capacity based
schemes power allocation

using Differential
evolution algorithm

Total power using Lagrange
minimization Multiplier algorithm

Figure 3.2 Proposed power allocation schemes

3.4.1 Maximized channel capacity based power allocation using

Differential Evolution algorithm

The proposed optimization problem is defined on basis of the decoding capability of the

relay. Depending on the operation mode of HDAF relay either in AF or DF, the

optimization problem is defined based on the upper bound of average channel capacity

under total power constraint. Further, the relay powers are optimized using the optimized

power allocation factor o. The performance of the proposed technique is validated for

different channel variances and for different relay locations. The relation between transmit

power at the source and the relay nodes in terms of power allocator are represented as
N

P=oa,(P-P,) for i=12,..,N where Zoci =1. Hence , the optimization problem for
i=1

maximization of channel capacity using Differential Evolution (DE) algorithm is defined

as follows.
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Optimization problem:

If the relay decodes perfectly, then the optimization problem is defined as

N —
Maximize C,, = |092{1+;—305,d +Z@Gi,d}

0 i=1 0

N
subjectto > a; =1, O<a; <1, fori=12..,N

i=1

else the optimization problem is defined as

s 52 HA TR
P N N S,f N r,d
Maximize C,. =log,{1+—>c’ ° d
~ Osir + Oty
N, N, "
N
subjectto > o, =1, 0<a; <1, fori=12..,N (3.27)
i=1
If the relay decodes perfectly Cost function: f.,p =argmin(-C,.)

Else  Cost function: fep, =argmin(—C,. ) (3.28)

The optimization problem can be solved using constraint optimization techniques like
linear programming (using Lagrangian multipliers) but unfortunately there is no explicit
method to calculate the value of Lagrange multiplier 4, for this we have to use iterative
methods or numerical search methods. It may be computational burden to calculate the
value of Ausing iterative methods as the number of relays increases. To decrease this
computational burden, soft computing techniques can be preffered and for this,
Differential evolution algorithm is chosen here. Differential Evolution algorithm is an
efficient and powerful stochastic search optimization technique like with the advantages
like finding the true global minimum regardless of the initial parameter values, fast
convergence, and using few control parameters. Differential Evolution is like genetic
algorithm using the similar operators; crossover, mutation and selection. The differential
evolution has a computational flexibility compared to genetic algorithm because it defines
individual variables in a decimal format. The proposed DE based power allocation scheme
follows the flowchart shown in Fig 3.3 and the detailed Differential evolution algorithm is

given in Fig.3.4.
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Figure 3.3 Flowchart for proposed DE based power allocation

The parameters in the flowchart shown in Fig. 3.4 are defined as follows. Gd is the total

number of generations; g is the individual generation; NPis the number of population
members; D is the number of parameters of objective function; a; is the power allocation
of factor of each relay.

Initialization: The n" individual of the population in the g™ generation is expressed as
a’ =[al al...,ad'],i=12,..,NP,g=12..,G, (3.29)
Fitness evolution:

E1= 30, (u") is the fitness (cost function value) of the n™ individual in the g"
generation of u®" which is given as follows

If the relay operates in DF mode:
El= f & (U°")=~Cor (U*") (3.30)
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If the relay operates in AF mode:

El= o0, (U")=—C, (u*") (3.31)

| Start Differential Evolution
'3

Generation g « |
\ 4

Initialize NP » ) population

The power allocation factor of each relay is considered as population

£

o =l o . MY =2 NE e =120

Yes

Is Termination
Criterion Met?

Finish DE

No
Take best individual as solution

Mutation

N B
Evolution: £1= f%., (") | | Evolution:£2= £57, (o*")

Oy = 8Ig m':" (/n HIAF (u“‘ 3 ])

g=g+l

Yes

Figure 3.4 Differential evolution algorithm for proposed power allocation

E2=foa (ocg’") is the cost function value of the " individual in the g™ generation
of o?"which is given as follows

If the relay operates in DF mode:

E2= fdma (%" )=—Cpp (a®") (3.32)

If the relay operates in AF mode:

E2= f i (a%")=—Cpp (0°") (3.33)

where o®" is the target vector, u®" is the trail vector obtained after mutation and cross
over operations

Optimal solution: The optimal solution after meeting the termination criteria, the best
individual having the minimum cost function value is considered as the optimal power

allocation factor a.. The optimal solution for power allocation factor is estimated as

o, —arg mr:n (f&uo (@)l n=12,...NP (3.34)
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fSuo (och'") represents the optimal solution after meeting the termination criteria which

CHDAF

is the best individual having the minimum fitness value.
3.4.2 Minimized SER based power allocation scheme

3.4.2.1 Using Lagrange multiplier method

The method of Lagrange multipliers is a mathematical optimization for finding the
local maxima and minima of a function subject to equality constraints. In [13], the authors
achieved the optimized relay powers with minimization of SER lower bound as
optimization problem and total relay power as constraint. But the obtained relay powers
depend on the value of A and have to undergo water filling process for individual power
constraints. We simplify the optimization problem by introducing a power allocation
factor « for each relay so that there is no need of water filling process again. The
derivation for lower bound of SER for multi HDAF relay cooperative network in flat
Rayleigh fading channel is considered from [13].The calculation of A (which was not

clearly mentioned in [13]) is obtained here using sub gradient method. Now the

N
optimization problem becomes as Minimize SER,, :H 0'52 + L >
i=1 I:)S Gs,ri (ai (P o PS ))Gﬁ d

N
with respectto » o =1,0<; <1 fori=12,..,N (3.35)
i=1

The objective function in (3.31) is a monotonically decreasing function. We can use

Iog(SERHDAF )as the objective function. Now the objective function can be rewritten as

N 0.5 1 . N
lo + with respectto > a. =1 3.36
iZ:I: g( F)sasz,ri (o; (PP ))O-s,d ] P ; I ( )

The Lagrangian function J is defined as

L 0.5 1 1(&
' E'OQ(P o7, (PP, }Z(;“‘ :1] (337

S™s,n

1
where Zis the Lagrange multiplier. Then by taking the derivative of with respect to ¢;

and make equal to zero
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L ( - J(—iz}l:o (3.38)
( 0.5 1 ] (P_PS)O-ri,d Q; A

2 + 2
PS Gs,ri (ai (P - PS ))GrI d

= (05(P-P,)o?, )a? +(Pso?, )a; — (P02, )=0 (3.39)

Finally from the roots of the above equation, the power allocation factor ¢; is given by

a8 j(ognJ[_H Jlm(w—&q[a@dﬂ or s (@40
(P - PS) O-ri,d PS O-Svr.

Table 3-1 Steps to find Lagrange multiplier

Proposed algorithm for choosing 4 using sub gradient method

1. Inputs: P,Ps,0?, 07,

2. Output: 4,¢;

Algorithm

Initialize k=1, A()=0.1,f@1)=-1
While (abs(f)>0.001)

Calculate

a, =[ E j(as} J [1+\/1+ 2/1(k)((PPS)][G€'d)]
(P - PS) Gri,d PS O-s,ri

fori=12,...,N
7. f(k)=sum(e;)-1
8. Ak+1)=A(k)-(@/k) f(k)
9. k=k+1
10. end

o0 s~ W

From the derived power allocation factor it is observed that it depends on channel
variances that means the channel conditions and relay location are deciding factors of
relay power allocation. The power allocation factor depends on value of water filling level
which is Lagrange multiplier 4. We have to choose proper value of A to satisfy the total

power constraint and it can be found here using an iterative method given in table 3.1.

3.4.2.2 Using Differential Evolution (DE) algorithm

The optimization problem is defined for Differential Evolution algorithm as follows

N
Cost function: foez =] 0'52 + 1 - (3.41)
o a\ Psog, ((P=PFs))oy 4
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Population: The power allocation factor of each relay is considered as population

a® =[a?,aft,....,ad' 1" ,i=12,.,NP,g=12,.,G,

where NP is the number of population, g is the generation index, G, maximum
generation, D is the number of variables in the cost function which is equal to number of

relays (N), CR is the cross over rate CR e (0,1], F is the mutation factor F € (0,1].

3.4.3 QoS (quality of service) based power allocation schemes

For high data rate applications, wireless cooperative networks need more power
consumption to maintain the required quality of service. But the nodes (source and relays)
are provided with limited transmit power so there is a need to find the power efficient
algorithms to maintain the quality of service. Here we proposed power allocation schemes
to minimize the total power such that to maintain the required quality of service in terms

of SER (symbol error rate).
3.4.3.1 Optimized relay power to maintain QOS

Here the total relay power minimization is obtained using Lagrange multiplier method to
achieve the target SER at the destination. The derivation for lower bound of SER for multi

HDAF relay cooperative network in flat Rayleigh fading channel is considered from [76].

Problem definition:

o c, &~ 05 1
Minimize " P, such that I + < SER g o (3.42)
i=1

. GLy i | Psol Pcf“d
2N +1
N
22N+2

ST i

where C, = , N is the number of relay nodes.

The Lagrangian function J is defined as

N C, & 05 1
J :Z;P‘ +>{P ] |[ + ]—SERWWJ (3.43)
i= S

2 2
sd =l PSGs,ri I:)icyri,d
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C N
Let 0J/0P. =0 =1+ = H 05 + 12 - 212 =0 (3.44)
sOs.d - Po:, Pior 4 P oL
: N ! (3.45)
=P 45
' P css d H chfj d

The value of Lagrange multiplier A in Eq. (3.41) is obtained using sub gradient algorithm.

3.4.3.2 Optimized source and relay powers to maintain QoS (quality of service)

In this case, both source and relay powers have to be optimized such that the total power
to be minimized in order to maintain the required quality of service (target SER). The
total minimization is obtained using Lagrange multiplier method.

Minimize P, +ZN:P. such that €, ﬁ 0.5 + 1 < SER (3.46)
S - i SGE,d L P 62 Picfi,d targ et
The Lagrange function is defined as
o C, [ 05 1
J=P,+) P+ —2¢ + - SER 347
° ; I [Ps i,d li—_i[[l:)sﬁi,ri Pini,d j target} ( )

Let 8 /0P, =0

cC, N 05 1 N N 1 1
=P =M * 3.48
S Gi'd li:[(PSGiﬁ P'Grivdj S sd Z;H[ P—ij,d J[Gz i J ( )
J#

i i s,I;

2

N
Using the constraint S H( 05 + ! }:SERtargetthe above equation can be
r.d

sOsqg i=t PSGiri PiGZi,
written as
SER C N N ]
=PZ=) e | Oi’ + 12 21 (3.49)
PS PSGs,d i=1 j=1, PSGs,r I:)icsr- d G,
j#i " "

N
Let 60/0P =0 1421 SR |
PSGs,d j=1, I:)SGs,rj PjGrj,d P' Grivd

C N 0.5 1
P? =2 L + 3.50
' P.o?2 f H[P o? P-sz} ( )
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Table 3-2 Steps to find Lagrange multiplier for optimal relay and source powers

Algorithm for choosing A using sub gradient method
1. Inputs: P,P,,C, N,P,,csr, La fori=12.. N
2. Output: 4,P,P, fori=12,..N
3. Algorithm
4. Initialize k =1,4(1)=0.1, f (1) =5.84,9(1)=-3.6, P, =0.1
P=0.1for i=12,...N
5. While (abs(g > 0.01) && abs( f >0.001)
6. Calculate
SER C N N 1 1
Py =sqrt| A —— =% + —2
i s P 5O g EH G Pij,d Gi,rj
J#i
C Nl 05 1
P =sqrt| A(k L
| | “ Pscg,dci,d H[Psci,r PJGE- d J
ji ) P
fori=12,..,N
7. Substitute P, in the following
1
f(k)= -SER
() Pso id ll—_ll[ PiGri,d] e
g(k)=(8um(R)+Ps)—P
8. Ak +2) = A(k) - (1/k) T (k)
9. k=k+1
10. end

3.5 Simulation results and analysis

In this work, the performance of proposed power allocation sch

emes is verified by Monte

Carlo simulation and compared with the equal power allocation scheme. Matlab is used

for computer simulation and 10000 independent simulations are run for each result. The

Monte Carlo simulation is repeated for 100 times to get a f

parameters are given in Table 3-3. In the simulation mode

air result. The simulation

| as shown in Fig.1, the

normalized distance between source and destination is chosen as one(d., =1). For the

equal power allocation, the power constraints are given by P, =P. =P/(N +1).

In the

same way, the power constraints considered for the validation of proposed power

allocation schemes are P, =1, P=N..
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Table 3-3 Simulation parameters

Parameters Specification
Total no of bits 10*
Number of relays(N) 2,3&4

Relay network topology

Linear topology

Diversity combining strategy

Maximal ratio combining

Channel

Flat Rayleigh fading

Modulation

Coherent QPSK

DE parameters

D=N(number of parameters of objective

DE step size (F)=0.8
Crossover probability(CR)=0.5

function)
NP(number of population
members)=50*D
Iterations=200

3.5.1 Results of maximized channel capacity based power allocation

using DE algorithm

For case of two relays at middle of distance between source and destination, the average

channel capacity of the proposed scheme is compared with the equal power allocation and

theoretical approximation which is carried out in Section 3.4.1. and shown in Fig.3.5.

" | —+—Theoretical apprakimation
—&—Equd power allocation

45 | —B—DE basad power allocation

Average Channel Capacity (bits/sHz)

Figure 3.5 Average channel capacity comparison

It is observed that the proposed DE based power allocation provides channel capacity with

a gain of 1.1538 over equal power allocation to achieve a channel capacity of 3bits/s/Hz.
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The multi relay decode and forward (DF) cooperative network achieves more ergodic
channel capacity when compared to multi relay amplify and forward (AF) cooperative
network due to the fact that DF relays have high effective SNR at the dsestination
compared to AF relays regardless of fading. Hence, the theoretical approximation for
lower bound of average channel capacity of HDAF realys becomes equivalent to that of

AF relays.

b
o
T

E=Y
T

w
o
T

w
T

e

DE based power allocation

[A%]

—
w

Average channel capacity (bits/sec/Hz)

0 5 10 1I5 20 25 30
SNR(dB)

Figure 3.6 Average channel capacity (bits/sec/Hz) versus SNR

Fig 3.6 illustrates the comparison of average channel capacity of the proposed relaying
system with equal power allocation and DE based power allocation varying the number of
relays. It is observed that as the number of relays increases, the average channel capacity
decreases due to the fact that the time division channel allocation in shorter time slots are
assigned for transmitting terminals. Fig.3.6 demonstrated that DE based power allocation
achieves better channel capacity compared to equal power allocation scheme which is
independent of the number of relays. For example at N=3, DE based power allocation
achieves channel capacity of 2.5 bits/s/Hz where as the equal power allocation achieves
2.35 bits/s/Hz at a SNR value of 25dB. The average channel capacity versus number of
relays for different channel variances considering both the source to relay and relay to
destination links is analyzed in Fig 3.7. The proposed power allocation scheme for two
relay case attains a capacity gain of 1.1076 dB and 1.1421 dB over the equal power

allocation for the channel variances o2, =10,6°, =1 and o, =10,c7, =10 respectively.
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Thus it is observed that the proposed DE based power allocation attains a maximum
channel capacity when both source to relay and relay to destination links are good (i.e the
channel variances are high).

& : —H&— Equal power allocation
: —&— DE based power allocation

Average channel capacity (bits/s/Hz)

Number of relays
Figure 3.7 Average channel capacity (bits/sec/Hz) versus number of relays
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Figure 3.8 Average channel capacity (bits/sec/Hz) versus number of relays

Fig 3.8 demonstrates the average channel capacity ratio (channel capacity due to equal
power allocation/channel capacity due to DE based power allocation) versus number of
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relays. It is observed that as the number of relays increases, the average channel capacity

ratio increases monotonically and attains a maximum channel capacity ratio where
location of relays are at the middle corresponding to o2, =10 and ©?, =10 which

indicates a better channel condition. Further the efficacy of proposed DE based power
allocation algorithm is evaluated by convergence analysis in Fig.3.9. It is observed that in
both cases (AF and DF), the proposed method converges faster and attains the maximum
cost value in DF mode compared to AF mode. For example, a high the fitness value of
1.85 at 40" iteration in DF mode is observed where it is 1.3 in AF mode. Here, the fitness
stands for the cost function which is channel capacity for the iteration as mentioned in eq
(3.27).
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Figure 3.9 Convergence analysis of DE based power allocation (SNR=10dB, 4 relay case)

In order to evaluate the effect of relay location on the channel capacity, comparison of the
average channel capacity analysis of proposed DE based power allocation is observed for
different relay locations in the chosen linear network topology which is shown in Fig.
3.10. The proposed power allocation achieves highest average channel capacity of 4
bits/s/Hz when the relays are at the middle, when relays close to destination it gets reduced
to 3.5 bits/s/Hz and further to 3.2 bits/s/[Hz when relays are close to source at SNR value
of 20 dB. So from all these results, the best position of relay location is decided on the

basis of performance metrics.
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Figure 3.10 Impact of relay location for the proposed power allocation scheme
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Figure 3.11 Average channel capacity versus relay location (SNR=20dB, for 2 relays case)

Further it is found in Fig 3.11 that even though both equal and proposed power allocation
schemes achieve more channel capacity at middle in between source and destination, DE
based power allocation attains channel capacity with a gain of 1.0635 compared to equal
power allocation scheme. For example at middle DE based power allocation attains a

channel capacity of 1.34 bit/s/Hz, where as equal power allocation scheme attains 1.26
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bits/s/Hz. For a comparative analysis, the optimized powers obtained using differential

evolution (DE) algorithm based power allocation are given in Table no.3-4 for different

channel variances and for different relay locations, the results are given in Table 3-5.

Table 3-4 Optimized relay powers under different channel variances

Channel variances Power Source transmit | Transmit power P; for each
allocation power Ps relay
method 2 relays | 3relays | 4 relays
For any channel Equal power | For 2 relays 0.667 | 0.6667 | 0.75 0.8
variances allocation | For 3 relays 0.75
For 4 relays 0.8
Both source-to-relay DE based |1 0.4998 | 0.6659 | 0.7498
and relay-to- power
destination links have | allocation
the same variance
Gir =10,G$’d =10
Source-to-relay DE based |1 0.4999 | 0.6666 | 0.7499
channel link are good power
than relay-to- allocation
destination links
o:, =10,67, =1
Relay-to-destination DE based |1 0.4934 | 0.6647 | 0.7150
links are good power
compared to source- allocation
to-relay links
Gir =1, Gf]d =10
Table 3-5 Optimized relay powers under different relay locations
Relay location Power Source  transmit | Transmit power (P;) for
allocation | power (Ps) each relay
method 2relays | 3 4 relays
relays
At any location Equal power | For 2 relays 0.667 | 0.6667 | 0.75 0.8
allocation | For 3 relays 0.75
For 4 relays 0.8
Middle DE based |1 0.4996 | 0.6665 | 0.7498
(d,, =0.5,d,,=0.5) power
allocation
Close to source DE based |1 0.5 0.6667 | 0.75
d,, =02d ,=08 power
allocation
Close to destination DE based 1 0.4323 | 0.6621 | 0.7177
d,, =084d, ,=02 power
allocation
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Here, it is assumed that all relays are location wise identical, i.e, either at middle or at
close-to-source and or close-to-destination in the network topology. From the Table 3-4
and 3-5, it is observed that the more transmit power is allocated to the relay nodes when
they are located close to the source and minimum power is allocation when the relay

nodes are located close to the destination.
3.5.2 Results of proposed Minimized SER based power allocation scheme

In this analysis, as the location of relay plays an important role, we have considered here
three cases, at first relay location close to source, second relays close to destination and
the last relays at random location. The relay powers for these three cases are optimized
using both Lagrange and DE based power allocations and compared with the equal power
allocation scheme. The theoretical approximation is obtained using the SER analysis as

discussed in Section 3.1 of the Chapter 2.
3.5.2.1 Relays close to source

Comparison of proposed minimized SER based power allocation schemes with equal
power allocation schemes is shown in Figure 3.12. Both the proposed schemes achieve a
performance gain of nearly 0.5dB over equal power allocation scheme and optimized relay
powers are given in Table 3-6. The reason behind this performance improvement is that
when the relays are located close to the source (i.e. the source-to-relay link is good
compared to relay destination link) means the relays assigned equal power and easily able
to decode the received signal correctly. The DE based power allocation provides nearly

the same SER performance as Lagrange multiplier method based power allocation.

Table 3-6 Optimized relay powers when the relays located close to the source

Power Source transmit Transmit power (P;) for each relay
allocation power (Ps) 2relays | 3relays | 4relays | 5 relays
method
EPA For 2 relays 0.667 0.6667 | 0.75 0.8 0.8333
For 3 relays 0.75
For 4 relays 0.8
For 5 relays 0.8333
LPA 1 0.5005 | 0.666 0.7506 | 0.7996
DEPA 1 0.4935 | 0.6623 | 0.7487 |0.7784
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Figure 3.12 SER Comparison of equal and proposed power allocation schemes when the relays

close to source

3.5.2.2 Relays close to destination

From the Figure 3.13, it is observed that both proposed schemes provide nearly same SER

performance and provides a SER gain of nearly 1.9 dB over equal power allocation. The

optimized relay powers are given in Table 3-7. In this case, the HDAF relays operate in

AF mode because of strong relay to destination link. The proposed power allocation

schemes for the relays close to destination case provide better SER performance than the

relays close to the source case.

Table 3-7 Optimized relay powers when the relays located close to destination

Power Source transmit power | Transmit power (P;) in dB for each
allocation | (Ps) in dB relay
method 2 relays | 3relays | 4 relays | 5 relays
EPA For 2 relays 0.667 0.6667 | 0.75 0.8 0.8333
For 3 relays 0.75
For 4 relays 0.8
For 5 relays 0.8333
LPA 1 0.4978 | 0.665 0.7494 | 0.7985
DEPA 1 0.4949 | 0.6666 | 0.7492 | 0.7998
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Figure 3.13 SER Comparison of equal and proposed power allocation schemes when the relays
close to destination

3.5.2.3 Relays located at different locations

In this case, four HDAF relays considered are placed at different locations, i.e., first relay
close to source, second relay at middle, third relay close to destination and fourth relay
also close to destination in a linear topology of cooperative framework. In this case, it is
confirmed that the proposed power allocation schemes give SER performance gain of
nearly 1.5dB over the equal power allocation as shown in Figure 3.14. The system with
DE based power allocation scheme has nearly close SER response as Lagrange based
power allocation in such type of scenario. From the Table 3-8, it is observed that the relay
located close to the source assigned more power compared to relay located close the

destination case.

Table 3-8 Optimized relay powers when the relays located at different locations

Power Source power Transmit power (P,) in dB for each
allocation (Ps) indB relay
method relay | 2" | 3%relay | 4"
relay relay
EPA 0.8 0.8 0.8 0.8 0.8
LPA 1 1.0143 | 0.7608 | 0.3637 | 0.3637
DEPA 1 0.7481 | 0.7242 | 0.6582 | 0.6582
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Figure 3.14 SER Comparison of equal and proposed power allocation schemes when the relays
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Figure 3.15. Convergence analysis of proposed minimized SER based power allocation when
relays close to source

The convergence analysis for two proposed power allocation schemes when the relays are
close to source is shown in Figure 3.15. It is observed that the DEPA converges faster than

LPA as it is seen that the number of iterations taken for sub gradient method are more
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compared to the Differential evolution algorithm due to high computational complexity.
The computational complexity of the proposed minimized SER based power allocation
algorithms is determined in terms of additions and multiplications and is shown in
Table.3-9.

Here N represents number of relays in the network,
where NP represents number of populations.

Even though, LPA offers low computational burden, it has the severe limitations. The
Lagrange multiplier method not only needs an objective function and constraint but also
their derivatives. Obtaining the derivative of objective function may become a serious
overhead. It is much worse if the objective function needs any approximation to find the
derivative. The gradient method used to find the value of Lagrange multiplier A needs
one or more starting points where good selections of starting points will be another
important factor affecting the solution. Sometimes the poor selection may lead to poor

performance of the algorithm.

Hence, by considering these factors, Differential evolution algorithm seems to be a better
alternative which has been applied to determine the optimal relay powers in the multi relay
HDAF cooperative network.

3.5.3 Results of proposed schemes for relay and source power

optimization

The proposed total relay power minimization scheme is validated for a four relay HDAF
cooperative network as shown in Figure 3.16 (a). It is observed that with increase in
source power (Ps), the total relay transmitted power decreases to maintain the QOS in
terms of target SER level of10™*. Irrespective of target SER, equal power allocation
assigned same power to the source and the relays according to the total number of relays
in the network where as the proposed schemes proportionally allocate the optimized
powers to the source as well as to the relay nodes in order to the meet the target SER as
shown in Figure 3.16 (b) & (c) respectively.
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3.6 Summary

In this chapter, three power allocation schemes are proposed to maximize average channel
capacity, to minimize SER and to optimize the total power minimization to maintain QoS.
Firstly, maximized channel capcity based power allocation is proposed using Differential
Evolution algorithm. The closed form expression for average channel capacity with the
tight approximation is derived. Further, the relay powers are optimized using the
optimized power allocation factor. From the simulation analysis, it is observed that the
proposed DE based power allocation scheme performs better than the existing equal power
allocation scheme as the relay powers are adopted acoording to the channel condition and
relay location. Secondly, minimized SER based power allocation is proposed using both
Lagrange multiplier method and Differential Evolution algorithm. Using the lower bound
of SER, the relay powers are optimized to minimize the SER using both Lagrange
multiplier method and Differential Evolution algorithm based on power allocation factor.
The SER performance of proposed power allocation schemes are compared with the equal

power allocation. It is observed that both proposed power allocation schemes perform
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better than equal power allocation. When the relays are close to destination, proposed
power allocation schemes offer better performance as the distance from source is
increasing the fading effects becomes prominent and the proposed schemes are able to
mitigate it in comparison to equal power allocation. The SER performance due to DE
based power allocation closely follows the Lagrange multiplier method based power
allocation. Here the findings reveal that both the schemes perform better than equal power
allocation and attain nearly same SER performance, but differ in computational
complexity. At last, the source and relay powers are optimized to maintain QoS using
Lagrange multiplier method which outperforms the existing equal power allocation. Due
to the broadcast nature of transmitting source node, the relay nodes in cooperative network
are subjected to security issue at the physical layer. Hence it becomes necessary to
enhance the secrecy performance by introducing new type of relaying schemes and also
propose proper power allocation schemes reducing the impact of eavesdropper on data

transmission.
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Chapter 4

Development of Power Allocation Schemes for
DF Relay Based Cooperative Security at
the Physical Layer via Control Jamming

Confidentiality of data is a fundamental and crucial requirement for any wireless network
due to significant growth in wireless applications in contemporary times. The purpose of
physical layer security is to prevent eavesdroppers from intercepting the data transmitted
between the source and intended destination. In the previous chapters the proposed power
allocation schemes not considered the effect of eavesdroppers. So in this chapter we
proposed efficient power allocation schemes for controlled jamming in a wireless
cooperative network to maximize the secrecy rate. We present here the chapter goals.

Objectives of this chapter )

)

e To solve relay power allocation issue in multiple DF relay based
cooperative network to maximize the secrecy rate for control jamming
under total relay power constraint by using convex optimization and
evolutionary approaches in the presence of single and multiple
eavesdroppers (collaborative & non collaborative).

e To propose power allocation to both relay and jammer for control
jamming in multiple collaborative and non collaborative eavesdroppers
cases.

e Further the impact of locations of relay and eavesdropper on the
performance of the system with performance metric as secrecy rate is
analyzed.

e The performance of the proposed power allocation schemes are
compared with the existing power allocation and equal power allocation
schemes in without jamming, jamming and control jamming cases.

e Finally the efficacy of the proposed power allocation schemes is to be
discussed.

This part of research is included in the paper published in proceedings of 12" IEEE
Malaysia International Conference on Communications (IEEE MICC 2015), Kuching, Malasiya,
23-25 Nov 2015, entitled as “Maximized Secrecy Rate Based Power Allocation for Wireless
Cooperative Network with Control Jamming”.
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4.1 Introduction

The resource allocation for physical layer security in wireless cooperative networks to
maximize the secrecy rate in the presence of malicious nodes which are called
eavesdroppers is of great importance. The information theoretic secrecy is introduced by
Shannon in [85]. Wireless secure communication issue is addressed at the upper layers of
the protocol stack using cryptography algorithms like private key management complexity
which are complex for implementation in [86]. Recently, implementing information
security at the physical layer is the emerging research area. The performance metric for
physical layers security is secrecy rate which is defined as the difference of direct link
(between source and destination) capacity and the eavesdroppers link capacity. The
secrecy rate represents the rate at which the source securely transmits the data to the
destination in the presence of eavesdroppers. In order to a get non zero secrecy rate which
means a perfect secure transmission, the signal-to-noise ratio (SNR) at the unauthorized
users has to degrade compared to that at the destination [87]. For the Gaussian channel,
the secrecy rate is the difference between the capacities of main and wiretap channels
which is a non zero value [85]. The secrecy rate in terms of outage probability for which
the eavesdropper is unable to decode the information from the source is obtained in [90-
91]. The main purpose is to enhance the capacity of main confidential link while the
capacity of eavesdropper link is to be decreased. The relays help the source by noise
forwarding to confuse the eavesdropper in order to improve the system performance in
terms of secrecy rate [92]. The physical layer security issue is addressed and investigated
in wireless cooperative networks [93]. The secure communication for one source and
destination pair in the presence of single and multiple eavesdroppers with multiple relays
is studied in [94]. The authors in [96] proposed relay selection schemes in cooperative
networks such that they can act as relay, cooperative jammer and a new jamming and non
jamming switched based hybrid scheme. The different types of relay and jammer selection
scheme to maximize the secrecy for one way cooperative network in the presence of
multiple relays are proposed in [97]. Power allocation for physical security to maximize
the secrecy rate in wireless cooperative network is a promising research area. The authors
of [101] proposed power allocation scheme to allocate power to both relay and jammer,
here relay is to help the source where as jammer is to create interference at the

eavesdropper. To protect the source message being over heard by the eavesdropper, the
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destination node generates intended jamming noise which is called destination assisted
jamming scheme. In [102], the three jamming power allocation schemes are proposed in
two-hop relay network to minimize the outage probability of secrecy rate. The condition
for positive secrecy rate is derived and power allocation for cooperative jamming via
distributed relays is proposed using convex optimization in [103]. The transmission
strategy had been investigated with proposed relay selection and power allocation
strategies in distributed cooperative network [104]. The cooperative jamming and power
allocation schemes in two-hop untrusted relay network for multiple antenna case are
introduced in [105]. The recent work related to issue of power allocation schemes for
cooperative jamming are given in [106 & 107, 141& 142]. The existing power allocation
schemes from the considered literature are dealt with power of cooperative jamming (in
which destination unaware of jamming noise) for single eavesdropper case. The impacts
of relay and eavesdropper locations on the secrecy rate are not studied for power
allocation schemes. The power allocation for the collaborative and non collaborative
nature of multiple eavesdroppers cases is not been introduced. To the best of our
knowledge, we proposed efficient power allocation schemes to overcome all these above
limitations. This proposed research work focuses on the power allocation strategies of
control jamming for a wireless cooperative network in the presence of single and multiple
eavesdroppers in order to maximize the secrecy rate. Initially, relay power allocation issue
to maximize the secrecy rate of control jamming based on total relay power constraint is
solved by using convex optimization and evolutionary approaches in the presence of both
single and multiple eavesdroppers. Later, power allocation to both relay and jammer for
control jamming in multiple collaborative and non collaborative eavesdroppers scenarios
are proposed. Further the impact of locations of relay and eavesdropper on the
performance of the system with performance metric as secrecy rate is analyzed. The
performance of the proposed power allocation schemes are compared with the

conventional equal power allocation schemes to prove the efficacy of those.

The organization of this chapter is as follows. Section 4.2 presents the system model.
Section 4.3 introduces the problem formulation and the proposed power allocation
schemes to maximize secrecy rate. Section 4.4 provides the simulations results and

analysis. Finally Section 4.5 discusses the summary of this chapter.
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4.2 System model

A cooperative wireless network model consists of a single source destination pair, in
which source (S) sends its data to the destination node (D) with the help of half duplex
mode multi- Decode and Forward (DF) relays nodes (Ri, Ry, .. ., Ry) is considered in the
presence of single and multi- eavesdropper nodes (E) [97]. The channel conditions are
subjected to flat Rayleigh fading which are assumed to be mutually independent and
orthogonal. It is also considered that given network is employed with TDMA protocol
where source transmits its information during the first time slot and relays transmit
information during the second time slot. The communication process is performed in two

phases named broadcasting phase and cooperative phase as shown in Fig. 4.1.

IM-Eelays set =elected relay and jammer

§

1
¥
]
L J

Eroadcast Phase Cooperative Phase

Figure 4.1 System model for DF relay based cooperative network for physical layer security

Broadcast phase: The source transmits data to the destination via N number of relays. Here
there are no direct links available between source to destination and source to
eavesdroppers. On the other hand, the broadcast phase is secured means eavesdropper

cannot has impact on source to relay transmission.
Yo =+/Phgx+n, for i=12..,N (4.1)
where x andy, are the transmitted information signal from source and the signals

received at the i" relay node respectively. P is the transmit power at the source node,

h,, ~ CN(0,c? ) are the channel coefficients of source to relay links. The noise terms n,,

are the zero mean complex Gaussian random variables with variance N, .
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Cooperative phase: Among the relay set, two relays are selected from the relay set based
on the secure relay and jammer selection schemes among which one relay can decode the
received signal correctly will operate in DF relay mode and another relay can act as
jammer. The jammer node generates interference for the relay transmission by noise
forwarding. In control jamming, interference caused by jammer is known at the
destination but not at the eavesdropper. So the destination can decode the interference
provided by the jammer. Hence, the received signals at the destination and eavesdropper

for the selected relay and jammer nodes are given by

yrd = Pr hrd ysr + r‘lrd (42)

ye = yre + yje Where yre = \/Frhre ysr + nre; yje = Pj hjenje (43)

P, is the transmit power of the selected relay node and P, is the transmit power of the
jammer node. g is the estimation of the transmitted signal by the selected relay.
h,, ~ CN(0,c2,) is the channel coefficient for the selected relay to destination link. The
noise term n_, is zero mean complex Gaussian random variables with variance N, . The
channel variance is given as o}, ocd ] where d, is the Euclidean distance between nodes

X e {s, r, j}and y e{e,r,d}. In this chapter, the value of the path loss exponent is assumed
as | =4. The relation between transmit powers of the source, the relay and the jammer is

assumed as follows P, =P, = L*P, = P, where L =100.

Conventional selection techniques without and with jamming:

The relay and jammer node selection is done using selection algorithms in [98] which are

briefly given as follows.

Conventional Selection (Without Jamming)

This scheme aims to select a DF relay which can able to decode the received signal
correctly and does not involve any jamming process. It selects the best relay based on the
maximum instantaneous relay-destination link and source-destination link and is expressed

as

* max
R" = (1+SNR,,) (4.4)

ReC,
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Secrecy rate for conventional selection is expressed as

1+ SNR
C'%/(R) = max| 0,0.5*log, | ————rd 45
s'(R) ( 92£1+SNRWJJ (4.5)

Optimal Selection with Jamming (OSJ): While selecting the cooperative relay and jammer,
it assumes that relay-eavesdropper links are available and the destination is unaware of the
noise generated by the jammer node. The selection of relay and jammer is done based on

the following equations

. max ( SNR,, . max | SNR.
R =arg J" =arg ’ (4.6)
ReC, | SNR, J € Spu | SNR,,

relay
Secrecy rate for OSJ is expressed as

SNR,,
4+
1+ SNR,,

SNR

re

14 r
1+ SNR,,

C/(R,J) =max| 0,0.5*log, (4.7)

Optimal Selection with Control Jamming (OSCJ): The relay and jammer nodes are
selected in this selection scheme with an assumption that the destination knows about the
noise generated by the jamming node where the eavesdropper is unaware of it. Hence only
destination can decode the jamming signal but not the eavesdropper. Cooperative relay

and jammer nodes are selected based on the following equations

. max [SNRm

R" =ar 3 —arg . X (SNR,,) (4.8)
“rec, (SR, )T T es P |

relay

Secrecy rate for OSCJ can be expressed as

1+ SNR,,
SNR

re

1+
1+ SNR,,

C/(R,J) =max| 0,0.5*log, (4.9)

The instantaneous signal to noise ratio for the channel link i— j is given by

SNR; =PR/N, ij . Here, the noise power is normalized to 1.
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Power allocation schemes for control jamming with

perfect CSI
Relay power allocation Relay and jammer power allocation
L (in the presence of multple eavesdroppers)
| Collaborative
In the presence of In the presence of eavesdroppers
single eavesdropper multiple eavesdroppers
‘_’—l Non collaborative _,_’ LPA |
cavesdroppers
LPA | | DEPA | a1 DEPA
v
I Collaborative eavesdroppers l Non collaborative eavesdroppers
| tpa | [ Deea | | tpa | [ DEpA |

Figure 4.2 Proposed power allocation schemes

4.3 Problem formulation basics

4.3.1 Proposed optimized relay power allocation

4.3.1.1 In the presence of single eavesdropper using convex optimization

The transmit powers of the selected relay and jammer node to be optimized for secrecy
rate enhancement of DF relay based wireless cooperative network with control jamming
according to the channel knowledge available. For this, the optimization problem is

defined in the presence of single eavesdropper as

SNR
Max| log,(1+SNR . )-log,| 1+ ———=— || suchthat P.+P +P. <P
( 9, ( ) g{ 1+5NRJ . +P +P <P,
where P, =P, =aP; & P, =aP; /100 ;P, =3P (4.10)

Theorem.1: (Maximized secrecy rate based optimal relay power allocation in presence of

single eavesdropper) : With the perfect CSI , SNR.,SNR,and SNR,,, the power

re?
allocation factor o to maximize the secrecy rate of control jamming using Lagrange

multiplier method is given by

a=0< roots ((d,A,)a® +(d,A, —¢,) o +(d,A, —C,) a+ (A, —C,;))<0.4975 (4.11)
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The roots of the polynomial are obtained. The root which is in the limits [0, 0.4975] and
gets the maximum secrecy rate is the feasible solution. Theorem 1 is proved in Appendix.

The value of A is obtained using sub gradient method as follows.

Table 4-1 Sub gradient algorithm to find the Lagrange multiplier A

Algorithm to find A
1. Initialize k=1, A(1)=0.1, f () =-P;
2. While (abs(f)>0.0001)
3. Calculate roots of the polynomial
a=0< roots ((d,2,)a® +(d,A, —¢,) a® +(d;A, —C,) o+ (A, —C;)) <0.4975

where d; =X,VY,Y,;

dz = Xo(yl + y2)+(y1y2);
dy =X, + Y1 +Yo;
C=X,¥1Y2s
C, =2X,Y;;
Cs=X, = Yo: ¥Y2=Yo + Y1,
Yo =Pror; ¥y =(P; 1100) o%; X, =Pop

11. f(k)=(2+@/L)xP)-F

12. Mk +1)=A(k) —(@/k) (k)

13. k=k+1

4. End

4.3.1.2 In the presence of multiple eavesdroppers for convex optimization

Maximizing the secrecy rate of DF relay based cooperative network with control jamming
in the multiple eavesdroppers is considered as the optimization problem. Here, multiple
eavesdroppers are categorized in to two categories: non collaborative eavesdroppers that
try to decode the overheard signal received from the source node individually and,
collaborative eavesdroppers for which the eavesdroppers are in cooperation to decode the

overheard signal [131].

The optimization problem for collaborative eavesdroppers case is defined as

SNR

M
Max| log,(1+SNR,, )—-log,| 1+ Zl—re suchthat P, +P, + P, <P, (4.12)
m1l+ SNR;,
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And the optimization problem for non-collaborative eavesdroppers case is defined as

D}uch that P, +P, +P, <P

max SNR,,
Max| log,(1+ SNR,,) —log, 1+e -

m € Seaves | 1+ SNR;,

(4.13)
Lemma.l: (Maximized secrecy rate based optimal relay power allocation in the case of
collaborative eavesdroppers)

Given the channel information SNR,and SNR,, SNR,, for m=12,.,M, the optimal

power allocation factor o is obtained by solving optimization problem in Eq. [4.12] using
Theorem 1 with the following substitutions.

M P M
Xo = F)T('Sfd ; yo = F)T (Zcfem J & yl = (ﬁj [Zciem j (414)
m=1

m=1

Lemma.2: (Maximized secrecy rate based optimal relay power allocation in the case of
non collaborative eavesdroppers)

Given the channel information, SNR ,and SNR,, SNR;, form=12,.,M, the optimal

power allocation factor o is obtained by solving optimization problem in Eq.[4.13] using

Theorem 1 with the following substitutions

maXx P. max
X, =P.c?; y,=P ol | &y, =| X~ c? (4.15)
° ! " ° ! em € Seaves o ' 100 em € Seaves o

4.3.1.3 In the case of single and multiple eavesdroppers using Differential evolution

algorithm

Differential Evolution algorithm is an efficient stochastic search optimization technique
like genetic algorithm using the similar operators: crossover, mutation, and selection. It
finds the true global minimum irrespective of initial parameters which converges fast with
only few control parameters [109]. In optimum power allocation using Lagrange multiplier
method, the transmit power at the relay node is optimized with the Lagrange multiplier
value A . Here, subgradient method can be utilized to find the optimum value of Lagrange
multiplier which may lead to computational burden. To avoid this computational burden,

we use evolutionary approach like differential evolution.
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Table 4-2 Problem formulation for relay power allocation using DE algorithm

Problem definition Cost function
In the presence of single eavesdropper Cost function:
Maximize f.. =arg min(— Cseq\cd\)

SNR,, D Subject to

Cc. % —|1og,(1+SNR. )=log,| 1+ ——re
sec, L gz( rd) 92( 1+SNRje OSOLS]./(Z-F]./L)

subjecttoP, + P, +P; <P;

In the presence of multiple collaborative eavesdropper | Cost function
o F _ .,
Maximize f,. =arg mln(— Coe. \)

M SNR i
<l | log. (1 NR.,)—| 1 Subject to
Ce, [092( +5 °9; +21+SNR 0<a<1/(2+1/L)

subjectto P, +P, +P, <P,
In the presence of multiple non collaborative | Cost function:

eavesdropper f. —arg min(_csec \Cd\)
Maximize ° ’

c,| Subject to
Coe, * = 0<a<1/(2+1/L)

log, (1+SNR,, )—log,| 1 mex SR
0 + —lo + —_—
92 " 9. € € Seares | 1+ SNR

subjectto P, + P, +Pj <Pk
where SNR,, =P.c¢%,SNR,, =P,c%,SNR, =P, Je,Pr_ocPT;Pj:ocPT/L;

r~rd? r-re’

4.3.2 Proposed optimized relay and jammer power allocation schemes

When the transmit power of the source node is known, with the perfect knowledge of CSI,
the relay and jammer power are optimized to enhance the secrecy rate for control jamming
case using both Lagrange multiplier method and evolutionary approach (DE algorithm).
The optimization problem for the proposed relay and jammer power allocation scheme are
defined as follows

4.3.2.1 LPA based relay and jammer power allocation scheme

The optimization problem for collaborative eavesdroppers case is defined as
M

I:)I’(ylge
Max Iog2(1+ PrGrd) log,| 1+ > ———— || suchthat 0<a <1 (4.16)
m:11+ PjGjem
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And the optimization problem for non-collaborative eavesdroppers case is defined as

2 d 2 SUC a.

eaves

where P, =a(P, —P,); P,=(1—0a)(P, ~P,) & P, =P, /3. (4.17)

Theorem.2: (Maximized secrecy rate based optimal relay and jammer power allocation in

the case of collaborative eavesdroppers): Given the channel information, SNR,,and
SNR,, SNR;, form=1,2,.,M, the power allocation factor o to maximize the secrecy

rate of DF relay based cooperative network with control jamming using Lagrange

multiplier method is given by

a=0<roots ((d,A,)a’ +(d,A, —¢,)a’ +(d,h, —C,) o+ (A, —C,)) <1 (4.18)

v (o, 1
Here xoz(PT—Ps)cfd;y0=2[—2m}yl=1+ v
m=1 ie
) (eeeade |
m=1

The proof of Theorem.2 is given in Appendix.

Lemma.3: (Maximized secrecy rate based optimal relay and jammer power allocation in

the case of non collaborative eavesdroppers) Given the channel information, SNR,, and
SNR,, SNR;, form=1,2,.,M, the optimal power allocation factor o is obtained by

solving optimization problem in EQ.[4.13] using Theorem 2 with the following

substitutions.

. max (o7 | 1
Xo:(PT _Ps)crd’yo = Y 1y1=1+ (419)
€n € Seaves | O, P -P) max (02 )
t ) em € Seaves jem

4.3.2.2 DE algorithm based relay and jammer power allocation scheme

The problem definition and cost function are given as follows to find the power allocation
factor o for optimizing both relay and jammer power such that the secrecy rate is

enhanced.
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Table 4-3 Problem formulation for relay and jammer power allocation using DE algorithm

Problem definition Cost function
In the presence of multiple collaborative Cost function:
eavesdropper
Maximize
c el _ foec, =00 min( Cleg‘)

sec,

M SNR,,
[Iog2(1+SNR |og{1+21 SNR B

subjectto P, +P, +P; <P,

subjectto O<a <1

In the presence of multiple non collaborative Cost function:

eavesdropper
Maximize
C Col _ - .
- R oo, =arg mln( Cleg‘)
max i
log,(1+SNR,)—log,| 1+ 7 e subjectto O<a <1
em € Seaves 1+ SNRJem

subjectto P, +P, + P, <P,

Here SNR,, =P,c%,SNR,, =P.c%,SNR, =P,6%.; P, =a(P, —P,);P, =P, /3;

re?

P =Q1-a)(F —F,).

The detailed algorithm for the proposed power allocation schemes using Differential

evolution algorithm is shown in the following flowchart. The parameters in the flowchart

shown in Fig. 4.3 are defined as follows G, represents the total number of generations; ¢

represents the individual generation; NP and D represent the number of population

members and the number of parameters of objective function respectively.

Initialization: For proposed power allocation schemes (for the cases of both single and

multiple eavesdroppers)

The n™ individual of the population in the g"" generation is expressed as

a®  fori=12,..,NP,g=12,..,G, (4.20)
Cost function evolution: E1= fSSC"( ) is the cost function value of the n™ individual in
the g™ generation of u®" which is represented as follows

For relay power allocation for single eavesdropper case:
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El= f2"(uo")= f,, (Uo")=-C.. /% (ue") (4.21)
For relay power allocation for multi collaborative eavesdropper case:
E1= fsgr:n (U o )= fsecz (U o ): _Csecz ‘Cd‘ (U o ) (422)
For relay power allocation for multi non-collaborative eavesdropper case:
EL= £27(u%7)= i, (027)=-Ce, (07 423)
l Start
v
g1
v

Initialize of population NP« [ The power allocation factor o is assumed as population

o =[a at o 212 NP2 =12,

Yes

A critenion for
termination is met?

No Get the solution
ar,, = arg™ ™ (15 (%)
n
y = 4|
7 v
El= »f_;"._"(u wn) E2= fr"(a**)
| o' =n

Figure 4.3 Differential Evolution algorithm for proposed power allocation schemes

E2= fg'"(ag'") is the cost function value of the n™ individual in the g* generation of

Sec
o.®" which is represented as follows

For relay power allocation for single eavesdropper case:

E2=12"(0%")= f, (0*")=—C... " (0") (24)
For relay power allocation for multi collaborative eavesdropper case:

E2= 2" (%)= f, (a®")=—C,. [%/(a®") (25)
For relay power allocation for multi non collaborative eavesdropper case:

E2=f2"(@")= f,. (a*")=—C,. “ (a®") (26)
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where a®" and u®" are the target and the trail vectors which are obtained after mutation
and cross over operations respectively.

Optimal search: The best individual which has the minimum cost function value is
considered as the optimal power allocation factoro.. The optimal solution for power

allocation factor is obtained as

Oy = arg mrin (fsfg’"(aed'” )) n=12,..,NP

Here f.S"(a%" ) is the optimal solution after meeting the termination criteria.

In the above proposed relay and jammer power allocation, the transmit power of source
node is fixed but which also effects the secrecy rate. Hence finally, we proposed a power
allocation in which both transmit powers of relay and jammer nodes are obtained in terms

of power allocation factors o &3 respectively based on total power constraint. The

optimization problems defiend in Table 4-3 and 4-4 are solved using the DE algorithm

which follows the Figure 4.3.

Table 4-4 Problem formulation for relay and jammer power allocation using DE algorithm

Problem definition Cost function
In the presence of multiple collaborative Cost function:
eavesdropper
Maximize
cled _ oo, =arg min(— Csfgs‘)
e subjectto 0<a <1
log,(1+SNR,,)—log,|1 SR
0 + —lo + ) —
gz rd gz m:11+ SNRjem

subjectto P, +P, +P; <P,

In the presence of multiple non collaborative Cost function:

eavesdropper
Maximize
clGl —
B e
max .
log,(1+SNR,, )—log,| 1+ e subjectto O<a <1
€, € Seaves | 1+ SNR;.

subjectto P, +P, +P; <P,
where P, =0P;; B =(1-a) BR P, =(1-a)1-B) P,
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4.4 Simulation results and analysis

The proposed power allocation schemes are validated through computer simulations
using Matlab. The simulation model for the system as shown in Fig.4.1 is assumed as 2-D
square topology where the locations of the source, the destination and the eavesdropper are
considered asS(0,0), D(1,0) and E(0,1) respectively and also the area of this network is
supposed as a 1x1 square unit. Here it is also assumed that the direct paths i.e., source-to-
eavesdropper and source-to-destination links are not available so the effect of
eavesdropping rise in cooperative phase only. For the simulation results, the number of

relays in the considered secure cooperative network are four (N =4) for which location

are mentioned for each case. The performance metric considered here is the secrecy rate.
The DE algorithm parameters are given as DE step size (F)=0.8, Crossover
probability(CR)=0.5, D=1(number of parameters of objective function) NP(number of
population members)=50*D Iterations=200.

4.4.1 Impact of eavesdropper location on the secrecy rate performance

4.4.1.1 Eavesdropper close to source

—+—0SCJ (PAin Ref[97]) | ;
—%— 08J (PAinRef[37]) | : ; | ;
—<&—  CS(PAinRef[97]) | ; ; N A
35| —— oscy pEPA E P peeeee R
—+— 0SJ DEPA ' ; ' :
—+—  CSDEPA : , ; i ;
—B— 08CJ LPA ---------- ---------- -------- " .......... ...........
—#— 08J LPA : ; - . :
—&— CSLPA

R e s TR .55 - —

L]

15 i i : ool

Secrecy rate (bits/sec/Hz)

B SR SNBSS =2 ettt

P/N_[dB]
4]
Figure 4.4 Secrecy rate versus total power when eavesdropper close to source

The proposed power allocation schemes obtain a secrecy rate of 1.5bits/sec/Hz where as

the conventional equal power allocation achieves a secrecy rate of 1.2 bits/sec/Hz for
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OSClJ. On the other hand, the proposed schemes get a secrecy rate value as 0.5 bits/sec/Hz
where as the equal power allocation scheme achieves a secrecy rate of 0.3bits/sec/Hz for
0SJ. Since the source-to-eavesdropper link is very stronger than the direct link between
relay and destination, the non jamming scheme performs very poor and also the OSJ
achieves low secrecy rate compared to OSCJ. The optimized power of relay, the control
jamming confuses the eavesdropper by creating noise which increases the secrecy rate.
From Fig.4.4, it is observed that the proposed schemes achieve more secrecy rate

compared equal power allocation.
4.4.1.2 Eavesdropper close to destination

The proposed power allocation schemes achieve a secrecy rate of 3.3 bits/sec/Hz where as
the equal power allocation achieves a secrecy rate of 3 bits/sec/Hz for OSCJ. In the case of
0SJ, the proposed power allocation schemes achieve a secrecy rate of 2.25 bits/sec/Hz and
for the equal power allocation can get a secrecy rate of 2.1 bits/sec/Hz at transmit power 20
dB. In Fig.4.5, the non jamming scheme is in efficient and achieves almost close to zero
secrecy rate where as jamming schemes especially control jamming with optimized relay
and jammer powers increases the secrecy rate significantly by generating sufficient noise at

the eavesdropper.

—w— OSCJ (PA in Ref [37]) |
—a— OSJ (PA in Ref [97]) | !
. —— CS{PAIRef[97)) | !
35 %
= 0SCJ DEPA
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Figure 4.5 Secrecy rate versus total power when eavesdroppers close to destination
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4.4.2 The impact of multi eavesdroppers on the secrecy rate analysis

—&—08CJ DF (PA in Ref [97))
—+— 08J DF (PA in Ref.[97))
45 CS DF (PA in Ref [97])
Y| @ 0SCJ DF (DEPA)
—+— 08J DF (DEFA)
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Figure 4.6 Secrecy rate versus transmit power for collaborative eavesdroppers

To validate the efficacy of proposed power allocation schemes in the presence of
collaborative and non collaborative eavesdroppers, we consider here 3 eavesdroppers
which are located at(0,1),(0.2,0.8) &(0.35,0.65). For collaborative eavesdroppers’ case,

the proposed power allocation schemes achieve a secrecy rate of 3 bits/sec/Hz where as
existing power allocation achieves it as 2.75 bits/sec/Hz for OSCJ. In the case of OSJ, the
proposed power allocation schemes achieve a secrecy rate of 1.6 bits/sec/Hz and equal
power allocation obtains a secrecy rate of 1.55 bits/sec/Hz at a transmit power of 20dB.
From Fig.4.6, it is observed that with the optimized powers, the non jamming relay
selection scheme achieves a non-zero secrecy rate which is inefficient compared to
jamming schemes. Among the jamming schemes, control jamming with optimized powers
achieves best performance compared to OSJ and non jamming schemes. In Figure.4.7, the
proposed relay power allocation schemes achieve a secrecy rate of 3.4 bits/sec/Hz where
as existing power allocation achieves it as 3.1 bits/sec/Hz for OSCJ. In the case of OSJ,
the proposed power allocation schemes achieve a secrecy rate of 2 bits/sec/Hz and equal
power allocation obtains a secrecy rate of 1.9 bits/sec/Hz at a transmit power of 20dB.
From the Fig.4.6 & 4.7, it is determined that the non collaborative eavesdropper attains
more secrecy rate compared collaborative eavesdroppers.
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Figure 4.7 Secrecy rate versus transmit power for non collaborative eavesdroppers

4.4.3 Optimized relay and jammer

performance

power allocation based secrecy

In Figure 4.8, the secrecy rate performance of proposed power allocation schemes is

compared with the equal power allocation in the presence of the collaborative and non

collaborative eavesdroppers respectively.
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Figure 4.8 Secrecy rate versus total transmit power for (a) Collaborative eavesdroppers (b) Non

collaborative eavesdroppers (c) Secrecy rate versus relay power versus Jammer power for OSCJ
case

The proposed relay and jammer power allocation schemes are compared with the equal
power allocation (P, =P, = P, = P, /3). Here P; is the total transmit power. From Fig 4.8

(@), it is observed that the proposed relay power allocation schemes achieve a secrecy rate
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of 5.1 bits/sec/Hz (LPA), and 5 bits/sec/Hz (DEPA) where as the existing power allocation
achieves it as 4.8 bits/sec/Hz for OSCJ. In the case of OSJ, the proposed power allocation
schemes achieve a secrecy rate of 3.8bits/sec/Hz (LPA), 3.1 bits/sec/Hz (DEPA) and the
equal power allocation obtains a secrecy rate of 2.1 bits/sec/Hz at a transmit power of
20dB. From Fig 4.8 (b), it is proclaimed that the proposed power allocation schemes
achieve a secrecy rate of 5.15 bits/sec/Hz (LPA), and 5.1 bits/sec/Hz (DEPA) where as the
existing power allocation achieves it as 4.9 bits/sec/Hz for OSCJ. In the case of OSJ, the
proposed power allocation schemes achieve a secrecy rate of 4 bits/sec/Hz (LPA), 3.1
bits/sec/Hz (DEPA) and the equal power allocation obtains a secrecy rate of 2.1
bits/sec/Hz at a transmit power of 20dB. From the comparison over collaborative and non
collaborative eavesdropper’s cases, it is concluded that non collaborative eavesdroppers
case attains more secrecy rate compared to the collaborative eavesdropper’s case;
especially in non jamming schemes it obtains more secrecy rate. The optimized relay and
jammer power versus the secrecy rate of control jamming is when the relay location at
middle is shown in Figure 4.8 (c), which confirms that the proposed power allocation
schemes allocated less power to the jammer node compared to the equal power allocation
but gets more secrecy rate.
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Figure 4.9 Secrecy rate versus total transmit power for (a) Collaborative eavesdroppers (b) Non
collaborative eavesdroppers when the relay is located close to eavesdropper

In Fig 4.9 (a), it is observed that the proposed relay power allocation schemes achieve a
secrecy rate of 3 bits/sec/Hz (DEPA) where as the existing power allocation achieves it as
2.8 bits/sec/Hz for OSCJ. In the case of OSJ, the proposed power allocation schemes
achieve a secrecy rate of 0.6 bits/sec/Hz (DEPA) and equal power allocation obtains a
secrecy rate of 0.5 bits/sec/Hz at a transmit power of 20dB. From Fig 4.9 (b), it is
proclaimed that the proposed relay power allocation schemes achieve a secrecy rate of
3.25 bits/sec/Hz (DEPA) where as the existing power allocation achieves it as 3
bits/sec/Hz for OSCJ at a transmit power of 20dB.

The effect of path loss exponent on the secrecy rate of the network is analysed for
OSCJ scheme. Here the relays are located at middle in between the eavesdropper and the
destination. The locations of the nodes are assumed as S(0,0),E(0.1) & D(10)
respectively. From the Fig.4.10, it is observed that as the path loss exponent increases
from 2 to 4, the performance is also increases in terms of secrecy rate. The convergence
analysis of the proposed power allocations schemes in the presence of single eavesdropper
is compared with the equal power allocation scheme and it is shown in Fig.4.11. The DE
based power allocation achieves a secrecy rate close to Lagrange multiplier method and

also converges fast compared to Lagrange multiplier method.

88



Chapter 4 Development of Power Allocation Schemes for DF Relay Based Cooperative Security
at the Physical Layer via Controlled Jamming

Scerecy rate (bits/sec/Hz)

2 p )|
&
." g
2 e y
& B
. ; pe
v
0 -
1 3 - 3 s
<o
- e
/ T
@ A 24
0 01 02 03 04 (1 B 0§ 07 08 09

Source to relay distance
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Figure 4.11 Convergence analyses of the proposed schemes

4.4.4 Impact of relay location on the performance of proposed power

allocation schemes

Three different cases have been considered to determine the effect of relay location on the

secrecy rate of proposed power allocation schemes.
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4.4.4.1 When relays located at middle between eavesdropper and destination

The proposed schemes are compared with the existing power allocation schemes Ref. [97]
and Ref.[110]. From the Fig.4.12, it is observed that the proposed power allocation
schemes outperform the existing power allocation schemes in terms of secrecy rate for
control jamming case. The secrecy rate of proposed power allocation schemes outperforms
with control jamming than the non jamming relay selection schemes. Both the Lagrange
multiplier method and the DE algorithm based power allocation scheme achieve nearly
same secrecy rate of 2.75 bits/sec/Hz while the existing power allocation scheme achieves
a secrecy rate of 2.5 bits/sec/Hz at transmit power 20dB for the control jamming case. The
two proposed schemes achieves nearly same secrecy rate. Hence it is conlcuded that the
proposed power allocation schemes outperform than the existing equal power allocation
schemes in Ref.[97] & Ref.[110].
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Figure 4.12 Secrecy rate versus total power when relays at middle

4.4.4.2 When the relay close to eavesdropper

From Fig.4.13, the performance of the non jamming schemes is very poor compared to the
jamming schemes. Where the OSJ scheme achieves almost nearly same secrecy for low
SNRs and for high SNRs OSCJ performs better than OSJ. Both the proposed power
allocation schemes achieve nearly the same secrecy rate.
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Proposed power allocation schemes achieve a secrecy rate of 2 bits/sec/Hz where as
conventional power allocation can offer a secrecy rate of 1.7 bits/sec/Hz for OSCJ. On the
other hand, proposed schemes obtain a secrecy rate of 1.5 bit/sec/Hz for OSJ where as
equal power allocation can achieve a secrecy rate of 1.3 bits/sec/Hz at transmit power of
20dB. Here the performance of non jamming scheme is poor. It is observed that with the
optimized jamming and relay powers both the proposed schemes perform better than equal

power allocation where both achieve almost the same secrecy rate.
4.4.4.3 When the relays close to destination

The proposed power allocation schemes achieve a secrecy rate of 2.8 bits/sec/Hz where as
equal power allocation can get a secrecy rate of 2.5 bits/sec/Hz for OSCJ. The proposed
schemes achieve a secrecy rate of 1.8 bits/sec/Hz where with equal power allocation a
secrecy rate of 1.7 bits/sec/Hz for low SNR values is achieved. For high SNR value, both
the equal power allocation and the proposed schemes achieve the sane secrecy rate for OSJ
and CS cases. Fig.4.14 demonstates that the secrecy rate is high for non jamming schemes
because the relay to destination link is very strong. With the optimized power the jamming
schemes introduce interference at the destination which reduces the secrecy rate compared
to OSCJ.
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Figure 4.14 Secrecy rate versus total power when relays close to destination
4.5 Summary

In this chapter, various effcient power allocation schemes are proposed by using
convex optimization and evolutionary approach for physical layer security of single source
destination pair based wireless cooperative network with control jamming. The
constrained optimization problems are defined and solved using Lagrange multiplier
method and Differential Evolution algorithm in order to optimize the allocation of the
relay and jammers powers such that the secrecy rate can be maximized subject to the total
power constraint. The performance of proposed power allocation schemes are validated
using Monte Carlo simulations and compared with the conventional equal power
allocation for both jamming and non jamming relay selection cases. Further, the impact of
locations of relays, eavesdropper on the performance of the system is analyzed. Among all
relay locations, the performance of the system is poor when the relays close to
eavesdropper case. The non jamming schemes demonstrates poor secrecy rate when the
eavesdropper is close to source and close to destination. Among all, the control jamming
achieves better secrecy rate in collaborative and non collaborative eavesdroppers cases
compared to non jamming schemes. The secrecy rate performance enhances with increase
in the path loss exponent. From all the observations, it is confirmed that the proposed

power allocation schemes outperforms equal power allocation in a conventional DF relay
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based cooperative network only. So study of physical layer security for the HDAF
relaying based cooperative network with the proposed power allocation schemes need to

be attempted.
4.6 Appendix

Proof of Theorem.1:

Maximized secrecy rate based relay power allocation problem in the case of single
eavesdropper is solved using Lagrange multiplier method as follows. The optimization

problem to find the power allocation factor o is defined as

SNR,,
Max (Iogz(1+ SNR,, )- Iog{1+ mn suchthat P, +P, +P, <P,

je
where P, =P, =aP; & P, =aP, /100 ;P =3P (4.28)

The instantaneous signal to noise ratio for the channel link i— j is given by

SNR; =P, o7;.
Let us assume a = X,o;b = Mo pere x = P.c’;y, =Pci;y, = icsz-e. (4.29)
1+ay, ° e 'e 100 '’
The Lagrangian function is defined as follows
l1+a
J= Iogz(mj AP, +P +P, -P,) (4.30)
By solving the defined Lagrangian function,
0J/0a=0= 1+b) 0 (l+a —X, =0 where A, =2.01xP; xA (4.32)
l1+a)oa\1+b

1 oa 1 ob

where a—a=Xo;a—b= o _; s 1 - 7 =M (4.32)
da oo (L+ay)®  (@1+a) ;. % (l+oy)
1+ay,

(X, ¥1Y5) a’ +(2%, Y1) a+ (X, —Y,) =& L+ ax,) A+ay,) A+ay,)

The polynomial equation in terms of o is obtained as

(d;Ay) o’ + (d,A, —cy) a’ + (d;A, —c,)a+ (A, —¢3) =0 (4-33)
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The roots of the binomial equation are obtained. The root which is in the limits [0, 0.4975]
and gets the maximum secrecy rate is the feasible solution.

o =0<roots((d; 1) o + (d,4, =€) o + (dghy —C,) o+ (A, —C,))<0.4975  (4.34)

Here d, =X,Y,Y,;
dy =X, (Y1 +Y2) + (V1Y)
dy =X, +Y, +VY,;
C, =X, V1 Ys;
C, =2X,Y,;
C3=Xo = Yor Y2 = Yo tY1:
Yo =Pior; ¥, = (P /100) o%; X, = Prop (4.35)

Proof for Theorem.2:

Maximized secrecy rate based optimal relay and jammer power allocation in the case of
collaborative eavesdroppers is solved using Lagrange multiplier method as follows. The

optimization problem is defined as

The optimization problem for collaborative eavesdroppers case is defined as
Max[log2(1+ SNR,, Iog{1+ 21 SN J} suchthat P, +P, +P, <P, (4.36)
+

The instantaneous signal to noise ratio for the channel link i— j is given by

r-re r

SNR; =P, 67,.SNR,, =P.6%,,SNR,, =P,c% P, =a(P; —=P,);P, =P /3;

=(1-a)(P, -P); 0<a<1 (4.37)

The Lagrangian function is defined as follows

1+a
J=lo AP, +P, —P,
Y RIGRL LY

Here a=X,a; b= Yoo (4.38)
Y1 —a
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M 2
where x, = (P, —P,)o%; Y, = Z[G%J by, =1+ ! _ (4.39)
i Jem ((Pt - PS)ZG?Emj
m=1
Q:o:(“b)i(“aj—x:o (4.40)
o (1+a) da\a+b
1 oa 1 ob
- _— _—
(1+a) o (1+b) o
OBy B YoV : (4.41)
oo oo (y,—o)
Xo _ yo yl :k
@+x,0) (Y + (Y, —1) a)(y, —a)
The polynomial equation in terms of o is obtained as
(dAy) o +(d,, —e)a’ +(dA, —€,)a+(d, —;) =0 (4.42)

The roots of the binomial equation are obtained. The root which is in the limits [0, 0.4975]
and gets the maximum secrecy rate is the feasible solution.

Here d, =x,(1-VY,);
d2 :(1_yo)_(xoy1(2_yo));
d; =X,y — Y1 (2—Y,);

dy = Y75 e =%, @L—Vo)i&, =—2%, Vi€ = (%, ¥2)— (Yoys)- (4.43)
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Chapter 5

Performance Analysis and Power Allocation
Schemes for HDAF Relaying for Physical Layer
Security in Wireless Cooperative Network

In the previous chapter, the power allocation schemes are developed for conventional
relaying based multi relay cooperative network to maximize the secrecy rate. In this
chapter we proposed SNR threshold based HDAF relaying for physical layer security in
wireless cooperative networks. The main objectives of this chapter are presented as
follows

Objectives of the chapter ]

)

e Describe the proposed system model consists of a wireless cooperative
network of a single source-to-destination, a jammer and multi HDAF
relays in the company of eavesdroppers.

e To analyze the secrecy rate of the proposed system in three cases,
without jamming, with jamming and with control jamming. In addition,
to derive theoretical approximations for secrecy outage and intercept
probability.

e Derive the Ergodic secrecy rate of the system analytically.

e To analyze the impact of locations of relays and eavesdroppers on the
secrecy rate are analyzed.

e Define power allocation problems based on secrecy rate of control
jamming in wireless cooperative network and to solve the optimization
problems with both Lagrange multiplier method and evolutionary
approaches.

e To compare the secrecy performance of the proposed power allocation
schemes with existing equal power allocation schemes.

Part of the contributions in this chapter are accepted to be published in

Kiran Kumar Gurrala, Susmita Das, ““Performance Study of Hybrid Decode-Amplify-Forward
relaying scheme for physical layer security in wireless cooperative network” (Wiley)
International Journal of Communication Systems (accepted). (Manuscript ID: IJCS150676.R2).
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5.1 Introduction

In the previous chapter, the efficient power allocation schems for maximizing
secrecy rate in DF relay based cooperative network with controlled jamming are proposed.
The secrecy rate analysis of both AF and DF relaying schemes is discussed and compared
in [127]. The physical layer security is addressed and investigated in wireless cooperative
networks [129]. The secure communication for a single source and destination pair in the
presence of single and multiple eaves dropper with multiple relays is studied in [131]. The
authors in [123] proposed relay selection schemes in cooperative networks such that they
can act as decode and forward relay, cooperative jammer and a new jamming and non
jamming switched based hybrid scheme. The different types of relay and jammer selection
schemes to maximize the secrecy rate for one way decode and forward relay cooperative
network consist of multiple eavesdroppers are proposed in [136]. In the Gaussian wiretap
channel, direct transmission and conventional relaying schemes are compared based on
secrecy rate and it is observed that the best relaying strategy is determined based on the
relay location [86]. The exact mathematical approximation for the secrecy rate and outage
probability of AF and DF relaying schemes are derived and analyzed in [114]. In [123] the
authors have introduced two basic relaying schemes AF and DF for large scale MIMO
system and did asymptotic analysis and comparison is carried out. From these recent
works, it is observed that the physical layer security issue is analyzed in cooperative
wireless network using conventional relaying schemes such as AF & DF where the relays
tend to operate either in full duplex mode or two way communication mode. But these
conventional schemes have their own advantages along with some limitations in the
context of physicaly layer security. So there is a need of utilizing efficient adaptive
relaying techniques to improve the secrecy performance of the wireless cooperative
network by considering different channel and SNR conditions. In this chapter, the
proposed adaptive relaying such as SNR based HDAF (hybrid decode-amplify-forward)
relaying is utilized for physical layer security in wireless cooperative network. As
observed, the AF relaying scheme outperform DF relaying in terms of outage, whereas DF
outperforms AF in terms of secrecy rate. By incorporating the advantages of AF and DF,
SNR based HDAF relaying is proposed in wireless cooperative network. The performance
of such cooperative network is analyzed in terms of various performance parameters such

as secrecy rate, secrecy outage and intercept- probability to demonstrate the efficacy of
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proposed scheme. The closed form approximation of these performance parameters are
derived analytically and validated with the simulation study results. The effect of relay and
eavesdroppers locations on the secrecy rate is also analyzed. Further to improve the
secrecy performance of the system and to optimize the relay and jammer powers are key
issues. In this chapter, the optimization problems under total power constraint are defined
based on the secrecy rate of the HDAF relay based cooperative network single and multi
HDAF relay cases with control jamming. In this work, both convex optimization and
evolutionary algorithms (Differential Evolution and Invassive Weed Optimization
algorithms) are adopted to optimize relay and jammer powers according to the obtained
power allocation factor. The secrecy performance of the proposed schemes is compared
with the equal power allocation scheme. From the comparison, it is proved that proposed
power allocation schemes outperform the equal power allocation in terms of secrecy rate.
Finally, the convergence analysis of proposed power allocation schemes is provided to

validate the efficacy.

The organization of this chapter is as follows Section 5.2 explains the proposed
system model. Section 5.3 provides the secrecy rate analysis of the proposed system in
three cases without jamming, with jamming and with control jamming. The Ergodic
secrecy rate also derived analytically. In addition, the secrecy outage probability and
intercept probability are also discussed. In Section 5.4, the optimization problems are
defined and power allocation schemes are proposed to maximize the secrecy rate. Section
5.4 provides the simulations results and analysis. Finally Section 5.5 presents the

conclusion of this chapter.
5.2 Proposed system model

A cooperative wireless network model consists of single source destination pair, in which
source (S) sends its data to the destination node (D) via N number of half duplex mode
hybrid decode-amplify-forward (HDAF) relays along with a jammer node in the presence
of eavesdropper node (E). Here all the channel links are subjected to flat Rayleigh fading
channel which are mutually independent and orthogonal. The considered network is
employed with TDMA in which the source transmits its information during the first time
slot and relays transmit information during the second time slot. Here entire
communication is accomplished in two phases named broadcasting phase and cooperation
phase as shown in Fig.5.1.
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Figure 5.1 System model of multi relay HDAF cooperative network for physical layer security

Broadcast phase: The information from the source is broadcasted to the hybrid decode-
amplify-forward (HDAF) relays. Here it is assumed that both the direct links between
source-to-destination and source-to-eavesdroppers are unavailable. On the other hand, the
broadcast phase is secured means eavesdropper cannot has impact on source to relay

transmission.

Y =\/Fsh$rix+nSri for i=12,..N (5.1)

where xand Y, are the message signal broadcasted by the source, signal received at the
i"" HDAF relay node respectively. P, is the transmitted source power, h, ~CN (0,6%)

are the channel coefficients of source to i"" HDAF relay link. The noise terms N which

are complex Gaussian random variables with zero mean and with a variance N, .

Cooperative phase: In this phase, HDAF relays forward the received signal from source to
destination without jamming and with jamming cases while it is being heard by the
multiple eavesdroppers. The jammer node generates interference for the relay transmission
by noise forwarding. In control jamming, interference caused by jammer is known at the
destination but not at the eavesdropper. So the destination can decode the interference

provided by the jammer. Here, the HDAF relays which adaptively switches between AF

99



Chapter5  Performance Analysis and Power Allocation Schemes for HDAF Relaying for Physical Layer
Security in Wireless Cooperative Network

and DF relaying schemes based on SNR threshold of the source to relay link. Here based
on the target rate (R), the SNR threshold for hybrid relaying is derived. The SNR
threshold is given by

Yo =209 -1 (5.2)

where R is the target information rate.

The perfect decoding capability of each relay depends on the source-to-relay link quality,
and the relay. If the SNR of source to relay link is greater than or equal to SNR threshold,
the HDAF relay operates in AF mode otherwise in DF mode.

The function of the each HDAF relay is given by

If V5. <Y, i.€., the relay operates in AF mode, the received signal at the destination by
the i HDAF relay

Yea =Bhg Yia +N0g fori=1,2,....,N (5.3)
else 7, 27y, i.e., the relay operates in DF mode, the received signal at the destination by
the i HDAF relay

Yea = \/Frhrid 9sri +N,g fori=12,...,N (5.4)

where p_ is the i" relay power. ; )A/s,ri is the decoded version of the transmitted signal by

fi

2
+N

[}

the i relay. [3; isthe amplification factor of i*" relay given by g, <

P |h

Hence, the received signals at the destination and the eavesdroppers from the relays and

the jammer are given as follows. The received signal from i™ relay at the eavesdroppers is

given by
M

Yo = Z(ynem + yjem) fori=1.2,...,N (5.5)
m=1

where . :\/Fihriem Ysp TNee s Vi, =\/Hihjem Xy

where P, is the jammer power. Y, is the received signal at the m™ eavesdropper from
i relay .¥j is the received signal at the m™ eavesdropper from the jammer.
hs ~CN(,c7,), h, ~CN(0,c;,) and h, ~CN(0,c5, ) are the channel
coefficients of i" relay to destination link, i™ relay to the m™ eavesdropper link, jammer
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to the m™ eaves dropper links respectively. The noise term N, and N, are zero mean
complex Gaussian random variables with variance No. The channel variance is given as
oy, cd where d,, is the Euclidean distance between nodes x e fs,r, j}and

y e{e, r,d}. In this chapter, the value of the path loss exponent is assumed as n=2.

5.3 Performance analysis

The performance metrics considered in this chapter to analyse the proposed system are
secrecy rate, secrecy outage and intercept probability. These metrics are obtained

analytically as follows.

5.3.1 Secrecy rate
The secrecy rate of proposed system in the case of multiple eavesdroppers for the cases

without jamming, with jamming and with control jamming are given as follows.

Table 5-1 Secrecy rate of HDAF relaying

Relay | Jammin Secrecy rate
mode | gtype
c _(rcC _C N
without | G =(CSR-CE(R.)) h
jamming where , ,
[Al] N PS hSI’- I:)I hf-
CE(R,J)=05%log,| 1+ AR L
= P, hSri +P hrid +1
N M PS hSI’- 2F)i hr-e
CE(R,J)=05%log,|1+> > - -
= m1Plh | +PBh, | +1
Cr =(C3RI-CL(RI))
In AF
where
mode ]
Cy(RJ)=
With N pplh Flh I?
jamming | 0.5*log,| 1+ > > s Ll >
[A2] TR, 24P [ J+ Rl + Py + 2
Cl(RJ)=
2 2
N M PP |h,| |h
0.5%log,|1+>>" - — =L L -
it m1 P h (2+Pj Nie. )+Pi he | +Pjlhe | +2
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cS =(CY(RI-CER )
where
Wlth CJ N PS hSF i PI hrd i
control | C5’(R,J)=0.5%log,| 1+ >’ il !
jamming i=1 P hSri +P hrid +1
A
[ 3] CEJ (R, J) —
2
X i PSF)I hSF hr-e
0.5*|ng 1+ZZ 5 : i iem - _
=L m=1 P, hSri (2+ P, hjem )+ P hriem +P; hjem +2

Here [a] = max{0,a};

jamming or (R.J) . . )
98
58] (0.5* Iogz[1+ZPi h, 2j—o.s* Iogz[1+ > rh, ZJJ
In DF - L L
mode With J ( )
' Cr(RJ)=
jamming oF )
N
[98] ZPI hrid 2 N M . ?
05*log,| 1+ 2 ————|-05*log,|1+> > — "
1+ Pj‘hjd‘ sLm1l+ P lhy,
With
control | cY(R J)=
jamming DF( ’ ) )
[98] \ ) wm Plh 2
O.5*Iog{1+ZPi heq j—0.5*log2 1+ Yy ——
i=1 i=L m=11+ Pj hjem

The ergodic secrecy capacity of the HDAF relay with control jamming in considered

cooperative network is given [38] by

Crioar =Pr (v, <vn) Cae +Pr (v, 2vu) Cor (5.6)

N N
where Pr(y, <vy) = Hexlf{— y_th] Prlvg 2vp) = l_HeXp[_ y_thj 5.7)

i=1 sk, i=1 sK;

The ergodic secrecy capacity of multi AF relay cooperative network with control jamming
IS given by
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W 2 W %
Cie =Cy, ~C., :LEJ log, (1+7) f,, (1) dV]‘[ ~ ] o2 (+7)f,, () dyj
0 0

(5.8)
The probability distribution functions (PDF) fydAF (y) and erA; (y) is given by
- B - Bi
o .levdAF, [ Vo, J - lev [ Veu, J
N -1
where g, = T [1—y—kj (5.9)
k=L k=i Yi

By substituting (5.8) in (5.9), finally the ergodic secrecy capacity for multi AF relay

cooperative netwok is expressed as
Car ZInZZB ( (YdAF ) (YdAF _1)_ EXp(YeAF_l)El('YeAF_l)) (5.10)

where E,( ) is the exponential integral is defined as E,(x) = I%t (5.11)

The ergodic secrecy capacity of multi DF relay cooperative network with control jamming

is given by

W W ¢
Cor oG [ nate) )| b)) 22
0

0

The probability distribution functions (PDF) fydDF (y) and fyeDF (y) is given by

e (V)= iﬁexp[— LJ  f ()= ZNlﬁexp [— LJ ; (5.13)

i=1 Y dpp, Ydor, i=1 Vepe Yeor
By substituting (5.12) in (5.13), finally the Ergodic secrecy capacity is expressed as
“or = S22 ZB eolrs, *)Ebr, *)-emlr., *JEb, ) (5.14)

Finally, the tight approximation for Ergodic secrecy capacity of multi HDAF cooperative

network is given by

W Vi
C. -
HOAF = 2{ H EXp (

Vs

[ on{-2)) ot b enb b )

> ool el o0l JE.f, )

i=1

\—/
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For the control jamming case, the SNR values are given as

2 2

Ya :i PsPizhsri hl’id2 v :iphdz
Tooa Pshsri +P hrid +1’ o
N M Prlh 'l [ v v Pho [
YeAF :Z 2 S I2 - = 2 2 ;yeDF :ZZ;%Z
i=1 m=1 P, hSri (2+P, hjem )+P hriem + P, hjem +2 it m11+ P hjem
(5.16)

5.3.2 Secrecy Outage probability

Another performance metric to characterize the system secrecy performance is secrecy
outage probability. It is defined as follows
The secrecy outage probability is defined as the probability that the achievable

instantaneous secrecy capacity C is less than chosen target rate R, > 0.

P.=P{C<R, (5.17)

0
The secrecy outage probability of a quasi static Rayleigh fading channel is characterized

in [5] as follows

vy 2R 1
PlC, <R]=1-—1¢ — exp| - == (5.18)
Ya 277, Y

1+T
- P|IC. <R|=1-P|lo d ISR
Proof: [ s ] { 92[1+Fj }

e

=1-P[r, > 28 (1+T,)-1]

=1-["P(,) { [P, J dy,

2R (L4, -1
Yo 2R —1
S IS exp[— — J (5.19)
Ta+277e Vg
Assuming Perfect CSI, the secrecy outage probability of HDAF (hybrid decode-amplify —

forward) relaying scheme for physical layer security in multi relay cooperative network

with control jamming is given by

Ny 2R 1
I:)outHDAF = P[Cs < R]zl_HY_+2RY_ eXp| — ’Y_ (520)
i=1 T g d;
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Here E&Zare average SNRs of the main link and eavesdropper’s link respectively

which are given by

2 .
Y¢: when the relay operates in DF mode Yy, =7, =R h| fori=12..,N
2 2
I:)sl:)i hsr- hr—d .
the relay operates in AF mode v4 =74, = EE— fori=1.2,..,N
P, h,| +Ph,| +1
2
P h| _
Ye: when the relay operates in DF mode v, = Veo, = —— fori=12,.,N
" 1+Phy]

when the relay operates in AF mode

2 2

PR
hiem

h,,
)+P

hriem
h"iem

Yo =V, = fori=12,...,N (5.21)

P, | @+P, P, | +2

An outage occurs in two cases. Firstly when the information transmission is unreliable
(i.e. the destination unable to decode the received data perfectly) or it is not secure

transmission due overhearing of eavesdropper.
5.3.3 Intercept probability

The secrecy intercept probability is defined as the probability at which the achievable

instantaneous secrecy capacity C, at the eavesdropper is greater than chosen target rate
R, >0.
P =P{C. >R} (5.22)

The intercept occurs when the secrecy capacity becomes negative value which means that
the channel capacity at the eavesdropper is greater the channel capacity at the destination.
According to [24], the intercept probability of direct transmission is independent of
transmit power. This motivates the authors in [24], to employ the cooperative users i.e
relays to reduces the intercept probability and to enhance the physical layer security.
Hence the intercept probability of multi relay HDAF cooperative network is formulated as

follows
I:)intHDAF = Pr{ysr > 7th } I:)intDF + Pr{ysr < 7th } I:)intAF (5-23)
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i=1 Sr;

N N
where Pr[ysr <7/th]: Pr(Hysri <7thj z]i[l:)r(j/sri <}/th) Hexp[ 7th}
i=1
N N 7
Pr[}/sr Zyth]zpr(nysri >7th]z1_HPr(7/sri <7th) 1- Hexp[ thj
i=1 i=1

=1 7/sr
N O-fd Gfe + O-szr O-r?e N O-r?e
P =1l 5 P =1 1 5.24)
intpe 2 2 2 2 2 2 INtar 2 ('
i1 OrqO0re 7040 00y i1 Ope -I-O'rd

5.4 Proposed power allocation schemes

5.4.1 Problem formulation

In this subsection, the secrecy performance of the multi HDAF relay based wireless
cooperative network is improved using Differential evolution algorithm. Here the

optimization problem is defined based on the secrecy rate of the network with control

jamming which is represented in terms of power allocation factor o.

Optimization problem:

If the relay operates in DF mode, then the optimization problem is defined as

N
Maximize | 0.5* Iog{l+ZPi h
i=1

rd

2 N M PI hre2
j—O.S*Iog2 Yy ——r
je

iﬂm41+Pj

N
subjectto 0<a, <1 for i=12,..,N; P, +ZPi +P, =P;

i=1

=o,(P-P);P, =(L-,)(P-P); Ps = P/(N +2); (5.25)

else the optimization problem is defined as

N Ps st 2 i hr-d 2
Maximize 0.5%|log,| 1+’ - —
= P h, | +P +1
2 2
N M P.P, h.
- log, 1+zz

2
e +2

i=1 m=!

N
subjectto  O<a; <1 for i=12..,N; P,+Y P +P, =P; P =a(P-P);P, =(L-0,)(P-P);

i=1

Ps=P/(N+2); (5.26)
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If the relay decodes perfectly ~ Cost function: fg__ =argmin(-Cg;

Else Cost function: f;  =arg min(—Cﬁé) (5.27)

5.4.2 Lagrange multiplier method based power allocation

Theorem.1: (Maximized secrecy rate based optimal relay power allocation in presence of

M number of eavesdroppers) : with the perfect CSI , hg,h., fori=12,,N and

h.e N form=12,..M the optimal relay power to maximize the secrecy rate of AF

multi relay network using control jamming using Lagrange multiplier method is given by

o, =0<0,(=roots ((5,0) ! +(s,0) & + (550 —dy) o + (s, —d,) oy + (S5 —dg)))<1
(5.28)

Proof: Maximized secrecy rate based relay power allocation problem in the case of
multiple eavesdroppers is solved using Lagrange multiplier method as follows. The

optimization problem is defined as

N Ps hsri 2|:)i hrid 2
Maximize 0.5%|log,|1+>" . >
=1 Ps hsri + PI hrid +1
Sy PPlh [ |h, |
—log, 1+ZZ 5 : '2 L 5 5 (5.29)
A mA R | (24P [y | )+ Rjhe |+ Py | +2
N
subjectto 0<o; <1 for i=12,.,N; P, + > P +P, =P;
i=1
P :Q-M'P.:(l—a.) (P-P): P, = R (5.30)
! L N | i t s/r s N +1 .
Let us assume a = —i%e_-p= %Yo
X+, Yt o,
1+Ph, [
+F st
Where XOZPshsrz’ 1:—21 qu_Z;ylzq_O;
I P |h.q O 0y
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_ M
’ J{PS(P‘TPS)(% ZZ hie. 2D+2 :
m=1

_ (Pt_Ps) o
ql—(—N mZ;

g, = 2P,

h,,

hriem

M
Zj_((Pt - Ps)Ps hsri ZZ hjem 2)’
m=1

P-P M
g,=p, =P S (531)
N REC=

The secrecy rate

log, 1+ xP,)—log, 1+ x,P,)

Assume a = xP.,b=xP (5.31)
The Lagrangian function is defined as follows

1+a
J=log| — |-M(P. +P. - P, 5.31
Y RIGRLELY 30

0J -

_:0:(1+b) 0 (1+a}_((1 N)szo (5.31)
oo, (1+a) oo, \a+b N
. 1 ¢ca 1 ob =((1—N)j A\ (5.31)

(1+a)oa; (1+Db) oo, N

oA X% . b Yo : (5.31)
do; (o +%)° 0oy (o +Y,)

(ai(1+xo)+xl)(ai +X1) (Oti(:l-Jr yo)+Y1)(OLi +Y1) N

1-N

Assume 7L1 Z(%j A (5.31)
The polynomial equation in terms of o is given by
(M) 0 +(Sph) 0‘? +(s3h, —d)) O‘iz +(S,h —d,) o +(S5—dy) =0 (5.31)

The roots of the above equation, the optimized relay power to maximize the secrecy rate is
given by

o, =0<roots ((s,h,)a; +(s,A,) o +(s;h, —d,) o’ +(s, A, —d,) o +(S; —ds)) <1
(5.31)
Here d, =(ex.X —&,Y,Y,); d,=(xxy, (€ +1)-(y,y. (€, +1)
d, =(x0x1yf)—(yoy1xf); e =1+y,;6,=1+x,;s, = €e€,;
s, = (y.(e, +De, )+ (x, (e, +De,);
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Sy = (62 y12) + (elxlz) + (el +1)(62 +1)X1y1
Sy = 13’12 (e, +1)+ X12y1(el +1); sy = X12 ylz (5.31)
Theorem.2: : (Maximized secrecy rate based optimal relay power allocation in presence of

M number of eavesdroppers): with the perfect CSI, h,,h, fori=12.N and

s ' nd

h. h_  fori=12.N, the optimal relay power to maximize the secrecy rate of DF

L
multi relay network using control jamming using Lagrange multiplier method is given by
o, =0<a, (: roots((dlkl)oci3 +(dx, —e )a? +(dx, —e,)a, +(d, —e3)))<1

(5.32)
Proof:

Maximized secrecy rate based relay power allocation problem in the case of multiple
eavesdroppers is solved using Lagrange multiplier method as follows. The optimization

problem is defined as

2 +

N 2 N M Pl hr-e
Maximize | 0.5* Iog{l+ZPi hg ]—O.S*Iogz Yy —— (5.32)
i=1 i=l m=11 4+ Pj hjem
N
subject to 0<a; <1 for i=1.2,., N; P, +> P +P; =R;
i=1
Pza-M'P.:(l—a.) (P-P); P, = i (5.32)
i i N | i t s/1 s N _|_1 '
The secrecy rate
log,(1+xP,)—log, 1+ x,P.)
Assume a = xP,.,b=xP. (5.32)
Here a=x o; b=M (5.32)
Y1~
_(R=P) e
N i
2

e, 1
Yo =2, by, =1+ TR (5.32)

"1\ P, ((Pt -P)Y |, j

m=1
The Lagrangian function is defined as follows
1+a

J=logl — |-A(P. + P, — P, 5.32

g(l_l_bj ( j T) ( )
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0J -
NN (1+b) 0 (1+a}_[(1 N)}‘:O (5.32)
oo, (1+a) oo, \a+b N
_ 1 oca 1 ob =((1_N)J>‘ (5.32)
(1+a)da; (L+b) oo, N
0
& g P Yol (5.32)
da da; (¥, —o)
Xq _ Yo Y1 :((1_ N)j " (532)
A+ x04) (Yo +(Y, =1 =)y, —oy) N
The polynomial equation in terms of o; is given by
(A2 )af +(d,2, —e )of +(dsh, €, ), +(d, —€;)=0 (5.32)
Here dl =)(0(1_ yo); dz :(1_ yo)_(xoyl(z_yo)); d3 = Xoyl2 _yl(z_ yo);d4 = ylz’
el = Xo (1_ yo);ez :_Zxoyl; e3 = (Xoylz)_(yoyl) (532)

5.4.3 Proposed DE Algorithm based power allocation

Constraint optimization algorithms like linear programming (Lagrange Multiplier method)
can be applied to solve this optimization problem, but there are no explicit methods to find
the Lagrange Multipliers value. For this, we have to use iterative methods or numerical
search methods which are computationally complex. In this context of reducing
computational burden, soft computing optimization algorithms are preferred. Among soft
computing algorithms, Differential Evolution algorithm is selected here. Differential
evolution algorithm is an efficient and powerful stochastic optimized search algorithm
with advantages like finding best global minimum in attentive of initial parameters, fast
converges with only small number of control parameters [22]. Differential Evolution
algorithm using nearly same operations like cross over and mutation like genetic
algorithm. Because of individual parameters in decimal format, Differential Evolution
algorithm computationally flexible compared to genetic algorithm. The flowchart of
proposed DE based power allocation is shown in Fig.5.2 and Proposed DE algorithm
explained in detail in Fig.5.3. The parameters in the flowchart shown in Fig. 5.3 are

defined as follows G, is the total number of generations; ¢ is the individual generation;

NP is the number of population members; D is the number of parameters of objective

function; o, is the power allocation of factor of each relay.
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\?)

_

Figure 5.2 Flowchart for proposed power allocation algorithm using DE algorithm to find optimal
relay and jammer powers

Fitness evolution: E1=fg" (ug'") is the fitness (cost function value) of the n™ individual

. h . .
in the gt generation of u?" which is given as follows

If the relay operates in DF mode:

El=f&" (u9")=-CS ") (5.33)
If the relay operates in AF mode:
=for (ug ") —CJ U™ (5.34)

E2=1" (ocg’") is the cost function value of the n® individual in the g™ generation of

a®" which is given as follows

If the relay operates in DF mode:

E2=f&" (a?")=-CZ (") (5.35)
If the relay operates in AF mode:
E2=f&" (09")=-CZ (") (5.36)

where a?" is the target vector
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u?" is the trail vector obtained after mutation and cross over operations.

Start DE
v
Generation g =1
v
Initialize NP x D population
The power allocation factor is considered as population

a% =[af, al,...,ad'],i=12..,NP,g=12,..,G,

v
L Yes
> Is Termination | Sto
Criterion Met? lp
No

Optimal individual as solution

=g ™ (1222 7))

¥ v

Evolution: E1= fJ" (ug’") Evolution: E2 = fJ" (ocg’”)

SHpar SHpar

SHpar

g=g+1

Yes

No

g.n g.n

Figure 5.3 Flow chart for DE algorithm applied for power allocation optimization to find the
optimal relay and jammer powers

Optimal solution: Finally after the termination criteria, the best optimal solution is the best

individual which has minimum cost function value. The optimized power allocation factor

o is given as

min
Olpeg =AY N (fs‘ideF (ocG“’")), n=12,.,NP (5.37)
four . (och'”) represents the optimal solution after meeting the termination criteria.

5.4.4 Proposed Invasive Weed Optimization (IWO) algorithm based
power allocation

The IWO algorithm is introduced by Meharabian et al [142]. Due to the its advantages like
fast convergence, reduced computational complexity and ability to solve complex and non

differentiable functions, IWO algorithm turned as very good alternative to the other
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optimization algorithms and found applications in different application domains. The basic
steps involved in IWO algorithm are initialization, reproduction, spatial distribution and
competitive exclusion. Hence, we prefer to use IWO algorithm here to optimize the relay
and jammer powers to maximize secrecy rate. The proposed IWO algorithm based power
allocation is explained in Fig.5.4 where the detailed IWO algorithm is shown in Fig.5.5

and the steps involved are explained briefly as follows

Figure 5.4 Flowchart for proposed power allocation algorithm using IWO algorithm to find
optimal relay and jammer powers

Initialization: In this step, the initial solutions are a set of seeds which are randomly

distributed over the entire search space. Here, the initial population consists N, individual
each individual having P number of variables. The n™ individual in the population of i"
iteration is given as o =[a}", 03" ..., ap"]" .

Fitness evaluation: fs‘:g”(ocg'") is the fitness of the n" individual in the g™ generation

of u®" which is given as follows

If the relay chose DF mode: E1= fJ" (ag’")= —CS(a®") (5.38)
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If the relay chose AF mode: E1= fJ" (ocg'” )= ~-CJ (a®") (5.39)
Start
-
Iteration Iter =1
4

Inanalze (N, x F) Population

The power allocation factor 15 consudered as

a [a,”.a; a,
Evaluate and keep 7 sceds

Iter=Tter+ 1

\d

Compute o _ l Stop IWO l

Reproduction with *0° Get Best seed as solution

mean and o__ SD mn S
a, =arg \f="la™)
n -

Figure 5.5 Flowchart for IWO algorithm applied for power allocation optimization

Reproduction and spatial dispersal: The n" plant generates S, number of seeds with zero

mean and o, standard deviation. The generated seeds are proportional to their individual

fitness value and they are dispersed over the search space. Based on the fitness value, all
the plants are sorted in ascending order and assigned rank. The standard deviation at each

iteration is given as

| —iter r
Giter = (—j (Ginitial -G final)+ O final (5.40)

Imax
Competitive exclusion: At last, competitive mechanism is developed which eliminates
undesirable plants with poor fitness function and allow fitter plants to produce new more
seeds. This mechanism continues until maximum number of iteration limit is reached.

Optimal solution: After reaching the termination, the optimized power allocation factor o

.. min
isgivenas a,,, =arg (fs'Hm;;” (oc'maxn)), n=1.2,.,N,
fgmo (oa'maX”) represents the final desired solution. (5.41)
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5.5 Simulation results and analysis

In this study, the secrecy performance of the HDAF relaying for physical layer security in
multi relay wireless network with control jamming is validated using MATLAB based
computer simulations and compared with the conventional relaying schemes (AF & DF),
non-jamming and jamming schemes. The parameters for this simulation study are shown
in Table 5-2. The simulations are carried out in the cases as follows. The simulation

environment of the proposed system is given in Fig.5.6.

Table 5-2 Simulation parameters

Parameters Specification

Total no of bits 10"

Relay network topology | 2-D square topology
Area of the network 1x1 unit square

Locations of the nodes | Source s = {0,0},
Eavesdropper E = {0,1},
Destination D = {1,0},
Jammer J = {0.2,0.8}

SNR threshold of Yo =27 —1;Target rate R=1;
HDAF relaying scheme

Channel Flat Rayleigh fading
Modulation Coherent QPSK

DE parameters DE step size (F)=0.8

Crossover probability(CR)=0.5
D=1(number of parameters of
objective function)

NP(number of population
members)=50*D
Iterations=200

IWO parameters Number of iterations (I, ) =100
Population size (N,) =50
Number of seeds (Ng) =85

Search range [0,1]
Maximum number of seeds

(Smex) =5

Minimum number of seeds (S,;,) =1
Non linear modulation index (r)=3
Initial standard deviation (c;) =0.1

Final standard deviation
(c,) =0.00001

Seed selection-rank based
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Figure 5.6 Simulation environment

The observations made from the Fig.5.7 (a) are that among the jamming and non jamming
schemes, control jamming attains maximum secrecy rate. The HDAF relaying attains a
secrecy rate of 3.4 bits/sec/Hz for control jamming case, 1.4 bits/sec/Hz for jamming case
and 1.1 bits/sec/Hz for conventional relaying i.e without jamming case. Here the
conventional relaying schemes AF and DF for control jamming case attain a secrecy rate

of 2.4 bits/sec/Hz and 3.4 bits/sec/Hz respectively at a transmitted power of 15dB.

4
S I
—8— CJ HOAF i &
D CJ AF : 474 /
35| —* ) OF FrrTae TRV, SR i e _ SNPTET: SEIEENV 4
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P g - |
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Figure 5.7 Secrecy rate versus transmitted power P for HDAF relays at middle (a) Single relay (b)
Multiple relays

From Fg.5.7.(b), the four HDAF relays attain a secrecy rate of 3.8 bits/sec/Hz for control
jamming case, 2.25 bits/sec/Hz for jamming case and 1.1 bits/sec/Hz for conventional
relaying i.e without jamming case. Here the conventional relaying schemes AF and DF for
control jamming case attain a secrecy rate of 2.8 bits/sec/Hz and 3.9 bits/sec/Hz

respectively at a transmitted power of 15dB.

Secrecy rate(bits/sec/Hz)

-
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Figure 5.8 Secrecy rate versus transmitted power P when HDAF relays at close to eavesdroppers
(a) Single relay (b) Multiple relays multiple eavesdroppers

The secrecy rate performance of proposed HDAF relaying for relay close to eavesdropper
case is shown in Fig.5.8. (a). Here it is observed that the proposed HDAF relaying attains
a secrecy rate of 2.15 bits/sec/Hz for control jamming case, 0.5 bits/sec/Hz for jamming
case and nearly zero for conventional without jamming case at a transmitted power of
15dB. In this particular case (where the relay-to-eavesdropper link is strong), the
performance of non jamming conventional HDAF relaying scheme is very poor. Here by
confusing the eaves, jamming schemes attain considerable secrecy rate. The secrecy rate
performance due to four HDAF relays when they are close to eavesdropper is shown in
Fig.5.8. (b). Here it is determined that the proposed HDAF relaying scheme attains a
secrecy rate of 2.5 bits/sec/Hz for control jamming case, 1 bits/sec/Hz for jamming case
and nearly zero for conventional without jamming case at transmitted power of 15dB. In
this particular case, (where links between relay and eaves are strong ;), the performance of
HDAF relays without jamming is very poor. Here by confusing the eaves, jamming
schemes attain considerable secrecy rate. In Fig.5.9 (a), the proposed HDAF relaying
obtains a secrecy rate of 3.5 bits/sec/Hz for control jamming, 1.65 bits/sec/Hz for jamming
and 1.5 bits/sec/Hz for conventional non jamming case. Here due to the strong link
between the relay and the destination, both jamming and non jamming schemes perform

better compared to all relay locations. In Fig.5.9 (b), the proposed HDAF relaying obtains
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a secrecy rate of 3.8 bits/sec/Hz for control jamming, 2.4 bits/sec/Hz for jamming and 1
bits/sec/Hz for conventional non jamming case. Here due to the strong link between the
relays and destination, both jamming and non jamming schemes perform better in this

case compared to the remaining relay locations.
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Figure 5.9 Secrecy rate versus transmitted power P when HDAF relays at close to destination
(@) Single relay (b) Multiple relays multiple eavesdroppers
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In Fig.5.10 (a), it is clear that both jamming and non jamming schemes attain a notable
secrecy rate. Even though the eavesdropper is close to the source, there is no much impact
of the evavesdropper on the secrecy due to the location of jammer is also nearer to the
source. Here, the HDAF relaying obtains a secrecy rate of 3.3 bits/sec/Hz for control
jamming, 1.35 bits/sec/Hz for jamming and 0.2 bits/sec/Hz for without jamming case.
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Figure 5.10 Secrecy rate versus transmitted power P when eavesdroppers are close to source
(@) Single relay (b) Multiple relays multiple eavesdroppers
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In Fig.5.10 (b), it is clear that both jamming and non jamming schemes attain a notable
secrecy rate. Here, the HDAF relays obtains a secrecy rate of 3.6 bits/sec/Hz for control

jamming, 2.2 bits/sec/Hz for jamming and a nearly zero secrecy rate for without jamming

case.
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Figure 5.11 Secrecy rate versus transmitted power P when eavesdroppers are close to destination
(a) Single relay (b) Multiple relays multiple eavesdroppers

From Fig.5.11 (a), it is observed that the performance of the proposed HDAF relaying for
non jamming case performance is very poor and obtain zero secrecy rate where as it
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attains a considerable secrecy rate for the jamming cases. The proposed HDAF relaying
obtains a secrecy rate of 2.4 bits/sec/Hz for control jamming and 0.7 bits/sec/Hz for
jamming case. From Fig.5.11. (b), it is observed that the performance of proposed HDAF
relaying for non jamming case is very poor and obtains zero secrecy rate where as it
attains a considerable secrecy rate for the jamming cases. The proposed HDAF relaying
obtains a secrecy rate of 2.2 bits/sec/Hz for control jamming and 0.8 bits/sec/Hz for

jamming case.

The impact of the number of relays and SNR threshold on the HDAF relaying for
physical layer security is analyzed in Fig.5.12 and Fig.5.13 respectively. From the
Fig.5.12 (a), it is observed that as the number of HDAF relays increases, the secrecy rate
decreases with equal power allocation scheme for all jamming and non jamming schemes.
Fig.5.13 shows that as the SNR threshold increases, the HDAF relaying switches from DF

relaying to AF relaying.
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Figure 5.12 Number of relays versus secrecy rate
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The impact of the number of eavesdroppers and jammers on the sercey rate of four HDAF

relay based wireless cooperative network for physical layer security is analyzed in both

Fig 5.14 (@) and (b) respectively.
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Figure 5.14 (a) Number of eavesdroppers versus secrecy rate (b) Number of jammers versus
secrecy rate

From the Fig.5.14 (a), the secrecy rate decreases with increase in the number of
eavesdroppers, it is due to that as the overhearing users increase, the SNR at the
destination decreases. In Fig.5.14.(b) , as the number of jammers increases, the secrecy
rate reduces which is due to the fact that the power allocated for jammers is decreases with
increase in the number of jammers. So, the noise generated by the jammers reduces which

result poor secrecy rate.
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Figure 5.15 Ergodic secrecy rate (theoretical) versus SNR for fixed relay location (a) Single relay
(b) Multiple relays & multiple eavesdroppers

In Fig.5.15 (a) and (b), the analytical approximation of Ergodic capacity of proposed

HDAF relaying in wireless cooperative network is compared with the simulation result

and also with the theoretical approximations of conventional relaying schemes. It is

observed that the simulation results closely follow the analytical approximations.
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Figure 5.16 Impact of path loss exponent. Secrecy rate versus P for fixed relay location (a) Single
relay (b) Multiple relays & multiple eavesdroppers

The effect of path loss on the secrecy rate of the proposed system is analyzed in Fig.5.16
(@) & (b). As the path loss exponent increases, the secrecy rate also increases for both

single relay and general multi relay multiple eavesdroppers case.
5.5.1 Simulation results when the network follows linear topology

To demonstrate the effect of HDAF relaying for physical layer security, a one dimensional
network model which contains a single destination pair, four HDAF relays and two
eavesdroppers are placed linearly for line-of-sight communication between all the nodes.
Here it is assumed that the normalized distance between source and distance is one.
Firstly, the secrecy rate of HDAF relaying scheme is compared with conventional relaying
schemes AF and DF for jamming and non jamming cases as the HDAF relay moves from
source to the destination. From the Fig.5.17 (a), it is observed that control jamming attains
higher secrecy rate compared to all other jamming and non jamming schemes. Except the
case, where the relay located close to eavesdropper, all the schemes attain a non-zero
secrecy rate as the relay moves from the source to the destination. In the second case, the
HDAF relay is located at the middle between the source and the destination. The position
of the eavesdropper is varied from 0.11 to 0.9 where the jammer is located at normalized

distance of 0.4.
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Figure 5.17 Secrecy rate comparisons of HDAF relays with conventional relaying schemes (a)
Secrecy rate vs S-R distance (b) Secrecy rate vs S-E distance

From the Fig 5.17.(b), it is observed that HDAF relaying scheme attains a secrecy
rate close to the DF relaying which outperforms the remaining jamming and non jamming
(conventional relaying schemes without jamming) cases. The eavesdroppers located close-
to-the source case obtains more secrecy rate compared to eavesdroppers located close-to -

the destination case, it is due to the fact that the jammer is located close to the source
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which weaken the eavesdropper to verhear. So, in this case jamming schemes perform

better than without jamming scheme.
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Figure 5.18 Secrecy rate versus S-R distance with path loss exponent as parameter

Finally, the impact of path loss exponent on the secrecy rate of the system is
analyzed in Fig.5.18. The secrecy rate as a function of source-to-relay distance has plotted
for different values of path loss exponent n=2, 3 & 4. The eavesdroppers are located at
middle which is a normalized distance of 0.5 from the source. It is observed that the

secrecy rate performance increases as the path loss exponent increases.

5.5.2 Simulation results of secrecy outage

The secrecy outage of the proposed system is analyzed for three cases, relays located at
middle, relays close to the source and relay close to the destination. Here, we considered
the cooperative network which consists of four HDAF relays in the presence of two
eavesdroppers. From Fig.5.19 (a), it is observed that the jamming schemes attain lower
secrecy outage probability compared to the conventional relaying schemes without
jamming case. The AF relaying attains lower secrecy outage probability compared to the
DF relaying. Based on the SNR threshold (here it is assumed that R=1bits/sec/Hz), the
HDAF relaying switch to operate either in the AF relaying to DF relaying mode. The
secrecy outage due to control jamming outperforms the jamming and without jamming

schemes.
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Figure 5.19 Secrecy outage probability comparison of HDAF relays with conventional relaying
schemes where (a) Relays at middle (b) Relays close to the eavesdropper (c) Relays close to the
destination

Fig.5.19 (b) shows the secrecy outage probability when the HDAF relays are located
close-to-the eavesdropper. The control jamming outperforms the jamming and without
jamming schemes. The overhearing of the relay transmission is more when the relays are
located close the eavesdropper which results in poor secrecy outage compare to the
remaing relay locations. Fig.5.19 (c) shows the secrecy outage probability when the
HDAF relays are located close to the destination. It is observed that the jamming schemes
perform better than without jamming case. The secrecy outage performance of relays close
to the destination out performs remaining two relay locations (relays close to source and

relay close to eavesdropper). The sercey outage due to HDAF relays with control jamming
obtain a secrecy outage of 10° where the conventional relaying schemes AF and DF

with control jamming attain secrecy outage of 10™ and 107%° respectively. HDAF relays

-0.2

with jamming obtain a secrecy outage of 10 where the conventional relaying schemes

AF and DF with control jamming attain secrecy outage of 10™° and 107%* respectively. It
is due to the fact that the relays are located close to destination and jammer located close
to source, reduces the impact of eavesdropper on relay transmission. Fig.5.20. (a) and (b)
show the impact of eavesdropper location on the secrecy outage probability.
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Figure 5.20 Secrecy outage probability comparison of HDAF relays with conventional relaying
schemes where (a) The eavesdropper are located close to the source (b) The eavesdroppers are

located close to the destination

The observation made from the Fig.5.20

(a) are that the jamming scheme performs better

than the without jamming case. Even though the eavesdroppers are located close to the

source due to the fact that the jammer al

of eavesdroppers on the secrecy transmi

so located close to the source reduces the impact
ssion. From Fig.5.20 (b), it is confirmed that all

relaying schemes with control jamming outperform than the jamming and without
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jamming cases. All relaying schemes with jamming attain poor outage performance than
control jamming and better performance than without jamming case. It is because of the
location of eavesdroppers are close to the destination where as the location of jammer is

close to the source, the overhearing of eavesdroppers is more.

Secrecy Outage Probability

2 3 4 5 8 7 8 9 10
Number of relays N

Figure 5.21 Secrecy outage probability versus Number of relays

The secrecy outage probability versus number of relays is shown in Fig.5.21. It is
observed that as the number of HDAF relays increases the outage probability reduces for

all jamming and without jamming cases.
5.5.3 Intercept probability

The intercept probability performance of the proposed network is analyzed when the relay

are located at middle and shown in Fig.5.22. Here the assumptions made are that main-to-

2 2
.. 2 2 G, (e} A
eavesdropper ratio is Ay, =0 /05,; o, = " &a,, =—=; fori=12,.,N . From the

re
cst

se

Fig.5.22 (a), it is observed that the AF relaying outperforms the DF and HDAF relaying
schemes, where the HDAF relaying provides nearly close performance to AF relaying.
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Figure 5.22 (a) Secrecy intercept probability vs MER where the relays are located at middle (b)
Secrecy rate vs intercept probability trade off

The tradeoff between the secrecy rate and intercept probability are analyzed analytically
and shown in Fig.5.22. (b). The observations made are that DF relays performs better than
AF and HDAF in terms of secrecy rate where as AF relays performs better than DF and

HDAF in terms of intercept probability. It is confirmed that SNR based HDAF relaying is
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better option for physical layer security in multi relay wireless cooperative network than

the conventional relaying schemes in terms of both secrecy rate and outage probability.
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Figure 5.23 Secrecy rate versus transmitted power (a) Relay at middle (b) Relay close to

eavesdropper

The performance of proposed DE based power allocation is compared with the
conventional equal power allocation for the cases when the relay at middle and when the

relay close- to-eaves are shown in Fig.5.23 (a) and (b) respectively. From the Fig.5.23 (a),
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the proposed DE based power allocation achieves a gain of 1.39 for control jamming, 1.9
for jamming and 1 for conventional relaying without jamming over the equal power
allocation at transmitted power of 15dB. In Fig.5.23 (b), when the relay close to eaves
dropper, the proposed DE based power allocation provides a gain of 1.2 for control
jamming and nearly again of 2 for jamming case over the equal power allocation case at

transmitted power of 15dB.
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Figure 5.24 Convergence analysis of proposed power allocation schemes when HDAF relay
operate in (a) AF mode (b) DF mode at a SNR of 20dB
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From the Fig.5.24, it is observed that IWO based power allocation converges fast
compared to the DE based power allocation scheme. The performance of the proposed DE
based power allocation is compared with the conventional equal power allocation for the
cases where the relays are located at the middle and when the relays are located close- to-
the eavesdropper are shown in Fig.5.25 (a) and (b) respectively.
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Figure 5.25 Secrecy rate versus transmitted power P (a) Relays at middle (b) Relays close to the
eavesdropper
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From the Fig.5.25 (a), the proposed DE based power allocation achieves a gain of 1.39 for
control jamming, 1.9 for jamming and 1 for conventional relaying without jamming over
the equal power allocation at transmitted power of 15dB. In Fig.5.25 (b), when the relay
close to eavesdropper, the proposed DE based power allocation provides a gain of 1.2 for
control jamming and nearly again of 2 for jamming case over the equal power allocation
case at transmitted power of 15dB. Finally the effectiveness of proposed DE based power
allocation is verified using convergence analysis which is shown in Fig.5.26.
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Figure 5.26 Convergence analyses of proposed schemes for multi HDAF relay case (a) when
operate in AF mode (b) when operate in AF mode
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The observations made from the Figure 5.26 are that the IWO algorithm based power
allocation converges faster than the DE based power allocation scheme. The secrecy rate
for a cooperative network with jamming and non jamming schemes for single and multi
HDAF relays are shown in Table 5-3. It is observed that as the number of relays increases

secrecy rate also increased.

Table 5-3 Secrecy rate for single and multiple number of HDAF relay based cooperative network

Relay & Relaying | Secrecy rate (bits /sec/Hz) Secrecy rate (bits /sec/Hz)
Eavesdropper | scheme (N=1) (N=4)
location CJ J CR CJ J CR
DF 3.45 1.45 1.25 3.9 2 1.3
Middle HDAF 3.4 14 1.2 3.8 2.25 1.25
AF 2.4 1.35 0.5 2.8 2 0.65
Relays close DF 2.25 0.5 0 2.5 1 0
to HDAF 2.15 0.5 0 2.4 0.95 0
eavesdropper AF 1.8 0.4 0 2.1 0.8 0
Relays close DF 3.7 1.7 1.6 4.1 2.6 1.65
to destination | HDAF 3.6 1.65 1.4 3.9 2.5 1.45
AF 2.45 1.5 0.6 2.8 2.2 0.65
Eaves close DF 3.4 14 0.25 3.75 2.25 0.25
to source HDAF 3.35 1.35 0.2 3.65 2.2 0.2
AF 2.4 1.25 0.1 2.75 1.85 0.1
Eaves close DF 2.6 1.75 0 2.8 1.35 0
to destination | HDAF 2.5 1.7 0 2.75 1.2 0
AF 1.8 1.65 0 2.25 1.1 0

The optimized relay and jammer powers for four HDAF relay based wireless cooperative
network with control jamming using both DE algorithm and Lagrange multiplier method
are given in Table 5-4 & 5-5 for the cases relays located at middle and located close to the

source. It is observed that there is change in jammers than relay power.

Table 5-4 The optimized transmit powers at the nodes when the relay located at middle

Four HDAF relays are located at middle in between the source and the destination
and the locations of the nodes at a transmitted power P, =15dB are given as follows

Source S ={0,0}, Eavesdropper E = {0,1}, Destination D = {L,0},

Jammer J ={0.2,0.8}, Relays R ={0.7,0.3}

Power allocation

Source power P,

Each relay power P,

Jammer power P,

EPA 2.5 2.5 2.5
DEPA 1.7783 2.9181 0.2069
LPA 1.7783 2.7472 0.3778
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Table 5-5 The optimized transmit powers at the nodes when the relay located closed to
eavesdropper

Four HDAF relays are located at middle in between the source and the destination
and the locations of the nodes at a transmitted power P, =15dB are given as follows

Source S =1{0,0}, Eavesdropper E = {0,1}, Destination D = {L,0},
Jammer J ={0.2,0.8}, Relays R ={0.4,0.8}

Power allocation | Source power P, | Each relay power P, | Jammer power P,

EPA 2.5 2.5 2.5
DEPA 1.7783 2.2956 0.8294
LPA 1.7783 2.6184 0.5066

5.6 Summary

The performance of SNR based HDAF multi relay wireless cooperative network providing
physical layer secrecy in terms of performance parameters such as secrecy rate, secrecy
outage probability and intercept probability are studied in detail. Here, the comparisons
are made for the proposed HDAF relaying schemes with both the conventional relaying
schemes AF and DF.Among the conventional relaying schemes, DF relays achieve more
secrecy rate than the AF and HDAF relaying schemes, whereas according to the secrecy
outage probability and intercept probability, AF relays performs better than the DF relays.
Based on the tradeoff between the secrecy and intercept probability, SNR based HDAF
relaying proves to be a better option from reliability and security. The simulation study
results demonstrated that the jamming schemes are effective for scenarios with strong
eavesdroppers link. The worst secrecy rate for all jamming and without jamming cases is
obtained when the relays are located close to the eavesdropper and also when the
eavesdroppers are located close to the destination. As the number of eavesdroppers and
jammers increases, the performance of the system degrades. The relaying schemes are in-
efficient in without jamming case. Jamming schemes are preferred as the jammers have
the ability to confuse the eavesdropper by noise forwarding. The secrecy performance
improves significantly. Among all, the control jamming attains more secrecy rate and
better outage performance as the destination has the knowledge of jamming noise prior.
Finally, from the all the simulation study results and the tradeoff between secrecy rate and
intercept probability, it is concluded that the HDAF relaying is a better option than than
the conventional relaying schemes such as AF and DF in terms of both the secrecy rate

and outage performance. In addition, propoer relay and jammer power allocation schemes

139



Chapter5  Performance Analysis and Power Allocation Schemes for HDAF Relaying for Physical Layer
Security in Wireless Cooperative Network

are proposed for single and multi HDAF relay based wireless cooperative network with
controlled jamming help to enhance the secrecy performance using evolutionary
algorithms and Lagrange multiplier algorithm. These proposed schemes are compared
with the conventional equal power allocation scheme for both jamming and non jamming
cases. It is demonstrated that these proposed power allocation schemes outperform the

equal power allocation scheme in terms of secrecy performance.
5.7 Appendix

Al:
The analysis of secrecy rate for this conventional HDAF relaying scheme when operate in

AF relay mode without jamming in the presence of eaves dropper is given as follows
Cy =05%*log,(L+vy)-0.5*log, (L+7vz) (5.42)
The received signal at the i"" HDAF relay is represented as by y,, = \/Ehsri X+ng ;

The received signal from the i™ HDAF relay at the destination is given by

Yea = B; hrid (\/FshSri X+ng, )+ N, 4

=B,./P. hy Ny X+ Bl NG + 0, (5.43)

signalcomponent noisecomponent

The signal to noise ratio at the destination when the i"" HDAF relay operate in
AF mode

2 2

2P, |h _
Yo, = P =l 122l ; By substituting B, = L;;Nozl;
(B? heq +1)N0 Plng [ +N,
2 2
S PR, |,
[ BE 2 (5.44)
PJh,| +Ph,| +1

The signal to noise ratio at the destination due to the N number of HDAF relays operate

2 2

N Pspl hsr— hr-

in AF mode is v = ). vp =2, o e (5.45)
i-1 i1 P, hsri +P, hri0| +1

The signal to noise ratio at the eavesdropper also given by

. &y PR
Ye = 7 > (5.46)
st Phg o+ Bh, |+
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By substituting values of YSD and YZ in eq.(al),

we get
v PR [T v o PR [, [
Cir =|0.5%l0g,| 14> — LI | 05%log,[ 1+ > — 0 [ Tnl
i1 Bylhy | +Rjhgl +1 itmiPh [ +Rh, | +1
(5.47)
A2:

The analysis of secrecy rate for this conventional HDAF relaying scheme in multi relay
wireless cooperative network with a jammer in the presence of eaves dropper is given as

follows

Derivation for CJ (R, J) with jamming

The received signal at the destination is the summation of signals from both i* relay and
jammer is given by Yy =Y 4+ Y (5.48)
where

Yea =BiNa Ve + Mg’ Vi =\/Fj.hjdxl +Ng,

Yo, =Bihyq (\/EhSri X+ N, )+ Ny +/PhgX +nj

:Bi\/ﬁshsrﬁ higX+Bihgg Ny + N + N +\/Ejhjd %

=B,+P, hSri hrid X+ ,/PJ. hjd X, + Bih,id Ny +Ny +Njy (5.49)
signalcomponent jamming component noisecomponentng

Here the equivalent noise at the destination n, is a zero mean complex Gaussian random
variable with a variance N, which is given by

Ny =@Bihg +2) N,

The signal to noise ratio at the destination due to i™ relay for the jamming case is defined

2

+P.hg h
as y“l]) :‘BI I:)szsri rd :
Pilhi|” + Nd,

By substituting

B = le ‘N =1
Pslh, | +N

0

st
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2 2

J iy

N
J 3
Yo iZl:YDi iZ_1:P hsri

S

h,
2(2+ P; ‘hjd‘2)+ P

g
g

5 > (5.50)
+ Pj ‘hjd‘ +2

The channel capacity of the source to destination link via HDAF relay in AF mode with
jamming is given by

2

2
hr,d
hrid

PP

s

h

sk,

N
C} =05*log2(L+y})=|0.5%log,| 1+
i1 P

2(2+Pj ‘hjd‘2)+Pi 2+Pj ‘hjd‘2+2

h,,

(5.51)
Further, the signal to noise ratio at the eaves dropper YJE also obtained in the same way

and with that
C! =05*log 2(1+7y})

2 2

N M P5P| hsr- hr-e

B * i i°m

— 05 |ng 1+ E E 2 2 2 2 (552)
=t m= P, |h,, (2+ P 1N )+ P e +P;he | +2

Finally, the secrecy rate is obtainedas C}. =CJ(R,J)-C2(R,J)
A3:
The secrecy rate of HDAF relaying with control jamming is the difference of the CS’ and
CCJ
£
c2 =(cY' (RI)-CE R (5.53)

In control jamming, the destination knows about the jamming nodes and the eavesdropper
is unaware of it. Hence only destination can decode the jamming signal but not

eavesdropper. So here CJ’(R,J) is same as Eq. (5.45) and C’(R,J) is same as Eq. (5.52).

By substituting the values, we get the secrecy rate.
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Chapter 6

Conclusion and Scope of Future Work

6.1 Introduction

Recently, with the increased interest in wireless cooperative networks, different
cooperative schemes are proposed with different design issues. Types of relaying and
power allocation are two major interesting issues which affect the network performance.
However, security at physical layer is a major concern. New types of relaying schemes
have to be introduced to overcome the limitations of the conventional relaying schemes in
these regards. As it is noticed in existing literature, HDAF (hybrid decode-amplify-
forward) relaying scheme has considerable advantages over the conventional relaying
schemes in improving the performance of the system [34]. Further, to enhance the
performance, proper relay power allocation schemes have to be proposed based on the
channel conditions and relay locations. By optimizing the power allocation source and
relay nodes in a wireless cooperative network, the performance significantly improves but
it suffers from increased system complexity. So it is important to introduce the power
allocation schemes which provide better performance with less computational burden.
These issues serve as motivation for the proposed research in this thesis. Detailed
performance analysis with derivation of analytical expressions is under taken for a multi
HDAF relay based cooperative wireless network. In addition, efficient power allocation
schemes are also proposed for this network. The performance metrics considered in this
study are SER, outage probability and average channel capacity. Further, physical layer
security is another important issue which has been addressed. So role of HDAF relay
based cooperative network for physical layer security is analyzed in terms of secrecy rate,
intercept probability and secrecy outage probability. Efficient power allocation schemes
under the total power constraint are proposed based on the performance parameters such
as SER, average channel capacity and secrecy rate. Relay and jammer power optimization
problems are sloved using convex optimization; i.e, Lagrange multiplier method. But as
the Lagrange multiplier method suffers from the several limitations which discussed in
Section 4.5.2, evolutionary approaches have been attempted here. The main contributions
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from each chapter of the thesis are discussed in Section 6.2 and the some of limitations of
the proposed work and future direction of this research are presented in Section 6.3.

6.2 Summary of the thesis

Chapter 2 of this thesis introduced HDAF relaying for distributed Alamouti coded
cooperative network. The proposed system model consists of a source, destination and two
HDAF relays which are subjected to flat Rayleigh fading channel condition. The detailed
performance study is done theoretically and validated using simulation results. The
performance metrics considered for this study are SER, outage probability and average
channel capacity. For the proposed system model, HDAF relaying scheme is compared
with performance of the conventional AF and DF relaying schemes. From this
comparative study it is found that the SER performance of HDAF is close to AF at low
SNR conditions and close to DF at high SNR condtions. Regarding another performance
metric, i.e., outage probability, HDAF performs better than DF but not same as AF. At
low SNR values, for the proposed system using HDAF relays provides average channel
capacity nearly which is same as of AF relays and increases as the SNR value increases
and finally, it becomes almost the same as the capacity due to DF relays. Impact of relay
location on the performance is demonstrated in terms of SER and average channel
capacity. It is observed that the preferable relay location based on SER performance is
relays at the middle for low SNR values as the relay switch to AF mode. Another
preferable location is when the relays are located close to the source for high SNR

condition as the relays switch to DF relaying mode.

In Chapter 3, efficient power allocation schemes for multi HDAF relay based wireless
cooperative network are proposed Power allocation schemes proposed are maximized
average channel capacity based power allocation, minimized SER based power allocation
and total power minimization to maintain quality of service (QoS). Average channel
capacity based power allocation for multi HDAF relay based wireless cooperative network
using Differential evolution algorithm is proposed. The closed form expression for
average channel capacity with the tight approximation is derived. Relay power
optimization problem has been formulated in terms of power allocation factor and solved
using Differential Evoltuion (DE) alogrithm. From the simulation analysis, it is observed
that the proposed DE based power allocation scheme performs better than the existing

equal power allocation scheme. Section 3.4.2 introduced the minimized SER based power
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allocation for multi HDAF relay based wireless cooperative network using both Lagrange
multiplier method and Differential Evolution (DE) algorithm. The optimization problem is
defined based on the lower bound of SER and the power allocation factor. The SER
performance of proposed power allocation schemes are compared with the equal power
allocation. Here the findings reveal that both the maximized channel capacity based and
minimzed SER based power allocations schemes perform better than equal power
allocation and attain nearly same SER and average channel capacity as shown in Table 6-1
but differ in computational complexity. Section3.4.3 introduced total power minimization
to maintain quality of service using Lagrange multiplier method and it performs better
than equal power allocation.

Table 6-1 Comparison of proposed power allocation schemes

Power allocation scheme Average channel capacity SER
(bits/sec/Hz)
Maximized channel capacity 1.3108 2.5000e-05
based power allocation using
DE algorithm
Minimized SER based power 1.3095 2.900e-05

allocation using Lagrange
multiplier method

Minimized SER based power 1.3105 2.5750e-05

allocation using DE algorithm

In chapter 4, physical layer security of DF relay based wireless cooperative network with
control jamming is addressed. The constrained optimization problems are defined and
solved using Lagrange multiplier method and Differential Evolution (DE) algorithm to
optimize the relay and jammers powers such that the secrecy rate is to be maximized
subjected to the total power constraint. The performance of proposed power allocation
schemes are validated using Monte Carlo simulations and compared with the conventional
equal power allocation for both jamming and non jamming cases. Further, the impact of
locations of relays and eavesdropper on the secrecy performance of the system is
analyzed. When the relays are located close to the eavesdropper, the system exhibits poor
secrecy performnace. The non jamming schemes get poor secrecy rate when the
eavesdropper is located close to the source and close to the destination as the
evavesdropper overhears more compared to the relays in between the source and
destination. Amongst all, the control jamming achieves better secrecy rate compared to
non jamming schemes as the destination node have prior knowledge of jamming signal as

shown Table 6-2 and 6-3. The secrecy rate increases with increase in path loss exponent.

145



From the multiple eavesdroppers case, it is determined that the non collaborative
eavesdroppers as individualy try to decode the signlas attain more secrecy rate compared
to the collaborative eavesdroppers. From all these findings, it is confirmed that the
proposed power allocation schemes outperform the conventional equal power allocation in

all jamming and non jamming cases in a single relay and multiple eavesdroppers scenario.

Table 6-2 Control jamming gain over jamming and non jamming schemes for proposed relay

power allocation scheme

Multiple Jamming Secrecy rate Secrecy rate Gain of
eavesdroppers scheme (bits/sec/Hz) (bits/sec/Hz) control
Equal power Proposed jamming in
allocation power dB
allocation
collaborative CJ 2.75 3
J 1.55 1.6 2.73
CR 0.1 0.15 13.0103
Non CJ 3.1 3.4

collaborative J 1.9 2 2.3045
CR 0.35 0.356 9.8003

Table 6-3 Control jamming gain over jamming and non jamming schemes for proposed relay and

jammer power allocation scheme

Multiple Jamming Secrecy rate Secrecy rate Gain of
eavesdroppers scheme (bits/sec/Hz) (bits/sec/Hz) control
Equal power Proposed jamming in
allocation power dB
allocation

collaborative CJ 3 3.25
J 0.6 0.75 6.3682
CR 0.01 0.027 20.8052

Non CJ 2.8 3.05
collaborative J 0.48 0.65 6.7139
CR 0.008 0.0091 25.1808

In chapter 5, various the performance parameters such as secrecy rate, secrecy outage
probability and intercept probability of SNR based HDAF multi relay wireless cooperative
network for physical layer security are analysed mathematically and validated with the
simulation results. Consider a tradeoff between the secrecy rate and intercept probability
as shown in Table 6-2, the SNR based HDAF relaying proves to be a better option in

comparison to AF and DF schemes.
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Table 6-4 Comparison among conventional relaying schemes

The channel variances of jammer-to-eavesdropper link, jammer-to-destination link and
source to relay link are assumed asc?, =1,6% =1&o;, =1 . The transmitted powers of

source node relay node and jammer node are given as Py = P, = P; =10dB .

Channel variances Secrecy rate of Intercept probability
controlled jamming
(0SCJ) in
bits/sec/Hz
AF DF AF DF

Both relay-to-eavesdroppers and relay-to-
destination links have the same variance
o’ =102 =1 1.37787 | 1.7297 0.5 0.6667

When Relay-to-eavesdropper channel link
isgood o7, =10,c% =1 0.0719 | 0.0072 0.9091 | 1.6667

When Relay-to-destination link is good
6’ =1,06% =10

1.8387 | 3.3907 0.0909 0.5238

Worst secrecy perfomrnace is obatnined for all jamming and without jamming cases when
the relays are located close to the eavesdropper and when the eavesdroppers are located
close to the destination. As the number of eavesdroppers and jammers increases, the
performance of the system degrades. The control jamming scheme attains more secrecy
rate and better outage performance with respect to jamming and with out jamming
scenario. The secrecy rate increases with increase in path loss exponent. It is due to the
fact that as the path loss exponent increases, the direct link capacity increases where as
eavesdropper link capacity decreases as shown in Table 6-5 such that secrecy rate is

improved.

Table 6-5 Link capacity comparison with path loss exponent

Path loss Direct link capacity Eavesdropper link capacity
exponent (n) (bits/sec/Hz) (bits/sec/Hz)
(Relay-to-destination) (Relay-to-eavesdropper)
2 4.13 0.8269
3 0.5504 0.5504
4 0.3402 0.3402

Further, power allocation schemes are proposed to maximize the secrecy rate of multi
HDAF relay cooperative network with control jamming in the presence of multi
eavesdroppers. The optimal power allocation factor using both convex optimization

(Lagrange multiplier method) and evolutionary algorithms (DE and IWO algorithms) is
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calculated. The proposed power allocations schemes are preferred compared to the

existing equal power allocation scheme for jamming and non jamming cases. The three

proposed power allocation schemes offer the same secrecy performance but differ in

computational complexity.

Table 6-6 Computational complexity

Power Number of operations per iteration
allocation Additions Multiplications
Algorithm

LPA 3N+2 ON+2

DEPA (8N-7) NP (4N-1) NP

From Table 6-6, even though Lagrange multiplier method obtains optimal powers with

high accuracy but suffers with complexiy burden and slow convergence. To overcome
these, DE and IWO algorithms are utilized.

6.3 Limitations and future scope of work

Apart from power allocation, relay selection is also an important issue which
affects the performance of the wireless cooperative network significantly. Even
though the participation of more number of relays in cooperation may increase
the diversity order, it suffers with the limitation of spectral efficiency. So, proper
selection of relay nodes as well as number of relay nodes required to maintain
QoS are the key design issues which are to be focused. So, the joint relay
selection and power allocation may be attempted which will enhance the system
performance further.

In this thesis, all the power allocation schemes are proposed based on assumption
that the system has perfect channel state information. But in practical scenario,
prior channel estimation is to be carried out to predict the channel conditions at
the relay and destination under different fading environment.

New optimization techniques for power allocation problem in a multi relay
wireless cooperative network may be attempted.

The relays considered in ressech are half duplex in nature. Relays that operate in

full duplex mode can be considered to increase the over all throughtput.
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