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Abstract

Online anonymity has been an important element in scholarly debates on the role
of the internet in modern day democracy. Proponents of the right to anonymity
argue that it helps secure users’ privacy, autonomy and freedom of speech. Critics,
on the other hand, see the act of withdrawing identity information as a way to limit

or avoid responsibility for one’s actions.

Despite large amount of evidence that the role of anonymity on the internet is
diverse and context sensitive, researchers have observed a unidirectional trend
towards its limitation or even complete elimination. The process, which might be
called de-anonymisation of online spaces, is influenced by what Lessig (2006)
described as four main forces shaping internet’s architecture: law, technology,
market and social norms. But it also features at the level of discourse, which so far
has received very little academic attention. The meanings, values and power
struggles underlying the debate on online anonymity have also been largely

ignored in Central and Eastern European contexts.

In order to close this gap, this study examines a case from Poland, in which an
identity of an anonymous blogger was revealed by a mainstream newspaper. It
also investigates the broader characteristics of the coverage of online anonymity in
the Polish press. By employing content and discourse analyses, and drawing on the
work of critical internet scholars, it offers first empirical evidence that newspapers
in Poland can be agents of de-anonymisation. Specifically, the findings reveal the
debate on online anonymity is characterised by four key conflicts: 1) a conflict over
the status of journalists and internet users in online deliberation; 2) a conflict over
the vision of the digital public sphere; 3) a conflict over Poland's democratisation

process; and 4) a conflict of values underlying perceptions of online anonymity.
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CHAPTER 1 | Introduction

Over six years of work as an editor and reporter in the local media outlets in
Poland have taught me to appreciate the value of anonymity on the internet.
Anonymous comments, though occasionally offensive and off-topic, often provided
us with interesting clues and helped identify issues that were only visible to people
deeply immersed in the local context.

[ knew this context well. It consisted of a network of economic, political and
professional dependencies, some powerful figures and quite a few vulnerable
people. In this environment, where everyone knows everyone, where being
‘different’ means being stigmatized, and the retaliation for any form of critique
directed towards the powerful can be severe, anonymity created the conditions for
forms of expressions that would not occur otherwise.

[ also associated anonymous communication with Poland's communist era,
when texts in underground oppositional publications were often signed with
pseudonyms to protect their authors from oppressive authorities.

Not least do I value anonymity in the contemporary context of omnipotent
state and commercial surveillance which makes it difficult, if not impossible, to
retain control over the information one is willing to share with others.

Yet, when I started talking to people about anonymity, I was surprised how
little value they attribute to it. A sociologist told me that “one cannot change the
social order anonymously”, a lawyer said that “there is no such thing as the right to
anonymity”, an online publisher explained that “for the media anonymity is a curse
- the more information about your readers you have, that happier your marketing
department will be”, and a technology journalist claimed that “online anonymity is
long gone anyway and there is nothing to miss”.

People older than me, who still remember well the times of Poland's
oppressive regime, told me that they associate anonymity mostly with secret
informers and denunciations, rather than a way for dissidents to communicate
their messages to the public. I also noticed that even those who were deeply

concerned about their privacy and aware of the ubiquitous surveillance on the
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internet had no problem advocating for the ‘real name’ policy as a way to bring
more ‘civility’ to online discussions. They did not see it as a contradiction.

My particular interest in the mass media discourse surrounding online
anonymity was inspired by the gripping case of blogger Kataryna, which brought
the issue of internet users’ anonymity to the front pages of almost all Polish media.
The case, which started in 2009 and which is still seen as one of the key moments
of the online anonymity debate in Poland, is an example of what can be called
‘media doxing’. It involved a quality daily newspaper Dziennik indirectly revealing
the real-life identity of a political blogger after she had criticised the Polish
Minister of Justice.

The story sparked a heated discussion about the newspaper’s conduct and
blogger’s right to anonymity. I was convinced that this debate, as well as the
general media coverage of anonymity on the internet, deserves an in-depth, critical
inquiry. I wanted to find out what values, interests and power struggles guide the
debate and what it all means for the future of Polish democracy. I also wanted to

uncover the local flavours of the debate and the cultural meanings that shape it.

1.1 Context and rationale for the study

There is broad agreement among media scholars that the internet has had a great
impact on the shape of modern democracy (Papacharissi 2010; Dahlberg 2011;
Fuchs 2008; Mossberger, Tolbert and McNeal 2008). The advent of tools enabling
online deliberation has led to unprecedented, favourable circumstances for citizen
participation in public discourse (Nielsen 2014).

One aspect of this participation, which often triggers heated academic,
political, and media debates is the possibility of internet users cloaking their
identity. Proponents of the right to anonymity argue that it helps secure users’
privacy, autonomy and freedom of speech, and it facilitates resistance to the
omnipotent control of the state, market and, in some cases, to oppressive social
normes.

Critics, on the other hand, see the act of withdrawing personal information
as a way to reduce or avoid responsibility for one’s actions. In Poland, Michat Boni,

the former Minister of Administration and Digitization, responsible for developing
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internet regulation, stated in an interview that “[a]nonymity provides security for
the devil, for the evil; for demons and destruction” (z$/kdj 2012)1.

But the Polish minister is not alone in this opinion. Despite mounting
evidence that anonymity is used for many different ends and in a wide range of
contexts, researchers increasingly observe a clear trend towards its limitation or
even complete elimination (Froomkin 2015; van Zoonen 2013; Bollmer 2012;
Lovink 2012; Hogan 2013).

This process, that this study calls the de-anonymisation of online spaces, has
its roots in the political and economic interests driving the collection of data on
internet users. In fact, in many democratic countries, online anonymity is legally
restricted. Governments often justify this by citing the need to tackle bullying,
paedophilia or terrorism (Baym 2010; Fuchs et al. 2011; Kerr, Steeves and Lucock
2009; Froomkin 2015; Carey and Burkell 2007; Nicoll and Prins 2003).

De-anonymisation is also related to the growing popularity of social
networking sites that impose ‘real name’ policies and promote users’ so-called
transparency. As Bollmer (2012, p.2) observed, “[t]he ability to speak truth and
have that truth recognized politically depends on one’s willingness to fully reveal
one’s fixed and totalized identity”.

According to Lessig (2006), digital identity technologies are crucial for
controlling the internet and therefore exercising power. Online anonymity has
therefore become a stake in the battle for power and control that takes place in
various arenas, including the legal, the economic and the technological. But it also
features at the level of discourse, which, surprisingly, has so far received very little
academic attention. Yet, the way online anonymity is constructed in public
discourse can influence the way it is understood, regulated and used.

Mass media play a key role in shaping this public discourse. And still, as Sell
(2013) notes, the relationship between the media and online anonymity is strongly
under-researched. Notable exceptions include Reader’s (2012) study on
journalistic essays discussing online anonymity in American newspapers, Carey
and Burkell’s (2007) analysis of depictions of anonymity in Canadian newspapers,

and more general investigations of journalists’ attitudes towards new media, in

L All translations of Polish texts into English are my own.

13



which online anonymity was indicated as one of the essential factors (e.g. Meltzer
2015; Nielsen 2014).

None of these studies, however, made an attempt to analyse the power
relations embedded in the discussions on anonymity and approach them from a
critical perspective. Moreover, most of the existing if scarce research concerning
discourses around online anonymity has been conducted from a Western
perspective, where the cultural context of such debates is either omitted or taken
for granted.

Considering all the above, this study focuses on the media discourse
surrounding online anonymity in Poland - a Central European country where the
memory of the post World War Il communist regime is still alive and often features
in public debates. Moreover, in the course of the 26 years since that regime fell, the
Polish media system has been shaped by two parallel and ongoing processes - the
emergence of the internet and its popularisation and the transition to democracy.
While the growing delegitimisation of online anonymity in the Polish media can
surely be linked to very similar trends across Europe and around the world, the
debate surrounding this issue is at least equally influenced by domestic
circumstances such as the country's communist past, the historical perception of
journalists as agents of democracy, as well as the struggle of traditional media,
especially newspapers, to define their role in society in the age of user generated
content.

The investigation of media discourse surrounding online anonymity is also
crucial, since Poland is still developing a regulatory framework in relation to new
technologies. Some of the recent developments, such as the anti-terror law that
came into force in July 2016, were fiercely criticised by several watchdog NGOs for
posing significant threat to privacy and freedom of speech. The most contentious
regulations included the mandatory registration of pre-paid SIM card users,
unrestrained access for the domestic intelligence agency to Polish citizens’ records
from state institutions, or the right to conduct surveillance of foreign citizens

without prior court approval (Panoptykon, 2016).
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1.2 Study focus, aims and research questions

In his groundbreaking manifesto on the social determination of technology
approach, Langdon Winner (1980) asked if "artefacts have politics," thus
challenging the main premises of technological determinism. By ‘politics’, he meant
the “arrangements of power and authority” (1980, p.123) and the processes that
determine which technologies will be utilized by society and how. “In the
processes by which structuring decisions are made,” Winner argued, “different
people are differently situated and possess unequal degrees of power as well as
unequal levels of awareness” (1980, p.127).

The ‘politics’ referred to in the title of this study follows Winner’s logic. |
consider anonymity on the internet as a social construction and an object of power
struggles that shape the way new technologies are designed and used. These
struggles take place in the economic and the political spheres (whose exploration
lies in the domain of political economy), but they are also happening in the realm
of discourse and the meaning making process.

The study therefore focuses on the discourse surrounding online
anonymity, but in a very specific context. First, it looks into the mass media
discourse, which, despite being only one element of public discourse, reflects what
Mautner (2008, p.32) calls “the social mainstream” and reveals the most influential
voices in the society. As it will be argued further in the study, mass media also play
an important role in determining the future of anonymity on the internet. It needs
to be noted, however, that in order to provide a point of reference for the mass
media discourse in the context of the “Kataryna case”, the study also explores the
discourse of the blogging community.

Second, while focussing on the online anonymity debate in Poland, the
analysis investigates the interplay between global and local forces and the power
struggles that underlie it. [t becomes evident that although the internet is a global
medium, the way it is regulated, used and talked about is also influenced by local
political and cultural contexts.

The final and most important focus of this thesis is online anonymity, or
rather the way it is constructed in Polish media discourse. Therefore, despite

making an attempt to create a working definition of online anonymity in Chapter 2,
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I describe it here as a ‘floating signifier’ - a concept that is open to interpretation
and an object of struggle of various forces that try to fill it with meaning (Jgrgensen
and Phillips 2002).

Summing up, the study has the following theoretical and empirical aims:

1. to establish the role of online anonymity in democratic society;

2. toinvestigate the trend of de-anonymisation and establish the media role
in it;

3. to investigate the general characteristics of the coverage of online
anonymity in the Polish media;

4. to investigate the power struggles underlying the discursive construction
of online anonymity in the Polish media;

5. to determine whether, and how, the Polish media discourse on online

anonymity contributes to the process of de-anonymisation.

The two overarching research questions that guide the empirical part of

the investigation are:

1. What is the media discourse about online anonymity in Poland?

2. Do the media in Poland contribute to the de-anonymisation process?

The analysis uses two methods - content analysis and critical discourse
analysis - and it therefore has two additional sets of more detailed research
questions, relevant for each stage in the research process.

For the content analysis, the main research question is:

How was online anonymity covered in the Polish quality newspapers in the

years 2006-20127?

More specifically, the study seeks to find out:

1. What are the dominant contexts in which online anonymity is discussed?

2. What types of anonymous activities dominate the coverage?
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3. What sources are cited in the media coverage of online anonymity?

4. What are the main evaluative statements concerning online anonymity?

The critical discourse analysis at the next stage of analysis set out to address the

following research questions:

1. Which actors are involved in the media debate surrounding the
‘Kataryna case'?

2. What kind of identities do the actors involved in the debate present for
themselves, and how do they view others?

3. How is anonymity represented in the context of the 'Kataryna case'?
What are the dominant interests and values driving the debate?

5. What are the dominant conflicts and power struggles involved in the

debate?

1.3 Research design

As Charles Ess (1996) observed, building a theoretical framework for a research
project concerning new technologies carries a lot of risk. In his words, one may
find herself riding “a raft cobbled together from whatever one finds available,
whose pieces fit together badly and constantly threaten to fall apart” (1996, p.2).
This is undoubtedly the biggest threat to a study attempting to embrace the social,
political and cultural complexity of a phenomenon as multifaceted as online
anonymity. However, a carefully designed, multi-layered investigation can yield
observations that could not be made by focusing exclusively on one aspect of said
phenomenon.

Kincheole (2001) talks in this context about the need for research
approaches that recognize that “[a]ny social, cultural, psychological, or pedagogical
object of inquiry is inseparable from its context, the language used to describe it,
its historical situatedness in a larger ongoing process, and the socially and
culturally constructed interpretations of its meaning(s) as an entity in the world

[..] (2001, p.682).
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In the broadest sense, this study builds on the critical internet studies
approach, and draws on theories of the digital public sphere, surveillance and
power relations in new media environments. Online anonymity is analysed here
through the prism of the theoretical concept of de-anonymisation, developed based
on the work of, among others, Lessig (2006), Froomkin (2015), Lovink (2012) and
boyd (2012). The notions of the journalistic ‘blind spot’ (Reader, 2005) and
paradigm repair (Ruggiero, 2004) are used to discuss journalists’ approaches to
the anonymity of internet users.

Since the pilot empirical analysis demonstrated that the Polish media
discourse about online anonymity is strongly influenced by the rhetoric of post-
communist democratization, the theoretical framework was expanded by the work
of, among others, Dobek-Ostrowska (2011a; b) and Kowalski (2010), focusing on
the role of the media in democratic transition.

The overall methodological perspective chosen for this research is critical
discourse analysis, which for Fairclough (2001, p.121) is “as much theory as
method”. This approach is intended for “studying social phenomena which are
necessarily complex and thus require a multidisciplinary and multi-methodical
approach” (Wodak and Meyer 2009, p.2).

To explore the discourses surrounding online anonymity in the Polish
media I carried out a two-tier analysis. First, I conducted a content analysis of the
coverage of online anonymity in two mainstream Polish daily newspapers. The
main objective of this analysis was to identify the dominant news contexts within
which anonymity was featured, to determine the prevalent value judgments in the
coverage, and, ultimately, to set the ground for the critical discourse analysis.

The study then focuses specifically on the 'Kataryna case," which offered a
unique opportunity for journalists and bloggers to negotiate the meaning of online
anonymity and its role in Poland's contemporary public discourse. At this stage,
Fairclough’s (1995) model for critical discourse analysis is used for exploring
media and blogger discourses at the level of text, discursive practice and socio-

cultural practice.
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1.4 Research findings and claims to originality

Overall, the study combines three fields that have so far been under-researched:

1. the process of de-anonymisation of online spaces and the media role
in it,

2. the discursive construction of online anonymity with underlying
interests, values and power struggles,

3. the debate surrounding the internet in Central and Eastern Europe.

While all three are relevant and topical, their combination offers valuable
insights for the future of internet usage and regulation, as well as the future of
online deliberation in democratic states.

First, by drawing on the writings of critical internet scholars, this study
seeks to build a solid argument on de-anonymisation - a process that takes place on
various levels including law, market, technology and social norms, and leads to
delegitimizing and eventually reducing anonymity in the online environment.
Although this argument is not new (see, for example, Hogan 2013), theoretical
work critically investigating its complexity is so far very limited. Moreover, this
study contributes an original insight into the role of the media in this respect,
suggesting that the media's relationship with online anonymity has three
interconnected aspects: media influence on the public agenda and on audiences’
knowledge and attitudes; media control over access to the public sphere; and
journalists’ struggle for a privileged position in the new media reality.

Second, by combining content and discourse analysis this study shows that
Polish mass media indeed contribute to the process of de-anonymisation, but this
contribution is not clear cut, and it is driven by a range of factors. The content
analysis of press coverage shows that anonymity on the internet is predominantly
associated with criminal and undesirable behaviour, and viewed negatively. The
critical discourse analysis of the media debate surrounding the ‘Kataryna case’
demonstrates that anonymity is repeatedly used by journalists to discredit
citizens’ contributions to the public debate. The study reveals, and then discusses,

several areas of conflict that emerged from the debate around online anonymity.
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Moreover, to my knowledge this is the first study that provides an in-depth
analysis of the so called ‘media doxing’, where professional journalists use their
investigative resources to involuntarily expose the real name of an anonymous
blogger.

Lastly, the study's key novelty is in its focus on the debate surrounding
online anonymity in a post-communist context. It demonstrates that the media
discourse is as strongly influenced by Poland’s authoritarian past as by its digital
future. As a result, Polish journalists are faced with a dilemma where, on one hand,
they see themselves as agents of democracy and freedom of speech at a time of
political transition, and, on the other, try to secure their privileged position as
opinion leaders at a time of technological change. Identifying those aspects of the
online anonymity debate not only allows us to better understand the media
coverage of the issue in Poland, but also offers rich and novel material for
comparative analysis with other cultural contexts.

Ultimately, the empirical findings of the study help inform and advance the
theoretical debate on both the role of the media in the social evolution of the
technology, and journalistic strategies in the confluence of political transition and
technological change. As such, this investigation offers a novel contribution to the
field of (new) media studies and advances the academic discussion on the

relationship between the mass media and online anonymity.

1.5 Study structure: an overview

The first three chapters of the thesis lay out the context of the Polish media
discourse on online anonymity. [ begin by establishing the place of online
anonymity in a democracy, then discuss the role of the media in the process of de-
anonymisation, and eventually shift the focus to the local factors that could be
shaping the debate.

All three dimensions serve as a conceptual framework for the empirical
analysis, presented in three empirical chapters. In between those two parts, the
methodology chapter outlines the overall approach of this investigation, which is
Fairclough’s critical discourse analysis.

The detailed structure of the thesis is as follows:
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Chapter 2 introduces the concept of online anonymity and discusses
different ways of defining it. It also outlines the main characteristics that
distinguish anonymity on the internet from its offline forms, with special attention
to Marwick and boyd's (2011) concept of ‘context collapse’.

The discussion then focuses on the uneasy relationship between online
anonymity and democracy. Through the prism of two value orientations towards
online anonymity - the statist and libertarian approaches (Lee 2006) - two key
areas of this relationship are explored. First, the chapter examines the link
between online anonymity and the power of state and market. Anonymity on the
internet is said to be a crucial tool to enhance internet users’ privacy (Woo 2006;
Steeves 2009; Wallace 2008; Taddicken 2012), at the same time challenging the
state’s ability to identify and prosecute criminals.

Second, the place of anonymity in the digital public sphere is explored. The
chapter looks into the relationship between anonymity and freedom of speech, and
also the influence of anonymity on online deliberations' quality and inclusiveness.
Earlier empirical evidence suggests that while anonymity might in some cases
decrease the quality of public debate, it also makes such online discussions less
exclusive.

Anonymity, this chapter finds, is a genuinely multidimensional and complex
concept, and despite undeniable challenges, it is an important aspect of privacy
and freedom of speech. It is also instrumental for the creation of an inclusive and
pluralistic public debate.

Yet, Chapter 3 shows that anonymity is being gradually eliminated from the
online environment. The discussion begins with the presentation of arguments of
leading internet culture scholars who observe a trend toward the promotion of
unified, ‘real’ online identities (van Zoonen 2013; Bollmer 2012; Lovink 2012)
which push anonymity to the margins of online communication.

Using the conceptual framework of Lessig (2006), I then explore four
groups of factors that influence online anonymity: law, market forces,
technological infrastructure, and social norms. These forces, the chapter argues,
contribute to the process which can be described as de-anonymisation of online

spaces.
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There is, however, one potential aspect of de-anonymisation - the discursive
one - which often escapes scholarly attention. Therefore, in the second part of the
chapter I make the case for the need to investigate the relationship between online
anonymity and the mass media.

After discussing the role of anonymity in a democracy, identifying general
trends in online cultures and establishing the role of the media in shaping the
future of online anonymity, Chapter 4 places the concept in the specific context of
the Polish media system.

It starts off by describing the ambiguous role that anonymity played during
the communist era in Poland, suggesting that it might still influence its perception
nowadays. The chapter then examines the characteristic of two transformations
facing Polish society - the political and the technological - which influence how
media and journalists perceive their role in the democratic public sphere and their
relationship with the audience. It is argued that the confluence of the two
transformations is reflected in the way the media depict online anonymity in their
coverage.

The second part of the chapter is dedicated to other elements in the Polish
media reporting on anonymity, such as legal regulations and media practices
related to readers’ identification. The chapter then presents a general overview of
the online anonymity debate in Poland, focusing on a few selected events,
including the then Polish Minister of Foreign Affairs’ crusade against anonymous
comments , as well as mass scale protests against the Anti-Counterfeiting Trade
Agreement (ACTA).

Chapter 5 presents the overall methodological approach to the analysis and
outlines two methods used: content analysis and critical discourse analysis. First,
the content analysis is presented as an auxiliary method that allows for mapping
out the cultural and social meanings associated with online anonymity in the
Polish media discourse, as well as analysing the dominant contexts and evaluations
in the reporting. This part of the chapter discusses the choices made in building the
sample for the study and presents the rationale behind the analytical process.

[ then present the argument for employing Norman Fairclough’s approach
(both theoretical and methodological) to critical discourse analysis for the study of

the power struggles underlying the debate surrounding online anonymity in
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Poland. I also explain the decision to study one specific discursive event, namely
the ‘Kataryna case’. Lastly, the chapter discusses the three levels of analysis - the
level of text, discursive practice and social practice.

The following three chapters constitute the empirical part of the thesis.
Chapter 6 describes the findings from the content analysis which explored how
online anonymity is portrayed in two mainstream Polish newspapers: Gazeta
Wyborcza and Rzeczpospolita. The subsequent sections discuss these findings in
light of the research questions. Among others, the chapter explores the contexts in
which online anonymity appears in the Polish media, sources quoted by
journalists, and general evaluations of anonymity on the internet identified in the
analysis.

The results of the critical discourse analysis are presented in two following
chapters. For context, Chapter 7 outlines the story of Kataryna, an anonymous
blogger, whose identity was disclosed by one of the Polish newspapers. The media
coverage of the so called ‘Kataryna case’ was chosen as a case study for exploring
the interests, values and power struggles shaping the online anonymity debate in
Poland.

The chapter describes the findings from the first, textual (Fairclough 1995)
level of analysis, focusing mostly on representations of actors, events and social
relations involved in the ‘Kataryna case’, as well as the relevant characteristics of
genres and styles in the sample material. The results are presented for each of the
media platforms: three newspapers and their online editions, and two blogging
platforms.

Next, the main conflicts and power struggles that emerged from the textual
analysis are placed in the broader context of discursive and social practices in
Chapter 8. The discussion is structured around four interconnected conflicts
related to online anonymity that were identified in the analysis: the conflict over
the status of journalists and bloggers; the conflict over the vision of the public
sphere; the conflict over Poland's democratization process; and value conflicts
underlying the online anonymity debate.

Finally, Chapter 9 concludes the investigation, bringing together theoretical
concepts presented in the first chapters with the results of both content and

discourse analyses. After addressing the two main research questions guiding this
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study, I discuss the implications for both theory and practice of online anonymity,
as well as for democracy in Poland.

The reflections about the research process are then presented, and the
study ends with recommendations and suggestions for further studies. Since
online anonymity is a ‘moving target’ (Nissenbaum 1999) and new plots in the
debate appear almost every day, this study is hopefully just the beginning of a
broader academic debate about the relationship between the media and

anonymity, particularly in Central and Eastern European contexts.
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CHAPTER 2 | Online anonymity in the democratic
society

Even for internet experts, the prospects for online anonymity remain
ambiguous. In the fourth “The Future of the Internet” survey published in February
2010 by the Pew Research Center, 895 technology stakeholders and experts were
asked about their vision of new media-related innovations and their impact on
society by the year 2020 (Quitney Anderson and Rainie 2010). They were
presented with 10 ‘tension pairs’ and asked to point out the more likely scenario.
In most cases it was easy to observe a dominant view: 76% of all respondents
believed Google ‘won’t make us stupid’, 80% agreed that innovations will keep
catching people by surprise and 61% expressed the view that the internet in 2020
will remain the end-to-end medium. There was however one question which
generated an almost split verdict. It was the question concerning the future of
online anonymity: 55% of the experts stated that anonymous communication will
still be possible in ten years’ time, while the rest claimed that it will be heavily
reduced or even gone.

A few years later, online anonymity remains a highly contested issue, whose
definition, value and even mere existence are highly contentious. There are at least
four reasons for this situation. First, there is a lack of agreement about what
anonymity means and what actions can be described as anonymous (Wallace
1999; Nissenbaum 1999). This is an important point, as the way anonymity is
defined may have significant consequences for the public’s understanding of the
issue and users’ willingness to support particular regulations or technological
designs enabling or restricting anonymity on the internet.

Secondly, debates surrounding online anonymity are based on ideological
positions which are difficult to reconcile. These positions are rooted in classical
political philosophy, and in the most simplified way, represent the long-standing
dilemma between freedom and responsibility. Moreover, the variety of approaches
towards online anonymity is a result of the diverse contexts, in which it appears in
the online environment.

Lastly, and possibly most importantly, studies and day-to-day experience

show that anonymity can be both socially beneficial and harmful.
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The main aim of this chapter is to introduce some order to the
abovementioned plethora of aspects and contexts in which online anonymity is
being treated by academics, predominantly from the field of communication,
cultural and political studies. Bearing in mind Ponesse’s (2013, p.323) advice, that
we should not “seek more precision in our understanding of anonymity than the
subject matter allows”, in the first part of this chapter [ will review some of the
most common definitions of online anonymity, paying particular attention to the
change from fixed to much more contextual approaches.

Next, the chapter examines the main fields of theoretical enquiry related to
anonymous behaviour. Since this study examines the discourse surrounding online
anonymity as it appears in Poland's news media, in its role as agent of democratic
transition, the emphasis is put on theories and concepts related to the role of
anonymity (and online anonymity in particular) in a democratic society. For this
reason, two areas receive particular attention. One is the relation between
anonymity and various forms of control and surveillance, exercised by the state
and the private sector. The second area of concern includes the place of online
anonymity within the digital public sphere. In both contexts, the positions of

supporters, as well as opponents, of online anonymity are discussed.

2.1 What does it mean to be anonymous on the internet

Defining the concept of online anonymity is problematic, mostly because it is a
'moving target' (Nissenbaum 1999). As Hogan (2013, p.4) summarized it, “when
seeking to operationalise anonymity, new and clever forms of de-anonymisation
constantly appear”. Due to the rapid development of information and
communication technologies (ICTs), the question of what is really at stake when
we talk about anonymity on the internet is being repeatedly raised by scholars
representing various academic disciplines.

Most commonly, anonymity is seen as tied to the speaker's name. In turn, it
is associated with “un-name-ability”, “namelessness” (Wallace 2008) or
“conducting oneself without revealing one’s name” (Nissenbau 1999, p.141). Sell,

for example, describes anonymous communication as “public communication
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which would not reveal the ‘true name’ of the author/speaker/producer” (2013,
p.3).

Such definitions imply that a person remains anonymous as long as their
name is not revealed. They also correspond with the word’s etymological roots: the
Greek word anonymos means ‘without a name’. Since in Western culture, the ‘legal’
or ‘given’ name has become the most common unique identifier, anonymity is often
associated with a withdrawal thereof.

This way of defining anonymity is problematic for two main reasons. First,
the ‘legal’ or ‘given’ name is not always unique, and knowing it does not always
mean being able to link it to a specific individual.

Second, a person's anonymity may be compromised by the disclosure of
pieces of information other than the ‘real’ name, such as exact address, bank
details or phone number. As Wallace (2008, p.167) observes, the person “can be
uniquely picked out even without having been named”. For those reasons
researchers investigating anonymity proposed several classifications of this
condition, as well as stages on the spectrum between ‘total’ anonymity and ‘total’

identification.

2.2 Levels of anonymity and disclosure

One of the early classifications of ‘namelessness’ in the online environment,
suggested by Michael Froomkin (1995), distinguishes between traceable
anonymity, untraceable anonymity, untraceable pseudonymity, and traceable
pseudonymity. Focusing mostly on the use of e-mails, Froomkin described
traceable anonymity as the situation in which the recipient of the message cannot
identify its author, but the author may be identified by an intermediary, such as a
remailer or the internet service provider. If the author of the message cannot be
identified by any of the mediating parties, it would be considered as untreaceable
anonymity.

The two remaining categories suggested by Froomkin, traceable
pseudonymity and untraceable pseudonymity, differ from the previous ones in
that the author of the message may be using a persistent screen name

(pseudonym), which allows him to build a reputation or history of online activities.
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In the case of traceable pseudonymity, the author's identity is visible to the
intermediary, while in the case of untraceable pseudonymity it is not.

This classical distinction appeared, with alterations, in the works of other
internet researchers. Parker (2011) describes three ways in which a person’s
identity can be hidden on the internet. In the most common situation, website
administrators have the ability to track the IP address or computer location of the
user. The second level, according to Parker, occurs when users’ information
recorded by the website is transformed into an unreadable data or deleted. The
third level is represented by self-installed encryption software, which hides
identifiable information from other users, the site’s administrators or even law
enforcement.

A more detailed distinction is suggested by Marx (1999), who lists seven
types of identity knowledge:

1. Legal name (a person’s true/legal identity)

2. Locatability (physical address, e-mail address, telephone number etc.)

3. Pseudonyms linked to a name or a location (anonymous bank accounts,
chat rooms etc.)

4. Pseudonyms that are not linked to name or location (for policy reasons or
when the audience does not realize it's a pseudonym)

5. Pattern knowledge (distinctive appearance or behavior patterns)

6. Social categorisation (gender, age, class, employment, religion)

7. Symbols of eligibility /non-eligibility (possession of information

(passwords, codes) or artifacts (tattoos, uniforms)).

According to Marx (1999, p.100), full anonymity means “that the person
cannot be identified according to any of [these] seven dimensions”.

While such categorisations are quite useful in simplifying the issue of online
anonymity and estimating its level, they do not always capture the complex
relationships in the new media environment. For example, describing a certain
online activity as ‘traceable’ or ‘untraceable’ anonymity is rather arbitrary, since it

all depends on the perspective from which this action is being assessed. While
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state agencies might have tools to identify the author of a comment posted online,
other website users usually do not have such a capability.

Moreover, some authors see pseudonymity as a variation of anonymity in
which the name of the author is substituted by another, while others make a clear
distinction between those two notions (Froomkin 1995)z There are also those
stating that anonymity on the internet does not exist at all, (Kling et al. 1999; Woo
2006) and that successful identification only depends on the time and resources of
those who do the tracking. Such absolutist understanding of anonymity is,
however, quite rare, and a growing number of researchers adapt some form of

relative approach.

2.3 Anonymity as a context-specific concept

The growing complexity of new media environments, increasingly ubiquitous
identification mechanisms, as well as the variety of ways in which people engage
with the internet, has encouraged researchers to search for more complex and
context-specific approaches towards online anonymity. Nissenbaum (1999) was
one of the first scholars who asked what is really at stake when people call for the
protection of online anonymity. Her answer was that in a computerized world it is

much more than the right to act without revealing one’s name. In her words:

“[T]he value of anonymity lies not in the capacity to be unnamed, but in the possibility
of acting or participating while remaining out of reach, remaining unreachable. Being
unreachable means that no one will come knocking on your door demanding
explanations, apologies, answerability, punishment, or payment” (Nissenbaum 1999,
p.142)

The contribution of this approach is in the acknowledgement of links
between various pieces of information in the online world which, combined in a
particular way, may result in compromising the state of anonymity on the internet.

This state is understood as “unreachability” which means “withholding the

2 An interesting take on the differences between anonymity and pseudonymity is presented by Hogan (2013, p.4), who
describes anonymity as ‘a state’ and pseudonymity as ‘a practice’. Pseudonyms, Hogan explains, can serve as a way to
maintain anonymity, but they can also be used for other purposes. As an example Hogan refers to Bob Dylan, who kept on
using a pseudonym, although it was well known that his real name is Robert Zimmerman.
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information or constellation of information it now takes to get at, or get to, a
person” (1999, p.142).

People are anonymous not through complete withholding of personal
information, but through the lack of connection between them. In this context,
Nissenbaum introduces the concept of “opaque identifier”, which is a “sign linking
reliably to a person - chosen, assigned, or arising naturally - that, on the face of it,
carries no information about the person” (1999, p.143). In line with this reasoning,
the internet user, who acts under a pseudonym or a screen name is still
anonymous as long as the links between the ‘opaque identifier’ and the ‘reachable
person’ are not made.

While defining online anonymity as “unreachability” illustrates the nature
of the problem in a more adequate way than the definitions discussed earlier, it
fails to acknowledge that there are situations in which anonymous users want to
and can be reached. For example, an anonymous blogger may provide an email
address in order to allow their readers to send them feedback. Does it mean that
anonymity has been compromised? The question is far from obvious and the only
way to answer it is to apply a more context specific definition of anonymity on the
internet.

One such attempt has been made by Wallace (1999, p.25, cited in Wallace
2008, p.168) who defines online anonymity as “non-coordinatability of traits in a
given respect”. She further defines a ‘trait’ as “any feature, action, or location of a
person that can serve to get reference going” (Wallace, 2008, p.169). A person is
anonymous as long as others are “unable to coordinate some known trait(s) with
other traits such that the person cannot be identified (...)” (2008, p.170).

This approach is similar to the one suggested by Nissenbaum (1999) in
acknowledging the network of connected pieces of information, which, when
exposed, may link the anonymous behaviour with an identifiable person. However,
the key contribution of this perspective on anonymity is in highlighting the
importance of the context. This part of Wallace’s definition solves the problem of
the relative character of anonymity and explains “how someone could be
anonymous in one respect (...) and not in another (...)” (Wallace 2008, p.170).

In the complex and interconnected new media environment this relativity

is particularly important. Assuming that various identity traits of the internet user
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are already available to some actors (be it law enforcement or an internet service
provider), the future of anonymity depends on their willingness and/or legal
obligation to reveal those traits to other parties.

This way of defining anonymity solves the challenges posed by ‘absolutist’
understandings of the concept. Anonymity on the internet does not mean that no
identity traits are available. It means that people seeking anonymity can be in
control of their identity traits and that those who have access to those traits will
protect them and will not make them available to third parties.

As Ponesse (2013, p.344) observes, “what anonymity concerns should focus
on is not how much information about ourselves we let escape into the public
domain but on how we manage that information once it is in that domain”. For her,
anonymity is “a result of a specific exercise of control, in which true pieces of
information about a person are concealed from others with an effect of
dissociability” (2013, p.323).

Another challenge for wunderstanding the concept of anonymity
acknowledged by Wallace (2008) is the discrepancy between actual anonymity
and users’ presumption of it. Online communication can make people feel
anonymous, while in fact their actions may be easily linked to other identifying
traits.

The distinction between ‘being’ and ‘feeling’ anonymous is also described
by Kennedy (2006) in her study of internet use by minority ethnic women.
Kennedy challenges the common understandings of the concept of anonymity,
seeing it as a “limited as [a] starting point for carrying out the analyses of internet
experiences” (2006, p.859). After studying websites established by African women
taking part in the educational Project Her@, she noticed that participants had
ambivalent attitudes towards anonymity. On the one hand, students intentionally
revealed many aspects of their identities (name, gender, ethnicity) and were aware
that they are not anonymous. On the other hand, a number of students were
“extraordinarily frank and revealing” (2006, p.869), which made Kennedy
conclude that they ‘feel’ anonymous in the online environment. This dichotomy led
her to the conclusion that “the concept of anonymity is more complex than it seems
at first glance - there is a distinction between feeling and being anonymous, and

there are degrees of anonymity which are varied and situated” (2006, p.872).
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The discussions presented above lead to the conclusion that anonymity
online is a multidimensional phenomenon, which needs to be considered in a
specific situational context. Combining Ponesse’s (2013) and Wallace’s (2008)
definitions, anonymity can be seen as a state in which a person, having control
over their data, decides to dissociate uniquely identifying cues from a specific
online activity in a given social context.

As shown in the following section of this chapter, the notion of context is
particularly important for highlighting the difference between anonymity in the

online and offline environment.

2.4 The novelty of online anonymity

After discussing the ways anonymity on the internet can be defined and
understood, it is crucial to ask how anonymity in an online context differs from
anonymity in the offline world. This question is particularly important at a time
when internet scholars are almost unanimously proclaiming the end of the ‘toaster
studies’ era (Grey 2012), which means seeing the internet as an isolated
environment and a mere technological innovation.

Departing from the ‘toaster studies’ approach means seeing activities and
relationships on the internet as conducted by real people, with real intentions and
experiencing real consequences. The only difference is that they are mediated by
ICTs. This could potentially indicate that there is no point in studying anonymity
on the internet as something distinct from anonymity in offline contexts.

There are, however, several arguments for recognizing the uniqueness of
anonymous behaviour in the online environment. First, as Sell (2013, p.9) put it,
anonymous communication online “reaches more people with less cost and has a
greater potential power” than offline communication. It therefore becomes an
object of controversies and power struggles on a much larger scale, involving
powerful actors, such as governments or large, transnational corporations.

Second, the reduction of personal and social cues in computer-mediated
communication creates an environment in which anonymity is relatively easy to
obtain. For example, expressing one’s opinion without signing it with a ‘real’ name

is much easier than it was in the pre-internet era. There is, however, the other side
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of the coin, contributing to one of the key paradoxes of the internet: although it
gives users more possibilities to achieve anonymity, it also, more than ever before,
enables identification. The variety of forces and factors, more or less apparent to
internet users that may undermine the state of anonymity has led Wallace (2008)
to conclude that anonymity in the online environment is easier to ‘assume’, but not
necessarily easier to ‘obtain’. In other words, the relationship between anonymity
and identifiability in the online world is much more ambiguous than it is offline.

Another fundamental difference, crucial for the discussion on anonymity,
concerns the context of online and offline behaviour (van der Nagel and Frith
2015; Hogan 2013; Marwick and boyd 2011). As van der Nagel and Frith argue
(2015), “the presentation of self offline is more territorially bounded”, and
therefore people have more control over the audience of their actions. Various
audiences (school friends, family members etc.) are usually located in different
territorial settings, making it relatively easy for people to adjust to the specific
social situation and separate their social roles.

The situation online is different, since, as Hogan (2013) pointed out, a big
part of online communications is persistent and available to anyone, anywhere and
at any time. Marwick and boyd (2011) described it as “context collapse” - a
situation in which the boundaries between social roles and audiences become
blurred.

As van der Nagel and Frith (2015) explain, “context collapse refers to the
tendency online for people to have to interact and construct identity in front of
their entire social network, not the segments that are typical offline”. Since such a
situation leads to tensions and problems with managing one’s self-presentation,
internet users may use anonymity as a strategy to navigate within the “collapsed
context” (Marwick and boyd 2011). While offline it is possible for people to adjust
their behaviour to a certain physical context, obscuring one’s ‘real’ identity might
be the only way to achieve it online.

Overall, anonymity online is much more complex and difficult to assess than
it is with older forms of anonymity such as anonymous phone calls, journalistic
sources or pamphlets. While most research findings, both theoretical and
empirical, concerning anonymous behaviour in the ‘real world’ might be applicable

to internet studies, the recognition of new possibilities and challenges is inevitable.
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2.5 Anonymity and democracy - an uneasy relationship

As the previous section of this chapter demonstrated, defining anonymity on the
internet is a difficult task, mostly because of its relational and context sensitive
character. Trying to establish the role of online anonymity in democratic societies
is similarly challenging, although numerous attempts have already been made.

The following paragraphs explore two key areas of academic debate
surrounding the relationship between anonymity and democracy. One is the
relationship between online anonymity and surveillance, understood as a
controlling power of the state and market.

A second area concerns the role of online anonymity for the development of
“a zone of mediation between the state and the private individual” (Roberts and
Crossley 2004, p.2): a democratic public sphere. The following paragraphs will
introduce key theoretical concepts and empirical findings related to these debates.
It must be noted, however, that the main aim of this distinction is to systemize the
scholarly work on online anonymity, and not describing two exclusive fields of
enquiry. On the contrary, the borders between those two research fields are
blurred and arguments made in favour of, or against online anonymity in both
contexts are often rooted in similar theoretical and philosophical traditions and

represent similar value orientations towards anonymity.

Three positions on anonymity

In order to systematize the normative debates surrounding anonymity in
both contexts, I will use three value orientations towards new technologies
developed by Rob Kling (1996) and adapted to the discussion about anonymity by
Ya-Ching Lee (2006): a statist model, a libertarian model and a private enterprise
model. The models are useful to understand which social goods are favoured in the
debate surrounding online anonymity, which are considered secondary, and how

the public interest in the context of anonymity is defined.

The statist approach towards online anonymity describes views which

consider collective values such as security or complying with social norms as
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superior to individual freedom (Kling 1996). From this perspective, online
anonymity is seen as undermining the state and society’s ability to tackle criminal
or unsocial behaviour, and therefore it is seen as undesirable. As Lee (2006, p.5)
observes, “[t]he Statist position gives law enforcement agencies the obligation to
prevent crimes and to prosecute criminals”, and citizens’ freedom is subordinate to
this obligation.

In the libertarian approach, the prerogatives of the individual and
individual freedom of choice are privileged over collective goals and norms (Kling,
1996). Anonymity is viewed as a tool for enhancing privacy, autonomy and
freedom of speech. Other values, such as state security, profitability or compliance
with social norms are secondary.

The debate between the proponents of the statist and libertarian models
has its roots in the dual role of the democratic system and the role of surveillance.
On the one hand, the task of democratic government is to ensure citizens’ security,
which may involve gathering personal data. Scholars representing the surveillance
studies tradition, who argue for seeing surveillance as a neutral concept, provide a
number of examples in which state control, to which online anonymity may be an
obstacle, “is both an inevitable attribute of democracy and a key component of
liberal forms of governance” (Haggerty and Samatas 2010, p.6). Taddicken (2012,
p.257) points out that the state’s interest in ‘watching’ citizens is the “effective
organisation of bureaucracy and the effective prevention of crime”.

On the other hand, as proponents of libertarian approach often highlight,
the role of the democratic state is to ensure civil liberties, such as privacy and/or
freedom of speech. Excessive state surveillance, they contend, may become a tool
of repression, cause a breach of private spaces and prevent citizens from holding
the powerful to account (Haggerty and Samatas 2010; Taddicken 2012).

The third approach listed by Kling, the private enterprise approach, also
offers a negative view on online anonymity, although for different reasons. The
focus here is on information as a commodity and a profitable strategic resource
(Lee 2006). Anonymity, which may hinder commercial companies' ability to collect
customer data, is seen as unfavourable. The leading value here is profitability,

while customers' privacy and security are secondary.
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The following section will discuss some of the theoretical arguments and
empirical studies that support the above approaches in the context of control and
surveillance, and a democratic public sphere. The focus is mostly on the statist and
libertarian views, since the private enterprise approach is rarely promoted in
academic literature. It is visible rather in the actions of companies pushing

towards de-anonymisation, which will be explored in the next chapter.

2.5.1 Anonymity in the context of control and surveillance

Anonymity versus accountability: the statist view

The relation between anonymity and the controlling power of the state is not a
new issue and has been debated in the works of classical, political philosophers of
various theoretical disciplines. However, as De Hert (2003, p.47) notes, “screening
the masters of philosophical thought, one will find surprisingly few proponents of
a right to privacy or a right to anonymity”. Anonymous speech and action
remained on the margins of the public debate.

In ancient Greece and Rome privacy had predominantly negative
connotations and implied deprivation rather than a right or privilege.
Consequently, anonymity was associated mostly with deceit and lack of
responsibility.

One of the most famous accounts of such an approach is Plato’s parable of
the Ring of Gyges described in “The Republic”. It is the story of a shepherd named
Gyges, who finds a ring that allows him to become invisible. He takes advantage of
his new power to seduce a queen and kill the king. Glaucon, the narrator,
concludes, that “no man is just of his own free will, but only under compulsion, and
that no man thinks justice pays him personally, since he will always do wrong
when he gets a chance” (Plato, The Republic 2.360c). Morality is here perceived as a
social construction - only external norms prevent people from wrongdoings.

The devaluation of anonymity and the private sphere, even if not explicitly,
is mostly present in the writings of republican thinkers. As De Hert points out,

Thomas Hobbes, Jean-Jacques Rousseau, as well as Jirgen Habermas and Hannah
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Arendt shared the “sharp normative public (as positive) - private (as suspicious)
distinction” (2003, p.52). Anonymity was not considered as something that merits
protection, as republican thought favoured transparency. This view was amplified
by Kantian rationalism which considered the truth to be the highest value and
rejected all forms of deceit.

Most famously, arguments against anonymity were coined by utilitarian
thinker Jeremy Bentham, who believed that full transparency of society's members
will increase morality and the level of compliance with laws. Placing security at the
top of government tasks, he argued for extended social control over citizens and
encouraged preventive laws. His model of the Panopticon Penitentiary System was
later famously adopted by Foucault (1977), who used it as a metaphor for
describing modern systems of discipline.

Statist arguments frequently appear in contemporary academic debates
surrounding anonymity on the internet. The main value here is the protection of
individuals and society from slander, bullying, libel, defamation and other forms of
crime in the new media environments.

In order to do so, the government should be able to access citizens' personal
data. This point of view is well summarized by Leshed (2009, p.245), according to
whom “the main risk of anonymity is the loss of accountability. Those responsible
for any misconduct cannot be identified and brought to justice”.

The role of accountability is also highlighted by Davenport (2002), who sees
it as the main fabric of society. He stresses that “[a]ccountability requires those
responsible for any misconduct be identified and brought to justice” (2002, p.34)
and that all communication should be traceable and “available to courts subject to
due process” (2002, p.35).

Openness and honesty are, according to Davenport, essential factors in just
societies, in order to fight criminal and anti-social behaviour. Moreover, he points
out that the right to anonymity leaves victims of internet crimes such as
harassment, identity theft or virus-infection, helpless. Similarly, Levmore (2010),
who argues that all websites should require identification of their users, states that
the lack of anonymity “would surely reduce the problem of juvenile
communications as well as that of vengeful rather than informative consumer (and

other) reactions” (2010, p.62).
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Although psychological studies on anonymity are not the main focus on this
work, it is important to mention that the political critique of online anonymity
often draws from results of early studies in the field of social psychology,
combining experimental evidence with ideological positions.

As Sell (2013) points out, during the 1970s, anonymity was seen negatively,
mostly in relation to the research of Philip Zimbardo. According to Zimbardo’s de-
individuation theory, the situation in which a person cannot be identified as a
single individual “weaken|[s] internalized controls, such as guilt, shame, fear and
commitment and leads to a greater expression of otherwise inhibited behaviors”
(Christopherson 2007 p.3044). Traditionally, de-individualisation has been
defined as “a state of reduced self-awareness, or even loss of self, often associated
with immersion in the group or crowd” (Lea, Spears and de Groot 2001, p.526) and
associated with disinhibition leading to aggressive behaviour.

However, as Suler (2004) suggests, disinhibition in online environments
may have other implications. He distinguishes between toxic and benign
disinhibition. The first one relates to situations in which people engage in illegal or
offensive behaviour which they would normally avoid in ‘real life’ contexts. Benign
disinhibition, on the contrary, may indicate “an attempt to better understand and
develop oneself, to resolve interpersonal and intra-psychic problems or explore
new emotional and experiential dimensions to one’s identity” (2004, p.321).
According to Suler, online anonymity is one of the principal factors that create both
types of the disinhibition effect.

Overall, statist thought portrays anonymity on the internet as being at odds
with users' accountability and a tool used by criminals to evade persecution. The
list of the forms of potential harm linked to online anonymity, identified in the
survey conducted by the American Association for the Advancement of Science
(AAAS) included: spam, deception, hate mail, impersonation and
misrepresentation, online financial fraud, criminal organisational recruitment and

theft of intellectual property (Kling et al. 1999).
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Anonymity and the protection of privacy: the libertarian view

It has already been indicated that the ambivalent attitude towards online
anonymity results, among others, from a dual role of democracy. While those
opposing anonymity on the internet often relate to ‘security’ concerns, its
proponents focus on the protection of civil liberties, particularly privacy and
freedom of speech. The issue of free speech is explored in the next section of this
chapter, which concerns the role of anonymity in the democratic public sphere.
The following paragraphs focus on the relationship between anonymity and
privacy and the perception of anonymity as a tool to circumvent state control.

Benjamin Constant, one of the earliest scholars to defend anonymity (De
Hert 2003), opposed any attempt of the state to impose moral values on its
citizens, especially through legal enforcement, prevention and public order
policing. According to him, only in cases of an indication of crime does the state
have a right to interfere in people’s lives. Unlike Kant, he contended that there
could be legitimate circumstances in which lying and withholding information
about oneself are legitimate, especially in order to avoid intrusive state
surveillance.

In the context of current debates surrounding new technologies, the
relationship between anonymity and privacy is explored frequently. The link
between those two notions has been most famously established by Westin (1970,
p.7), who defined privacy as “the claim of individuals, groups, or institutions to
determine for themselves when, how, and to what extent information about them
is communicated to others”.

Westin distinguishes between four types of privacy: solitude, intimacy,
anonymity, and reserve. Anonymity is described as a state of privacy that “occurs
when the individual is in public places or performing public acts but still seeks, and
finds, freedom from identification and surveillance” (1970, p.31).

The positive effects of privacy enhanced by anonymity were confirmed by
studies from the field of social psychology. According to Pedersen (1997),
anonymity as a vehicle for privacy has three main functions: recovery, catharsis,
and autonomy. Anonymity, understood as “being among others but without

personal surveillance by them” (1997, p.148), was said to be helpful for people
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with social injuries, to address the fear of social evaluation and to encourage
experiment with new social behaviours.

Based on Westin's approach, many authors understand online anonymity as
a tool to achieve privacy on the internet, and therefore as something worth
protecting (see Woo 2006; Steeves 2009; Wallace 2008; Parker 2011; Taddicken
2012). Akdeniz (2002) notes that besides having many advantages, the internet
has become a surveillance tool that serves commercial institutions and
government agencies (including law enforcement). Their actions pose a serious
threat to users’ privacy, which may be countered by anonymity. According to
Akdeniz (2002, p.233), online anonymity “enables users to prevent surveillance
and monitoring of their activities on the internet from commercial companies and
from the government”.

Some authors argue that anonymity may be in fact the only way to
safeguard privacy on the internet (Moore 2002; Woo 2006). In the pre-internet
era, when the biggest threats to peoples’ privacy came from easily identified
entities, such as governments, mass media or large commercial companies, writes
Woo (2006), it was sufficient to establish external regulations which guaranteed
privacy. Yet, in the new media environment, where people’s privacy is threatened
by numerous, often unidentifiable entities, it is crucial that they can actively
protect themselves, without being forced to abandon particular services.

One tool to achieve this is anonymity, which may counterbalance the
controlling power of more or less known privacy invaders. According to Woo,
online anonymity may be “the only way for ordinary individuals to protect
themselves from governments’ and private corporations’ active use and profiling
of their personal information in the networked environment” (2006, p.936). He
therefore calls for a social permission to “defensive lying” (2006, p.965) used for
privacy protection. Similarly, Sell (2013) sees online anonymity as “an opportunity
to regain privacy inside the realm of public communication while actively taking
part in the negotiation processes of the public sphere” (2013, p.4). She argues that
at the times of wubiquitous surveillance, anonymity can be seen as a
recommendable form of resistance. Such observations are particularly important

in the situation of “context collapse”, discussed earlier in this chapter.
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Disguising one’s identity can help in separating various audiences online
and gaining control over one’s self presentation. This might help creating online
communities in which people can express authentic needs and interests. Although
anonymity is often perceived as an obstacle to community building, there are
studies proving the opposite. In their analysis of the /b/ discussion board at
4chan.org, researchers showed, that anonymity, as well as ephemerality do not
contradict the idea of online community (Bernstein et al, 2011). Quite the
opposite. After analysing over five million posts they concluded that anonymity
may help shape communal identity among forum users. Among other benefits,
anonymity “may provide a cover for more intimate and open conversations”, and
encourage creativity and experimenting, by “masking the failure” and “softening
the blow of being ignored” (2011, p.56).

The libertarian discourse is also present in the proceedings of the AAAS's
Conference on Anonymous Communication on the internet (Teich et al.,, 1999).
Although conference speakers acknowledged that some form of regulation of
online anonymity may be necessary when it harms individuals or the state, they
agreed that “individuals and organisations (including online communities) should
be free to determine the level of anonymity that they deem appropriate for those
with whom they engage in voluntary interaction” (1999, p.76). In summary, the
positive aspects of anonymity indicated by respondents in the AAAS’s survey listed
investigating journalism, whistleblowing, self-help, personal privacy protection

and avoiding prosecution.

Anonymity and commercial interests: the private enterprise view

Although representatives of both libertarian and statist positions are concerned
with the controlling power of both state and market, the emphasis is put mostly on
the former. For this reason, Lee (2006) distinguishes a third perspective towards
online anonymity, which he calls “the private enterprise model”. Representatives
of this view also reject online anonymity, but for different reasons than political
thinkers. As Lee (2006, p.5) explains, “the lure of profitable electronic commerce

has driven firms to use or sell customers' information in order to make a profit.
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Other social goods such as consumers' privacy or the need of the government to
acquire data are then secondary”.

Online anonymity, in this view, does not hamper law enforcement or taking
responsibility for one’s actions. Rather, it is depicted as disrupting corporate
surveillance, which aims at gathering information about “staff and consumers in
order to optimize working process and maximize profits” (Taddicken 2012, p.257).
One of the purposes of this surveillance is to establish patterns of consumer
preferences in order to target them with individualized information and
advertising (Wallace 2008). While it may bring some beneficial effects (Moore
2002) many argue that it is not only a breach of privacy, but also a significant
reduction in possible options and the free exchange of ideas (Wallace 2008).

It is difficult to find proponents of the private enterprise approach towards
online anonymity among academics (at least those representing the field of social,
political and cultural studies). This way of thinking about anonymity is common
among businesses operating online, although some of them try to mask it with

statist arguments to create a positive image.

2.5.2 Anonymous voices in the digital public sphere

The previous section explored the academic debate surrounding online
anonymity within the context of control and surveillance. It focused on arguments
concerning tensions between surveillance in democratic societies and citizens’
right to privacy, and presented online anonymity as an important way of
protecting privacy in online environments, characterized by the "collapse of
context" (Marwick and boyd 2011).

The second field of academic enquiry related to online anonymity focuses
on its role in online deliberation, taking place in comment sections on news sites,
online discussion forums of political interest groups, e-mail lists, chat channels,
blogs, wikis and social networking sites (Dahlberg 2011). These platforms are
particularly important for deliberative concepts of digital democracy, which
effectively make the internet a digital public sphere.

Although views on the internet’s potential to serve as a new public sphere

are deeply divided (Dahlberg 2001a; b, 2011; Papacharissi 2010; Dreyfus 2001)
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there is no doubt that online communication has become an important element in
democratic discourse. After countless anonymous voices entered the public
sphere, the link between anonymity and online deliberation has become crucial.
Yet, as Sell (2013) observes, only a little academic work has so far been
done to directly investigate the relationship between anonymity and the public
sphere. The following sections will discuss two fields of academic inquiry relevant
in this context: the relationship between anonymity and freedom of speech, and

the impact of anonymity on discourse quality.

Anonymity and freedom of speech

The previous section, focusing on the controlling power of the state, distinguished
between two main value orientations toward online anonymity: libertarian and
statist. This distinction is also useful when describing the academic debate around
the relationship between anonymity and freedom of speech. In short, proponents
of the libertarian approach see online anonymity as a valuable tool that might
enhance free speech, whereas statists focus on problems for prosecuting authors of
illegal or harmful content which anonymity is said to facilitate.

According to Gelber (2010, p.305), free speech is an essential feature of the
democratic system, “because effective democracy is dependent on citizens’ ability
to criticize the government and to participate actively in deliberation over issues
affecting them". Since the internet has become one of the most ubiquitous tools for
citizens to assess and criticize those in power, many authors have recognized that
ensuring freedom of speech online should be of particular concern. As Hamelink
(2006, p.128) puts it, “[t]he Net needs all the free speech protection it can get,
because it is so eminently suited for the exposure of today’s great liars in politics
and business”.

Based on this assumption, proponents of online anonymity use two main
arguments, which can be called an ‘instrumentalist’ approach and an ‘essentialist’
one.

The ‘instrumentalist’ approach depicts online anonymity as a tool for
ensuring freedom of speech. It often draws on the classical work of John Stuart Mill

(1859, p.8), who contended that threats to freedom of speech come both from
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governments and from ‘the majority’ understood as “the prevailing opinion and
feeling”. In line with this reasoning, online anonymity is considered valuable
because it helps to mitigate political and societal pressure on the speaker and
therefore encourages and enhances free expression. In other words, anonymity on
the internet protects unpopular speakers from retaliation, or from being exposed
to social stigma (Tien 1996). The most common examples given in this context
include whistle-blowing that uncovers power or human rights abuses, or speech
that concerns socially controversial or delicate issues, such as sexuality, addictions
or traumas.

On the other hand, the ‘essentialist’ approach towards the relationship
between online anonymity and freedom of speech treats anonymity, or rather
withdrawal of certain identifying information, as an inherent part of the protected
speech. This way of understanding online anonymity is particularly common
among legal scholars in the United States, who often draw on the ruling of Supreme
Court in the ‘MclIntyre v. Ohio Elections Commission’ case from 1995. The Supreme
Court ruled that the Ohio Elections Commission’s decision to fine a citizen who
distributed anonymous pamphlets opposing school tax was unconstitutional.
Justice Scalia explained that "an author's decision to remain anonymous, like other
decisions concerning omissions or additions to the content of a publication, is an
aspect of the freedom of speech protected by the First Amendment" (in Froomkin,
2003, p.17).

Anonymous online speech also receives support from the supporters of the
libertarian approach. Parker (2011) evaluates anonymous speech on three levels,
considered fundamental to freedom of speech: utility, autonomy and equality. She
argues that although, in terms of utility, anonymity can have an ambiguous impact
on online discussions, the other two values speak for its preservation and
protection. She argues that “citizens should be given the autonomy to speak freely
and make moral decisions based on the speech they hear because this is part of
treating them as responsible moral agents” (2011, p.30). As for equality, Parker
argues that anonymity creates a situation in which communication acts are not
assessed based on authors’ identities and social status. Consequently, public

deliberation becomes more equal and inclusive.
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Hate speech, trolls and flames

While the positive role of anonymity on the internet is widely recognized, some
scholars and new media practitioners argue that it is outweighed by its drawbacks
(Davenport 2002; Levmore 2010; Zhuo 2010). Most significantly, as already
described in the context of the statist position toward online anonymity, the act of
withdrawing identity information is seen as an attempt to evade legal or social
responsibility for one’s actions. Accordingly, communication-related crimes and
abuses on the internet, such as hate speech, libel, defamation, slander or bullying
cannot be detected and perpetrators cannot be held accountable.

It is also argued that even well-intended anonymous speech has only a
small chance to produce significant effects. According to Davenport (2002),
anonymous speech is usually not relevant for public debate. He states that
“messages sent anonymously are unlikely to have much impact on their own” and
that “[c]owering behind a cloak of anonymity hardly seems an auspicious basis for
profound social upheavals” (2002, p.34).

Moreover, while most ‘anonymity sceptics’ acknowledge that there are
areas, such as psychological or medical forums, where people should be granted
the right to stay anonymous, Davenport challenges this kind of intervention as
well. His argument starts with a valid observation, that there is always a risk that
our online anonymity may be compromised and our most personal confession will
become linked to our name. However, his approach suggests that instead of
advocating for more effective privacy mechanisms on the web, people should just
accept full transparency on the internet or find other venues to express
themselves. Similar arguments are made by Levmore (2010), who states that
although limiting online anonymity may result in a loss of opportunities for
criticism, this loss is not worth much mourning. Those who want to reveal socially
important information anonymously should be able to contact particular
institutions which can take the necessary action. The attachment to hierarchies
and communication via intermediaries visible in Davenport’'s and Levmore’s
arguments is another characteristic of statist views on anonymity.

While such approaches point toward the evident challenges to anonymous

online communication, the main problem with them is that they view anonymity as
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an absolutist concept. Anonymity, understood as a complete withdrawal of
identifying cues may indeed be problematic for the functioning of a democratic
state. If we, however, see anonymity on the internet as the lack of connection
between various identity traits (Wallace 2008), those arguments lose their
strength. Calling for limiting online anonymity would mean endorsing unchecked
surveillance by various powerful actors, without agreeing on carefully defined

limits to this access.

The ‘quality’ vs. ‘inclusions’ argument

The debate about the relationship between online anonymity and freedom of
speech has accompanied the development of new media from its very early stages.
Just as the previous paragraphs highlighted, the main concerns have been about
striking the balance between citizens’ right to free expression and the right to
protection from illegal and offensive speech.

While those concerns remain relevant, the advent of Web 2.0 in the early
2000s with new kinds of user generated content such as blogs, comments on news
sites or social networking services, has introduced new elements into the debate.
Scholars have begun focusing on the quality and ‘civility’ of anonymous online
discussions, their inclusiveness, as well as the social (rather than legal)
responsibility of anonymous authors.

The aim of this section is to discuss some of the theoretical concepts and
empirical studies on the role of anonymity in the democratic public sphere, which
set the ground for analysing and assessing the public debate surrounding online
anonymity in Poland. While, as Sell (2013) noticed, the relationship between
anonymity and the public sphere still lacks a coherent theoretical framework,
some conclusions might be drawn from the work on the internet in general and its
potential to serve as a forum for democratic deliberation.

Anonymity, or rather the lack thereof, can influence the functioning of a
local public sphere. Dahlberg's study (2001b) assessed online discourse against
the requirements of the public sphere and rational-critical discourse developed

from the work of Jiirgen Habermas.
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Following Habermas’ work, the author suggests six ideal requirements for a
public sphere discourse: exchange and critique of reasoned moral-practical
validity claims, reflexivity, ideal role taking, sincerity, discursive inclusion and
equality, autonomy from state and economic power (2001b, p.623). Dahlberg then
suggested that although the exchange of critique of political claims is common in
online communication spaces, the fulfilment of the other requirements is much
less frequent. One of the reasons is the fact that in online spaces “it is difficult to
verify identity claims and information put forward” (p.623). Anonymity may
therefore be seen as an obstacle to creating a sincere online deliberation.

This claim seems to be confirmed by Dahlberg’s empirical study of
Minnesota's e-democracy initiative, which he considers to resemble the public
sphere ideal. One of the suggested reasons for this positive evaluation is the fact
that anonymous and pseudonymous posts on the initiative's forum are forbidden,
and participants are obliged to sign with their real name, e-mail address and the
city. This, according to Dahlberg, helps to develop respectful deliberation and
sincerity.

The negative impact of anonymity on the quality of online deliberations has
also been observed by Nagar (2011) who investigated the quality of opinion in
users’ comments under news stories. She analysed comments posted under stories
concerning climate change published on mainstream news sites in the UK (Daily
Mail and Guardian) and Israel (Yediot Achronot and Haaretz - in English and
Hebrew). In this study, the quality of opinion was measured on three levels:
relevance (for a topic of the article), opinion and argumentation (are they present
in the comment?) and clarity (is the opinion expressed in a clear manner).

The study showed that the quality of comments on the sites that required
some level of identification (registration with email address, user profiles) is
higher than on those where registration was not necessary.

Similarly, the study of anonymous and non-anonymous comments under
stories on immigration in American newspapers conducted by Santana (2014)
showed that a much higher percentage of anonymous comments was uncivil
(53%), than was the case with non-anonymous comments (28%).

Online communication spaces in which participants have to identify

themselves are often presented as those closest to public sphere ideals. But the
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lack of anonymity can also bring less desirable effects. In his study of the
Minnesota e-democracy initiative, Dahlberg (2001b) observed that although most
of the Habermasian criteria for an ideal public sphere are met, the forum is farther
from the ideal in terms of inclusion and equality. He points out that “participation
is, in fact, both quantitatively and qualitatively, dominated by those already
powerful offline (politically active, educated, white males)” (2001b, p.626). Here,
as opposed to the previous arguments, anonymity could perhaps ensure more
diverse and representative opinions.

Another small scale study which aimed at answering the question of how
anonymity impacts online discussions was conducted by Leshed (2009), who
investigated the intra-corporate message-board community. Upon establishment,
anonymous participation in the forum was allowed. At a later stage, as a result of
managerial decisions, identity disclosure was enforced. One of the most notable
effects was a 25% monthly drop in posting frequency. Moreover, the manner of
discussion also changed. As Leshed (2009, p.247) points out, “(...) discussion
threads turned flatter after the change: whereas before the change a posted
message was likely to initiate a hierarchic chain of message deliberating on an
argument, after the change messages often remained solitary with no responses”.

The studies mentioned above bring us to the conclusion that identity
disclosure may help create reflexive, informed and sincere deliberative spaces that
resemble the Habermasian bourgeois public sphere. According to Gardiner (2004,
p.35), transparency is an inherent part of the Habermasian model on two levels:
“that of the individual (because autonomous action is premised on subjects
knowing their intentions through rational reflection), as well as social
(interlocutors must know the motivations of other speakers via rational discussion
in a shared vernacular, because any motive apart from the desire to participate
fully in the collective search for truth is ruled out of court. (...))".

Although the Habermasian model of the public sphere is often presented as
a normative ideal, it has also been subjected to a critique expressed mostly by
feminist scholars. Fraser (1990, p.63) points out that not only was the bourgeois
public sphere discriminatory on the basis of gender, ethnicity, and material status,
but it also “was governed by protocols of style and decorum that were themselves

correlates and markers of status inequalities”. She argued that at the end of the
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twentieth century this model is no longer feasible and that an alternative is
needed. Papacharissi (2010) brought the critique of applying the classical public
sphere model to new reality into the contexts of the internet. She argues that too
often “we neglect the point that these past ideals frequently were exclusive and
elitist, forming around spheres of gender, race and class” (2010, p.12).

What do these discussions tell us about the role of anonymity in online
public spaces? First, we need to remember that hegemonically defined ‘quality’ and
‘civility’ of public discourse may come with the price of exclusion and elitism.
Moreover, as Roberts and Crossely (2004, p.11) suggest, “(..) modern
communication techniques are not simply a medium of thought and argument but
also a potential source of power, domination and oppression”. Manipulating the
levels of anonymity on the internet is a powerful tool of controlling the access to
public discourse. In this context, Sell (2013, pp.8-9) points out that “the risk of
silencing those who bring in vital and at times controversial or even undesirable
argumentation into the public discourse is higher than the risk of exposing
someone to defamatory trolling under the anonymizing veil of untraceable digital
communication”. The public debate, she claims, can contain unwanted speech, and
the presence of socially undesirable content gives people a chance to recognize and

oppose it.

2.6 Summary

The theoretical background and empirical studies on online anonymity reviewed
in this chapter paint a highly complex picture of the issue. This complexity begins
on the level of defining the concept of anonymity and accompanies every attempt
to assess its implications.

The main conclusion from the review of definitions presented in this
chapter is that anonymity on the internet is profoundly a context specific concept,
and any attempt to give it a fixed definition risks oversimplification. To sum up the
key observations, anonymity on the internet has a social character; it involves a
dissociation between various identity traits, among which some are uniquely
identifying; it also depends on the context; and it is in its essence an exercise of

control over one's social presentation.
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The ambiguous role of anonymity in a modern democratic society stems
from the fact that on the one hand, anonymity may hinder the work of state
security forces, and on the other, in the context of ubiquitous surveillance from
both the state, and the private sector, it might be the only tool for citizens to
protect their privacy.

As boyd (2012, p.30) observed,”[w]anting privacy is not akin to wanting to
be a hermit”, and anonymity offers the possibility to keep one’s privacy in public,
especially in online environments characterized by “context collapse”. As van der
Nagel and Frith (2015) argued, “[w]hile safety concerns about anonymity are real,
it is also true that real names can make people feel less safe and can inhibit
behaviours they engage in online.”

The role of online anonymity in the democratic public sphere was discussed
in two contexts: freedom of speech and public discourse’s civility and
inclusiveness. The discussion between supporters and opponents of online
anonymity showed that the relationship between anonymity and freedom of
speech is ambiguous. Yet, the analysis of the ‘instrumentalist’ and the ‘essentialist’
approaches to this relationship demonstrate that the importance of anonymity for
free speech is undeniable. Moreover, it was shown that the debate about the role of
anonymity in the public sphere is in fact a power struggle and comes down to
deciding “who is able to publicly utter what in which context and with what impact
on the public opinion making process” (Sell 2013, p.16). Understanding this
struggle is crucial for the analysis of online anonymity coverage in traditional
media, which play a central role in the public opinion making process.

As a final note, it is worth pointing out that although theoretical and
empirical academic literature concerning online anonymity is quite rich and spans
various disciplines, the degree of influence it has on the popular, media debates is
uncertain. There is always a risk, as Mansell (2012, p.11) highlights, that
representations of new media developments which emerge from theory and
empirical research “may not resonate beyond academy”. Moreover, although the
images of online anonymity constructed in the public discourse might be rooted in
various ideological traditions or supported by empirical evidence, they are also

strongly related to the particular interests of the actors involved.
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Therefore, the theoretical context of my study includes factors influencing
people’s ability and willingness to be anonymous in the new media environment.
Chapter two explores four groups of such factors, based on Lessig’s (2006) model
of forces regulating behaviour in cyberspace: law, market, technological
infrastructure (the code), and social norms. It also explores an additional

dimension: media discourse.
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CHAPTER 3 | The de-anonymisation process and
the role of the media

“I think anonymity on the Internet has to go away... People behave a lot better when
they have their real names down. ... | think people hide behind anonymity and they feel
like they can say whatever they want behind closed doors.”

Randi Zuckerberg, Facebook’s former Director of Market Development and Spokeswoman3

The previous chapter showed online anonymity as a complex phenomenon, which
can be both beneficial and damaging for democracy and the democratic public
sphere. In the context of surveillance, anonymity might prevent state and various
commercial entities from fulfilling their constitutive roles (such as fighting crime
or delivering services), but it can also help people secure their privacy and make
autonomous decisions about what information they are willing to disclose. In the
context of the public sphere, anonymity might on the one hand serve as a vehicle
for defamation, hate speech, and generally lower the quality of the debate, but on
the other it can encourage people to discuss sensitive or controversial topics,
protect dissidents from retaliation and bring attention to the message, erasing
various burdens tied to the identity of the author. As Reader (2012, p.497)
suggested, the research results of studies focusing on online anonymity indicate
that it is “clearly harmful in certain contexts (...) is useful or even necessary in
others (...), and is simply a matter of personal choice in many other contexts (...)".
While there is ample evidence that the role of anonymity on the internet is
diverse and context sensitive, a growing number of researchers observe a
unidirectional trend towards its limitation or even complete elimination
(Froomkin 2015; van Zoonen 2013; Bollmer 2012; Lovink 2012; Hogan 2013). In
the first part of this chapter [ will review some of the recent theoretical discussions
about the notion of ‘the real self'(van Zoonen 2013) and, borrowing Lessig’s
(2006) theoretical framework, investigate some of the legal, technological,
commercial and normative forces working to challenge or eliminate anonymity

from online spaces. | will then argue that those forces can be seen as part of a

3 As quoted in: CBS News (2011) Facebook: “Anonymity on the Internet has to go away”. cbsnews.com [online], 2 August.
Available at: http://www.cbsnews.com/news/facebook-anonymity-on-the-internet-has-to-go-away [Accessed: 10 July
2015].
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broader process of delegitimisation of online anonymity, which is also happening
at the level of discourse. In the second part of the chapter I will discuss the
importance of discourse for the future of online anonymity and for understanding
the current interests and power struggles underlying the debate. In particular, I
will focus on the role of media discourse in influencing the way people understand
and evaluate online anonymity. I will also explore other relations between media
and online anonymity, such as technological solutions that media implement on
their online platforms, as well as the concept of ‘doxing’ and the media
involvement in the struggle for dominance in the public sphere. I will conclude the
chapter with one of the main research questions informing the empirical parts of

my investigation, namely: Do the media contribute to the de-anonymisation process?

3.1 Towards an authentic ‘self

In recent years, a number of internet scholars identified a trend in online culture
characterized by the promotion of a ‘true self and growing opposition to
anonymity. Liesbet von Zoonen (2013) observes that increasingly, people’s online
identities are expected to be unified with their offline, ‘real’ ones. Anonymity,
which breaks the link between multiple identities, becomes particularly
dangerous. Van Zoonen observes that “Nowadays (...) the anonymity of the
internet and the construction of online personas that do not reflect offline
identities have been reconstructed as ‘risk factors’ of internet users” (2013, p.45).
Lovink (2012) talks in this context about a “culture of ‘self-disclosure™” (2012,
p.38), encouraged by owners of social networking sites. He observes that the
culture of identity play and exploration, typical for the early years of the internet,
has been replaced by the culture of self-promotion and transparency. According to
Lovink (2012, p.13), “No longer encouraged to act out a role, we are forced to be
‘ourselves’ (in a form that is no less theatrical or artificial)...There is no alternative
identity”. Similar tendencies have been noticed by Bollmer (2012), who analysed a

controversy surrounding a blog entitled “A Gay Girl in Damascus”4, run by an

4In summer 2011, the world’s media widely commented on the case of Tom MacMaster, a 40-year-old American man and a
Middle East peace activist, who created an online persona in Amina Araf, a lesbian girl in a war-torn Syria. For several
months he ran a blog called “A Gay Girl in Damascus”, where he described the life in Syria in the time of the Arab Spring
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American man, Tom MacMaster. He observed that the current internet culture
dominated by social media demands the usage of fixed, unified online identities,

and encourages full transparency:

“The freedom to speak the ‘true’ self while remaining hidden is replaced with the belief
that liberation comes from the ‘complete’ revelation of self, fully connecting to the
totality of the network, defined by the limits of social technologies. The ability to speak
truth and have that truth recognized politically depends on one’s willingness to fully
reveal one’s fixed and totalized identity” (2012, p.2).

According to Bollmer, those who refuse to adjust to the demand of total
transparency are being marginalised, excluded or erased from the network. The
hierarchy in the networked culture is being constructed based on subjects’
willingness to expose themselves fully and to connect. Bollmer notes, however,
that the top of the hierarchical structure is reserved for those who can observe
others while staying out of sight. In this system, anonymity is seen as an obstacle to
achieving the ideals of transparency and connectivity, and therefore it is seen as an
“unnatural too[l] of frauds and liars” (2012, p.10). Only revealing one’s ‘true’ self
might be empowering. Bollmer reminds us though, that when it comes to
marginalised identities, “to be visible [...] is also to become the possible object of
regulation, imprisonment, and violence” (2012, p.5).

Internet scholars also identify the forces which “actively work against
multiplicity and towards the fixation of single identities” (van Zoonen, 2013, p.44).
Van Zoonen names three such forces: state interests emerging from challenges that
have arisen after the 9/11 attacks, the increasing economic importance of online
transactions, and cultural struggles around identity. Lovink (2012) and Bollmer
(2012) focus mostly on the rise of social networking sites, which promote
connectivity, self-disclosure and self-promotion. They both acknowledge, however,
that the growth of social networking services, such as Facebook, was a tactical
response of business to surveillance and control industries that emerged at the
beginning of the 21st century. According to Lovink (2012, p.40), internet

companies responded to increasing state surveillance with offering their

protests, and the experience of a lesbian girl who was half-Syrian and half-American. After Amina had been identified as
MacMaster, he was harshly criticised for deceiving thousands of his followers.
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customers “coherent, singular identities in sync with the data owned by police,
security and financial institutions”. In the following section, using a framework
constructed by Lessig (2006), I will discuss some of the forces working against

online anonymity in a more detailed way.

3.2 Forces working against online anonymity

In his seminal book “Code: Version 2.0”, Lawrence Lessig (2006) suggests that
cyberspace is regulated by four interdependent forces, which constrain or enable
certain forms of behaviour: legal framework, market forces, technological
infrastructure (the code), and social norms. Each of these forces works in a
different way: legal regulations, such as defamation law or copyright law constrain
through the potential punishment; market forces make certain forms of behaviour
more profitable than others; the code or architecture (software, hardware) enables
some online practices, while making others impossible; lastly, social norms restrict
behaviour by the stigma, intolerance or exclusion imposed by a group. The four
forces are strongly interrelated and might support, as well as undermine one
another. It is also important to notice that they can influence both the behaviour of
those who provide online services, as well as those who use them.

The framework constructed by Lessig can be successfully applied to the
analysis of forces that influence the possibility of acting anonymously on the
internet. As figure 1 demonstrates, the law, technology, market and social norms
influence the sole possibility and the level of anonymity people can obtain online.
As the growing number of internet scholars suggest, they can potentially all work

to make anonymity increasingly difficult to achieve.
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FIGURE 1 FORCES INFLUENCING PEOPLE’S BEHAVIOUR ONLINE. ADAPTED FROM LESSIG (2006)

3.2.1 Online anonymity and the law

The ability of internet users to remain anonymous on the internet is heavily
influenced by the law. One of the most extreme example comes from South Korea,
where the government made an attempt to drastically increase the level of
authentication of internet users (Pfanner 2011). In 2007, it implemented a real-
name policy, forcing every website with over 100 000 visitors per day to verify the
identity of its users. Those who wanted to join and contribute to websites had to
submit their Resident Registration Numbers (Lee 2011). The policy was
abandoned in August 2011, the main reasons being continuous protests from local
and international internet users, internet companies and freedom organisations, as
well as a few spectacular cases of identity thefts.

The example of South Korea demonstrates that attempts to legally restrict
online anonymity in a direct way are often met, at least in democratic countries,
with strong opposition. However, the law can influence the level of internet users’
anonymity in many other, more subtle ways. According to Froomkin (2015), there
are three main areas of legal regulations of online anonymity: chokepoint
regulations, identification requirement and data retention.

First of all, being aware that direct regulation of individual internet users’
behaviour is difficult and might be welcomed with protests, governments focus on

intermediaries, such as Internet Service Providers (ISPs), software and hardware
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makers, or domain name registrars. A good example of regulations targeting
internet intermediaries and aimed at limiting anonymity is international
agreements enforcing identification to curtail file sharing. According to Mansell
and Steinmueller (2013, p.2), the demand from creative industries and copyright
holders that ISPs help identify users, has become “a principal tool in an escalating
war on copyright infringement”. In some countries, such as the United Kingdom,
the law obliges ISPs to reveal the identities of their customers, exposing them to
“civil liabilities of varying and uncertain severity” (2013, p.2).

Secondly, identification 1is often required in order to monitor
communication for national security or law enforcement purposes. The case of
South Korea, described above, is the best example of such a practice. Similarly, in
metropolitan Tokyo, a law was introduced in 2010 which required customers of
internet cafes to identify themselves by showing a national ID (Kuchikomi 2010).

Lastly, in order to secure the possibility to access internet users’ data, which
might be used for crime detection, many governments impose data retention laws.
In the European Union this was regulated by the Data Retention Directive, which
ordered member states to require communication providers to store citizens’
telecommunication data for a period between 6 and 24 months. In April 2014 the
directive was struck down by the Court of Justice of the European Union (CJEU),
which came to the conclusion that the directive is a breach of privacy and
interferes with the right to protection of personal data.

However, the law remained a part of many national telecommunication
regulations. In Poland, for example, no new regulations have yet been
implemented, despite the Constitutional Tribunal’s call for larger control over the
authorities’ access to retained data (Bychawska-Siniarska and Warso 2015). In
addition, governments’ interests in creating identifiability online stems from the
gradual transition towards e-governments and making more state services
available online. The question of identity verification is a key element of those
processes.

Aside from overt regulations reducing internet users’ possibility to control
the level of disclosure online, Froomkin (2015) also points out the covert ones. The

NSA internal documents leaked by Edward Snowden showed that intelligence
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agencies have access to many more types of communication data than the public is

aware of.

3.2.2 Online anonymity and the market

Market constraints and market opportunities are another type of force that
regulates anonymity on the internet. They also often influence legal regulations,
technological solutions or social norms promoted in an online environment.

As has already been mentioned, internet user’s anonymity is problematic
for copyright holders and creative industries who wish to protect their sources of
income by deterring and punishing those who infringe copyrights (Mansell and
Steinmueller 2013). The representatives of creative industries claim that their
revenues decline due to illegal file-sharing, and therefore they push towards
regulations that expedite identification and enable larger control over the usage of
copyright materials.

Secondly, anonymity is being limited because identity information is of a
high commercial value. With the growth of targeted online advertising, companies
want to know as much as possible about potential targets. They are interested in
basic social characteristics (e.g., age, gender, race, place of living), tastes,
preferences, habits, and patterns of online behaviour (Froomkin 2015; Wallace
2008; Edwards and Howells 2003). As Froomkin (2015, p.17) points out, “[f]irms,
especially those seeking to monetize online social networking increasingly require
that users identify themselves not just to the provider, but to each other”. What
some authors call ‘radical transparency’ (Dibbell 2010; boyd 2012; Bollmer 2012)
is a raison d’etre of most social networking sites, which achieve financial profit by
“tailoring advertisements to the consumption interests of the users” (Fuchs 2013).
The social character of services such as Facebook, LinkedIn or Google+ encourage
users to establish networks of friends, acquaintances, work partners and hence
merge their online identities with offline ones. Establishing this link makes users’
data even more valuable for advertisers, who can precisely select their targets (see
Campbell and Carlson 2002 on ‘panoptic sort’ and determining the economic value
of people) and then trace their behaviour across various online platforms.

Facebook founder, Mark Zuckerberg, is a devoted advocate of merging online and
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offline identities. He famously stated that people have only one identity and that
having more “is an example of a lack of integrity” (Kirkpatrick 2011, p.199). This
statement has become a symbol of forces working towards eliminating anonymity
and alternative identities from new media environments and replacing them with
verifiable ‘real’ ones. But the ‘real name’ policy promoted by Facebook goes far
beyond this Harvard-campus-originated site, mostly due to the popularity of
Facebook’s social plugins such as ‘like’ buttons and commenting features. In
August 2011, more than 400 000 websites implemented Facebook commenting
systems (Facebook 2011), requiring commenters to use their ‘real’ Facebook
identities. Although often justified by the need to increase quality of discussion and
discourage online trolls (e.g. Soni 2013), this move brings media companies
economic benefits, such as lower moderation related costs or an increase in

referral traffic (Sonderman 2011).

3.2.3 Online anonymity and the “code”

Online behaviour is also regulated by software and hardware (the ‘code’), which
constrain some types of actions while making other possible (Lessig 2006, p.125).
The influence of code is clearly visible when it comes to the possibilities of internet
users to achieve certain levels of anonymity. According to Grosser (2014), the way
“software is designed by its creators determines the ways the users can (and
cannot) craft their online representations”.

For instance, as mentioned above, many online services require users to
sign up with their social media account in order to access content or leave a
comment. This is a technological choice, which also embeds certain values, such as
visibility and connectivity. Websites can choose from many different software
designs, some of them allowing greater levels of anonymity, others requiring
identification.

In his analysis of software underlying the most popular social networking
site, Facebook, Grosser identified several aspects of technological design that
influence users’ self representation and “expects and enforces that users will only
craft profiles based on their ‘real’ identities, using real names and accurate

personal details [...]” (2014). The requirement that users sign up with their ‘real
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names’ (Facebook 2015) encouraging users to connect with their real-life friends
and share their real-life experiences, and self-define by using pre-determined and
fixed categories describing gender or language, all, according to Grosser, limits
diversity and identity play and encourages the creation of unified, verifiable
identities which are easy to “sort, search and advertise to”. He concludes by
observing that Facebook “employs its tools of singular identity, limited self-
description and consistent visual presentation in order to aggregate its users into
reductive chunks of data” (2014). Similarly, Bodle (2013, p.22) observes that
increasingly, ad-funded online industries use embedded tracking capabilities
which help to identify and monitor people via “social plugins and networks, HTTP
cookies, Open APIs (application programming interfaces), search engines,
browsers, operating systems, wireless networks, cloud services, mobile
applications and devices, Global Positioning Systems, Internet and mobile service

providers, and other intermediaries”.

3.2.4 Online anonymity and social norms

Lessig (2006, p.340) describes social norms, another group of factors that regulate
people’s online behaviour, as “normative constraints imposed not through the
organized or centralized actions of a state, but through the many slight and
sometimes forceful sanctions that members of a community impose on each other”.
Those sanctions might include disapproval, criticism, sarcasm, shame,
stigmatisation, ridicule, discrimination, or even ostracism and exclusion from the
community. When internalised, social norms are highly effective in regulating
behaviour, which is why they are an attractive point of reference for business
representatives or law makers who attempt to change citizens’ or consumers’
behaviour.

Many new media researchers explore the link between anonymity in online
communities and social norms. Most famously, Sherry Turkle (1995), in her
seminal book “Life on the Screen” highlighted the importance of breaking the
connection between online and offline self for early internet users. Anonymity,
often in a form of pseudonymity, was an accepted social norm. In the early nineties,

thinking about one’s identity was dominated by the images of "multiplicity,
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heterogeneity, flexibility and fragmentation" (1995, p.178)). For Turkle the
internet was a place of growth, with identity being a flexible self where “lines of
communication between parts of self are open” (1995, p.261). She also stressed
the liberating aspect of the online interactions, where the social categories such as
gender, class or race might be lifted. As Collins (2013) observes in his popular
analysis of internet culture, pseudonymity was a ‘cultural expectation’ in online
interactions by the turn of the century. In communities such as Second Life, asking
someone for information about an offline identity was perceived as offensive.

The change happened in the years 2003-2004, when the rise of social
media, especially Facebook, and the blogosphere brought what Geert Lovink
(2012, p.38) calls “a culture of self disclosure”. As has already been discussed in a
previous section related to anonymity and the market, social networking
platforms’ owners have a vast interest in encouraging users to avoid anonymising
strategies online and splitting identities through different platforms, as this can
“mes[s] up the clarity and coherence of their data” (van Dijck 2013, p.212). One
way to do so is to promote transparency, connectivity and unification of online and
offline identities as an accepted norm of social relations online. According to van
Dijck (2013), social networking sites like Facebook and LinkedIn are successfully
shaping normative behaviour online. He observes that “[t]he subtle adjustments of
interface strategies over the years show how platforms deploy users’ needs for
connectedness to stimulate lucrative connectivity, and how they push narrative
forms to enhance the traceability of social behaviour” (2013, p.212). As Lovink
(2012) observes, the profit oriented promotion of connectivity and disclosure as
accepted norms of online interactions was a market response to larger political
changes related to the financial crisis in 2001, the war on terror and the
subsequent rise of the global surveillance industry. Overall, he observed the
“techno-libertarian utopia” with its flexible identities turned into “the bureaucratic
security regime of the Web 2.0 age”, where internet users are expected to use their
real names, and where revealing private information is, as Taddicken (2012,
p-258) put it “rewarded with social gratification”.

One of the most important gratifications is the possibility to connect and
interact with others, delivered by social networking sites. Very often, the condition

to participate in the network is to reveal one’s legal name. According to boyd
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(2012) the strongly normative character of Facebook’s real name policy steams
from the fact that at the beginning it was a private, intimate extension of Harvard’s
campus life. Later the site’s popularity grew immensely, but the new users adopted
the same practices and norms as the early ones. That allowed Facebook to become
a de facto identity gate to the rest of the internet, without much protest. The
situation was different for another company that aspires to the status of identity
provider — Google. When in 2011 Google launched its social network Google+, the
site started enforcing the ‘real name’ policy by expelling users who provided
names that did not seem to follow the policy. Internet users responded with anger
and Google’s decision triggered a heated debate (commonly referred to as
‘nymwars’) concerning the right to anonymity and pseudonymity on the internet.
Eventually, Google executive Vic Gundotra announced at the Web 2.0 summit in
San Francisco that Google+ will support using pseudonyms and other types of non-
standard names (Galperin and York 2011). According to boyd (2012, p.30), users
were outraged mostly because Google’s push towards real names was “purely
driven by market and reinforced by corporate policies and technology”, instead of
being a social norm accepted by users. Despite the ‘nymwars’, however, real names
remain an expected form of presence within the Google+ network. As stated on the
Google+ help page, using one’s first and last name while starting a profile helps
“friends and family find you online, and helps you connect with people you know”

(Google 2016).

3.3 The concept of de-anonymisation

The four forces described above (law, market, technology, social norms), which
together work towards eliminating or discouraging various forms of anonymity on
the internet, might be seen as tools in the ongoing struggle for power and control
in society. As outlined in the previous chapter, the possibility to identify citizens is
one of the most important domains of political power. Secondly, by gathering and
processing customer’s data, large corporations gain control over people’s
economic choices. Lastly, the possibility to control one’s social interactions and to
distance oneself from unwanted encounters is an important aspect of social power.

As Baym (2010, p.34) points out, many members of the upper and middle classes
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“view social divisions as a useful and necessary means of protecting themselves
and their families from unwanted outside influences and dangers”.

Since all those forms of power and control are challenged by anonymity,
there are continuous attempts to eliminate it from online spaces. As boyd (2012,
p.31) observes, when people can be easily identified, the power shifts to the
observer: “The observer, armed with a search engine and identifiable information,
has greater control over the social situation than the person presenting
information about themselves”. Therefore, internet users’ ability to shape and
control their online identities is increasingly restricted and various online venues
of self-expression are now confined to a unified, ‘real’ identity. Other forms of
alternative identities are on the fringes - the mainstream is derived from the
common perception of the internet as a so-called extension of ‘real life’, not a
separate, alternative space of interaction.

Considered together, the interests and forces working against the
possibility of internet users to remain anonymous towards the state, corporations
or other users might be described as a process of de-anonymisation of online
spaces. In technological jargon, the concept of de-anonymisation is not a new

)«

phenomenon. Oxfords’ “Dictionary of Computer Science” describes it as a data
mining strategy, “in which anonymous data is cross-referenced with other data
sources to re-identify the anonymous data source” (Butterfield and Ngondi 2016).
The concept is linked to a process of data anonymisation, which means removing
names, addresses and other distinctive characteristics from data sets. Usually, the
companies or public entities that handle large amounts of data are required to
anonymise them in order to prevent identification. Consequently, de-
anonymisation allows one to compile the data in a way that allows the connection
of them to a particular person.

However, de-anonymisation can also serve as a metaphorical description of
the process described in previous sections of this chapter - the process of gradual
elimination of anonymity from online spaces and the turn to ‘the real name web’
(Hogan 2013). The legal regulations allowing extensive surveillance, economic
interest behind promoting real name policies, followed by technological

adjustments and promotion of identification as a social norm lead not only to
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actual (legal or technological) restrictions of anonymity, but also to its
stigmatisation and degradation of its value in social consciousness.

Certainly, de-anonymisation is not the only trend. As boyd (2012) notes, the
control over online identities is dispersed; it “is not in the hands of any individual
actor - designer, user, engineer, or policy maker - but rather [it is] the product of
the socio-technical ecosystem” (2012, p.31). Countertrends to de-anonymisation,
or, in other words, forces promoting anonymity and internet user’s control over
their online identities, are present at every level: legal, economic, technological,
and normative.

As already mentioned in the previous chapter, anonymous speech is
protected under the First Amendment of the United States Constitution, which
means that laws requiring people to disclose their names in relation to expressing
opinions are considered unconstitutional>.

In the European context, the Data Protection Working Party, responsible for
preparing recommendations for the reform of data protection rules in the
European Union recognised the value of data anonymisation “as a strategy to reap
the benefits of ‘open data’ for individuals and society at large whilst mitigating the
risks for the individuals concerned”.¢ The popularity of mobile apps such as
SnapChat, Yik Yak or Whisper, which are marketed as enabling anonymous
communication, show that anonymity might be profitable.

Various levels of anonymity can also be secured by using proxy servers,
TOR (The Onion Router) network, or a Virtual Private Network (VPN), which help
to obscure one’s Internet Protocol (IP) addresses and make identification difficult.
In fact, the usage of the TOR network increased significantly after Edward
Snowden revealed the scale of NSA’s surveillance” (Preibusch 2015).

Lastly, there are numerous examples of online platforms (such as 4chan.org
- a popular bulletin board with highly dedicated users), where anonymity remains
a social norm and nobody is expected to sign their contributions with a real name.

Moreover, internet users engage with various tactics of obfuscation (e.g. Brunton

5 See for example: Mclntyre, ]., Executor of Estate of Margaret McIntyre, Deceased, Petitioner v. Ohio Elections Commission,
514 U.S. 334 (1995).

6 Article 29 Data Protection Working Party, 2014. Opinion 05 /2014 on Anonymisation Techniques WP216. Available at:
<http://ec.europa.eu/justice/data-protection/article-29 /documentation/opinion-
recommendation/files/2014/wp216_en.pdf> [Accessed 24 Jul. 2016].

7 Preibush (2015) observes, however, that TOR continued to be a niche technology.
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and Nissenbaum 2011; Larsson, Svensson and Kaminski 2012), in order to resist
commercial or political surveillance.

Yet, although the listed examples demonstrate countertrends to the de-
anonymisation process, they are placed on the margins of ICTs’ development. The
popularity of real-name social networking sites, social and commercial benefits
from revealing one’s data, powerful actors benefiting from internet users’
identification, as well as the relatively high level of technological knowledge
needed to conceal one’s real life identity online, all work against anonymity on the
internet.

What needs to be acknowledged, however, is that the future of online
anonymity is not yet fully determined. According to Feenberg (2014, p. 117) the
internet, with all its features, is still an immature technology and a mix of
“competing layers of meaning and function that combine different affordances of
the medium for different purposes”. The way online identities are constructed is
not yet fixed, and, as Cole Stryker (2012, p.16), an author, activist and defender of
the right to anonymity suggests “[tlhe Web will continue to see warfare in the
coming decade”, in which a “primary battleground will be the identity space”.

One of the areas of this battle, that so far has received little scholarly
attention, and which crosses through all other dimensions described by Lessig
(law, market, technology, and social norms) is the area of discourse, and media
discourse in particular. In the following section I will discuss the importance of
seeing online anonymity as a discursive construction, and I will outline key aspects

of the relationship between online anonymity and the mass media.

3.4 Online anonymity as a discursive construction

As shown in the previous sections of this chapter, the possibility for internet users
to obtain various levels of anonymity is influenced by technology, market, law, and
social norms, which are underpinned by the amalgamation of political, economic
and social interests. The picture, however, is missing one important tool for
influencing the future of anonymity, namely discourse, which can be used to
promote or justify certain technological solutions, laws, economic interests or

norms guiding online behaviour.
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While users’ ability to be anonymous on the internet and shape their online
identities is indeed determined by factors described in the previous section of this
chapter, it also depends on the meanings that are attached to anonymity itself.
Those meanings are shaped in long-term social, political and cultural processes
and negotiated within the public discourse. Moreover, as Baym (2010, p.23)
suggests, discourses surrounding online behaviour do not only reflect already
existing meanings, but might also generate new ones. She observes that “[t]hrough
communication, people assign symbolic meanings to technologies”, which, in turn,
shape the way technology is understood and used.

Studying the process of de-anonymisation from this perspective involves
acknowledging that changes in online environments are underpinned by a
meaning creation process. This process is influenced by political, economic and
social actors who have particular agendas, interests and expectations. While the
investigation of those interests is a domain of the political economy, the
perspective adopted in this thesis focuses on studying discourses, in order to
understand the changes in the online environment, uncover their ideological
underpinnings, and anticipate future developments.

The mass media are one of the forums where various social actors “struggle
over the definition of social reality” (Gurevitch and Levy1985, p.19 in Gamson
1992, p.25) and thus, which is crucial to this study, over the role of online
anonymity in a democratic society. In the following sections [ will present the key
aspects of the relationship between the media and online anonymity and discuss
studies which support the claim that discourse, next to law, technology, market

and social norms, is another force influencing the process of de-anonymisation.

3.5 Online anonymity and the power of the media

So far, little systematic, academic attention has been given to the media discourse
surrounding anonymity on the internet. Some useful conclusions can be drawn
from studies conducted in the field of journalistic ethics. Bill Reader (2012), an
American media scholar, analysed journalists and editors’ opinions regarding
anonymity on the internet. He analysed six journalistic essays in which authors

criticized anonymity in online forums, and internet users’ responses to those
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essays. He found that there are significant differences between the way journalists
and members of the audience perceive the role of anonymity in the public sphere.
The three key rhetorical strategies used by journalists included portraying
anonymity as “filth” (perceiving content written anonymously as worthless);
dehumanizing the “trolls” (describing anonymous authors using words like
‘reptilian’ or ‘swine’); protecting the “village square” (suggesting that anonymous
authors are a threat to an idealised vision of the public discussion, which should be
civil, polite, and articulate). On the other hand, the opinions expressed by readers
focused on highlighting the power of the people (forum users should be able to
manage the rules of the forums by themselves, and not have them imposed by the
media); stressing the importance of privacy (by expressing concerns about
revealing private information online); and identifying anonymity with freedom (by
highlighting that thanks to anonymity people can express their views freely).
Overall, Reader’s work offers valuable analysis of journalistic rhetoric regarding
online anonymity, but by selecting six essays openly critical of the issue at stake,
the author provokes the findings he obtained. Since his analysis is purely
qualitative, there is no indication of anti-anonymity rhetoric being characteristic to
a wide group of journalists. Also, the findings of the study, while useful for guiding
further research, are limited to the very specific cultural environment of media in
the United States.

Another important example of studies investigating online anonymity and
media relationship is a study of representations of anonymity and the internet in
stories published by Canadian newspapers between the years 1994 and 2003
conducted by Carey and Burkell (2007). The researchers found that in newspaper
stories, online anonymity is mostly associated with privacy, paedophilia and
internet crime.8 They also identified four main themes that appeared in articles in
which online anonymity was discussed: the public discourse theme (anonymity
seen as an important element of free speech), the parity theme (anonymity erasing
social differences), the social chaos theme (anonymity facilitating destructive
behaviour) and the surveillance theme (anonymity being only illusory due to

various surveillance mechanisms). Overall, the study provides a good overview of

8 [t is not quite clear why the researchers decided to treat internet crime and paedophilia as two separate categories. If
considered together, they would constitute the dominant context in which online anonymity was discussed in Canadian
newspapers - 35%, compared to the second biggest category, privacy (20.9%).
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the media debate surrounding online anonymity, but falls short of critical
discussion of its ideological underpinnings. In fact, the authors summarize their
findings as obvious, by stating that “the fact that the preponderance of stories in
this sample tend to associate ‘the anonymity of the Internet’ with malign or
dangerous phenomenon is not surprising” (2007). Counter to this, it needs to be
stated that the way media portray online anonymity should not be taken for
granted and that we should carefully and critically analyse the values, interests and
contexts underlying the debate. Moreover, Carey and Burkell’s study covers
debates on online anonymity that took place in the years 1994 and 2003, before
the rise of social networks and the culture of ‘radical transparency’. Thus, new
investigations of the debate are necessary.

In line with Carey and Burkell’s (2007) observation that “anonymity is a
crucial warrant in most rhetorical constructions of the Internet’s social value”,
some indications of media attitudes towards anonymity on the internet can be
found in the studies that investigate journalists’ general attitude towards the
internet and online communication. Meltzer (2015), for example, found out that
journalists see anonymity as one of the key reasons for the incivility in online
discussions. Another recent study, based on interviews with 583 US journalists,
showed that 73% of them agreed that online comments should not be anonymous
(Nielsen 2014). The attitude towards online anonymity, however, was only one of
many questions asked by the researcher, and the quantitative results were not
discussed in a critical and in-depth manner. The researcher did not explain what
exactly is understood by ‘anonymity’, what are the main reasons for journalists’
reluctance to users’ anonymity, or what are the social, political or cultural factors
that influence this attitude.

While the studies indicate a predominantly negative attitude towards
anonymity among journalists, more in-depth and critical analysis is needed. In the
following section I will discuss the importance of critical analysis of media
coverage of online anonymity and identify the main fields of power struggle
involved. It will be argued that mass media participate in shaping the future of
online anonymity because of 1) their symbolic power and influence on knowledge,
public agenda and attitudes; 2) their control over access to the public sphere; and

3) their struggle for domination in the new media reality. The power of the mass
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media will be then understood not only as influencing audiences, but also, as van
Dijk (1995, p.9) suggests, as an important role “within the broader framework of

the social, cultural, political, or economic power structures of society”.

3.5.1 Media and symbolic power

In the field of discourse analysis, mass media power has been described as
symbolic and persuasive, “in the sense that the media primarily have the potential
to control to some extent the minds of readers or viewers, but not directly their
actions” (van Dijk, 1995, p.10). Among the main, interconnected aspects of mass
media influence, van Dijk (1995) points towards the control of knowledge and
understanding; setting the agenda and making certain events more or less
prominent; and the control over attitudes and evaluations. The media can,
therefore, influence the way people understand what online anonymity is, in what
contexts it appears and how audiences perceive its value.

First of all, media play an important role in helping people understand and
give meaning to the reality which surrounds them. According to Baym (2010, p.23)
“[t]he messages in popular media (..) show the social elements we bring to
understanding new communication technologies and help to shape how people
understand new technology”. It is especially important when it comes to highly
complex issues, to which anonymity on the internet undoubtedly belongs. As
Caciattore et al. (2012) suggest, mass media are often the most accessible source of
meaning for the lay publics. This is particularly important in the case of
technology-related issues, which are usually difficult to understand for people
lacking expertise in a particular area. By presenting the problem in a simplified
and understandable way, traditional media become a primary source of meaning
for the broader public. The question of users’ anonymity online is a good example,
as only a small part of society really understands the software architecture. Most
people do not have enough technological knowledge to assess their level of
anonymity online, neither are they aware of the legal regulations concerning
identity disclosure.

Secondly, mass media influence which events become a part of the general

public debate and how relevant they will seem to the audience. According to the
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agenda setting theory, “elements prominent in the media’s pictures become
prominent in the audiences’ picture” (McCombs and Ghanem 2001, p.67).
Additionally, as van Dijk (1995) suggests, journalists can manipulate the
importance of certain information, by “displaying it more or less prominently in
the news report, headlines, leads, or photographs” (1995, p.14) or, conversely, they
can “deemphasize the causes or consequences of events or the properties of news
actors” (1995, p.15).

Last, but not least, media can shape attitudes, which later influence
evaluations of certain events, groups or processes (van Dijk 1995). One of the ways
in which media influence an audience’s attitudes, which will be discussed in the
methodological part of this thesis, is by creating the contrastive dimensions of ‘us’
versus ‘them’. By using such contrasts in the coverage of online anonymity, media
can influence the attitudes of members of the audience, which later influence

evaluations.

3.5.2 Media and control over access to the digital public sphere

Another important aspect of the mass media’s relationship with online
anonymity is the media’s control over the access to the public sphere. As van Dijk
(1995, p.12) suggests, mass media can “essentially determine who may say (or
write) what, to whom, about whom, in which way and in what circumstances”. In
this context I would like to suggest two different ways in which media can
influence the fate of online anonymity: 1) by giving access to different voices that
speak ‘about’ online anonymity and 2) by (not) giving access to the public sphere
to anonymous voices. Those two elements correspond with what discourse
theorists (e.g. van Dijk2009) describe as a division between controlling text and
context. In other words, media do not only control which facts and opinions about
online anonymity will be transmitted to the broader public (text), but they also
have the means to determine the level of disclosure required in order to
participate in online discussions (context).

The first aspect of the control over access to the public sphere is strongly
related to the agenda setting role of the media, described in the previous section.

Traditional media, which still hold a powerful position among news sources
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publicise certain voices about online anonymity, while silencing others. Their
power lies in the ability to decide which voices, social actors, and interests will be
represented in the coverage.

There is, however, another way in which media can determine the fate of
anonymous access to the public sphere. Since for most of the traditional media
nowadays having an online edition is standard, they can determine the level of
disclosure needed for their audience to engage with the content and thus
participate in the online public sphere. The options which media can offer to their
audiences are numerous: in order to post a comment on a website, users can be
required to register with an official ID number, login through social networking
sites such as Facebook, Google+, or LinkedIn or have their email address
confirmed. In other cases, no registration might be required at all and some media
websites are even actively working towards securing users’ anonymity.? Although
the practice of media websites vary, some general trends can be observed. In the
Word Editors Forum'’s study “Online comment moderation: emerging best
practices” (Goodman and Cherubini 2013), online news editors at 91 news
organisations across the world shared their insights about whether or not
requiring registration from their users (mostly for commenting) is a good idea. As
the authors concluded, “[t]here is a general feeling that requiring real names leads
to better quality of conversation, though smaller in terms of number” (2013, p.7).
As an example, the report quotes The Wall Street Journal’s community editor who
stated: “Most of our commenting is constructive. We are a real name community so
our readers are not the average web reader hiding behind a cloak of anonymity.
We have real name standards here and commenting histories and profiles are
visible, so it’s almost like a social network” (2013, p.31). It has to be noted,
however, that overall the issue of allowing anonymous commenting is divisive and
many respondents acknowledged that anonymity might be important to those
who, for various reasons, cannot express their opinions freely.

While media companies can determine the level of disclosure required from
their readers while engaging in online public discussions, they can also use their

investigative capacities in order to expose the real life identities of anonymous

9 For example, American Gawker Media Network, tries to ensure users’ anonymity by providing them with the anonymous
‘Burner’ method (Goodman and Cherubini 2013). As Goodman and Cherubini explain, the method “involves the site issuing a
16-character key for a one-time only login. Gawker doesn’t store the key, any of the user’s information or their IP address”
(2013, p. 32).
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internet users. There are already several examples of a phenomenon commonly
referred to as ‘doxing’. According to Ryan Goodrich (2013), doxing, which is an
abbreviation of ‘document tracking’, is the act of “using publicly available
information to identify individuals with the goal of publicly sharing or exposing
their personal details”. While the word was originally used for describing the
strategy of hackers who infiltrate secure databases and expose personal
information of various individuals, it is now also applied to other types of exposing
uniquely identifying data without a person’s consent. One group of such practices
is what can be called media doxing and involves mainstream media publishing the
identifying data of previously anonymous internet users. The examples of media
doxing include the identification of Reddit’s user, violentacrez, as Michael Brutch
by Gawekr’s Adrian Chen; the disclosure of the real name of British blogger Girl
with a One-Track Mind, who was writing about her sex life in London, by the
Sunday Times; or the revelation of the identity of NightJack, a blogging policeman
from Lancashire, by The Times. The examples of doxing also include the case of a
Polish blogger, Kataryna, whose real life identity was disclosed by journalists of a
daily newspaper Dziennik, and which will serve as a case study for investigating
the debate surrounding online anonymity in this thesis. All these stories are very
different in terms of reasons for doxing, the ways in which journalists got the
information about previously anonymous users or the consequences which the
outing had had. What they have in common is that they illustrate a situation in
which mainstream media claimed the right to challenge the anonymity of internet
users and revealed their ‘real life’ names to the public. Moreover, they all triggered
a heated debate about the value of online anonymity and the dangers that come
with it. Better understanding of this debate, which this analysis aims to provide, is
necessary for recognising the main forces involved in the struggle surrounding

online anonymity, as well as the power relations that underlie this struggle.

3.5.3 New challenges to the symbolic elites

The leading role in the meaning making process, as well as the control over access
to the public sphere discussed in the previous sections traditionally gave

journalists, editors, and media owners a privileged position of ‘symbolic elites’
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(van Dijk 1989). However, in the era of new technologies journalists are no longer
the only gatekeepers and their ability to control access to the public sphere and set
the agenda for public debates became limited. Unsurprisingly, the reaction of
journalists to new content producers (such as bloggers or participants of various
online forums) was sceptical. As Dohle and Bernhard (2014, p.254) pointed out,
"[t]he emergence of the Internet [...] caused negative reactions among journalists
depicting online media as non-credible, unreliable, or unprofessional” (2014, p.25).
As previous studies showed (e.g. Meltzer 2015), one of the factors by which
journalists explain the low quality of online debates is anonymity of the
participants. It therefore seems justified to assume that challenging the value of
online anonymity might in fact be a strategy for journalists to secure their
privileged position in the public sphere.

This assumption, which will be tested in the empirical part of this study, can
also be supported by the theoretical concept of paradigm repair. Drawing from
the work of Stephen D. Reese (Reese 1990, cited in Ruggiero 2004), Thomas E.
Ruggiero observes that “in protecting the cultural authority of their profession,
journalists engage in ‘paradigm repair’, or the maintenance of the cultural
boundaries of journalism” (2004, p.92). The ‘paradigm repair’ is here understood
as the attempts of journalists to identify and correct violations of central tenets of
the mainstream news product. Ruggiero argues that when faced with the rising
importance of the internet and practices that threaten “the conventional news
paradigm by calling into question its limitations and biases” (2004, p.93),
journalists are trying to restore their privileged position within the public
discourse. He also observes that the most common tenets of journalistic product,
which traditional media try to preserve, include news content authenticity, news
content credibility, journalistic authority and journalistic accountability. According
to Ruggiero, journalists use those four principles in order to call for a ‘paradigm
repair’, as they are not eager to share their “authority as disseminators of news”
(2004, p.102) with those who traditionally were at the receiving end. Although
Ruggiero does not mention online anonymity in the context of his study, the link is
evident. As the previous chapter showed, anonymity’s opponents often set it
against the exact qualities which Ruggiero lists within the context of ‘paradigm

repair’: authenticity, credibility, authority, and accountability. It can then be
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assumed that journalists’ critical attitude towards online anonymity would be
driven by their perceived need for ‘paradigm repair’ and their eagerness to
“protect[t] their 'professional turf’ (2004, p.95).

Similar conclusions can be drawn from the early work of Bill Reader (2005),
which explored the opinions of journalists in the United States about anonymous
letters to the editor and compared those opinions with some key tenets of the
“Society of Professional Journalists' Code of Ethics”. He analysed 30 essays
published in trade journals by media practitioners and conducted 16 interviews
with editors. His main conclusion, which he described as a journalistic ‘blind spot’,
was that media professionals fail to acknowledge the positive value of anonymity
and that a journalist’s perception of anonymity is contrary to journalistic ethical
guidelines, such as giving voice to disadvantaged groups or “promot[ing] the free
exchange of views, including views they find repugnant—or, if you will, views
submitted in a manner they find repugnant” (2005, p.73). Reader found that
editors predominantly perceive anonymous contributions as “tawdry and shallow”
(2005, p.68), they assign “considerable moral value to the act of signing a letter,
arguing that the act gave the opinion more credibility” (2005, p.70) and that for
them only contributors who are willing to provide their names “deserve to
participate in the forums, and that identifying oneself is a foundation of democratic
speech” (2005, p.69). Reader does not devote a lot of attention to identifying
potential reasons for journalists’ and editors’ negative attitudes towards
anonymity, but some of his findings are closely related to the ‘paradigm repair’
concept. For instance, he observes that many journalists see anonymous
contributions as “heretical to the ethical ideals of journalism” (2005, p.65) and that
journalists and editors “perpetuate and perhaps exacerbate a mythology by which
journalists assume moral certitude when denigrating missives from the masses”
(2005, p.73). Those two points - seeing anonymous contributions as incompatible
with journalistic ethical principles and perceiving journalists as being morally
superior to the masses and occupying a privileged position in the public sphere are
exactly what Ruggiero’s interpretation of ‘paradigm repair’ is about. Additionally,
Reader observes that in relation to anonymity, journalists expect anyone who

wants to participate in public debates to follow their standards.
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Overall, by combining both theoretical concepts - Ruggerio’s take on
‘paradigm repair’ and Reader’s ‘blind spot’- it seems justified to argue that
journalists, who want to protect their privileged position in the public sphere,
engage in ‘paradigm repair’ by calling for the preservation of traditionally accepted
tenets of journalistic practice (such as authenticity, credibility, authority, and
accountability). One of the factors which journalists and editors see as
undermining those tenets in the digital world, is online contributors’ anonymity.
Consequently, by turning a blind eye to the potential advantages of anonymity,
journalists close the door to the public sphere for those who, for various reasons,
refuse to disclose their names, and who could also potentially challenge

journalistic authority.

3.6 Conclusions

This chapter began with an outline of key aspects of the process leading to
elimination of anonymity from online spaces, which is often described as a move
towards ‘the real-name web’, or the process of de-anonymisation. According to
Hogan (2013), a turn towards a real-name web is not only a technical one - it is
political, social, and it is based on a very specific set of values, among which
connectivity, sharing, and self-exposure, dominate. Using Lessig’s (2006)
theoretical framework, [ discussed economic, technological, political and
normative factors influencing the gradual marginalisation of anonymity and
constituting the process of de-anonymisation.

While all of these factors have been already thoroughly researched, it was
argued that one aspect of de-anonymisation - a discursive one - remains
unexplored. Yet, understanding public discourse surrounding anonymity is crucial,
since it is both being shaped by and shaping all other forces influencing people’s
online behaviour: law, market, technology, and social norms.

Mass media are one of the platforms where the meaning of online
anonymity is being constructed and negotiated. I showed that there are at least
three aspects of media - an online anonymity relationship that requires attention:
media, thanks to their symbolic power, can influence how online anonymity is

represented in the public sphere; mass media with an online presence can control
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the access o