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ABSTRACT 

In the last years, increasing smartphones’ capabilities have caused a paradigm shift in the way of users’ view and using 
mobile devices. Although researchers have started to focus on behavioral models to explain and predict human behavior, 
there is limited empirical research about the influence of smartphone users’ individual differences on the usage of 
security measures. The aim of this study is to examine the influence of individual differences on cognitive determinants 
of behavioral intention to use security measures. Individual differences are measured by the Five-Factor Model; 
cognitive determinants of behavioral intention are adapted from the validated behavioral models theory of planned 
behavior and technology acceptance model. An explorative, quantitative survey of 435 smartphone users is served as 
data basis. The results suggest that multiple facets of smartphone user’s personalities significantly affect the cognitive 
determinants, which indicate the behavioral intention to use security measures. From these findings, practical and 
theoretical implications for companies, organizations, and researchers are derived and discussed. 
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1. Introduction 

In the last years, mobile devices have introduced a new 
dimension into life and work. Increasing capabilities 
have caused a paradigm shift in the way users view and 
use mobile devices [1]. Smartphones and other mobile 
devices, such as tablet PCs, are small, easy to carry and 
powerful in computational and storage capabilities. Par- 
ticularly smartphones and tablet PCs are being used in a 
business context and replacing classic business mobile 
phones and to some extent, notebook PCs. Organiza- 
tional decision-makers have increasingly come to accept 
the use of mobile and private devices and applications in 
the organizational IS environment [2]. Hence, research 
studies emphasize management’s concerns about the pro- 
tection of organizational information asset [1,3]. Smart- 
phone users’ behavior in different situations and how 
they cope with security measures become important in 
the organizational information security context. While 
researchers focus on technical issues or on organizational 
perspectives of mobile security (e.g. [1]), behavioral re- 
search is very limited up to now [3].  

The attempt of this study is to examine how behavioral 

cognitive determinants affect the behavioral intention to 
use smartphone security measures. In information secu- 
rity research, the adoption of behavioral models, such as 
theory of planned behavior (TPB) and core constructs of 
the technology acceptance model (TAM), is well estab- 
lished to explain and predict user behavior (for a list see, 
for example [4,5]. Only a few studies have investigated 
the rooting behavioral determinants that lead to different 
attitudes and behavioral intentions. Fishbein and Ajzen 
[6] recognized the potential importance of additional 
external behavioral influence factors that are outside the 
TPB. The authors explicitly stated that individual differ- 
ences in personality are external variables that influence 
a specific behavior indirectly through mediating cogni- 
tive constructs contained within the TPB [6,7]. There- 
fore, this study investigates the relationship between 
personality traits and cognitive behavioral models. Other 
research studies, for example Devaraj et al. [8] and Nov 
and Ye [9], investigated the relationship between person- 
ality traits and TAM in a different IS context. The au- 
thors found that personality traits are useful predictors of 
attitudes and beliefs. Wang [2] incorporated personality 
traits into the IS continuance model to examine the in- 
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fluence of personality traits on an individual’s IS con- 
tinuance intention. The author suggested that personality 
traits and cognitive determinants on behavior, as pro- 
vided by the TPB and the TAM constructs of attitude and 
behavioral intention, might be integrated into a single 
model. We make a theoretical contribution by conceptu- 
alizing that smartphone users’ actions and decisions are 
significantly driven by their personalities. Personality is 
measured using the five-factor model (FFM) [10]. We 
explore the following research question by testing an 
integrated personality model:  

How do smartphone users’ personality traits influence 
the cognitive determinants of their usage of security 
measures? 

This paper is structured as follows: first, we provide a 
theoretical basis and outline the identified research gap. 
After presenting the model development and analysis, we 
report and discuss the results of our empirical investiga- 
tion. Finally, we conclude with a discussion of implica- 
tions for practice and research, limitations, and an out- 
look for future research. 

2. Theoretical Background  

2.1. Key Areas Comprising Mobile Security 

Rapid changes in the use of mobile devices have caused 
a paradigm shift in the information security context. The 
definition of mobile devices includes portable electronic 
devices that store potentially critical information and data 
[11]. Although this broad definition includes laptops and 
notebooks or personal digital assistants (PDA), the focus 
of this paper lies on multi-function pocket and handheld 
devices such as smartphones or tablet PCs (in the fol- 
lowing, referred to as smartphones) that use touch-sen- 
sitive screens. Due to increasing mobility, easier com- 
munication, and processing ability, individuals carry 
smartphones with critical information and data with them 
[12], which results in an even larger user base [13]. Be- 
sides the ability to run many applications, individuals can 
access, store, and manipulate private data, as well as 
critical information from organizational networks such as 
emails, contact details of clients and suppliers, and cal- 
endar items [11,12]. To prevent data loss, smartphones 
typically include security measures, also referred to as 
countermeasures or security mechanisms [4,14], such as 
password protection, backup and restore, and remote 
device wipe [12]. Organizations integrate security as- 
pects of employee-owned and organizational mobile de- 
vices into their information security strategies and poli- 
cies. Therefore, national and international organizations 
issued fundamental best-practices, guidelines and stan- 
dards, such as the International Standards Organization’s 
(ISO) Code of Practice (ISO/IEC 27001; ISO/IEC 27002) 
or National Institute of Standards and Technology (NIST) 

special publications such as SP 800 - 124, which provide 
recommendations regarding the implementation and ma- 
nagement of security measures for smartphones. But 
these standards or guidelines are generic in scope and do 
not focus on the different security requirements within 
organizations. 

Even if challenges for securing smartphones are very 
similar to those encountered with personal computers or 
laptops and notebooks, often smartphone users them- 
selves are the private owner and and in some cases re- 
sponsible for the device’s configuration and use of secu- 
rity measures [11]. For example, optionally activated 
security measures bear the risk that users are not willing 
to actively enable them [12]. For this reason, it is essen- 
tial to understand the cognitive processes of smartphone 
users that lead to the actual usage of security measures 
for smartphones. Currently, only few research studies 
have started to incorporate cognitive variables into be- 
havioral models that consider the use of different security 
measures for smartphones [12]. For example, in their 
research study, Clarke and Furnell [15] elaborated that a 
significant proportion of smartphone users do not enable 
PIN-based authentication. The authors examined the at- 
titudes of smartphone users towards PIN- and biometric 
based security measures. Ben-Asher et al. [16] surveyed 
smartphone users’ security needs and concerns, as well 
as their awareness of security measures. Results suggest 
that the needs of smartphone users are diverse and in- 
creasing awareness encourages users to activate simple 
security measures. Using protection motivation theory, 
Tu and Yuan [12] conceptualized a research model that 
provides an understanding on how smartphone users be- 
have in coping with security threats of loss and theft. 
These studies and concepts emphasize that smartphone 
users’ cognitive factors are diverse and depend on the 
influence of other external variables such as individual 
differences. Prior literature did not reveal an accepted 
and integrated model that investigates the influence of 
personality traits on security-related behavior in a smart- 
phone user context. 

2.2. Personality Traits and Behavioral Cognition 
Models in IS Research 

The investigation of individual differences has become 
omnipresent in IS research. Researchers have incorpo- 
rated related cognitive and personality-related variables 
into various IS success outcome models in order to pre- 
dict and explain actual behavior. The integration of per- 
sonality traits in behavioral cognition models is a rela- 
tively young research area in the IS domain. Personality 
researchers use classification systems that summarize 
individual differences in personality into fundamental 
facets of each individual. These traits determine cogni- 
tive and behavioral patterns that remain more or less sta- 
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ble across different situations [17]. Personality traits are 
commonly referred to as the agile organization within the 
human being “of those psycho physiological systems that 
determine his characteristic behavior and thought” ([18], 
p. 28). The most frequently used taxonomy in personality 
research is the FFM [19]. The FFM, a parsimonious and 
comprehensive model of personality, became widely 
accepted in personality research because its validity was 
verified by multiple empirical studies [19,20]. Despite 
criticism of the number and labels of FFM factors (e.g. 
[19]), a number of beneficial properties are associated 
with the use of the FFM: stability, presence, and collec- 
tive appreciation [17]. Its five broad traits are generally 
characterized as follows (e.g. [10,17,19]): 

1) Extraversion is the degree to which an individual is 
cheerful, assertive, ambitious, and social;  

2) Agreeableness is the tendency to be trustful, straight- 
forward, helpful, and willing to cooperate;  

3) Persistence, self-control, self-discipline, and dutiful- 
ness represent conscientiousness;  

4) Openness to experience indicates an appreciation 
for variety of creativity, flexibility, adventurousness, and 
imagination; and finally,  

5) Anxiety, pessimism, impulsiveness and personal in- 
security are related to neuroticism. 

To understand the link between a smartphone user’s 
personality and his or her influence factors of actual be- 
havior towards the use of security measures, cognitive 
processes must be taken into account. As proposed by 
Devaraj et al. [8], the influence of personality traits on 
behavior is mediated by cognitions, as implied by the 
TPB or the TAM. TPB and TAM are the most widely 
applied models of goal-specific cognition and are widely 
supported by research studies for their predictive power 
[4,8]. Both models are an adaptation of the theory of 
reasoned action (TRA), which implies that intentions are 
proximal cognitive antecedents of actions or behavior. 
TAM determines that attitudes toward the usefulness and 
ease of use of an innovative technology are factors in its 
adoption and use [21]. In TPB, intentions index the mo- 
tivation to perform a specific action and are determined 
by three constructs: attitudes (ATT), subjective norm 
(SN), and perceived behavioral control (PBC). The PBC 
construct extends TPB from TRA to account for requisite 
resources necessary for performing a behavior [7]. The 
SN construct represents an individual’s beliefs as to whe- 
ther a specific behavior is accepted and encouraged by 
people who are important to her or him [7]. In general, 
ATT represents an individual’s overall evaluation of a 
specific behavior. Within the context of this research 
study, ATT constitutes an individual’s beliefs that taking 
security measures is a desirable behavior that helps to 
enhance the protection of smartphones. Given that TAM 
is tailored for modeling user acceptance of IS objects, we 

adapted both attitudinal TAM constructs, perceived use- 
fulness (PU) and perceived ease of use (PEOU), to ex- 
plain the attitude’s impact on behavioral intention. More 
specifically, in our case, PU determines the degree to 
which a smartphone user believes that using specific se- 
curity measures will enhance the protection level of his 
or her smartphone. The second attitudinal TAM construct, 
PEOU, denotes the degree to which a smartphone user 
believes that using security measures for smartphones 
will be effortless. If a smartphone user perceives the re- 
sult of a certain behavior as being positive, he or she will 
form positive attitudes towards the adoption or use of this 
specific security measure. In comparison to PBC, PEOU 
represents the individual beliefs about the degree of ef- 
fort applied, while PBC can be seen as a control belief 
and situational perception. A smartphone user might per- 
ceive that a specific security measure is easy to use, but 
could feel that she or he does not have control over the 
adoption or use. As mentioned above, smartphones have 
different types of security measures in place. Therefore, 
we decided to determine these behavioral constructs by 
regarding multiple security measure rather than a single 
one. Because there is little research in this field yet, we 
believe that a more global focus on security measures is 
beneficial for practitioners and researchers alike.  

3. Research Model and Hypotheses 

Personality research shows that personality traits vary in 
their respective relevance, but are resistant to transfor- 
mation [22]. Prior meta-analytic evidence has demon- 
strated that specific FFM traits are more relevant in ex- 
plaining different factors of behavior than others [19]. 
Therefore, specific personality traits are hypothesized to 
be related to some, but not each and every one of the 
cognitive constructs. A hypothesized relationship is re- 
levant when it is appropriate, grounded in, and supported 
by theoretical and empirical research studies. 

The aim of this study is to provide a general link be- 
tween personality traits, cognitive factors, and the re- 
spective behavior. Therefore, behavioral intentions are 
the dependent variable in our integrated model (Figure 
1). 

Assessing intentions rather than actual behavior is 
theoretically and technically justified. Despite criticism 
that most critical limitation of TAM or TPB studies is the 
use of self-reported data (e.g. [23]), several authors have 
shown a strong and consistent relationship between be- 
havioral intention and actual behavior (e.g. [24]). In our 
case, the technical measurement of the actual usage of 
security measures is argued to be difficult due to the sen- 
sitive context of information security (e.g. [25] and the 
large and diverse sample sizes [26]. Despite theoretical 
agreement that PU, PEOU, SN and PBC predicts behav-  
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Figure 1. Integrated Research Model. 
 
ioral intentions, prior research has shown a strong and 
consistent empirical relationship between these con- 
structs (e.g. [4,8]).  

Hypothesis (H) 1a-1d: PEOU (H1a), PU (H1b), SN 
(H1c) and PBC (H1d) are positively associated with the 
behavioral intention toward the use of security measures 

Individuals with an open personality are characterized 
as being adventurous, creative, intelligent, imaginative, 
unconventional, and receptive to new and innovative 
ideas [17]. Associated with various cognitive skills and 
abilities in individuals, openness is characterized as the 
motivational tendency to critically examine information, 
reflection on ideas, and the cognitively differentiated 
interpretation of information in multiple scenarios [27]. 
A high degree of openness, with its facets of a deeper 
scope of awareness and less conscious in tradition [22], 
promotes that smartphone users deal with potential secu- 
rity risks that might affect their smartphones. This is ex- 
pected to result in a positive judgment about the utility of 
security measures in general. These facets and cognitive 
processes are hypothesized to lead to positive attitudes 
and values towards the perceived ease of use and useful- 
ness of security measures. Those individuals who are 
high in openness are less concerned with the change im-
plicit in adopting a new technology [8]. In their meta- 
analytic review, Judge et al. [20] demonstrated that open- 
ness is positively related to self-efficacy and the motiva- 
tion toward the accomplishment of self-set targets. In 
addition, Barrick et al. [19] emphasized that openness is 
positively related in learning experiences and proficiency. 
Therefore, more open smartphone users will find it easy 
to use a security measure and will form positive attitudes 
towards their own learning experience and capacity to 
perform.  

H2a-c: Openness is positively associated with attitudes 
towards the perceived ease of use (H2a), perceived use- 
fulness (H2b), and perceived behavioral control of secu- 
rity measures (H2c)  

Neuroticism is characterized by anxiety, pessimism, 

hostility, and personal insecurity [17]. Individuals who 
score high in neuroticism tend to avoid situations of tak- 
ing control and show low motivation toward goal-setting 
[20]. In addition, prior research demonstrated that one of 
the facets of neuroticism, anxiety, is negatively related to 
computer self-efficacy [28]. As a result, neurotic smart- 
phone users tend to feel insecure or nervous that they do 
not have control over using a security measure. Further, 
Devaraj et al. [8] have shown that emotionally stable 
individuals, the counterpart of neurotic individuals, are 
likely to view innovative technical advances as being 
helpful and important. Due to a lack of confidence and 
optimism, we expect that if a highly neurotic smartphone 
user views the use of security measures with skepticism, 
he or she will form negative attitudes, because it is be- 
lieved that a potential action cannot make a significant 
difference in protecting their smartphone.  

H3a, b: Neuroticism is negatively associated with the 
attitude towards perceived usefulness (H3a) and per- 
ceived behavioral control of security measures (H3b). 

Conscientiousness, a personality trait that is associated 
with intrinsic motivation to achieve, competence, persis- 
tence, and being careful, is one of the most important 
traits within the research of information security behavior 
[1,29]. Prior research emphasized a positive relationship 
between conscientiousness and mindfulness in IT inno- 
vations [27], and a positive relation to security concerns 
[30]. Conscientious smartphone users tend towards pur- 
poseful and careful reactions before prematurely em- 
ploying inefficient security measures. In particular, con- 
scientious smartphone users are more likely to be intrin- 
sically motivated to use security measures to protect their 
smartphones. This cognitive processing is expected to 
result in a positive attitude toward the usefulness of the 
security measure. In addition, individuals with high lev- 
els of conscientiousness are more likely to take response- 
bility [17]. Together with the facet of self-control and 
due to the tendency of intrinsic motivation to perform, 
we posit that conscientiousness will interact with PBC in 
determining behavioral intentions. If a smartphone user 
forms positive beliefs in his or her capacity to use secu- 
rity measures, conscientiousness will increase those be- 
liefs and result in positive behavioral intentions to use 
these security measures.  

H4a: Conscientiousness is positively associated with 
the attitude towards the perceived usefulness of security 
measures.  

H4b: Conscientiousness moderates the relationship 
between the attitude perceived behavioral control and 
behavioral intentions to use security measures. 

Individuals who score high in extraversion are charac- 
terized as being cheerful, energetic, gregarious, ambi- 
tious and optimistic [19]. In addition, they seek out new 
excitements and opportunities [31] and value interper- 
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sonal relationships [19]. For example, in training situa- 
tions, research results indicate that extraverted individu- 
als are more likely to be active and involved in opportu- 
nities to provide and obtain information in specific situa- 
tions [19]. Extraverted individuals tend to perform a spe- 
cific behavior that is viewed as being desirable by sig- 
nificant others. In this regard, we expect that extraverted 
smartphone users will form positive intentions to use 
security measures as long as significant others think that 
this is acceptable.  

H5: Extraversion moderates the relationship between 
subjective norm and behavioral intention to use security 
measures.  

Agreeableness is the trait that implies cooperating, 
nurturing other individuals, and being helpful and con- 
siderate [17]. Prior meta-analytic evidence has demon- 
strated that agreeableness, like extraversion, is particu- 
larly relevant when performance involves interaction 
with other people [19]. Korukonda [32] demonstrated 
that agreeableness is negatively related to computer an- 
xiety. Individuals high in agreeableness are sensitive 
towards other’s thoughts and opinions. Therefore, it is 
hypothesized that agreeable smartphone users will reveal 
themselves to use security measures when significant 
others think the same as they do. This leads to the as- 
sumption that agreeableness acts as a moderator of the 
relationship between subjective norm and intention to- 
wards the use of security measures. 

H6: Agreeableness moderates the relationship between 
subjective norm and behavioral intentions to use security 
measures.  

4. Research Methodology 

4.1. Explorative Data Collection Procedure 

Kotulic and Clark [33] emphasized that collecting ac- 
ceptable empirical organizational data in this sensitive 
context of information security is quite challenging. To 
gain an acceptable number of observations, we decided 
to use a student sample. The rationale for using a student 
sample was to gather acceptable explorative data, given 
our unique focus on personality traits and behavioral 
cognition models. The objective of this study is to shed 
light in the explanation of cognitive processes of smart- 
phone users that lead to specific behavior towards secu- 
rity measures. Personality traits are shown to be rela- 
tively stable across situations in an individual’s lifespan, 
especially beyond adulthood [17]. Therefore, a student 
sample is adaptable into an organizational context. An- 
other reason is that younger individuals, mostly repre- 
sented through students, have been shown to use mobile 
devices most frequently [22,34] and are more open to all 
kinds of innovations and are often the first to adopt them 
[35]. Although we acknowledge the criticism of the use 

of student samples due to their limited representativeness 
or external validity, the appropriateness and usefulness of 
student samples in the specific context of personality 
traits and information security has been demonstrated in 
different research studies (e.g. [22]).  

Participants were contacted via university social net- 
works, email, and closed groups in social networks (e.g. 
Facebook, Xing). Participation was voluntary and no 
course credits or incentives were given. But participation 
was motivated by a promise to share the results. The 
survey was hosted using a secure university-based tool; 
anonymity and confidentiality were guaranteed. All ques- 
tionnaires were completed with a web-based survey. A 
total of 526 undergraduate and graduate business stu- 
dents from a large university participated. Gender was 
nearly equally balanced with 40% male and 60% female. 
The largest percentage (65%) of respondents was in the 
age group of 21 - 29. About 86% of the sample indicated 
that they use apps, messaging, e-mails, and make calls 
multiple times a day, indicating that these individuals are 
experienced smartphone users. In order to ensure a high 
level of validity, only those questionnaires that were en- 
tirely complete were used in the study. The final sample 
frame contained 435 responses that can be considered 
sufficient. Table 1 provides an overview of the demo- 
graphic statistics. 

 
Table 1. Demographic statistics. 

Criteria Frequency Percentage

Gender 

Male 174 40 

Female 261 60 

Range of age 

<21 84 19.3 

21 to 29 284 65.3 

30 to 39 33 7.6 

40 to 49 18 4.1 

50 to 59 9 2.1 

>59 7 1.6 

Level of education 

Student 23 5.3 

Secondary modern school 5 1.1 

High school diploma 48 11 

Higher education entrance qualification 199 45.7 

University degree 159 36.6 

Not stated 1 0.2 
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To test for non-response bias, we compared those who 
responded within a few days with late respondents using 
t-test comparison of means for measurement items. No 
significant differences between the early and late respon- 
dents could be identified, so non-response bias was not 
an issue in this study. 

4.2. Operationalization of Measurement Items 
and Instrumentation 

The items for constructs were adapted with the help of 
validated items from literature whenever possible. Per- 
sonality was measured using the validated 44-item BFI 
inventory developed by John et al. [10]. In contrast to the 
240 item NEO-PI-R or the 60-item NEO-FFI [17], the 
BFI is advantageous due to its short and succinct phras- 
ing, which is less time consuming for respondents. The 
behavioral constructs for mobile security were multi-item 
scales (see Appendix Table 2). All items were measured 
using a five-point Likert scale. In concordance with prior 
literature, subjective norm was regarded as a formative 
construct because it is comprised of causal items [36]. 
The items occur independently of the others within this 
construct [37]. All other items in the study were modeled 
as reflective. To increase content validity, measurement 
items for both formative and reflective constructs were 
based on validated prior literature. In addition, the com- 
plete questionnaire was pre-tested with nine faculty 
members and PhD students who were skilled in quantita- 
tive research methods. 

4.3. Data Analysis and Results 

Empirical data were analyzed using the component-based 
structural equation modeling approach of partial least 
squares (PLS) [38]. PLS is the preferred option in ex- 
plorative studies of complex research relationships [38] 
and for studies during the early stages of theory building 
[3]. In addition, we chose PLS to handle the presence of 
a large number of measures and the combination of latent 
reflective and formative variables [39]. Model testing 
and measurement validation were conducted using 
SmartPLS (Version 2.0 M3).  

Following the validation guidelines from Chin [38] 
and Straub et al. [40] for reflective measurement models, 
we made use of convergent validity, discriminant validity, 
and reliability. With regard to individual item reliability, 
the factor loadings of each item were assessed on its re- 
spective construct. Recommendations for threshold lev- 
els of item reliability range from a minimum loading of 
0.4 [40] to ideally 0.707 as proposed by Chin [38]. The 
item reliability analysis of personality traits showed that 
some items had low factor loadings. This phenomenon is 
known in personality research [41]. Since we focus on 
the global dimensions rather than the single facets, re- 

moving items is appropriate. After purification, the low- 
est item loading on its respective underlying construct 
was 0.62 (agreeableness) so that every item was near the 
recommended ideal threshold of 0.707. To confirm in- 
ternal consistency, composite reliability (CR) was meas- 
ured. All constructs met the minimum threshold of 0.70 
(lowest CR is PU with a CR of 0.79), which is consid-
ered to be sufficient [42]. To ensure convergent validity 
of constructs, average variance extracted (AVE) for each 
construct was above the minimum threshold of 0.50 
(lowest AVE is extraversion with an AVE of 0.59). For 
adequate discriminant validity, the square root of the 
AVE for each construct exceeded the correlation values 
in the correlation matrix [42]. 

Regarding the formative measure, we first ensured the 
content validity by using validated past empirical studies. 
To ensure that multicollinearity was not present in this 
study, we used variance inflation factor (VIF) statistic. A 
VIF of ten or below is required [38]. Since the VIF value 
was 1.01, no multicollinearity could be observed. In ad- 
dition, all weights of formative indicators were signifi- 
cant at p < 0.01 (lowest t-value 2.98). 

5. Discussion 

The aim of this study was to examine how personality 
traits influence the cognitive determinants of users’ in- 
tention with respect to smartphone security measures. It 
was shown that personality traits are influential in deter- 
mining core constructs of TPB and TAM. Figure 2 pro- 
vides the estimates of the path coefficients and a sum- 
mary of the results of hypotheses. As predicted by TPB, 
TAM, and in consistence with our expectations and the 
results of prior studies in information security research 
(e.g. [4,8]), a smartphone user’s intention is strongly in- 
fluenced by the core constructs PU (β = 0.329; p < 0.001), 
SN (β = 0.281; p < 0.001), and PBC (β = 0.395; p < 
0.001). In more detail, smartphone users’ intentions to 
use security measures are mainly motivated by their be- 
liefs about the usefulness and whether the use is under 
their control. The results also imply that social influence 
 

H1a: -.150*

H1d
: .

28
1*

**

H2c: .217***

 

Figure 2. Results of PLS structural equation model analy- 
sis. 
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determines the intentions to use security measures. A 
smartphone user is likely to use security measures if she 
or he perceives that significant others are using the same 
security measure. Contrary to TAM, H1a is not sup- 
ported. A negative significant influence of PEOU to INT 
is identified. Upon reflection, this result can be the phe- 
nomenon of other external variables, influencing the re- 
lationship between PEOU and INT. For example, Venka- 
tesh and Bala [43] highlighted the sensitivity of poten- 
tial moderators that influence the relationship between 
PEOU and INT. The authors found that experience mod- 
erated the effect of PEOU and INT such that the effect 
becomes weaker with an increase in user experience 
levels [43]. It is possible that the relationship between 
PEOU and INT might be more complex than a linear 
relationship. Overall the cognitive determinants accounted 
for a significant proportion of the variance in INT (  
= 0.51). 

2
adjR

Further, the results of our study indicate that the cog- 
nitive determinants of security measures vary depending 
on different personality traits. More specifically, out of 
the nine hypothesized relationships between personality 
traits and cognitive determinants and behavioral inten- 
tions, six significant relationships were identified. Open- 
ness was hypothesized to have a positive relationship to 
PEOU, PU, and PBC. Due to the facets of, for example, a 
higher scope of awareness, open smartphone users are 
found to form positive beliefs about the usefulness of po- 
tential security measures. In addition, facets such as be- 
ing intelligent and willingness to learn [19] make smart- 
phone users believe in their own ability to use different 
security measures. A significant relationship between 
openness and PEOU could not be identified. As men- 
tioned above, other external variables such as experience 
might influence the relationship between openness and 
PEOU. Devaraj et al. [8] pointed out that the relationship 
between openness and attitudinal constructs might be 
more complex than a simple linear relationship. The au- 
thors justified their argumentation by demonstrating that 
openness and attitudinal constructs were not significant, 
while a direct positive relationship to behavioral inten- 
tion exists. Turning to neuroticism, the results indicate 
that neuroticism has a negative impact on PU and PBC. 
Prior research stated that neurotic individuals tend to 
avoid taking control of a situation; this research study 
confirms this relationship. Additionally, neurotic smart- 
phone users are more skeptical and form negative beliefs 
towards the usefulness of a security measure and their 
own ability to take control of using a security measure. 
Turning to conscientiousness, both hypotheses are sup- 
ported. These results are not surprising, since conscien- 
tiousness has been shown to be an important personality 
trait in information security research [1].  

Agreeable and extraverted smartphone users are hy- 

pothesized to influence the relationship between SN and 
INT. In prior research, it was pointed out that in a situa- 
tion that requires interpersonal interaction, both traits 
appear to show a high predictive validity [19]. However, 
prior research has shown that self-efficacy, or in the case 
of this study, PBC, eliminates the effect of extraversion 
on behavioral intention [31]. Therefore, a reason for H6 
not being supported can be the strong impact of PBC on 
INT. Another reason can be the peculiarity of extravert- 
sion with the desire to gain social status. Within the con- 
text of smartphone security measures, social pressure 
does not affect the social cues within this personality trait. 
On the other hand, agreeableness shows its facets in in- 
terpersonal interactions, especially in situations that in- 
volve helping and cooperating with others [19]. Social 
pressure to use security measures refers to the extent to 
which the use of a security measure is perceived as en- 
hancing a smartphone user’s image or status in a social 
system. Agreeableness may show its facets more in 
helping and supporting others. Agreeable smartphone 
users are more willing to help others, but may not neces- 
sarily feel compelled to use security measures because of 
social pressure. 

6. Implications and Recommendations 

This study makes theoretical and practical contributions 
to the emerging knowledge of behavioral issues in regard 
to the use of mobile security measures. Literature in in- 
formation security investigated both personality and cog- 
nitive factors to explain different behaviors in each hu- 
man being. With the exception of Devaraj et al. [8] and 
Nov and Ye [9], who based their work on TAM, research 
has not focused on understanding the main personal de- 
terminants of cognitive key factors that influence in- 
tended behavior. Further, to the best of our knowledge, 
this is the first study that combines personality traits and 
mediated cognitive factors to intended behavioral out- 
come in a mobile security context. Knowing that person- 
ality traits are stable over time, results indicate that cog- 
nitive factors about the overall acceptance of smartphone 
security measures are influenced by personality traits in 
different ways. Therefore, the current research demon- 
strates a more complete, integrated, and coherent view of 
the acceptance of security measures. These results can 
spur other researchers to examine personality traits to- 
gether with other established behavioral models, such as 
general deterrence theory or protection motivation theory, 
in information security research.  

On the more practical side, this study sheds light on 
different kinds of smartphone users and their cognitive 
processes that result in intended behavior. The applied 
cognitive factors are associated with intentions to use a 
security measure, and to actual use behavior. In the cur- 
rent debate of consumerization (e.g. [44]), organizations 
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can benefit from our findings that different kinds of indi- 
viduals are likely to form positive attitudes and intentions 
towards security measures by developing preventative 
strategies. While personality traits are stable over time, 
cognitive factors such as beliefs about the perceived 
usefulness or perceived behavioral control can be directly 
enhanced. Practitioners should attempt to adapt these 
findings and design specified user training. 

7. Limitations and Future Research 

The study is subject to following limitations: First, as this 
study is based on a student sample of smartphone users, 
the results cannot be generalized to the entire smartphone 
user’s population. The rationale for using student sam- 
ples is explained in section 3.1 and has been evaluated to 
be appropriate for the purpose of this study. We encourage 
validation of our findings with other population segments. 
Further, despite the use of actual behavior, this study is 
based on self-reported information that measures be- 
havioral intentions. Due to the sensitive context of secu- 
rity measures and the investigated object of smartphones, 
which can be seen as an object of privacy, it is difficult to 
obtain data about actual behavior. To focus more on the 
gap between behavioral intention and actual behavior, 
and to link that with the FFM, one option to alleviate this 
limitation is to use scenario techniques [26]. Providing 
broader information about hypothetical information se- 
curity situations and indirectly asking about attitudes to- 
wards security measures might allow researchers to get a 
better impression of a smartphone user’s true behavior. 
Further, respondents are from a German university. In 
regard to cross-national differences in personality, it is 
likely that smartphone users from other countries have 
different attitudes about or reactions to the protection of 
their smartphones. Future studies could integrate cultural 
differences by expanding into a more international con- 
text.  

8. Conclusion  

This paper presents a first attempt at investigating how 
personality traits of smartphone users affect cognitive 
determinants for the use of security measures. Recent 
studies have acknowledged the influence of personality 
traits on IS success outcome factors; however, incorpo- 
rating personality traits from smartphone users’ perspec- 
tive into determinants of behavioral intention to use se- 
curity measures have largely been ignored. Personality is 
measured by the FFM; the determinants of behaveioral 
intention are adapted from TPB and TAM, the latter is 
represented by PEOU and PU. Results indicate that per- 
sonality traits influence smartphone security measures’ 
usage. For example, openness, neuroticism, and consci- 
entiousness are found to have a significant influence on 

smartphone users’ beliefs towards the usefulness of a 
security measure. In addition, the core cognitive deter- 
minants of behavioral intentions are all found to signifi- 
cantly influence the intention to use security measures. 
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Appendix 

Table 2. Questionnaire items. 

Item Measure (translated from German) 

Behavioral intention (e.g. Venkatesh et al., 2003; Davis, 1989; Ajzen, 1991; Anderson and Agarwal, 2010) 

INT1 I intend to continuously engage in security measures for my smartphone 

INT2 I will execute data-backups on my smartphone in intervals of less than 3 months 

INT3 I plan to change my smartphone PIN-authentication in regular intervals 

INT4 I intend to execute updates for firmware and apps in regular intervals 

INT5 I intend to receive information about new security measures for my smartphone in the near future 

Perceived ease of use (e.g. Venkatesh, 2000; Venkatesh and Davis, 2000) 

PEOU1 I think the enabling of security measures like PINs is easy for most people 

PEOU2 I think most people execute regular updates of apps and firmware 

PEOU3 I think with modern smartphones, most people can easily execute backups 

PEOU4 A lot of expertise is needed to implement security measures on a smartphone 

Perceived usefulness (e.g. Venkatesh, 2000; Venkatesh and Davis, 2000) 

PU1 I think PIN-authentication for my smartphone is fundamental 

PU2 I would only use a lot of functions on my smartphone if I perceived my data to be safe 

PU3 I consider data backups to be very important to effectively avoid data loss 

Subjective norm (e.g. Ajzen, 1991; Johnston and Warkentin, 2010; Venkatesh, 2003) 

SN1 People in my closer environment think I should protect the data on my smartphone, for example via regularly backups 

SN2 I know a lot of people who use PIN-authentication or similar security measures on their smartphone 

SN3 People who influence my behavior use different security measures to protect their smartphones 

Perceived behavioral control (e.g. Compeau and Higgins, 1995) 

PBC1 It is easy for me to enable PIN-authentication on my smarthphone 

PBC2 I always need someone to assist when I want to change security settings on my smartphone 

PBC3 Constant updates for apps and firmware are easy for me 

PBC4 Executing data backups is entirely under my control 
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