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Quantum computers promise to efficiently solve not only problems believed to be
intractable to classical computers [I], but also problems for which verifying the solution is
considered intractable [2]. In particular, there are problems in the complexity class BQP,
i.e. solvable in polynomial time by a quantum computer, that are believed to be outside of
NP, the class of problems for which checking the solution can be performed in polynomial
time by a classical computer. This raises the question of how one can verify whether
quantum computers are indeed producing correct results. Answering this question leads
to quantum verification, which has been highlighted as a significant challenge on the road
to scalable quantum computing technology. Verification is pertinent to both medium-
sized quantum computers, expected to be developed in under a decade, but also to future
quantum cloud supercomputers used by remote users. It is also relevant for experiments
of quantum mechanics, where the size of the system involved is beyond the regime of
classical simulation. In this paper we attempt to categorize the different methods of
quantum verification that have appeared in recent years. Since most of them are based
on cryptographic primitives and treat quantum devices as untrusted entities, we highlight
a general trade-off between trust assumptions and complexity.

The setting in which quantum verification has been studied extensively is that of
interactive proof systems. This involves two distinct entities: a trusted party called the
verifier (also known as client), tasked with verifying the correctness of a computation and
an untrusted party called the prover (also known as server), who runs the computation
and attempts to convince the verifier of the result. Formally, for some language L € BQP
the verifier wants to know, for an input z, whether x € L or x € L. The prover is trying
to convince the verifier that one of these statements is true usually by demonstrating
that it has performed the correct quantum computation. To ensure this, in a typical run
of a verification protocol, the verifier asks the prover to not only perform the quantum
computation, but also a series of trials that will be used to test his behaviour. Cryp-
tographic methods are applied so that the prover cannot distinguish the tests from the
computation and try to cheat selectively. This class of protocols constitutes the majority
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of verification protocols developed so far. For this reason, in our paper, we will primarily
review these types of approaches. It is worth mentioning that all techniques reviewed in
this paper assume that the prover can deviate in any possible way that follows the laws
of quantum mechanics.

Essential to the effectiveness of a verification protocol is the ascription of trust to
some of the used devices. Ideally, one wants to restrict the trust to the classical com-
puter which the verifier controls. However, all existing approaches require some extra
trust assumptions on the quantum devices or the channels involved in the protocol. For
instance, protocols in which the verifier interacts with a single quantum prover require
the verifier to posses a trusted quantum device. If there is more than one prover, the
verifier can indeed be fully classical, but then the provers are forbidden from interacting
with each other. Our goal in this paper is to highlight the trade-off between the trust
assumptions of each verification technique and the required resources to achieve the same
level of confidence in the verification.
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Figure 1: Prepare and send verification protocol

We proceed by first considering protocols which make use of cryptographic primitives
and have information-theoretic security. These protocols are divided into two broad
categories:

1. Prepare and send/receive and measure protocols. These are protocols in which the
verifier and the prover exchange qubits through some quantum channel. As the
name suggests, the verifier either prepares and sends qubits to the prover [3], [4] [5 6]
7, 8] or, alternatively, receives qubits from the prover and measures them [9, 10, [T1].
In the first case, the verifier relies on the uncertainty principle and the no-cloning
theorem to ensure that the prover cannot distinguish tests from computations.
In the second case, the verifier uses a type of cut-and-choose technique to decide
whether to test the prover or perform a computation using the received states. In
both cases, the essential element is the fact that the prover is oblivious to some part
of the delegated computation. This property is commonly referred to as blindness
12}, 13, 14}, [15] [16], 17, 18, 19] and is a shared feature of most verification protocols.
A schematic illustration of a prepare and send protocol is shown in Figure [I}

2. Entanglement-based protocols. These are protocols in which entangled states are
shared either between the verifier and the prover [20} 21] or between multiple provers
[22, 23]. Ome of the main reasons for considering the entanglement-based setting



is because it can lead to device-independent verification. In other words, because
of the remarkable properties of non-local correlations, it is possible to verify a
quantum computation in a situation in which all quantum devices are untrusted.
It is, however, necessary to assume that the quantum devices sharing entanglement
are not communicating throughout the protocol. In this case, the verifier needs to
test not only the prover performing the computation, but also any other quantum
device that is sharing entanglement. Depending on the trust assumptions about
the shared entangled states as well as the measurement devices we notice different
scalings for the communication complexity of the protocols as we show in the table

below.
Entanglement
Trusted | Semi-trusted Untrusted
Measurements
Trusted O(N) | O(N?) O(N"log(N))
Untrusted O(N?) | O(N?) O(N®)

We then also consider protocols which are not based in cryptography, but are more
akin to quantum state certification. These are known as post-hoc verification protocols
[24, 25| 26] and can also be categorized as either receive and measure or entanglement-
based. While the cryptographic protocols aim to test the operations performed by the
prover(s) towards achieving universal quantum computation, post-hoc protocols simply
check quantum witnesses for decision problems. In other words, deciding whether some
input x belongs or not to a language L € BQP reduces to performing a two-outcome
measurement of a quantum witness state [i). The protocols either have the prover send
this state to the verifier to be measured, or the verifier coordinates a set of entangled
provers to prepare and measure |1)).

In both the previously mentioned cryptographic and post-hoc protocols, there are no
limiting assumptions about the computational powers of the provers. In other words,
even though we regard them as BQP machines, verification is possible even if the provers
are computationally unbounded. Recently, however, verification protocols have been
proposed for settings in which the provers are limited to a sub-universal model of quantum
computations. The two that we review are for the one-pure-qubit model [27] and the
instantaneous quantum polynomial-time model (or IQP) [28, 29)].

Lastly, we address the issue of fault-tolerance [30]. This entails the ability to perform
verification in a setting where quantum devices and quantum states are subject to noise
that scales with the size of the system. Achieving fault-tolerant verification is crucial for
the practical applicability of these protocols and their use in near-future experiments of
quantum supremacy (attempting to demonstrate the “supraclassical power” of quantum
computing).

By categorizing and analysing the resources required in each protocol, while at the
same time making the trust assumptions explicit, we illustrate the bigger picture of
quantum verification in the delegated setting. This highlights the significant overlap
between quantum computation, cryptography and complexity theory and can serve as a
guide for the development and improvement of future protocols.
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