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ABSTRACT

Risk management is increasingly seen as a means of improving the likelihood of
success in complex engineering projects. Yet the presence of a legitimacy gap, driven
by the lack of empirical validation of published best practices, might explain low
adoption of risk management on projects. We present an empirical investigation and
discussion of the eleven principles of the ISO 31000:2009 Risk Management Standard
via a large-scale survey of engineering and product development practitioners. Adhering

to the risk management principles at a high level was found to be a significant factor in

1


mailto:alisono@mit.edu
mailto:jooehm@dtu.dk
mailto:seering@mit.edu
mailto:mbendaya@aus.edu

better reaching cost, schedule, technical and customer targets, in addition to achieving
a more stable project execution. This finding suggests that, rather than a single rigid
standard or an ever-changing set of detailed methods, the ISO principles have potential
to be the basis for our shared understanding of best practice, and to catalyze the

professionalization of project risk management.

Keywords: ISO 31000; project risk management; risk management standard; survey
analysis; professionalization of risk management



1 INTRODUCTION

Risk management is increasingly seen as a means of improving the likelihood of
success in the complex, multi-functional and challenging task of managing engineering
and product development projects. Studies show that project risks affect outcomes in a
number of industries (Wallace & Keil 2004; Mishra et al. 2016). Yet studies have shown
that risk management practices are poorly adopted by project managers (Kutsch & Hall
2009; Raz et al. 2002; Grant & Pennypacker 2006; Ibbs & Kwak 2000; Papke-Shields et
al. 2010). How do project managers decide which risk management practices to engage

in, and how can they have confidence in the value of investing in such processes?

Given the increasing ad hoc implementation of risk management practices by project
managers, the under-usage of existing methods due to lack of legitimacy, and thus the
search for and generation of numerous prescriptive guidelines, we recognize the need
for studies that validate methods for project risk management, and lead to
professionalization of the field. But we must balance this search for validation of
prescriptive methods with the warnings of the contingency point-of-view, and avoid a

one-size-fits-all solution.

In this paper we propose the use of risk management principles as an alternative to
specific practices or tools. We argue that these principles provide guidance to project
managers in establishing a risk management process, while recognizing that each
project is different. We seek to explore the potential of one set of such risk management
principles in this work. This study will report the results of an empirical study in the
engineering and product development context of the effectiveness of the principles
included in one promising standard - the ISO 31000:2009 Risk Management guideline.
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2 LITERATURE REVIEW

We begin with a discussion of the state of professionalization of project risk
management. The establishment of a formal body of knowledge is seen as a critical
step towards professionalization of a field (Wirth & Tryloff 1995). This body of
knowledge provides a common understanding of industry best practices in the field,
allowing for teaching, certification, and common competence improvement. The
complex and diverse nature of project management has led to various communities of
practice and bodies of knowledge, and it has been a challenge to reach a common and
workable understanding of project management best practices (Bresnen 2016). Some
research has been directed towards identifying critical success factors in project
management, well reviewed by Fortune and White (2006), which include risk

addressing, assessment and management.

We can learn about the likely future path to professionalization of risk management from
discussions of professionalization of project management (Duncan 1995; Morris et al.
2006; Muzio et al. 2011). We see the same patterns beginning to play out in the project
risk management field. There exist a great number of popular guidelines for
implementing risk management in engineering project domains (INCOSE 2011; DoD
2006; International Organization for Standardization 2009; Project Management Institute
2008; NASA 2008). These guidelines generally consist of a list of so-called “best
practices” in risk management, assumed to be captured from experience and lessons
learned over time; however, the guidelines fail to include evidence to support the

effectiveness of their prescriptions. What results is an ad-hoc application of risk



management processes, if there is any application at all; there is both a lack of

legitimacy and a lack of unity towards one common best practice understanding.

To this point, Kutsch and Hall (2009) argue that despite a great deal of work towards
prescriptive risk management guidelines, little work exists to reveal what risk
management is actually done (or not done) by project managers, and why. Kutsch and
Hall report that one third of the 102 IT project managers in their study conducted no
project risk management process on their project at all, because they could not justify
the cost of such processes. In a number of other studies of project management
maturity, risk management methods are included as a category of competence, and is
consistently found to be relatively immature (Ibbs & Kwak 2000; Papke-Shields et al.
2010; Grant & Pennypacker 2006). It appears that even though project managers might
be aware that risk management practices exist, project managers fail to implement
these practices. Little evidence exists to prove the legitimacy of these methods, and

persuade project managers to invest in risk management.

Legitimacy is critical in the decision of an organization to adopt a standard (Brunsson et
al. 2012), but is difficult to assess from the standard itself. We can look to the literature

to provide legitimacy through empirical studies that investigate both important factors in
risk management and if and how risk management leads to project success. We

highlight below the limited set of studies that have attempted such evaluations.



2.1 Empirical evaluations of project risk management practices

Agreement on a standard set of risk management methods would not only be a catalyst
for professionalization, but would allow for more coordinated and integrated research on

the effectiveness of risk management practices.

A meta-analysis of empirical evidence from previous studies of risk management in IT
projects seeks to address the question of whether risk management actually contributes
to project success (de Bakker et al. 2010). The authors identify that senior management
support of and user participation in risk management are highly influential on project
success. Further, the authors warn that the knowledge of risks alone (or what they call
the “evaluation approach” as opposed to the “management approach”) is not enough to

contribute to project success.

In a study of 291 development programs, Oehmen et al. (2014) examined 30 proposed
risk management best practices and showed that more than 70% show no significant
association with desirable product development or risk management outcomes, with
only indirect impact on product and project success in impact measures. These findings
suggest that we should take a more critical look at the conventionally recommended risk

management practices.

A project management focused study, investigating specific methods extracted from the
PMBOK, surveyed 142 practitioners (Papke-Shields et al. 2010). The risk-related
methods include “gquantitative risk analysis” and “risk register updates,” for example. Of
particular interest to this work is the finding that risk-related methods were found to be

the least used of 10 knowledge areas. The authors found a significant difference in the



level of use of risk management methods between the successful and unsuccessful
projects in the study, suggesting that even though infrequently used, the more risk

management, the better project outcomes.

An empirical study based on over 100 product development projects in various
industries was reported by Raz et al. (2002). This study found that only a small number
of projects used any kind of risk management practices. Those projects that did use risk

management, however, were found to have better met time and budget goals.

In another study, this time with evidence from a questionnaire of 84 project managers
from the software and high-tech industries, Raz and Michael (2001) start from a list of
38 risk management tools from the literature and identify 28 tools that are used by
organizations with better project management performance. Examples of such tools

include ranking of risks, risk probability assessment, and checklists.

Mu et al. (2009) propose and validate a risk management framework for new product
development which decomposes risk management into three factors: organizational,
technological, and marketing. Validation was performed empirically through a survey of
Chinese firms. The results show that risk management strategies aimed at those three
factors contribute both individually and interactively to the performance of new product

development.

A study of seven hundred project managers by Zwikael and Ahn (2011) explores the
effectiveness of risk management practices to reduce risks in project management, and

to lead to project success. The analysis found that risk was negatively correlated with



project success, but that effective risk management planning could moderate the effect

of those risks.

Given the lack of agreement on a collection of best practices for risk management, the
previously cited studies tend to cover different sets of tools, methods, or tasks,
sometimes at different levels of abstraction. This makes it difficult to take action based
on their findings; it would require a project manager to assemble their own method from
the various lists of identified practices, rather than adopt an existing unifying guideline or
standard. But what this work does largely do is to provide evidence that risk
management consisting of some combination of existing practices can lead to better

project outcomes.

2.2 The contingency perspective

There is evidence that suggests that standardized methods for project management
may increase project success (Milosevic & Patanakul 2005), and it can be argued that
standardized processes allow for more accessible and transferable gained experiences
and learning in the organization (Perminova et al. 2008). Yet those who maintain a
contingency view of project risk question the need for a unifying body of knowledge in
risk management. The contingency perspective argues that various project and
uncertainty characteristics call for different risk management approaches, and therefore
a one-size-fits-all standard risk management practice is not ideal (Teller et al. 2014; Jun

et al. 2011; Miterev et al. 2016; Williams 2005; Thamhain 2013).

We suggest in this paper that a set of principles, rather than a set of prescriptive

methods, may represent a happy medium between foundational, professionalization-



building knowledge, and contingency based customization. The set of risk management
principles studied here is from the 1ISO 31000:2009 risk management standard. To our
knowledge, this set of principles is the only collection of its type published as part of a
major standard, aiming to provide high-level guidance regarding the creation,

evaluation, selection and implementation of concrete risk management practices.

3 THE ISO 31000:2009 RISK MANAGEMENT STANDARD

The ISO 31000:2009 Risk Management Standard was created to be widely applicable
across contexts and projects (International Organization for Standardization 2009). The
International Organization for Standardization (ISO) has developed and released a
number of highly popular standards, most notably ISO 9000 for quality management,
and ISO 14000 for environmental management (Heras-Saizarbitoria & Boiral 2013,
Anttila 1992; Su et al. 2015). Given the high reputation and wide acceptance of these
other ISO standards, and the growing uptake of risk management efforts that better
address the effects of uncertainty in the engineering project process, one can assume

that the engineering project community will keenly look into this relatively new standard.

The standard defines risk as “the effect of uncertainty on objectives.” By this definition,
risk and uncertainty are fundamentally connected; efforts to reduce or mitigate risk are
efforts that address the effects of uncertainty. Interpreting the definition for the
engineering project context helps to define the relevant scope of risk management. The
objectives of project management are traditionally viewed as quality, cost and time. We
have already discussed the great number of uncertainties in managing engineering
projects. Effect is defined by ISO to mean the deviation from the expected. Thus, risk on
projects is the deviation from expected projects objectives caused by uncertainty.
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This definition of risk therefore encompasses a wide-array of previously studied
engineering uncertainties and challenges, from part integration risk to customer

satisfaction risk to product safety risk to testing equipment availability risk.

In its introduction, the standard lists additional outcomes which are enabled by risk
management, including:

e Increased likelihood of achieving objectives

e Establish a reliable basis for decision making and planning

e Minimize losses
e Be aware of the need to identify and treat risk throughout the organization

3.1 Creation of ISO 31000

The ISO 31000:2009 Standard was prepared by the ISO Technical Management Based
Working Group on risk management (International Organization for Standardization
2009). Purdy (2010) explains that the working group was made up of experts nominated
from 28 countries and various specialist organizations. The consensus-driven process
took over four years, and there were over seven drafts of the standard. Drafts are
circulated to member bodies for voting, and a 75% approval is required for publication
(International Organization for Standardization 2009). The standard cites no other
works, and so leaves the genesis of many of its concepts unknown. Some of the ISO
31000 standard is similar to an earlier standard, the AS/NZS 4360:2004 standard for
risk management, jointly published by Standards Australia and Standards New Zealand
(Standards Australia 2004). However the 1ISO standard introduces a new definition of

risk and eleven risk management principles that were not present in AS/NZS 4360.
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The eleven principles are the focus of this work. According to the suggestions of the
ISO standard, if the principles are complied with, they will lead to effective risk

management. The principles are:

Risk management creates value

Risk management is an integral part of organizational processes
Risk management is part of decision making

Risk management explicitly addresses uncertainty

Risk management is systematic, structured and timely

Risk management is based on the best available information
Risk management is tailored

Risk management takes human and cultural factors into account
Risk management is transparent and inclusive

10 Risk management is dynamic, iterative and responsive to change
11.Risk management facilitates continual improvement

©CoNoOr~®ODE

We know little about the creation or intention of these principles. We assume that one
approach to generating a set of principles it to aim for a list of mutually exclusive and
collectively exhaustive (in describing successful risk management) items, where the
latter is more important than the former. For a concept as broad as risk management,
we would imagine that this is a challenging undertaking. If an additional requirement is
widespread applicability, a certain level of abstraction (as seen in the principles) is

understandable.

3.2 Critiques of 1ISO 31000

A number of authors have critically examined the ISO 31000 standard as a whole. Aven
(2011) critiques the uncertainty- and risk- related vocabulary of the standard from a
reliability and safety point of view. The author argues that the guide fails to provide
consistent and meaningful definitions of key concepts. In a broader critique of the

standard, Leitch (2010) concludes that the standard is vague and lacks a mathematical
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base. He attributes the vagueness to the process, given that the standard was created
from a consensus-based process involving people from all over the world, speaking
different languages. Although it is important to conceptually examine the fundamental
definitions on which the standard is built, neither of these papers involve actual
evidence to evaluate the effectiveness of the ISO 31000 standard, and its potential for

impact in industry.

By reviewing past crises from a risk management perspective and retroactively applying
ISO 31000, Lalonde and Boiral (2012) explore limitations of implementation and raise
guestions about the effectiveness of the standard. The authors warn that the adoption of
a risk management guideline is not as important as the actions risk managers take. The
authors do praise the holistic nature of the guideline. Interpreting their praise with
reference to the principles, they point to the inclusion of the positive value-add point of
view (principle 1 - risk management creates value) and principle 7 (risk management is

tailored) for suggesting that formality will only get you so far.

Addressing the gap in measured effectiveness of the claims of various risk management
guidelines, this paper presents an empirical evaluation of the eleven ISO 31000 risk
management principles and of their effect on risk management and project

management outcomes. We also test the relationships between the principles.

4 SURVEY OF ENGINEERING PRACTITIONERS
The goal of this work is to empirically investigate the effectiveness of the ISO 31000 risk
management principles in the engineering industry. As a means of collecting empirical

evidence, we conducted a large-scale survey of engineering practitioners (Oehmen et
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al. 2014). The survey was distributed to six major aerospace and defense organizations
and one government risk management function. To gain responses from a wider variety
of practitioners and organizations, the survey was also administered via professional

association mailing lists.

Of the 291 respondents who began the survey, 215 respondents completed the final

portion of the survey. Respondents were permitted to leave answers blank.

Table | provides additional details on the survey population. Each survey respondent
was asked to answer the questions based on a single project which they had

completed.

[Table 1]

When considering the generalizability of the analysis, it should be noted that half of the
respondents were from the aerospace and defense industry, although a wide variety of
industries are represented. Similarly, only 6% of the survey respondents were from

small organizations (with annual budgets less than 1 million USD).

The survey collected extensive information (171 questions) from each respondent about
a past project, specifically regarding project outcomes and risk management process.
The survey addressed methods and practices in the areas of risk analysis, risk
evaluation, decision-making, and risk monitoring. As previously discussed, this paper
will focus on an in-depth analysis of the eleven questions asked about the ISO 31000

risk management principles (see Table I1).
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Questions on use of practices and outcomes were asked on a five-point symmetric
Likert scale, i.e. five discrete options ranging from “never” to “always,” or from “strongly

disagree” to “strongly agree”.

The survey included high-level outcome questions which covered the traditional project
goals (success with regards to cost, schedule, technical performance and customer
satisfaction targets). Outcome questions regarding intermediary risk management
outcomes were also included, for example stability of the project and execution of risk
identification and mitigation. These outcomes are analogous to those listed in the
standard (and presented in the introduction) as being enabled by effective risk
management. A complete list of the outcomes considered in this analysis is presented

in the following section.

5 RESULTS

Table Il presents the responses to the survey questions regarding the 1SO 31000 Risk
Management principles. The respondents were asked to “Please indicate your
assessment of the way risk management was executed [on this project].” The principles
were phrased in the active style, for example “Our risk management creates and
protects value.” The respondents were asked to respond on a 5-point scale, from

“Strongly Disagree” to “Strongly Agree.”

[Table 1]

A review of the distributions presented in Table Il reveals that the responses tended to
be mound-shaped and near-normal, suggesting that traditional parametric data analysis

relying on the normal assumption would be valid. However given that there were only
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five discrete response options for both the questions regarding the principles and the
outcomes, the data is ordinal but not continuous; therefore as a conservative
precaution, non-parametric data analysis methods were used in this study. The
distributions are generally centered on response 4, “Agree” and show a skewed

distribution, with few responses in the low (“Strongly Disagree”) tail.

Table Il shows the response distribution to the outcome questions. Note that the target
guestion responses were asked on a different scale than the intermediary outcome

guestions, but both have been recoded to a 1 — 5 scale for analysis.

The four target questions were asked under the heading: “Please rate the overall
program/project success for your organization.” The intermediary outcome questions
were asked under the heading: “How strongly do the following statements apply to the

overall project/program execution?”

[Table 111]

5.1 Exploring the relationships among the principles
We first examine the relationship among the eleven ISO 31000 risk management

principles of Table II.

The Goodman Kruskal Gamma is an ordinal measure of the association between two
variables (Sheskin 2011). In other words, it is an indication of whether one variable
tends to increase with another. The Gamma between each pair of principles is
presented in Table IV. Note that the matrix is symmetric since there is no implied causal

relationship. For the majority of pairs, the Gamma association is significant (null-

15



hypothesis: Gamma = 0) at the a = 0.05 level. Where there is no significance to the

association, we leave the matrix entry empty.

[Table IV]

Examination of the associations in Table 1V shows two groups of more highly
associated principles, as highlighted by the thicker box border. The principles within
these group, or clusters, associate highly with one another, while associating less

strongly with the principles outside of their group.

The first cluster (cluster A) includes the following four principles:

e Creates and protects value (Principle 1)

e An integral part of all organizational processes (Principle 2)
e Part of decision making (Principle 3)

e Facilitates continual improvement (Principle 11)

The second cluster (cluster B) is composed of the following six principles:

e Explicitly addresses uncertainty (Principle 4)

e Systematic, structured and timely (Principle 5)

e Based on the best available information (Principle 6)

e Tailored (Principle 7)

e Transparent and inclusive (Principle 9)

e Dynamic, iterative, and responsive to change (Principle 10)

The strength of the clusters is evidenced by the fact that all associations over 0.5 are
contained within either cluster A or cluster B, with the exception being the association
between principles 7 and 8. Further, neither cluster contains any associations lower

than the highest association outside of the cluster.

This clustering was formally confirmed via variable clustering based on a principle

component analysis using the SAS VARCLUS algorithm (SAS Institute Inc. 2014).
16



Formal clustering suggested that principle 8 “Risk management takes human and
cultural factors into account” be included in cluster B, however we choose to exclude it
from the cluster to highlight the fact that its associations are considerably weaker than
those of the rest of cluster B. We recommend future work towards building on our
understanding the role of individuals and culture in project risk management (Liu et al.

2014).

5.2 Testing the effect of each principle on outcomes

We now analyze the data to see which if any variables correlate significantly with the

outcome variables and therefore project success.

We first use an ordinal logistic regression and resulting Whole Model Test, Lack of Fit
statistics, and R? values (Sheskin 2011) to statistically check whether the models are
sufficient, i.e. that the eleven principles explain the project outcomes in some significant
way. Details of these tests are included in the Appendix, with statistics in Table A. The
results confirm that it is meaningful to investigate the effects of the individual variables

in the model (the eleven principles) on outcomes.

We test the effect of each risk management principle on each outcome variable using
the Effect Likelihood Ratio test (Sheskin 2011). The effect likelihood ratio is calculated
using the chi-square statistic. It is a test for a difference between a model including all
variables (all eleven principles), and one with the variable (principle) of interest
removed. The test measures how much more likely the outcome data is to be from the
model consisting of all eleven principles, or of the model without the principle of interest

(i.e. the remaining 10 principles). If the p-value is non-significant (in this case greater
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than a=0.05) there is no statistical significance for the variable of interest to be included
in the explanatory model, and therefore we interpret the principle to not have a
statistically significant effect on the outcome. Table V lists the calculated p-values for

each outcome model. Significant p-values are bolded.

This analysis indicates that only some of the eleven principles are meaningful in
explaining any one of the outcomes. It should also be noted that the significant variables
were not the same consistent set for each of the outcomes; however, each of the eleven
principles except #8 was found to be a significant factor in at least one of the seven

outcomes.

[Table V]

Although the ordinal logistic model does generate parameter estimates for a full 44 term
model, we will not examine these estimates in detail since the goal of this analysis is to
look for those variables which standout as significant. We expect that given the
complexity of the engineering endeavor, it is unlikely that a model of the 1SO principles

alone would be accurate enough to be fully explanatory.

6 DISCUSSION
We discuss the results of the survey analysis in two parts: first implications of the
associations between the 11 I1SO risk management principles, and next a discussion of

the revealed relationship between the principles and project outcomes.

6.1 Implications of the clustering of the principles

This is the first study that empirically reveals the relationship between individual risk
management tools, methods or principles. The observation of two clusters of risk

18



management principles supports the assertion that there are two fundamentally different
types of principles included in the standard. The low cross-association between the
clusters suggests that the two groups of principles make up independent conceptual
structures, and are not first-order dependent. Therefore when designing a risk
management framework, or improving the current system, it is possible to drive these

two structures independently and simultaneously.

The first cluster (A) addresses the extent to which risk management is embedded in the
project process and the organization; risk management is an integral part of all
organizational processes; it is part of decision making; it facilitates continual
improvement, and it creates and protects value. The second cluster (B) is composed of
those principles related to characterizing the risk management process: the process is
systematic, structured, and timely; it is based on the best available information and
explicitly addresses uncertainty; it is tailored; it is transparent and inclusive, dynamic,
iterative and responsive to change. Each of these principles could be interpreted as a
guideline for the design of the risk management process. They are requirements for
effective risk management. A high level of fidelity to each of these principles indicates
an efficient and mature risk management process in the organization. The results for
cluster B suggest that a high quality and sophisticated risk management process will
lead to strong outcomes on basic project and process metrics. Cluster A suggests that
positive outcomes can also be achieved through ensuring that the risk management
process is integrated with decision-making, continuous improvement, and the rest of the

engineering organization.
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6.2 Implications of the relationship between the principles and project outcomes

The statistical significance (Whole Model Test p-values less than 0.05, see the
Appendix) of all eleven ISO 31000 Risk Management Principles indicates that the set of
principles as a whole is appropriate for project risk management. The standard states
that “for risk management to be effective, an organization should at all levels comply
with the principles” (ISO 2009b) and the results in this paper support this statement
regarding the outcomes that have been tested. The eleven principles together have
impact not only on effective risk management but also on the stability of the program
and the overall achievement of cost, schedule, performance and customer satisfaction

targets.

It is not surprising that the collective wisdom of the many professionals involved in the
creation of the ISO 31000 standard is powerful. As is the case in many aspects of the
engineering project process, methods and tools have developed from the craftsman
tradition; if something works for one project, it is kept for the next. Over time, processes
are refined through trial and error; they do not necessarily receive academic validation
or empirical testing. In this instance, the analysis shows agreement between the
experience-based insights of the risk management community and empirical evidence

from industry.

The principles are generally high-level (for example “Risk Management creates and
protects value”), and could be seen as descriptors of an effective risk management
process rather than specific risk management practices to implement. It is perhaps for
this reason that they prove to be significantly important to project success; they are, in

fact, a set of risk management performance measures already, and their significance in
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modeling more high-level project outcomes is an indication of risk management’s

positive impact on engineering projects.

The reported low (<0.5) R? values (see Table A in Appendix) for the models indicate
that these principles do not entirely or exhaustively explain the project outcomes, as
would be expected. There are innumerable additional factors that influence an
engineering project — both controllable and uncontrollable — and these would be
impossible to completely capture in a survey. For that reason, the fact that the models
created from the eleven principles alone were found to be statistically significant is
intriguing and suggests that the relationship between engineering project success and

risk management deserves to be further explored.

Analysis of the significance of the individual principles indicates that each principle had
a significant contribution to at least one outcome, and each outcome was significantly
affected by at least two principles. No principle was significant for all outcomes. The
principle “risk management is part of decision making” has a significant effect in five of
the seven outcomes. This implies that risk management analysis and results are a
valuable input to the decision-making process in project management, not simply
valuable as a separate risk and mitigation catalog. Project management, product
development and process decisions can all benefit from feedback from risk

management.

Additionally, three risk management process based principles (explicitly addresses

uncertainty, tailored, transparent and inclusive) each have a significant effect in three
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outcome models. Besides decision-making, one integration related principle - integral

part of all organizational processes — shows a significant effect in three outcomes.

Comparing these results to those highlighted in the paper’s introduction, we see
agreement with the conclusion of de Bakker et al. that senior management support of
and user participation in risk management are highly influential on project success (de
Bakker et al. 2010). We argue that these two factors are reflected in the principle
“transparent and inclusive” which was found in this study to have a significant effect on

positive project outcomes.

Further, de Bakker et al. (2010) warn that the knowledge of risks alone (or what they
call the “evaluation approach” as opposed to the “management approach”) is not
enough to contribute to project success. We find evidence to support this perspective,
given the positive role of the principles “part of decision-making” and “an integral part of
all organization processes,” both principles calling for action and not simply raising

awareness (i.e. such as the principle “based on the best available information”).

Another comparison to prior literature — that of Raz and Michael (2001)- reveals
agreement with our findings. The risk management tools evaluated in their study are
more specific than the principles investigated in this study; however, there are obvious
mappings between the set of tools associated with better performing project
management, revealed in the Raz and Michael study, and the principles in ours. For
example, checklists, risk impact and probability assessments, and revision of risk

assessments lead to risk management that is “systematic structured and timely”;
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subcontractor management, customer satisfaction surveys, and critical risk reporting to

senior management ensure that risk management is “transparent and inclusive”.

The significant relationships among principles and outcomes should inform the risk
management professional of where to focus initial resource efforts. It is important to
clearly define where risk management can be shared with all stakeholders in order to be
a part of decision-making and organizational processes at all levels. The risk
management process must be tailored to the project and organization, while also being
transparent and inclusive to all those stakeholders. Risk management must consider

and explicitly address its foundation of uncertainty.

If the organization is looking for a particular outcome as a key driver for risk
management, they can adjust their risk management focus appropriately. For example,
if the stability of the project is important, the risk management process should be
designed to be transparent and inclusive, facilitate continuous improvement of
processes and practices, and be a part of decision-making. Similarly, if the product’s
cost target is of high importance, risk management focus should be placed on basing
the analysis on the best available information, and ensuring the risk management is an

integral part in all organizational processes.

The principle “risk management takes human and cultural factors into account” does not
show a significant effect on any of the outcomes. It is possible that the true effect of this
principle has not been captured in the seven outcomes in this study. Further analysis is

necessary to better understand this principle’s role.

23



6.3 Limitations and future work

The following limitations are important to consider when interpreting these results. The
survey is taken post-project and so recollection of program details may not be accurate.
The analysis relies on self-reported outcomes (including outcome success and failure)
that could be biased by the experience of the respondent. The responses reflect the
perceptions of the respondents, which was not necessarily the reality of the project. The
survey was self-administered online; to address potential misinterpretation of the
guestions, clear descriptions and examples were included throughout the survey and

opportunities were given to comment on ambiguity of individual questions.

There is the potential for self-selection bias, where those who chose to respond to the
survey did so because of an already strong opinion about risk management, and others
avoided the survey. A preliminary check to avoid a bias in the analysis due to various
factors (e.g. industries, roles, project size) was performed for this analysis and showed

no obvious influence of any particular group.

Although the sample included a diverse mix of engineering projects, the statistical
findings from this data set are not necessarily generalizable beyond this sample. The
sample was strongly composed of large, aerospace and defense organizations and thus

may not generalize outside of that population.

The empirical correlations presented in this work are informative and suggest actionable
findings. However it is important to remember that these statistical correlations do not

necessarily indicate causation. Further work should investigate the cause-and-effect
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relationship between project outcomes and these principles. Qualitative validation would

add significant power to these findings.

7 CONCLUSIONS

Risk management is increasingly seen in industry as a tool for improving engineering
project success, but practices remain ad-hoc and non-standardized. Yet there is
evidence to suggest that a one-size-fits-all approach to risk management best practice
is not the right choice, given the complexity and diversity of modern projects. The new
ISO 31000 risk management standard was introduced with the promise of universal
applicability and included eleven principles for effective risk management. The high-
level principles show the potential to be a compromise between a unifying standard and
a collection of ad-hoc tools and methods. This study empirically evaluated the ISO
standard via those eleven principles, both investigating their inter-relationship and

testing their effect on project outcomes.

This paper reveals insights from various analysis perspectives. When we explored the
relationship among the eleven ISO 31000 risk management principles the principles
were found to cluster into two distinct association groups: one related to the capabilities
of the risk management process itself, and the other related to the strength of the
interfaces between the risk management process and the other functions of the project
and organization. The emergence of these two main clusters suggests the importance
of a sophisticated, mature risk management process that does not stand on its own, but

is integrated well into the rest of the project and organization.
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Empirical evidence from the statistical analysis suggests that the ISO 31000 is indeed a
promising guideline for the establishment of risk management in the engineering
management community. Adhering to the risk management principles at a high level
was found to be a significant factor in better reaching cost, schedule, technical and
customer targets, in addition to achieving a more stable project execution. We believe
that this provides evidence of the potential for the principles to form the basis of a
project risk management body of knowledge and to have a strong impact on the

professionalization of the risk management function.

An investigation of the power of the eleven risk management principles to explain
positive project outcomes revealed evidence that there is a link between quality risk
management and successful projects. These findings agree with the limited prior work
in related fields of IT, software and high-tech projects. This finding provide legitimacy to
the standard, and suggests that risk management motivated from the ISO 31000

guideline can lead to project success.

In testing the relationship between each principle and positive project outcomes, we
revealed the significant positive effect of the principle “risk management is part of
decision-making.” This finding reinforces the idea that risk management should be a
core part of the full engineering project management process, and can act as a tool for

structured, careful decision-making.

Overall, the results presented here suggest that like its predecessors the ISO 9000 and
14000 standards, the ISO 31000 standard for risk management has the potential to be

developed into a highly-adopted and impactful body of knowledge and standard of
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practice for the project risk management community. We propose the principles as an
alternative to a single rigid standard or a set of ad-hoc practices. We believe the
principles can form a foundation on which a shared understanding of best practice and
an increase in the collective competence can be built. We hope this study inspires
future work on the development of clear methods for the adoption and implementation

of the ISO principles.
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Appendix

An ordinal logistic regression (Sheskin 2011) was performed in order to build a model of
each of the outcomes (see Table Il for a list of all outcomes). We use the non-
parametric ordinal logistic regression because the data is not continuous but is ordered.
All eleven principles are included in each model as independent variables, with an

outcome question as the dependent variable.

With these eleven-variable models created, we first examine the Whole Model Test
statistic (analogous to the ANOVA test for continuous variables) to see whether there is

statistically significant evidence to suggest that the risk management principles explain
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the outcome (Sheskin 2011). The p-values for this test are presented in Table A. For
each of the outcomes analyzed here, the Whole Model Test showed statistical
significance, indicating that the eleven principles do in fact explain the outcome in some

way.

We then check the Lack of Fit statistic (sometimes called the Goodness of Fit test),
which indicates whether there is enough information contained in the variables of the
model, or whether higher-order terms (for example interaction or polynomial terms)
should be added to the model. A Lack of Fit p-value smaller than a = 0.05 indicates that
additional variables should be considered. The p-values for the Lack of fit test are
presented in Table A, along with R? values. R? values range from 0 to 1 and are a
statistical measure of the degree of outcome variation explained by the variation in the

eleven ISO principles.

[Table A]

The models for each outcome variable of interest in this work show Whole Model Test
p-values smaller than a = 0.05, and Lack of Fit test p-values larger than a = 0.05,
indicating that the models are sufficient and that it would be meaningful to investigate
the effects of the individual variables in the model, in this case, the eleven principles, as

discussed in section 5.2.

The R? values are low, which is likely a reflection of the fact that the target achievement
of a project is dependent on so many variables, and in this analysis we have only
captured eleven. We do see, however, that the Whole Model Test p-values of the high-

level project target outcomes (the first four in Table A) are larger than the intermediary
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outcomes (the final three in Table A), meaning that the principles have less explanatory

power on the high-level project outcomes.
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