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Employee monitoring in
a digital context

Calle Rosengren and Mikael Ottosson

orking life is undergoing a transformation in the sense that

new digital technologies are pervasively changing the nature of

labor and its organizational forms, regardless of profession, and
regardless of whether those affected are qualified professionals or laborers.
The framework that previously regulated the content of work, as well as
when, where and how it would be conducted, is being reconsidered. One
aspect of new digital technologies concerns the manner in which the work
process is being monitored and controlled.

Workplace monitoring has existed for a long time in different shapes and
forms. Depending on the modes of production, workplace monitoring has
assumed various forms, from counting and weighing output and payment
by piece rate in pre-industrial society to clocking in and punching out in
industrial society (Ball, 2010; Negrey, 2012). In other words: surveillance in
the workplace is not a novelty (Lyon, 2013/1994). Seen from the logic of
capitalism, it is not incongruous or unreasonable to expect that employers
both have rights and reason to do so. However, in today’s working life, many
employees use company digital equipment privately as well as professionally
(Table 12.2; cf Paulsen, 2014). Partly in response to this, there is an increasing
availability of relatively inexpensive and easy to use technology, such as software
monitoring programs, which enable employers to expand the range and scope
of their control over their employees’ activities (Fairweather, 1999).

This chapter aims to highlight workplace monitoring in the digital era,
which includes, for example, internet and email mon itoring,

location tracking,
biometrics, and covert surveillance, The increase in potential methods to
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technological systems, the means of production, various technical applic
and so on, only create the conditions for certain behaviors, while
surrounding social norms that influence how this techno
2013/1994). Digital technology opens up for ce
surveillance, for example, examining

ations,
it is the
logy is used (Lyon,
rtain kinds of monitoring and
the performance of employees through
a variety of software and electronic equipment, and reporting it (Alder and
Ambrose, 2005). However, the extent and consequences largely depend on

the social fabric interwoven into the organization in terms of culture and trust.

According to a study conducted by the American Mana gement Associ
(AMA), the number of companies that monitor their en

computer use is extensive. In 2007, as many
monitored their employees” email, and 73 percent of these companies did so
with automatic equipment, Fully 45 percent of the companies monitored
time spent and phone numbers called, and according to the survey, another
16 percent record phone conversations. The same frightening extent of
surveillance applies to text messages. According to the same survey, it is not
uncommon for companies to terminate their employees for abusing their
internet access, email or smartphone policies (AMA, 2014). Neither this type
of monitoring of employee communications activities nor the disciplinary
measures are new. Monitoring is increasing, but the same pattern can be
seen over a long period of years (Nord et al, 2006). The figures may vary
between different studies, but are, beyond doubt, increasing. In line with

the companies’ increased interest in surveillance, the industry for employee

monitoring software is growing rapidly. According to Gartner, one of the

leading information technology research and advisory companies, the industry

is growing, and the company expects that 60 percent of corporations have

implemented formal programs for monitoring external social media for
security breaches and incidents by 2015 (see Gartner, 2012; see also Tam et
al, 2005).

Not only the extent, but above all, the target, form, and sh
surveillance has undergone changes. According to Stanton (2000)
monitoring has moved from performance measuring of easily quantifiable
clerical work in the 1980s and 1990s to monitoring a much broader range of
work-related activities not directly linked to performance,
websites visited. The change can be p
has changed and become more compl

ation
1ployees’ phones and
as 43 percent of companies

ape of

y electronic

such as monitoring
artly explained by the fact that work

ex and thus more difficult to monitor.
Aside from that, the reasons for monitoring are often discussed in rel

to the work morale standards of the workforce and the fears of loafing or
immoral online behavior (Paulsen, 2014). According to Appelbaum et al
(2005), concerns over workforce morale and the need for surveillance in
relation to this is a historical continuity. In a historical perspective, wage
labor has generally received a negative interpretation, and the laborer has
usually been seen as a despised character (Ottosson and Rosengren, 2015a);
Thompson, 1983). Work individualization and increased complexity,

ation

along
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Consequences of monitoring

How does increased monitoring affect the social relations between employer
and employee in terms of control, autonomy, and trust? The social impacts of
surveillance technology have been approached from several disciplines, such
as psychology, organization theory, and legal studies. According to Stanton
and Weiss (2000), employee monitoring and surveillance can basically affect
employees in two ways: either their attitudes and feelings about work are
impacted (for example, motivation, levels of trust), or their behavior is (for
example, productive or unproductive behavior). However, it is not easy
to assess whether monitoring always affects the employee’s perception of
their work negatively. The social fabric of the organization has to be taken

into consideration. As monitoring and surveillance becomes embedded in

organizational life and practices, it is also subjected to different meanings based

in previous procedures. For example, monitoring with a clear objective in a

high trust culture may be perceived as fair and within the framework of the

social contract. Tabak and Smith (2005) claim that it can be seen as a more
objective form of productivity assessment than traditional direct supervision
by a manager. Also, if you suspect that colleagues practice social loafing, a
tighter control over workplace behavior mig

In other words, increased surveillance ma

, under certain circumstances,
be perceived as a positive development, not only by employers, but also by
those subjected to surveillance (

Ball, 2010). Further, the results in a study by
Stanton and Weiss (2000) indicate that employee re

dependent on how the organization intends to use the collected information.
Additionally, their study indicates that employee monitoring may have certain
effects on employee behavior, for example, leading to a reduction in the use
of company email for personal messages, and surfing the internet for other
purposes than company projects.

Monitoring and surveillance is to be viewed as the opposite of
management by trust and positive expectations of the employees. On the

one hand, monitoring is based on mistrust, and on the other hand, trust is
based in an implicit psychologic

ht be welcomed and appreciated.

actions to monitoring are

al contract between employer and employee
(Rousseau, 1989, 1990; Ottosson and Rosengren, 201 5b). Monitoring
employees indicates that the employer does not trust them to behave in the
appropriate manner. Frey (1993) formulates this relationship in terms of a
misattribution effect, and argues that monitoring crowds out morale. More
intensive monitoring and regulation does not always result in destroying excess
morale. In particular, the agents do not feel that they have excess morale if
monitoring and regulating clearly and exclusively serves to prevent others from
“shirking” (Alchian and Demsetz, 1972 781). Gouldner (1960) formulates
this phenomenon in terms of “norms of reciprocity,” which describes the
equilibrium of recognition and work morale. In other words, the employees
perform in accordance to moral standards as long they are entrusted with
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constraints being administrated by the individuals themselves
Carlson, 2010). In describing this proce.
this inversion of visibility in the fu nctioning of the disciplines that was to assure
the exercise of power even in its lowest manifestations. We are entering the
age of the infinite examination and of compulsory objectification” (Foucault
and Sheridan, 1995/1997: 189).

This process, Foucault argued, arose in modernity and the

of industrial society. But accordi 0§ to many succeeding scholars, the process
is reinforced by digital information tec

hnology. Power is provided with new
opportunities to be both everywhere and to come from everywhere (cf

Campbell and Carlson, 2010; d’Urso, 2010; Lyon, 2013; Zuboff, 1 989). At
the same time, this technological change also changes the object, and the
disintegrated and visible work effort becomes very much less visible when
the abstract knowledge content in production increases (Allvin et al, 2011;
Dessein and Santos, 2006; Drucker, 1 999). The collection of information also

changes form and pattern based on technological conditions. In relation to

the monitoring that took (and is still taking) place in the traditional factories
of the industri

al society, it is not always clear what kind of information is
being gathered. This uncertainty constitutes the ultimate conditions for the
perfect panoptical tool (Biiyiik and Keskin, 2012)

In Bentham’s ideal prison, the “panopticon” inmates could be
imperceptibly observed by a prison guard, a condition that was presumed
to generate self-discipline. In the same vein,
technology disciplines individuals. Those subjected to surveillance adapt their
behavior in order to conform to what they believe those monitoring their
movements and actions will find acceptable or normal (cf Brannigan and Beier,
1985; Goffman, 2008: Westin, 1967). The private sphere shrinks: “Electronic
monitoring systems are a kind of virtual simulation of the panopticon. All

video recordings, electronic monitors, GPS signals, sound recordings create
a prison environment in our dail

y lives by not allowing a single dark spot”
(Biiyiik and Keskin, 2012: 83).

A literature review shows that the idea of the all
eye did not end with Foucault. Rather, Benth
a considerable number of researchers, Soci
normally takes its starting point in Fou
Bentham prison system (cf Campbell

(Campbell and
ss, Foucault expressed that “[.. Jitis

organizations

covert modern surveillance

-seeing, omnipresent
am’s panopticon has inspired
al science research on surveillance
1cault’s interpretation of Jeremy
and Carlson, 2010; d’Urso, 2006; Sewell
etal, 2006). As d’Urso (2006) notes, the panopticon metaphor provides a good
tool for understanding the effects of electronic surveillance in the workplace.
In line with this view, the physical barriers that objectified and individualized
workers in Bentham’s system share striking similarities with the electronic
information and communication systems of today. In most literature, the
authors note that the employee’s awareness of being surveilled constitutes a
crucial aspect of the panoptical potential of the technology (cf Botan, 1996).
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In order to understand how employees relate to dig
more specifically, whether it is possible to see a “p
way of relating to private internet activity,
were included in the section “Working life”:

I adapt what I publish on social media because it co
present or future employer.

The risk of being monitored affects my behavior on the internet.
My employer uses technology that limits internet use.

I am aware of the type of information my employe
internet use.

[ worry that my employer will monitor my use of internet and email.

Results

According to the questionnaire, the attitudes towards surveill
somewhat permissive among the
be that the results detect indiffe

ance in general are
respondents. A weaker interpretation would
rence or lack of interest. This is manifested,
among other things, in that only 20 percent of the respondents agree with
the assertion that camera or video surveillance (CCTV) is a potential threat
towards people’s privacy and personal integrity. Men seem to be generally
somewhat more negative towards surveillance than women. Of the male
respondents, 24 percent considered CCTV to be a potential threat towards
people’s privacy. This is compared with the group of women where only 15
percent considered CCTV to be a potential threat. The same pattern can be

seen with regard to the surveillance of people’ work and of working life in
general (Larsson and Runesson, 2014).

In this study, our focus is on the response to employers’ surveillance of the

internet at work, and the results indicate a general awareness of surveillance
in this area as well. According to the questionnaire, half of the respondents
were not aware of the type of information their employers gather on their
internet behavior. And conversely, only 21 percent
“I am aware of the type of information my employ
internet use” (see Table 12.1)
Nor did the respondents express much concern for the type of information
their employers could potentially collect. Only little more than one out of five
respondents (21 percent) voiced concern for the assertion
employer will monitor my use of internet and email” It is also of interest to
note that as many as 28 percent of the respondents state that their employer
uses technology that limits their internet use (see Table 12.1).
Finally, from the questionnaire one can note that the ability to screen
potential employees affects the kind of information being submitted to social
media. As many as 45 percent of the respondents agree with the assertion “I

agree with the assertion
er collects regarding my

“I worry that my
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i 3 ssent
al media because it could be read by. 111,}: pres t
It indicates “anticipatory conformity”, even i
sk of surveillance

adapt what I publish on soci

" This resu !
or future employer. . ntic e
an overwhelming majority simultaneously Ll.m_ns tln:; e e with e
d \ffect their behavior on the internet. Only 22 perc

. £
does not monitored affects my behavior on the internet

statement “The risk of being
(see Table 12.1).

.1. Attltudes towatds sur Velllarlce 1 th
Iable 12 n Worklng llfe atllong e

Swedish population

I agree | I neither I ‘ N
Asertion agree nor | disagree
disagree
i 9 30% 1,029
I adapt what I publish on social media 45% 25%
because it could be read by my present or
future employer : - —
The risk of being monitored affects my 22% 27%
behavior on the internet — —
9 ()
My employer uses technology that limits 28% 25%
internet use 0 — —
1 am aware of the kind of information my 21% 27%
employer collects regarding my internet use
9 56% 1025
[ worry that my employer will monitor my 21% 23%
use of internet and email

Therefore, to a direct question concerning whther their beha;:i:i;fg::ﬁ?;ii
ik being monitored, the response 1s no. Howev , { § e to

i O'f tion on their online behavior, it becomes obvio
NS riate their behavior in relation to a potential en'iployt‘e‘ri
o ténd B lepmpthat potential “Googling” or screening b.y a potcll’tlil
Clearly Tt a0 veem to be more important, and affects be]la\»:lor to a 1a1‘gt.r
PO Seemsf being actively monitored online in their current JObl
degrf\e (ti}ilan t?eedfz;li(;r digigtal technology has the potential to cl;:;llenge ;ll*ii

"+ betm e I erhz -ather than) working pu

rs between private life and (or perhaps, rat | Sonkg g
1;)i(f)er.dlior example, every fourth respondentigicp;r;enndtz g-lalt?:‘s: itutemctyon X
s employ'er,s eq'mplrlnj:l: t(r)nziri;}:g(i);:(i:m;c of the type of info.nnal‘jon Fhe
e eore Zlarming, since it potentially implies information
employ'er B Yegﬁ the same note, it can be said that 30 percent of the
- prg;ar:tes :Eltilrlrrlihat they use the internet to perform their work from home
respon:

on a weekly or daily basis (Table 12.2).
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Table 12.2: Use of employer’s e
from home

quipment and use of the internet to work

Assertion Never Sometimes Weekly or | N
daily
Tuse my employer’s equipment to 36% 39% 25% 1020
perform personal business on the
internet
T use the internet to work from home 38% 33% 29% 1022
Discussion

In relation to working life, digitalization in general, and the changing n

work, an increasing amount of work is carried out in an online environment,
One aspect of this change is probably that there is a greater effort to monitor
employees’internet behavior. A second aspect is that surveillance has cha nged
in form and content. Overall, the amount of information has grown more
extensive and has changed in nature. It seems that the goal, as well as the

purpose, of the data collection becomes more vague with regards to the type
of information that is to be gathered.

The information collected can be used both to improve productivity and

to take action against immoral behavior such as loafing, harassment, and even
activities of a pornographic nature, The extent of surveillance stands in relation
to the image of the employee’s character. Fear of low wo
surveillance, The unique novelty of online surveillan
(post-)industrial society, is
thoroughly — this since pri
chores

rk morale means more
ce, in the context of a
that it potentially invades the employee’s life more
vate and public spheres are often confused. Private
are carried out during working hours and work duties are performed
at home. A situation emerges where the employee’s home becomes a place of
work and where the employer’s equipment is used for private communication,
The development of a potentially omnipresent digital surveillance, it is
argued here, has direct implications in terms of trust/distrust for the relation
between employer and employee. In the long run, it can also affect behavior
in other areas of life, Not knowi ng what kind of information is being gathered
and at what time can give the impression of constantly being monitored. In line
with Foucault’s arguments concernin g the panopticon and the self-discipline of
the individual, one could say that the purpose of surveillance is not the object
of interest, but rather its effects, Probably, the labor force is monitored in order
to protect the company’s brand and to increase production by delimiting the
maneuverable space for any potential lack of work morale,
the awareness of being monitored also creates an awareness of being visible.
The results indicate that the discomfort expressed by the respondents
concerning the experiences of being monitored is relatively weak. Further,
respondents report that they do not in any significant way adapt their

but at the same time,

191

ature of




DIGITAL SOCIOLOGIES

()Ilhne dlle to the rlSkS Of bell’lg ll]OIlltOl‘Ld. Ill l'{:!SpOIISC
CCI‘EC uestion C()l’lcernll’lg Whether tllc adclpt W hdt they w te m S{){ial
Sp 1 q

y 1’ c ars tll( t I e,‘ d() b 0,
W th an eye on lllp!oy 5,1 pp )

i Current or futul’e ¢ er! t'r]. f.' 5 1 th ./ S
a1, OWI1Il & v s/can

’ o y ts‘ « !
1¢ COI tht 0{ l“—ha V10T a] LO‘ntIOl. HO WEeVET »
‘h[\ 15 4als P y { 1 14t ¢4 I) b} 1 y ‘l] enge trust bC I 11.’ OYL-

b (i O a Sys €11 tl t 1n otentis 11 Ch. .l. g rus tween €n ]. c
lll.d Ll]lpk)yel PIC\H{)US StlldIES 5110\’\" t.l]:lt LOllL(-tlIlg data on elllpl())ces
('I .] s b dl {3 ter 1 \1 -l ) d t d t th
o gu
e avior ased 1m undaete mined and Vil € manaates can lea O € erosion

iprocity”: the
it 1 f “norms of reciprocity”
mulates it in terms o .
st W A vk morale standards as long they are

Or, as Frey (1993) argues in terms of
' o s

rorale. In other words, a system
fact, contribute to creating the

behavior

media
despite the contrary c.]
be a powerful panoptical too o
favorable for the employer in t

employees perform in. accordance to wo
entrusted with discretion arlxd autonom(;ir. s
misattribution effect, surveillance crowds (: o
e e i_““_“‘“‘f‘ll tz:ah::;?lii(l:::c‘ It is not monitoring itself, or its
very same behavior it 1s saic ilate.

2 ty d . l 1S
1M1C «l

causes or tec e leave that is of most interest.

. P
our uncertainty about the digital footprints

Referenzes d H. Demsetz (1972) “Production, information costs, and
Alchian, A. and H.

. : iew 62, 5, 777-95.
. TSR American Economic Revzf{w )
T o Orgamzaxon‘t.)rcz;hee (2005) “An examination of the effect of
Alder, S. and M. Am monitoring feedback on monitoring fairness,

_ " ormance , ision
computerized perfc * Organizational Behavior and Human Decis

- ) ’
performance, and satisfaction.

- * 3 el f
A?l):locessses 9T7’ Iz\}olegin;7 and M. Ambrose (2006) “Clarifying the effects o
er, S.,, T. :

iati loyee trust.”
I t monitoring on job attitudes: The mediating role of employ
nterne
] nt 43, 7, 894-903. | | .
I'ff‘”mﬁon tilj\ggﬁ;ml/;rk without boundaries: Psychological perspectives on the
Allvin, M. e ‘ o
new working life. Oxford. Wﬂey—Blale\}mll.
AMA (American Management Association) )
monitoring and surveillance” (www.mnaneitl.lo o
t on—Workplace-Monitoring-and—Surve an .“Th tionship of
Latesb_ S., K. Deguire, and M. Lay (2005) e iy
AP}}":‘I lalcllri?r,xatc;,to deviant workplace behaviour. Csorpomte ov K
sthica ; : oy
tintemational]oumal of Business in Soaety 5, 4, 43 51 -
Ball, K. (2010) “Workplace surveillance: an overview.
all, K.

B()tall (_'.I I. 9 (:() muni n} WOor an Ll tr 1C sur Uelll 1CE: ls
1 (1) 6) mimaui canon k d ectron 3 a

: | o aphs 63 (4), 1-21
S ic effects”” Communication Monograp - ,
dicting panoptic effects. S ; the in the
model Fo;p;i{? Eii)?i)pLabm' and monopoly capital: The rfefgmd:;:wn of wo
srman, H. ress.

Bravcrf1m century (2nd edn). New York: Monthly RCVICV-V . A choice

Btwem'w V. and B. Beier (1985) “Informational self-determit -
rannigan, V. g

' il.
based analysis.” Datenschutzund Datensicherung, Apr

(2014) “The latest on workplace
g/training/articles/ The-

> Labor History 51, 1,

192

EMPLOYEE MONITORING IN A DIGITAL CONTEXT

Biiyiik, K. and U. Keskin (2012)
Workplace monitoring
Ethics 5, 10, 75-88.

Campbell, J. and M. Carlson (2010) “Panopticon.com: Online Surveillance
and the Commodification of Priv

acy.” Journal of Broadcasting & Electronic
Media 46, 4, 586—606.

Corbin, D. E. (2000) “Keepin
Health & Safety 69, 11, 24—,
Dessein, W. and T. Santos (2006)

Economy 114, 956-95.
Drucker, P. (1999) “Knowledge-worker productivity: The biggest challenge.”
California Management Review 41, 2, 79-94,
d’Urso, S. (2006) “Who's watching us at work?
perceptual model of electronic monitoring and surve
Communication Theory 16, 201-303.
Fairweather, B. (1999) “Surveillance in e
Journal of Business Ethics 22, 1, 39-49.
Foucault, M. and A. Sheridan (1995/1977)
the prison. New York: Vintage Books.
Frey, B. (1993) “Shirking or work morale?:

Economic Review 37, 8, 1523-32,
Gartner (

“Panopticon’s electronic resurrection:
as an ethical problem.” Tirkish Journal of Business

g a virtual eye on employees.” Occupational

“Adaptive organizations”. Journal of Political

Toward a structural-
illance in organizations.”

mployment: The case of teleworking.”
Discipline and punish: The birth of

The impact of regulating.” European

2012) “Gartner says monitoring employee behavior in digital
environments is rising” (www, gartner.com/newsroom/id/202821 5)
Goftman, E. (

2008) Behavior in public places. New York: Simon & Schuster.
Gouldner, A. (1960) “The norm of reciprocity: A preliminary statement.”
American Sociological Review 16178,

Grodzinsky, E and A. Gumbus (2005) “Internet and
perspectives on workplace behavior.” Journal
and Ethics in Society 3, 249-56.

Larsson, S. and P Runesson (2014) DigiTrust: Tillit i det digitala—
perspektiv frin ett Jorskningsprojeke. Lund: Punedorfinstitutet.

Lyon, D. (2013/1994) The electronic eye: The rise of surveillance society — Computers
and social control in context. Oxford: Polity Press.

Negrey, C. (2012) Work time: Conflict, control, and change. Cambridge: Polity
Press.

Nord, D., T. McCubbins, and J. Nord (2006) “E-

monitoring in the workplace:
privacy, legislation, and surveillance software.” Communications of the ACM
49, 8, 72-7,

Ottosson, M. and C. Rosengren (2015a) “The construction and demonization
of the lazybones.” Fasteapitalism 11 (1).

Ottosson, M. and C. Rosengren (2015b)
Professional Employees (TCO) and trust-
Management Revue 26 (1), 52-68.

productivity: ethical

of Information Communication

Tvirvetenskapliga

“The Swedish Confederation for
based working hours 1950-1970.



DIGITAL SOCIOLOGIES

Paulsen, R. (2014) Empty labor: Idleness and workplace resistance. Cambridge,
UK: Cambridge University Press.

Porter, G. and N. Kakabadse (2006) “HRM perspectives on addiction to
technology and work.” Journal of Management Development, 25, 6, 535-60.
Ragu-Nathan, T.S., T. Monideepa, B. Ragu-Nathan, and Q. Tu (2008) “The
consequences of technostress for end users in organizations: Conceptual

development and empirical validation.” Information Systems Research 19, 4.

Rousseau, D. (1989) “Psychological and implied contracts in organizations.”
Employee Rights and Responsibilities_Journal 2, 121-39.

Rousseau, D. (1990) “New hire perceptions of their own and their employer’s
obligations: A study of psychological contracts.” Journal of Organizational
Behavior 11, 389-400.

Sewell, G., J. Barker and D. Nyberg (2012) “Working under intensive
surveillance: When does ‘measuring everything that moves’ become
intolerable?” Human Relations 65, 2, 189-215.

spector.se (2015) “Every company has employees who abuse the internet”
(http://spcr.:tor.sc/spcctor__cnc.html).

Stanton, J. (2000) “Reactions to employee performance nmonitoring:
Framework, review, and research directions.” Human Performance 13, 1,
85-113.

Stanton, J. and E.M. Weiss (2000) “Electronic monitoring in their own
words: an exploratory study of employees’ experiences with new types of
surveillance.” Computers in Human Behavior 16, 4, 423-40.

Tabak, E and W. Smith (2005) “Privacy and electronic monitoring in
the workplace: A model of managerial cognition and relational trust
development.” Employee Responsibilities and Rights Journal 17, 3, 173-89.

Tam, P-W., E. White, N. Wingfield, and K. Maher (2005) “Snooping email
by software is now a workplace norm”. The Wall Street Journal. March 9.

Thompson, P. (1983) The nature of work: an introduction to debates on the labour
process. London: Macmillan.

Westin, A. (1967) Privacy and freedom. New York: Anthema Press.

Zuboff, S. (1988) In the age of the smart machine: T he future of work and power.

Oxford: Heinemann Professional.




