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Brief History of CBA:Brief History of CBA:
•• Founded in 1962,Founded in 1962, CBA commenced operations in DarCBA commenced operations in Dar--eses--Salaam, Tanzania.Salaam, Tanzania.
•• Thereafter established branches in Kenya and UgandaThereafter established branches in Kenya and Uganda
•• CBA was reCBA was re--incorporated in Kenya in 1967 after operations were nationalised in Tanzania. incorporated in Kenya in 1967 after operations were nationalised in Tanzania. p y pp y p
•• CBA originally commenced business as a subsidiary of Societe Financiere pour les pays CBA originally commenced business as a subsidiary of Societe Financiere pour les pays 

D'Outre Mer (SFOM), a SwissD'Outre Mer (SFOM), a Swiss--based consortium bank with interests in financial based consortium bank with interests in financial 
institutions throughout Africa. Initial shareholders were: institutions throughout Africa. Initial shareholders were: 

–– Bank of America, Commerzbank AG, Banque Bruxelles Lambert and Banque Nationale de ParisBank of America, Commerzbank AG, Banque Bruxelles Lambert and Banque Nationale de Paris

•• In 1980, Bank of America acquired all the shares of the other SFOM partners making CBA In 1980, Bank of America acquired all the shares of the other SFOM partners making CBA 
a wholly owned subsidiary of Bank of America with 16% of the shares held by Kenyan a wholly owned subsidiary of Bank of America with 16% of the shares held by Kenyan 
i ti t I 1991 K i t i d t t l h h ldi d CBA b h llI 1991 K i t i d t t l h h ldi d CBA b h llinvestors. investors. In 1991, Kenyan investors acquired total shareholding and CBA became wholly In 1991, Kenyan investors acquired total shareholding and CBA became wholly 
Kenyan owned and managedKenyan owned and managed

•• In 2005, acquired First American Bank of Kenya (FABK)In 2005, acquired First American Bank of Kenya (FABK), and became the largest privately , and became the largest privately 
owned local bank in Kenya.owned local bank in Kenya. This acquisition also marked the reThis acquisition also marked the re--entry of CBA into theentry of CBA into theowned local bank in Kenya.owned local bank in Kenya. This acquisition also marked the reThis acquisition also marked the re entry of CBA into the entry of CBA into the 
Tanzania with a 20% equity stake in UBA. The majority stake in UBA was acquired in Tanzania with a 20% equity stake in UBA. The majority stake in UBA was acquired in 
2007 to make this a subsidiary2007 to make this a subsidiary

•• CBA aCBA acquired a 33.3% equity stake in AIG Kenya Ltd in 2006cquired a 33.3% equity stake in AIG Kenya Ltd in 2006
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•• In 2006, CBA relocated to new ultra modern head office premises in Upper Hill In 2006, CBA relocated to new ultra modern head office premises in Upper Hill 



CBA’s Target CustomersCBA’s Target Customers
Corporate CustomersCorporate Customers
•• Multinational and mediumMultinational and medium--toto--large Kenyan corporatelarge Kenyan corporateMultinational and mediumMultinational and medium toto large Kenyan corporatelarge Kenyan corporate

•• Diplomatic missions and related development organisationsDiplomatic missions and related development organisations

•• International organisations and agenciesInternational organisations and agenciesg gg g

•• NonNon--Governmental OrganisationsGovernmental Organisations

Personal CustomersPersonal Customers
•• Employees of  the above organisationsEmployees of  the above organisations

•• MediumMedium--toto--High Net Worth individualsHigh Net Worth individuals
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Financial Performance of CBAFinancial Performance of CBA

•• Growth resulting from focused business model backed Growth resulting from focused business model backed 

by service quality and operating efficiency: by service quality and operating efficiency: 

–– PrePre--tax profits have risen from KShs 70 million in 1991 totax profits have risen from KShs 70 million in 1991 toPrePre tax profits have risen from KShs 70 million in 1991 to tax profits have risen from KShs 70 million in 1991 to 

KShs 1.376 billion as at 31KShs 1.376 billion as at 31stst Dec 2006 (audited) Dec 2006 (audited) 

T t l t h i d f KSh 2 2 billi tT t l t h i d f KSh 2 2 billi t–– Total assets have increased from KShs 2.2 billion to more Total assets have increased from KShs 2.2 billion to more 

than KShs 37.4 billion as at 31than KShs 37.4 billion as at 31stst Dec 2006 (audited)Dec 2006 (audited)

–– Shareholders funds have increased from KShs 240 million to Shareholders funds have increased from KShs 240 million to 

KShs 3.72 billion during the same period KShs 3.72 billion during the same period 
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System Security & Fraud Concerns: System Security & Fraud Concerns: 
ICT Interventions in the Banking SectorICT Interventions in the Banking Sector
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Financial Insights OpinionFinancial Insights Opinion
•• SecuritySecurity attacksattacks againstagainst financialfinancial institutionsinstitutions andand theirtheir

customerscustomers areare growinggrowing andand areare increasinglyincreasingly connectedconnected withwith
consumerconsumer andand corporatecorporate fraudfraud schemesschemespp

•• ManagingManaging datadata securitysecurity inin today’stoday’s distributeddistributed technologytechnology
environmentenvironment isis muchmuch moremore complexcomplex becausebecause thethe functionfunction mustmust
gogo beyondbeyond anan institution’sinstitution’s boundariesboundaries toto controlcontrol securitysecurity risksrisksgogo beyondbeyond anan institution sinstitution s boundariesboundaries toto controlcontrol securitysecurity risksrisks
facingfacing serviceservice providers,providers, remoteremote partners,partners, andand customerscustomers

•• FinancialFinancial institutionsinstitutions areare currentlycurrently adaptingadapting securitysecurity riskrisk
tt tt thth i ti t ii thth f ll if ll imanagementmanagement toto thethe newnew environmentenvironment inin thethe followingfollowing waysways::

∞∞ InvestingInvesting inin securitysecurity managementmanagement toolstools thatthat enableenable moremore proactiveproactive
managementmanagement ofof securitysecurity;;

∞∞ I iI i hh f lif li ff dd b ib i ll ff ii i ki k∞∞ IncreasingIncreasing thethe formality,formality, frequency,frequency, andand businessbusiness relevancerelevance ofof securitysecurity riskrisk
assessmentsassessments;; oror

∞∞ OutsourcingOutsourcing thethe mostmost timetime--consumingconsuming securitysecurity managementmanagement functionsfunctions toto
securitysecurity servicesservices providersproviders
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securitysecurity servicesservices providersproviders..



Financial Insights OpinionFinancial Insights OpinionFinancial Insights OpinionFinancial Insights Opinion
•• NewNew technologiestechnologies andand strategiesstrategies beingbeing

contemplatedcontemplated toto managemanage internalinternal andand externalexternalco e p edco e p ed oo gege ee dd e ee e
consumerconsumer securitysecurity riskrisk todaytoday includeinclude::
∞∞CollaboratingCollaborating withwith technologytechnology providersproviders -- bothboth securitysecuritygg gygy pp yy

specificspecific andand financialfinancial servicesservices specificspecific -- toto developdevelop newnew
solutionssolutions toto helphelp customerscustomers preventprevent fraudfraud schemesschemes
perpetratedperpetrated throughthrough emailemail andand WebWeb technologytechnology (such(suchperpetratedperpetrated throughthrough emailemail andand WebWeb technologytechnology (such(such
asas phishing)phishing);; andand

∞∞EvaluatingEvaluating moremore securesecure authenticationauthentication solutionssolutions forforgg
customerscustomers transactingtransacting inin anan onlineonline environmentenvironment andand
employeesemployees usingusing thethe internetinternet toto offeroffer transactiontransaction

tt
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Situation OverviewSituation OverviewSituation OverviewSituation Overview
TheThe importanceimportance ofof informationinformation securitysecurity (IS)(IS) inin thethe
bankingbanking industryindustry hashas growngrown tremendouslytremendously overover thethegg yy gg yy
lastlast fewfew yearsyears duedue toto aa combinationcombination ofof factorsfactors includingincluding
butbut notnot limitedlimited toto::
∞∞ GrowingGrowing severityseverity andand numbernumber ofof securitysecurity attacksattacks inin thethe

formform ofof emailemail fraud,fraud, viruses,viruses, worms,worms, andand otherother maliciousmalicious
codecode againstagainst financialfinancial institutionsinstitutions andand theirtheir customerscustomerscodecode againstagainst financialfinancial institutionsinstitutions andand theirtheir customerscustomers

∞∞ IncreasedIncreased exposureexposure toto riskrisk ofof datadata theft,theft, destruction,destruction, oror
manipulationmanipulation fromfrom insidersinsiders duedue toto thethe greatergreater availabilityavailability ofof
informationinformation inin electronicelectronic formatformat andand thethe increasedincreased mobilitymobility
andand accessaccess ofof informationinformation viavia networkednetworked computerscomputers spanningspanning
thethe enterpriseenterprise andand thethe globeglobe
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thethe enterpriseenterprise andand thethe globeglobe



Situation OverviewSituation Overview
FinancialFinancial organisationsorganisations mustmust accomplishaccomplish thetheFinancialFinancial organisationsorganisations mustmust accomplishaccomplish thethe
followingfollowing objectivesobjectives::

•• AvailabilityAvailability -- thethe processes,processes, policies,policies, andand controlscontrols usedused toto ensureensure
th i dth i d hh tt tt t tit ti i f tii f tiauthorisedauthorised usersusers havehave promptprompt accessaccess toto transactiontransaction informationinformation

•• IntegrityIntegrity ofof DataData oror SystemsSystems -- thethe processes,processes, policies,policies, andand controlscontrols
usedused toto ensureensure informationinformation hashas notnot beenbeen alteredaltered inin anan unauthorisedunauthorised
mannermanner andand thatthat systemssystems areare freefree fromfrom unauthorisedunauthorised manipulationmanipulationmannermanner andand thatthat systemssystems areare freefree fromfrom unauthorisedunauthorised manipulationmanipulation
thatthat willwill compromisecompromise accuracy,accuracy, completenesscompleteness andand reliabilityreliability

•• ConfidentialityConfidentiality ofof DataData oror SystemsSystems -- thethe processes,processes, policies,policies, andand
controlscontrols employedemployed toto protectprotect informationinformation ofof customerscustomers andand thethecontrolscontrols employedemployed toto protectprotect informationinformation ofof customerscustomers andand thethe
institutioninstitution againstagainst unauthorisedunauthorised accessaccess oror useuse

•• AccountabilityAccountability -- thethe processes,processes, policies,policies, andand controlscontrols necessarynecessary toto
tracetrace actionsactions toto theirtheir sourcesourcetracetrace actionsactions toto theirtheir sourcesource

•• AssuranceAssurance -- thethe processes,processes, policies,policies, andand controlscontrols usedused toto developdevelop
confidenceconfidence thatthat technicaltechnical andand operationaloperational securitysecurity measuresmeasures workwork asas
intendedintended
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Situation OverviewSituation OverviewSituation OverviewSituation Overview

Financial institutions must protect their Financial institutions must protect their Financial institutions must protect their Financial institutions must protect their 
information by instituting a security process information by instituting a security process 
that:that:that:that:
∞∞Identifies risksIdentifies risks
∞∞Develops a strategy to manage the risksDevelops a strategy to manage the risks∞∞Develops a strategy to manage the risksDevelops a strategy to manage the risks
∞∞Implements the strategyImplements the strategy
∞∞T t th i l t tiT t th i l t ti∞∞Tests the implementationTests the implementation
∞∞Monitors the environment to control the risksMonitors the environment to control the risks
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Situation OverviewSituation OverviewSituation OverviewSituation Overview

•• The following 5 areas serve as a framework and The following 5 areas serve as a framework and The following 5 areas serve as a framework and The following 5 areas serve as a framework and 
outline the method an organisation should use outline the method an organisation should use 
to implement and achieve its security objectives:to implement and achieve its security objectives:p y jp y j
–– Information Security Strategy Information Security Strategy 
–– Information Security Risk Assessment Information Security Risk Assessment 
–– Security Controls ImplementationSecurity Controls Implementation
–– Security MonitoringSecurity Monitoring
–– Security Process Monitoring & UpdatingSecurity Process Monitoring & Updating
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Strategies for Managing Security in a Strategies for Managing Security in a 
/ d/ d24/7 World24/7 World

•• Security Management Becoming More ProactiveSecurity Management Becoming More Proactivey g gy g g
∞∞ In response to these security threats and requirements, banks In response to these security threats and requirements, banks 

and their service providers have been investing in security and their service providers have been investing in security 
management tools that enable a more proactive managementmanagement tools that enable a more proactive managementmanagement tools that enable a more proactive management management tools that enable a more proactive management 
of securityof security

∞∞ Investments in security detection and incident response Investments in security detection and incident response 
i h i h f i hi h i h f i hremain strong; however, given the nature of security, there remain strong; however, given the nature of security, there 

will always be a hacker or criminal out there identifying some will always be a hacker or criminal out there identifying some 
vulnerability somewherevulnerability somewhere

∞∞ Providers of security detection solutions are starting to offer Providers of security detection solutions are starting to offer 
proactive solutions that can start preventing attacks after proactive solutions that can start preventing attacks after 
detecting themdetecting them
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Strategies for Managing Security in a Strategies for Managing Security in a 
/ d/ d24/7 World24/7 World

•• Demands of Security Management Driving Demands of Security Management Driving 
OutsourcingOutsourcing
∞∞ WhileWhile thethe increasingincreasing numbernumber ofof securitysecurity attacksattacks hashas ledled manymany

fi i lfi i l i tit tii tit ti tt ii th ith i i t ti t t ii t lt l ddfinancialfinancial institutionsinstitutions toto increaseincrease theirtheir investmentsinvestments inin toolstools andand
personnelpersonnel forfor thethe dayday--toto--dayday managementmanagement ofof security,security, thesethese
challengeschallenges havehave ledled severalseveral institutionsinstitutions toto outsourceoutsource allall oror aa
portionportion ofof securitysecurity managementmanagement toto thirdthird--partyparty serviceservice providersproviders

∞∞ AA significantsignificant driverdriver ofof thesethese outsourcingoutsourcing dealsdeals isis accessaccess toto securitysecurity
intelligenceintelligence ProvidersProviders ofof securitysecurity servicesservices havehave accessaccess totointelligenceintelligence.. ProvidersProviders ofof securitysecurity servicesservices havehave accessaccess toto
comprehensivecomprehensive internetinternet securitysecurity informationinformation becausebecause theythey monitormonitor
securitysecurity eventsevents acrossacross firmsfirms aroundaround thethe worldworld
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Strategies for Managing Security in a Strategies for Managing Security in a 
/ d/ d24/7 World24/7 World

•• Expanding Data Security BoundariesExpanding Data Security Boundariesp g yp g y
•• Service Provider SecurityService Provider Security

∞∞ TheThe expandingexpanding geographicgeographic boundariesboundaries ofof aa financialfinancial institution’sinstitution’s businessbusiness
createcreate newnew securitysecurity risksrisks.. AA keykey riskrisk managementmanagement prioritypriority forfor financialfinancialyy yy gg p yp y
institutionsinstitutions todaytoday isis ensuringensuring thatthat thethe serviceservice providersproviders havehave adequateadequate
securitysecurity controlscontrols toto detectdetect andand preventprevent breachesbreaches inin thethe confidentialityconfidentiality andand
integrityintegrity ofof customercustomer informationinformation

hh i di d ii li ili i hh ii ii dd d il dd il d∞∞ However,However, thethe industryindustry isis realisingrealising thatthat securitysecurity reviewsreviews andand detaileddetailed
serviceservice--levellevel agreementsagreements (SLAs)(SLAs) thatthat includeinclude securitysecurity andand fraudfraud riskrisk
assessmentassessment andand controlcontrol maymay notnot bebe enoughenough toto mitigatemitigate securitysecurity andand fraudfraud
risksrisksrisksrisks

∞∞ FinancialFinancial institutionsinstitutions needneed betterbetter toolstools toto assessassess securitysecurity risksrisks facedfaced byby
thirdthird--partyparty vendorsvendors inin orderorder toto makemake moremore informedinformed decisionsdecisions aboutabout theirtheir
serviceservice providersproviders andand toto betterbetter managemanage thethe partnerpartner relationshiprelationship
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Strategies for Managing Security in a Strategies for Managing Security in a 
/ d/ d24/7 World24/7 World

•• Expanding Data Security BoundariesExpanding Data Security Boundariesp g yp g y
•• Service Provider SecurityService Provider Security

∞∞ ManagementManagement ofof informationinformation securitysecurity inin thethe customer’scustomer’s areaarea ofof controlcontrol isis aa
newnew challengechallenge thatthat institutionsinstitutions havehave onlyonly startedstarted toto tackletackle.. InstitutionsInstitutions arearegg yy
stillstill grapplinggrappling withwith howhow toto preventprevent thethe lossloss ofof trusttrust inin anan environmentenvironment inin
whichwhich customerscustomers areare constantlyconstantly receivingreceiving emailsemails fromfrom fraudstersfraudsters askingasking
themthem toto revealreveal confidentialconfidential informationinformation -- TheThe famousfamous 411411 FraudFraud
OO hh hh h dh d i i li i l d l id l i ff lili∞∞ OnOn thethe otherother hand,hand, criminalscriminals areare developingdeveloping newnew waysways ofof stealingstealing consumerconsumer
datadata toto perpetrateperpetrate fraud,fraud, yetyet thethe industryindustry isis stillstill usingusing oldold defensesdefenses.. TheThe
practicepractice ofof requiringrequiring usernamesusernames andand passwordspasswords asas thethe solesole meansmeans forfor onlineonline
authenticationauthentication isis rapidlyrapidly becomingbecoming outdatedoutdatedauthenticationauthentication isis rapidlyrapidly becomingbecoming outdatedoutdated

∞∞ Fortunately,Fortunately, strongerstronger authenticationauthentication technologytechnology isis anan effectiveeffective weaponweapon toto
combatcombat thethe risingrising tidetide ofof consumerconsumer datadata thefttheft.. StrongerStronger authenticationauthentication
offersoffers additionaladditional meansmeans toto validatevalidate usersusers eveneven ifif thethe customer'scustomer's logonlogon
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions Future Trends and Directions 

Technology is developing very quicklyTechnology is developing very quicklyTechnology is developing very quickly. Technology is developing very quickly. 
The following sections discuss briefly The following sections discuss briefly 
the security issues which are helping to the security issues which are helping to 
shape the security directions likely toshape the security directions likely toshape the security directions likely to shape the security directions likely to 
be taken by many of the banks be taken by many of the banks 
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions

•• NonNon--Repudiation Repudiation pp
∞∞ TheThe continualcontinual expansionexpansion ofof privateprivate bankingbanking networksnetworks hashas

startedstarted aa trendtrend wherewhere thethe banksbanks havehave toto relinquishrelinquish aa degreedegree ofof
controlcontrol toto thethe securitysecurity ofof customercustomer oror retailerretailer computercomputercontrolcontrol toto thethe securitysecurity ofof customercustomer oror retailerretailer computercomputer
interfacesinterfaces.. TheThe absenceabsence ofof manualmanual abilityability toto signsign transactionstransactions
willwill continuecontinue toto becomebecome aa difficultdifficult issueissue.. ThereThere isis aa businessbusiness
needneed forfor aa trusttrust inin thethe businessbusiness tradingtrading relationshipsrelationships betweenbetweenneedneed forfor aa trusttrust inin thethe businessbusiness tradingtrading relationshipsrelationships betweenbetween
thethe twotwo parties,parties, asas wellwell asas defineddefined contractualcontractual responsibilitiesresponsibilities

∞∞ SomeSome bankingbanking systemssystems havehave alreadyalready implementedimplemented digitaldigital
ii ii hh bb hh b kb k lik llik lsignaturesignature securitysecurity schemes,schemes, butbut otherother banksbanks areare moremore likelylikely toto

introduceintroduce suchsuch measuresmeasures withwith thethe newernewer EDIEDI developmentsdevelopments
withinwithin thethe corporatecorporate bankingbanking sectorssectors
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions

•• Smart DisksSmart Disks•• Smart Disks Smart Disks 
∞∞Other types of technology such as "smart disks" (disks Other types of technology such as "smart disks" (disks 

with builtwith built in microprocessor) are likely to find ain microprocessor) are likely to find awith builtwith built--in microprocessor) are likely to find a in microprocessor) are likely to find a 
market niche, not only within banks but also in more market niche, not only within banks but also in more 
general PC security solutions general PC security solutions g yg y
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions

•• SecuritySecurity ArchitecturesArchitectures forfor CryptographicCryptographicSecuritySecurity ArchitecturesArchitectures forfor CryptographicCryptographic
ServicesServices
∞∞TheThe costscosts ofof designingdesigning andand implementingimplementing centralcentral∞∞TheThe costscosts ofof designingdesigning andand implementingimplementing centralcentral

cryptographiccryptographic architecturesarchitectures hashas untiluntil nownow mainlymainly
beenbeen metmet byby individualindividual systemsystem developmentsdevelopmentsyy yy pp

∞∞TheseThese developmentsdevelopments areare typicallytypically basedbased uponupon aa
centralcentral securitysecurity server,server, whichwhich cancan bebe usedused inin aayy
flexibleflexible fashionfashion toto provideprovide thethe fullfull rangerange ofof securitysecurity
servicesservices
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions

•• Contactless Cards and DSV TechniquesContactless Cards and DSV TechniquesContactless Cards and DSV Techniques Contactless Cards and DSV Techniques 
∞∞The use of Dynamic Signature Verification (DSV) The use of Dynamic Signature Verification (DSV) 

schemes has many benefits in terms of customerschemes has many benefits in terms of customerschemes has many benefits in terms of customer schemes has many benefits in terms of customer 
acceptabilityacceptability

∞∞Mass exploitation of smart cards will require an Mass exploitation of smart cards will require an ss p s c ds w qss p s c ds w q
extremely durable token which can sustain a long life extremely durable token which can sustain a long life 
spanspan
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions

•• Integrated Service Digital NetworkIntegrated Service Digital NetworkIntegrated Service Digital Network Integrated Service Digital Network 
∞∞ KnownKnown byby thethe acronymacronym ISDN,ISDN, thisthis technologytechnology isis nownow poisedpoised

toto revolutioniserevolutionise communications,communications, andand cancan bebe usedused toto supportsupport
thethe transmissiontransmission ofof voice,voice, data,data, imageimage oror eveneven televisiontelevision

∞∞ ThereThere isis littlelittle doubtdoubt thatthat ISDNISDN willwill pavepave thethe wayway inin thethe
securitysecurity fieldfield forfor speedingspeeding upup andand introducingintroducing newnew methodsmethodssecuritysecurity fieldfield forfor speedingspeeding upup andand introducingintroducing newnew methodsmethods
ofof remoteremote useruser verificationverification.. However,However, thethe developmentdevelopment ofof
bothboth nationalnational andand globalglobal standardsstandards maymay wellwell hamperhamper thethe

ii hh hhprocessprocess inin thethe shortshort termterm
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions

•• Stronger Authentication SolutionsStronger Authentication SolutionsStronger Authentication SolutionsStronger Authentication Solutions
•• Internal UseInternal Use

∞∞ WhileWhile accessaccess controlcontrol projectsprojects havehave beenbeen atat thethe forefront,forefront,WhileWhile accessaccess controlcontrol projectsprojects havehave beenbeen atat thethe forefront,forefront,
authenticationauthentication projectsprojects havehave beenbeen lessless soso.. EmployeesEmployees
continuecontinue toto useuse singlesingle--factorfactor authenticationauthentication methods,methods, namelynamely
loginlogin namename andand pass ordpass ord toto accessaccess applicationsapplicationsloginlogin namename andand password,password, toto accessaccess applicationsapplications

∞∞ SeveralSeveral institutionsinstitutions areare usingusing smartsmart cardscards toto managemanage physicalphysical
securitysecurity andand voicevoice authenticationauthentication toto allowallow employeesemployees toto resetresetyy p yp y
theirtheir passwordspasswords viavia phone,phone, aa technologytechnology whichwhich hashas notnot beenbeen
replicatedreplicated locallylocally
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions
•• Stronger Authentication SolutionsStronger Authentication Solutions
•• Online Customer ServicesOnline Customer Services

∞∞ MultifactorMultifactor authenticationauthentication solutionssolutions forfor customercustomer adoptionadoption areare backback onon
thethe drawingdrawing boardboard.. FinancialFinancial institutionsinstitutions havehave heldheld thethe beliefbelief thatthat
sol tionssol tions req iringreq iring c stomersc stomers toto performperform anan additionaladditional tasktask s chs ch asassolutionssolutions requiringrequiring customerscustomers toto performperform anan additionaladditional task,task, suchsuch asas
purchasingpurchasing aa hardwarehardware devicedevice oror downloadingdownloading software,software, werewere doomeddoomed forfor
failurefailure

∞∞ SeveralSeveral optionsoptions beingbeing consideredconsidered todaytoday involveinvolve thethe useuse ofof anan imageimage oror
ii hh bb hh ff h i ih i i hh W bW b iipicturepicture chosenchosen byby thethe customercustomer asas aa meansmeans ofof authenticatingauthenticating thethe WebWeb sitesite

oror thethe customercustomer
∞∞ TheThe industryindustry willwill havehave toto bebe warywary ofof enrollingenrolling theirtheir customerscustomers inin thesethese

securitysecurity programsprograms viavia emailemail campaignscampaigns givengiven thatthat recentrecent phishingphishing schemesschemesyy p gp g p gp g gg p gp g
havehave beenbeen targetingtargeting thesethese securitysecurity servicesservices

∞∞ OtherOther authenticationauthentication solutionssolutions beingbeing consideredconsidered requirerequire lessless efforteffort onon thethe
partpart ofof customerscustomers
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions

•• Proactive Online Fraud ManagementProactive Online Fraud ManagementProactive Online Fraud ManagementProactive Online Fraud Management
∞∞FinancialFinancial institutionsinstitutions areare startingstarting toto joinjoin forcesforces withwith

technologytechnology providersproviders inin allall sectorssectors toto identifyidentify wayswaystechnologytechnology providersproviders inin allall sectorssectors toto identifyidentify waysways
toto makemake thethe internetinternet aa safersafer placeplace forfor consumersconsumers

∞∞ManagedManaged securitysecurity servicesservices typicallytypically includeincludeg dg d s c ys c y s v c ss v c s yp c yyp c y c dc d
vulnerabilityvulnerability monitoringmonitoring andand securitysecurity eventevent detectiondetection
// preventionprevention andand responseresponse
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions
•• Proactive Online Fraud ManagementProactive Online Fraud Managementgg

∞∞ TheThe capabilitiescapabilities andand expertiseexpertise financialfinancial institutionsinstitutions seekseek
fromfrom providersproviders ofof securitysecurity technologytechnology havehave expandedexpanded
beyondbeyond thosethose aimedaimed atat implementingimplementing inin--househouse securitysecurityyy p gp g yy
technologiestechnologies

∞∞ AA widerwider rangerange ofof institutionsinstitutions areare seekingseeking toto outsourceoutsource
securitysecurity managementmanagement toto managedmanaged securitysecurity servicesservices

ididprovidersproviders
∞∞ InstitutionsInstitutions areare seekingseeking securitysecurity informationinformation

managementmanagement andand riskrisk assessmentassessment toolstools toto improveimprove
ii i ki ksecuritysecurity riskrisk managementmanagement

∞∞ InstitutionsInstitutions areare lookinglooking forfor moremore powerfulpowerful securitysecurity eventevent
analyticsanalytics thatthat cancan detectdetect fraudfraud schemesschemes suchsuch asas phishingphishing

f df d p p t t dp p t t d ii thth lili b kib ki h lh l
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions

•• Essential GuidanceEssential GuidanceEssential GuidanceEssential Guidance
∞∞ TheThe severityseverity ofof securitysecurity attacksattacks launchedlaunched againstagainst financialfinancial

institutionsinstitutions andand theirtheir customerscustomers continuescontinues toto growgrow asas
criminals,criminals, hackers,hackers, andand fraudstersfraudsters taketake advantageadvantage ofof gapsgaps inin
internetinternet technologytechnology andand inin--househouse securitysecurity toto organiseorganise
increasinglyincreasingly damagingdamaging attacksattacksg yg y g gg g

∞∞ FinancialFinancial institutionsinstitutions todaytoday areare forcedforced toto adoptadopt aa moremore
proactiveproactive approachapproach towardstowards securitysecurity riskrisk managementmanagement asas
hh h dh d ff h ih i kk bb hihitheythey trytry toto staystay oneone stepstep aheadahead ofof theirtheir attacksattacks byby patchingpatching

vulnerabilitiesvulnerabilities beforebefore theythey cancan bebe exploitedexploited
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Future Trends and DirectionsFuture Trends and DirectionsFuture Trends and DirectionsFuture Trends and Directions
•• EssentialEssential GuidanceGuidance

∞∞ NewNew technologiestechnologies andand strategiesstrategies beingbeing contemplatedcontemplated toto managemanage internalinternal
andand externalexternal consumerconsumer securitysecurity riskrisk todaytoday includeinclude thethe followingfollowing::
∞∞ CollaborationCollaboration withwith technologytechnology providersproviders-- bothboth securitysecurity andand financialfinancial servicesservices

ifiifi d ld l l il i h lh l f df d hhspecificspecific -- toto developdevelop newnew solutionssolutions toto helphelp customerscustomers preventprevent fraudfraud schemesschemes
perpetratedperpetrated throughthrough emailemail andand WebWeb technologytechnology (namely(namely phishing)phishing);; andand

∞∞ EvaluationEvaluation ofof moremore securesecure authenticationauthentication solutionssolutions forfor internalinternal employeeemployee
authenticationauthentication and,and, inin somesome cases,cases, forfor authenticationauthentication ofof customerscustomers andandff ff
institutionsinstitutions inin thethe onlineonline environmentenvironment

∞∞ TheseThese enhancementsenhancements andand approachesapproaches showshow thatthat financialfinancial institutionsinstitutions areare
evolvingevolving theirtheir managementmanagement ofof internalinternal securitysecurity toto tackletackle thethe newnew securitysecurity
threatsthreats ofof todaytoday HoweverHowever theirtheir approachapproach toto thethe managementmanagement ofof securitysecuritythreatsthreats ofof todaytoday.. However,However, theirtheir approachapproach toto thethe managementmanagement ofof securitysecurity
risksrisks onon thethe serviceservice providerprovider sideside andand onon thethe customercustomer sideside remainsremains timidtimid
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