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Abstract—Recently, a novel nonlinear encryption system based
on joint transform correlator (JTC) in the Gyrator domain (GD)
was proposed. The encryption system uses a fully nonlinear non-
zero order JTC and Gyrator transform (GT). The decryption
system is based on two successive GTs. The proposed system
preserves the good quality of the decrypted image while increases
the overall security of the complete process. In this work,
we analyse the performance of this security system when the
encrypted image is affected by common sources of degradation
such as noise or occlusion. We test its robustness against additive
and multiplicative noise affecting the encrypted function. We
also study the effect of data loss due to partial occlusion of
the encrypted information. The performance of the encryption-
decryption system in the GD is evaluated using the metric of the
root mean square error (RMSE) between the original image and
the decrypted image when the encrypted image is corrupted by
noise or modified by occlusion.

I. GYRATOR TRANSFORM (GT)

The GT is mathematically defined as a linear canonical
integral transform which produces the twisted rotation in
position—spatial frequency planes of phase space [1]. The GT at
parameter «, which is the rotation angle, of a two-dimensional
function f(z,y) can be written in the following form

fa(u,v) =4{f(z,y)}
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where = and y denote the coordinates at the spatial domain, u
and v indicate the output coordinates in the Gyrator domain
(GD) and K, is the gyrator kernel. The inverse GT corresponds
to the GT at rotation angle —cv. In addition to linearity, the main
properties of the GT that will be used later in the encryption
and decryption schemes, are

GAGf(w,y)}y = 9P {f(2,0)}, C)

Maria S. Millédn and Elisabet Pérez—Cabré
Grupo de C)ptica Aplicada y Procesado de Imagen
Universitat Politecnica de Catalunya - BarcelonaTech

Terrassa (Barcelona)—Spain

E-mail: millan@oo.upc.edu, elisabet.perez@upc.edu

ga{e—iQﬂ-moy cot af(l‘ — o, y)} —_ e—i27rr01) csc afa (u7 U),

(&)

where x( is a real constant.

II. ENCRYPTION AND DECRYPTION SYSTEMS BASED ON
JOINT TRANSFORM CORRELATOR (JTC) AND GT

The encryption and decryption systems to analyse and test in
the next section were proposed in ref. [2]. We briefly describe
the security system in this section. Let f(x,y) be the real
original image to be encrypted with values in the interval
[0, 1]; this original image is encoded in phase fp,(z,y) =
exp{i2x f(x,y)}. The two random phase masks (RPMs) r(z, y)
and h(z,y) are given by

i271's(av,y)7 h(m,y) — ei27771(1'7y)7 (6)

where s(x,y) and n(z,y) are normalized positive functions
randomly generated, statistically independent and uniformly
distributed in the interval [0, 1]. For the encryption process, we
have two non-overlapping data distributions placed side-by-side
in the input plane of the JTC. Let us consider the first data
distribution be the original image encoded in phase fpp(2,y)
placed against the RPM r(x, y) and modulated by a pure linear
phase term

glx,y) = 72TV (g y) fon (. y), ©)

where x( is a real constant and « is the rotation angle to be
used in the GT. Let us consider the second data distribution
of the input plane of the JTC be the RPM h(z,y) modulated
by another pure linear phase term

c(m, y) _ 6i27r:z:0ycotah(x’ y)

T(l‘,y) =e€
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The GTs at parameter « of the functions 7(z,vy) fpn(z,y)
and h(z,y) are given by

ta(u,v) =9 {r(z,y)frr(z,y)},

ha(um) = ga{h(x7y)} (9)

In the encryption system, g(z,y) and c(x,y) are placed
side by side on the input plane of the JTC at coordinates
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(z,y) = (x0,0) and (z,y) = (—x0,0), respectively. The joint
Gyrator power distribution (JGPD) at parameter « is [2]

JGPD,, (u, v) = |4 {g(x — m0,y) + c(z + z0,9)} | (10)

To generate the encrypted image [2], we substract the central
orders (|to(u,v)|? and |hq (u,v)|?) from the JGPD and divide
by the nonlinear term |h, (u,v)|?, thus obtaining the expression

_ JGPD,,(u,v) — [ta(u, V)2 — |ha(u, v)]?
a |ha(u,v)[?
he(u,v)
|ha(u,v)[?
hi (u,v)
|ha(u,v)[?

where Eq. (5) has been used to obtain the complete expression
of the encrypted image. If |hq(u,v)|? is equal to zero for a
particular value of the coordinate (u,v), this intensity value
is substituted by a small constant to avoid singularities when
computing e, (u,v). The encrypted image e, (u,v) is a real-
valued distribution that can be computed from the JGPD,, (u, v),
[ta(u,v)|* and |hs(u,v)|?. The security keys needed for
decryption are the two RPMs 7(z,y) and h(x,y), and the
rotation angle o of the GT. Figure 1 depicts the optical
encryption scheme (Part I) based on a fully phase nonzero-
order JTC architecture and the optical decryption scheme (Part
II) based on two successive GTs.

In the decryption system, the data distribution c(z,y) is
placed at coordinate (z,y) = (—x¢,0) and is Gyrator trans-
formed with rotation angle «; the result of this transformation
is then multipled by the encrypted image e, (u,v) to obtain

do(u,v) = ea(u,v)&* {c(z + 0, y)}

eq(u,v)

R 27 (2z0)v csc o
- toz (u’ U)

—i2m(2x0)v csc o
)

+ to(u,v) (11

h2(u,v) .o
- a\™ 27 (3xo)v csc o
a(uav) |ha(u,v)|2
he(uy v)he (U, v) oo
to(u, o i2rzovesca (19
+to(u v)—|h(,(u,v)|2 (12)

By Gyrator transforming at parameter —« the second term of
Eq. (12) and then, subtracting the phase shift (—i27zy cot o),
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Fig. 1. Schematic representation of the optical setup. The encryption scheme

(Part I) is based on a fully phase nonzero-order JTC in the GD and the
decryption scheme (Part II) is composed by two successive GTs.
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Fig. 2. (a) Original image to encrypt f(z,y). (b) Random distribution code
s(x,y) of the RPM r(z,y). (c) Encrypted image eq (u,v) for the rotation
angle o = 0.8857. (d) The image correctly decrypted with the correct
parameters, rotation angle o of GT and keys RPMs r(z,y) and h(z,y).

multiplying by the complex conjugate of r(x — z¢,y) and
finally, extracting the argument of the resulting phase (function
arg{-}), we obtain a version of the decrypted image f(z,y) at
coordinate (z,y) = (x0,0) given by

27 f (& — wo,y) = arg{¥ ~* {e~FTIOV L (u, 0)}

% ei27ra:gycota,r*(x_l,0,y)}. (13)

The encryption and decryption processes, following the
steps described in this section, are illustrated with an example
in Fig. 2. The original image to encrypt f(z,y) and the
random distribution code s(x,y) of the RPM r(x,y) are
depicted in Figs. 2(a) and 2(b), respectively. The random
distribution code n(z,y) of RPM h(z,y) has different values
but similar appearance to the image presented in Fig. 2(b). The
images f(x,y), s(x,y) and n(x,y) are 512 x 512 pixel size
(M x N =512 x 512). The encrypted image e, (u,v) for the
rotation angle o = 0.8857 in the GT is depicted in Fig. 2(c).
The decrypted image, in phase, f(x,y) presented in Fig. 2(d)
is obtained centered at position (x,y) = (o, 0) of the output
plane of the decryption system, when the correct values keys
(r(z,y), h(z,y) and «) are used.

To evaluate the quality of the decrypted image, we use the
root mean square error (RMSE) defined by [3]

Zflzl Ezyvzl [f(%y) - f(m7y)]2 :
Sels Xy F (@ 9)?
where f(x,y) and f(z,y) denote the original image and

the decrypted image, respectively. The RMSE between the
original image of Fig. 2(a) and the correctly decrypted image

RMSE = , (14



of Fig. 2(d) is 15 x 1073. A high image quality for the
decrypted image (Fig. 2(d)) is retrieved, because the central
orders (|to(u,v)|? and |hq(u,v)|?) were removed from the
JGPD and the nonlinear operation given by the term |h,, (u, v)|?
was introduced in the denominator of the encrypted function,
see Eq. (11) [2].

III. ENCRYPTED IMAGE CORRUPTED BY NOISE OR
MODIFIED BY OCCLUSION

We evaluate the performance of the encryption-decryption
system described in the previous section, when the encrypted
image is corrupted by noise or modified by occlusion. The
quality of the decrypted image is computed using the RMSE
metric. Figure 3 depicts the retrieved images when the
encrypted function shown in Fig. 2(c) is corrupted by noise.
Applied noise consists of Gaussian white noise with zero
mean and variance of 02 = 0.2. Figure 3(a) presents the
decrypted image when additive noise is considered and Fig. 3(b)
corresponds to multiplicative noise. In both cases, decryption
has been performed with the correct key values (r(x, y), h(z,y)
and «). The RMSEs between the original image (Fig. 2(a))
and the decrypted images (Figs. 3(a) and 3(b)) are 0.3761 and
0.2925, respectively.

(a) (b)

Fig. 3. Decrypted images when the encrypted image of Fig. 2(c) is corrupted by
a Gaussian white noise with zero mean and variance of o2 = 0.2: (a) additive
noise and (b) multiplicative noise.

If the encrypted image of Fig. 2(c) is occluded by 12.5%
(Fig. 4(a)) and 25% (Fig. 4(b)) of its area (the values of
occluded pixels are replaced with zero values), we obtain the
decrypted images depicted in Figs. 4(c) and 4(d), respectively,
when the correct keys values (r(z,y), h(x,y) and «) are used.
The RMSEs between the original image (Fig. 2(a)) and the
decrypted images (Figs. 4(c) and 4(d)) are 0.1815 and 0.2545,
respectively.

Despite the loss of quality that affects the decrypted images
shown in Figs. 3(a), 3(b), 4(c), and 4(d), the presence of the
original image (Fig. 2(a)) can be recognized in all the evaluated
cases. These examples show the robustness of the encryption-
decryption system to certain amount of degradation (noise or
occlusion) in the encrypted image.

IV. CONCLUSION

In this paper we have described an encryption system based
on a nonlinear joint transform correlator and the Gyrator
transform. We have shown and tested the performance of

(© (d)

Fig. 4. Occluded encrypted images from Fig. 2(c) with the following percentage
occlusion of its area: (a) 12.5% and (b) 25%. Decrypted images corresponding
to the occluded encrypted images of: (c) Fig. 4(a) and (d) Fig. 4(b).

the nonlinear JTC-based encryption-decryption system in the
Gyrator domain, when the encrypted image is affected by
the degradation of noise or occlusion and we evaluate the
quality of the resulting decrypted image using the RMSE
metric. The security system shows a slightly better response
when the encrypted image is corrupted by multiplicative noise
in comparison to additive noise. As it was expected, the quality
of the decrypted image decreases when the occluded part of
the encrypted image is increased. However, the quality of
the resulting decrypted images is still acceptable when the
encrypted image is occluded up to a quarter of its area.
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