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Large enterprises are becoming increasingly dependent on complex information
systems, as they play a vital role in the business of most companies. With ever
increasing complexity of deployed information systems, management of these
systems becomes equally more complex. IT departments face the challenges related
to maintaining the often business critical software and information system
deployments.

Maintenance and management of enterprise software deployments always includes
the management of changes to existing deployments as well as the management of
new deployments to environments which already serve users. In both cases, it is
crucial to ensure that the tasks related to the management of a service do not disrupt
the business, and thus do not cause harm to the company.

To be able to ensure reliable, failure-free operation of critical systems, structured,
well planned and well implemented processes are needed for managing changes to
business critical enterprise software deployments.

This thesis consists of two parts; first a literature review is conducted on IT service
management standards and best practices, second the deployment and change
management processes implemented at the case company are described and
evaluated.

The result of this thesis is a comprehensive description of the management processes
related to a specific IT service at the case company. Such description did not
previously exist related to this specific service. Additionally some improvement
opportunities were identified.
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1 Introduction

1.1 Background

It 1s a widely accepted fact that software projects often fail to deliver as expected.
The exact failure rate for software projects varies, depending on the study and the
exact definition of failure. A renowned study by the Standish Group, called the
Chaos Report, claims a software project cancellation rate of 15% — 40% and a rate of
around 50% for “challenged” projects, meaning projects which fail to deliver
expected functionality, on schedule, on budget, or any combination thereof (EI

Emam 2008, Jones 2008, Taylor 2004).

These high figures have been questioned, among others by Robert L. Glass (Glass
2005), who implies that the results of the Standish report are questionable to say the
least. Nevertheless, software projects tend to be challenging for a plethora of reasons.
A study by Dr. John McManus and Prof. Trevor Wood-Harper states that
management issues cause 65% and technical issues 35% of software project failures.
In their study, McManus and Wood-Harper find following management and
technical factors causing project failure (McManus, Wood-Harper 2007) :

Management causal factors:

e Poor leadership in project delivery

e Poor stakeholder communication

e Poor competencies (and skill shortages)
e Poor stakeholder management

e Poor estimation methods

e Poor risk management

e Insufficient management support
Technical causal factors:

e Inappropriate and ill-defined software requirements

e Inappropriate technical designs



e [nappropriate development tools
e Inappropriate user documentation
e Poor test planning

e Poor technical support

Mark Keil et. al. in turn tried to implement a framework for identifying software
project risks (Keil 1998). They found that the three most important risk factors are
lack of top management commitment, failure to gain user commitment and

misunderstanding the requirements of the project.

The purpose of this study is to focus on customized enterprise software which is
developed based on the specific business requirements of the customer. More
specifically, this study investigates software deployment processes on the example of
a Microsoft SharePoint 2010 environment used for hosting customized business
applications which are often integrated into third enterprise information systems,
such as Enterprise Resource Planning, Manufacturing Execution, Document

Management and Business Intelligence systems.

At the case company several of the issues listed above have been identified to
frequently cause challenges in development and deployment projects of customized
enterprise software. Standardized processes have been implemented to prevent some
of above issues, mainly those related to technical requirements and restrictions of the
hosting environment, requirements for the technical design of the software as well as
issues in communication and management of the stakeholders (vendor, service
provider, customer). The implemented processes do not take into account any issues
regarding functionality requirements of the customized software, test planning, end
user documentation and training or maintainability of the software, even though
these factors might greatly affect the success of a software project. In other words,

the purpose of the process is to ensure that

e the customized software can be deployed on the given application hosting
platform,

e the customized software will not cause defects in previously deployed
software or the hosting platform itself

e the technical design of the software is reasonable and maintainable



e the customized software is documented well enough for the purposes of the

service provider.

The processes do not take into account if the software provided by the vendor does
actually meet the functionality requirements of the customer. Ensuring all required
functionality (and required performance) is left to the responsibility of the customer

and the vendor.

1.2 Case environment

This study is conducted in the environment of ABB Finland, a large, international
industrial company working mainly with power and automation technologies. ABB

Finland consists of five main divisions:

e Power Products

e Power Systems

e Discrete Automation and Motion
e Low Voltage Products

e Process Automation

Each division again consists of multiple business units (BU). The organizational
hierarchy of ABB is represented in Figure 1. Business units are represented locally
by the local business units (LBU). Each business unit can have local business units in
multiple countries. Each local business unit has its own Information Systems (IS)
organization which, to some extent, can independently make decisions and
purchases. This adds to the complexity of managing services shared between LBU,

such as the SharePoint service which serves as the case scenario for this thesis.
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The author of this thesis works for HiQ Finland, an IT and management consulting

firm specializing in communciations, software development and business-critical IT.

This study has been conducted by the author in an assignment by ABB Finland

through HiQ Finland.



1.2.1 Service hosting provider

The SharePoint services which are the subject of this thesis are provided by the ABB
Group to the different country organizations of ABB. Service hosting provided by
ABB Group includes server maintenance, platform updates and maintenance,
installation of customized line-of-business applications, and other day-to-day
operations. The service excludes development of customized applications.
Development of customized applications is left to the responsibility of the business

units requiring a solution to fit their business requirements.

1.2.2 Multivendor environment

ABB’s SharePoint environment can be described as a multivendor environment. No
single IT vendor is responsible for all service, development, maintenance and support
tasks. Different areas of the service have been outsourced to a group of vendors, both
internal and external to ABB. To be able to deliver the required services, vendors
have to co-operate. In a typical scenario, a vendor is contracted by a local business
unit to plan, design and implement a customized application to be deployed on top of
the SharePoint platform. This vendor has to work closely together with other
vendors, such as the hosting provider (to meet technical requirements set by the
hosting provider), a support provider (to ensure the implemented application can be
properly supported after deployment) and often vendors of third systems (such as

ERP systems) with which the new application is required to be integrated.

One of the earliest descriptions of IT service outsourcing to multiple suppliers comes
from British Petroleum (Cross 1995). In the early 90’s, British Petroleum outsourced
all of its information technology operations in an effort to cut costs and gain
flexibility. Unlike most IT outsourcing projects at that time, BP did not outsource all
of its IT services to a single supplier, nor did it divide the required services into
discrete pieces which could then be outsources separately. BP hired three contractors
to deliver all required IT services as if they came from a single supplier. To achieve
this, BP required the contractors to work together. The contractors had to divide the
services amongst themselves and provide a joint proposal of how they would provide

services to BP.



Another example of multivendor environments is described by Beck et. al., who
studied the outsourcing of the development of an online banking software in
Germany. The goal of this project was to migrate an old online banking system to
newer technology which would allow the customer to utilize a broad supplier base in

the future (Beck, Schott, Gregory 2011).

One of the typical challenges in multivendor environments is communication (Lee
2010). Vendors in different countries, different cultural and technical backgrounds
have to communicate with each other to deliver expected services. One of the goals
of this thesis is the implementation of a process, including standardized deliverables

and means of communication to ensure successful implementations.

1.3 Technology

As stated before, this thesis was performed on the example of a Microsoft SharePoint
2010 environment at ABB. SharePoint is a collaboration product and web application
platform. SharePoint, as an out-of-the-box product, contains vast amounts of features
for sharing and collaborating on files, setting up blogs, websites, and workspaces for
teams and even features for so-called self-service business intelligence. Most of these
features are available out-of-the-box for end users without requiring extensive
technical expertise. Users can setup websites, customize look-and-feel, add or
remove features without writing a single line of code. SharePoint does however also
provide several means for building sophisticated customized line of business

applications.

SharePoint is built on the Microsoft .NET framework, and it provides APIs which
can be used in to utilize SharePoint functionality in custom built, line-of-business
applications. SharePoint APIs can be used locally, by custom code running on the
SharePoint servers themselves, as well as remotely, by running custom applications
on remote servers or client devices and utilizing industry standard web-service and
REST interfaces for communication with SharePoint servers. One supported type of
SharePoint customizations are so-called “farm solutions”. Farm solutions can contain
application logic, user-interface elements, as well as templates and definitions used
for expanding the capabilities of the SharePoint product. As SharePoint farm

solutions are installed and run directly on the SharePoint server, they may contain



elements which might harm the environment, compromise security or cause other
problems, such as slowness and service interruptions. On the other hand, SharePoint
farm solutions provide powerful means for exploiting and expanding the
functionalities built into SharePoint. These risks, as well as the need for structured
and organized handling of the shared server environment in use, created the
requirement for well-defined, controlled and monitorable deployment and change

management processes.

1.4 Objectives

In this thesis, the author will study and evaluate current deployment and change
management processes used by ABB for managing the service around custom built
SharePoint applications. The processes will be evaluated asking the following

questions:

e What kind of change management and deployment processes are used at the
case company?
e Do the processes fulfill their purpose?

e What kind of problems or challenges occur in the studied processes?

The study will be conducted in three parts. First, a literature review of industry
standard change management and deployment processes, as well as a review of
previous studies related to this field will be conducted. Second, the current state of
processes used will be examined and analyzed, and the processes will be described in
detail. Third, the performance of the processes will be evaluated by performing

analysis on quantitative and qualitative data which was gathered during this study.

1.5 Authors background

The author of this thesis has been involved in several projects around ABB’s
SharePoint environment for over two years at the point of writing. During these
projects he has gained extensive knowledge about processes and procedures around
the SharePoint platform at ABB. He has also learned to know most stakeholders,

decision makers and employees working on providing the SharePoint service to their



customers. This knowledge has turned out to be crucial in effectively communicating

with, and developing new processes for ABB.

This study was preceded by a one-year long project which was carried out to migrate
and upgrade ABB Finland’s previous SharePoint 2007 environments into a shared
SharePoint 2010 environment provided by the ABB Group for multiple country
organizations. The author worked on this project as a project manager, overseeing
the whole migration process, as well as managing changing business requirements,
managing application adaption done by multiple vendors and managing co-

ordination and communication between project stakeholders in multiple countries.

1.6 Thesis background

It was discovered during the migration project, that the overall condition of the
source environment was unsatisfactory. The overall condition of the server
environment lead to major technical challenges during the project, some of which

could have been avoidable. These challenges were caused, among others, by

e cexceeding limits and boundaries of the product (e.g. in database size)
e undocumented configuration
e unavailable or outdated source code

e violation of good practices in application source code.

These encountered challenges made it clear, that a well-defined and monitored
process would be needed to ensure reliable operation of the target environment even
after prolonged time of use. The purpose of this process would be to ensure that
changes to the SharePoint environment are well documented, follow product
guidelines and practices, and do not violate rules set by the hosting provider or

vendor or the product.



2 I'T Service Management overview

The fast development of information technology in recent years has had an immense
effect on the way businesses utilize IT. Hardware becomes more powerful, software
more versatile and high speed networks allow worldwide connections between
different systems and organizations. This development is said to mark the transition
from the industrial age to the information age (van Bon, de Jong et al. 2007, Arcilla

2008).

An organization that delivers IT services to their customers (whether internal or
external) needs some structure to achieve efficient delivery. This structure is
increasingly formed around processes and customers, instead of being formed around
functions and technical capabilities. This development is further supported by
requirements for efficiency and requirements for supporting the demands of
legislative regulations, such as the Sarbanes-Oxley Act of 2002 (Van Bon et. al.
2007).

The IT processes at the case company are mainly built around the ITIL framework.
Other frameworks, such as the Microsoft Operations Framework and COBIT, exist,

these are however not further examined in this thesis (Galup, Dattero, Quan, Conger,

2009).

ITIL was developed in the 1980s by the British government as a response to the level
of IT service quality provided to them by both internal and external IT companies.
The CCTA (Central Computer and Telecommunications Agency, since renamed into
the Office of Government Commerce, OGC) was instructed to develop a vendor
independent, standard approach for efficient and effective delivery of IT services.
The result of this development is the Information Technology Infrastructure Library

(ITIL), which is made up of a collection of best practices.

2.1 Business processes in general

A process, according to ITIL is “a structured set of activities designed to accomplish
a specific objective”. A process has one or multiple inputs and turns them into

defined outputs, and it may include any roles, responsibilities, tools and controls



which are required to reliably deliver an output. A process may also define policies,
standards, guidelines activities and work instructions if needed (Cannon, Wheeldon

2007).

2.1.1 Process redesign

The first studies around process standardization and redesign date back to 1990. In
their study “Information Technology and Business Process Redesign” Davenport and
Short define business processes as “a set of logically related tasks performed to
achieve a defined business outcome”. According to their definition, processes have

two important characteristics (Davenport, Short 1990):

1. Processes have customers, that is, processes have defined business outcomes
and there are recipients for the outcomes. The customers of a process can be
both internal and external to the company.

2. Processes cross organizational boundaries, that is, normally they occur across
or between organizational subunits. Processes are generally independent of

formal organizational structure.

Davenport and Short also identify four objectives for redesigned processes, beyond
what they call ‘“rationalization”, i.e. eliminating obvious bottlenecks and

inefficiencies. These objectives are:

e (Cost reduction
e Time reduction
e Output quality

e Quality of work life / learning / empowering

They claim, that cost reduction alone is not a sufficient goal by itself, and that
excessive attention on cost reduction results in tradeoffs which are usually
unacceptable to process stakeholders. Cost reduction should however be considered

when planning other objectives of the process redesign.

Time reduction is an important aspect in today’s economy, in which an increasing
number of companies compete on the basis of time. Reducing the time it takes for a
process to complete can in some cases give a company the needed competitive

advantage.
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Output quality, according to Davenport and Short, has frequently been the focus of
process improvement in industrial manufacturing environments, but should be
regarded as equally important in service industries. For example freedom of defects

can be used as a measure of output quality.

Quality of work life is a frequently neglected objective of process improvement, as in
most companies the strongest pressure is to produce benefits for the organization.
Optimizing all of these objectives simultaneously is rarely possible, according to this
particular study, yet managers seem to believe in the value of learning and

empowerment.

2.1.2 Process standardization

It has been suggested that standardized business processes can enhance efficiency,
quality and control of the process in question. According to Beimborn, a business
process consists of several sub-processes or activities that are (logically) ordered, and
outputs trying to achieve a defined business goal. Their study, focusing on inner-
organizational process standardization, lists several benefits of standardized
processes. Process standardization can improve operational performance and reduce
processing cost by eliminating errors, achieving economies of scale, and by
facilitating communication. As companies tend to use several variants of business
processes simultaneously, standardizing these variants can enable identifying the
process with the highest performance and applying this as the “process standard”.
Additionally, business process outsourcing is facilitated by standardized processes
(Wullenweber 2007). As a downside, process standardization can create
inefficiencies created by bureaucracy and the centralization of authority (Beimborn

2009, De Vries 2006, Miinstermann et. al. 2010).

From a point of view focusing on output quality, a standardized process offers
compliance with regulations (e.g. SOX) and can thus result in improved customer
confidence. Guidance within a standardized process can help not to miss for example
certain elements of data collection, which could otherwise lead to an inferior

outcome in terms of quality (Beimborn 2009).

Additionally process standardization has been found to reduce complexity in

business processes, thus allowing better coordination and monitoring of the process
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and also leading to higher transparency (Lahtela 2010). Beimborn admits however,
that their study has some limitations and might lack generalizability, as it was
conducted on a small sample size, on just a single process in the banking industry in

Germany.

Complete implementation of standardized process frameworks, such as ITIL, is not
necessarily required to achieve the goals of process standardization. Often
opportunities for improvement can be found in a small set of processes, depending
on the case of the organization (Deutscher, Felden, 2010, Fry 2010). The
requirements for a successful process standardization also depend on the field of
business, e.g. the IT Service Management business has its very own requirements for

processes (Dorling 1993)

2.2 The Information Technology Infrastructure Library (ITIL)

The first version of the Information Technology Infrastructure Library (short ITIL)
was developed in the 1980s by the Central Computer and Telecommunications
Agency, which has since been merged into the Office of Government Commerce in
the UK. The need for development of a standardized approach for efficient and
effective delivery of IT services was identified by the UK government, which at the
time found the quality of IT services delivered to them to be lacking. ITIL consists of

a collection of ‘best practices’ for IT service providers (Yao 2010).

ITIL offers a systematic approach to the delivery and quality of IT services. It
describes most important processes in IT organizations, and includes checklists for
tasks, procedures and responsibilities which can be used as a basis for tailoring to the

needs of individual organizations (van Bon, de Jong et al. 2007).

ITIL is used by organizations world-wide to improve their capabilities in IT Service
Management. ITIL is closely related to the ISO/IEC 20000 standard, which provides
formal certification of IT Service Management capabilities of an organization. ITIL
offers a body of knowledge useful for achieving the standard (Lacy, Macfarlane

2007).

ITIL v3 consists of 26 processes and four functions. The four functions are each

described in their own publications: Service Strategy, Service Design, Service
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Transition, and Service Operation. Additionally ITIL provides guidance on service

improvement in the Continual Service Improvement publication.

In the following section, the function of all 5 books will shortly be covered. Bearing
in mind the subject of this study, the Service Transition and Service Operation books

are of more interest than the other parts of the ITIL framework.

2.2.1 The ITIL Life-cycle

The ITIL lifecycle represents the different stages in the lifecycle of every IT Service.
At the core of the ITIL lifecycle is the Service Strategy, which provides guidance on
designing, developing and implementing Service Management. Service Design
covers design principles and methods for converting strategic objectives into a
service portfolio. Service Transition covers transitioning new and changed services
into operations. Service Operation embodies guidance on achieving effectiveness and
efficiency in the delivery and support of services. Continual Service Improvement
aims to create and maintain value for customers through better design, introduction
and operation of services (Lacy, Macfarlane 2007). The Service Design, Service
Transition and Service Operation functions are considered to evolve around the
overall Service Strategy, thus generating a cycle around the delivered IT Service. The
Continual Service Improvement function aims to improve all of the stages of a

service life-cycle, and is thus separated into its own set of practices and processes.

2.2.2 Service Operation

Service Operation, according to the ITIL publication, is the ‘business as usual’ phase
in the lifecycle of a service. The Service Operation book provides best-practice and
guidance on all aspects of managing day-to-day operations of an organization’s IT
services. The goals of Service Operation are to co-ordinate and fulfill activities and
processes required to provide and manage services for business users and customers

(van Bon, de Jong et al. 2007).

Service Operation staff members should be aware that they are providing services to
the business, thus staff should be trained not only how to provide and support the
service, but also teach the attitude with which to provide these services (van Bon, de
Jong et al. 2007). Success can be achieved by establishing long-term relationships

with the business, as well as suppliers (Hall 2002).
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2.2.3 Service Transition

Service Transition, as defined in the ITIL, includes the management and co-
ordination of the processes, systems and functions required for the building, testing
and deployment of a ‘release’ into production, and establishing the service specified

in the customer and stakeholder requirements.

2.3 Change Management according to ITIL

According to the ITIL Framework, Change Management (in Service Transition) is
the process responsible for controlling the lifecycle of all changes. The primary
objective of Change Management is to enable beneficial changes to be made, with
minimum disruption to IT Services (Lacy, Macfarlane 2007). The goal of the change
management process is to ensure that changes are deployed in a controlled way,
evaluated, prioritized, planned, tested, implemented and documented (Van Bon et. al.
2007). The ITIL Change Management framework defines numerous roles,
responsibilities and processes which can be used to facilitate and control Change
Management. The roles, responsibilities and processes, as defined by ITIL, are

described in this chapter.

2.3.1 Roles

ITIL defines a Role as a set of responsibilities, activities and authorities granted to a
person or a team. A single person or team may also incorporate multiple roles. Some
of the roles related to the change management process are the Change Manager,
Change Advisory Board and Application Management Team and the Service
Manager. The roles which are introduced here, are the ones implemented and used in

the case company.

2.3.1.1 Change Manager
ITIL V3 defines the responsibility of the Change Manager as follows:

The Change Manager receives all change requests and in collaboration with the
initiator assigns a priority to a change. The Change Manager presents all Change
Requests to the Change Advisory Board for consideration, and based on the advice
from the Change Advisory Board, authorizes acceptable changes (Van Bon et. al.

2007). The Change Manager also summons Emergency Change Advisory Boards for
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urgent changes, chairs all CAB meetings and issues Change Schedules. In co-
operation with all parties involved, the Change Manager co-ordinates change
building, testing and implementation, updates the change log with all progress, and in
the end reviews all implemented changes to ensure that the changes meet their
objectives (Lacy, Macfarlane 2007). The responsibility stays within this one role
throughout the change (Pfitzinger, Jestadt 2011).

2.3.1.2 Change Advisory Board

The purpose of the Change Advisory Board is to support the authorization of changes
and to assist Change Management in the assessment and prioritization of changes.
Members of the CAB should be able to ensure that changes are adequately assessed
from both a business and a technical point of view. The ITIL framework suggests,
that the Change Advisory board should include people from the whole range of

stakeholders and could potentially include:

e customers

e user managers

e user group representatives

e developers

e specialists or technical consultants
e operations staff

e contractors and other third parties

It 1s also emphasized, that the CAB should be composed according to the changes

being considered, and that it should involve suppliers if useful or appropriate.

CAB meetings can be arranged face-to-face or online, with all participants engaging
in the meeting, or “electronically” via support tools and e-mails. Arranging CAB
meetings electronically, often facilitates participation for CAB members, however

communication has been found to be more efficient in face-to-face meetings.

The CAB meeting should have a standard agenda. The agenda should include going
through failed, unauthorized and backed-out changes. Change Requests to be
assessed by the CAB should be processed in a structured order, according to the

priority of the changes and changes possibly processed prior to the meeting should be

15



checked through. New changes should be scheduled and previously drawn schedules
should be updated. The CAB should also review implemented changes, as well as the

change management process itself and any changes proposed to the process.

2.3.1.3 Application Management Team

The Application Management Team or department is usually dedicated to a specific
application or set of applications. Its main purpose is to ensure day-to-day operation
of the services and applications managed by the team. It is also responsible for
identifying knowledge and expertise required to manage their applications, and
recruit, contract or insource resources with the required skillsets. Training, both for
resources in the team, as well as end-users can be designed and delivered by the
Application Management Team. The team also defines standards and principles used
in the design of new application architectures, and is involved in the design of the
architecture of new applications or services. Additionally to the involvement in the
design phase of development projects, it is also involved in the continuous

improvement, such as updates and changes to existing applications.

The technical knowledge and expertise of the Application Management Team is used
to evaluate changes and in many cases changes are implemented by the Application
Management Team. It also ensures that all system and operating documentation is up
to date and complete, and that Application Management staff is familiar with the
content of the documentation. Together with the teams performing software
development, it is also involved in defining and maintaining documentation related

to the managed applications.

Traditionally, application development and application management are performed
by separate teams in an organization. While the teams performing application
development are focused on building new functionality for their customer, and are
more concerned with the functionality of the application than day-to-day operations.
The Application Management Team however focuses on existing functionality, how
to deliver it, and how to ensure that the application is stable and meets performance

requirements.

Application development is usually done in projects, with specific goals and

specified schedule and budget. It is often difficult for developers to consider ongoing
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operation of the application after the development phase, especially if they are not
involved in the operation of the application. Application Management is performed

as an ongoing process, and staff is usually less involved in development projects.

The main goal of Application Management is to ensure availability and stability of
applications, thus they are rewarded for consistency and preventing unexpected
events and preventing possible unauthorized functionality implemented by the
development team. Development teams however are rewarded for creativity and

completing projects, with less focus on the impact on daily operation.

23.14 Service Manager

The Service Manager is responsible for managing the end-to-end lifecycle of an IT
service by co-ordinating the development, introduction and evaluation of products
and services. The Service Manager is responsible for achieving company goals,
financial, customer, vendor and inventory management as well as benchmarking his

service.

ITIL defines some key activities for the Service Manager. These activities include
analysis of service management processes, setting targets for efficiency
improvements and setting targets for service improvements. Additionally the Service
Manager is responsible for ensuring that all approved actions are completed and that
they achieve the desired result. This is particularly important in change management
and deployment processes, as the Service Manager is ultimately accountable for

changes being made to the service.

2.3.2 Activities

An activity, as defined by ITIL, is a set of actions designed to achieve a particular
result. A process consists of activities which have to be performed to achieve the
desired outcome of the process. In this chapter, activities related to the Change

Management process are described in further detail.

2.3.2.1 Change request
A change request is a formal way to request a change to one or more existing

configuration item (CI). A change request can be delivered e.g. as a ‘Request for
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Change’ document, a service desk call or by using other means, such as online chat

or e-mail.

2.3.3 Records

A record is a document containing the results of an activity or process. Records
regarding the change management process are stored in the change management
database. Each step in the change management process must produce a record as

evidence that a certain activity has been completed.

2.3.4 Types of changes

The ITIL Service Transition (Lacy, Macfarlane 2007) describes three basic types of
changes; normal service changes, standard changes and emergency changes. An
emergency change is a change intended to repair an error in an IT service that has
significant negative impact on the business. Emergency changes are implemented as
soon as possible, and to allow prompt reaction to an emergency, some details of
emergency changes may be documented retrospectively. Emergency changes are
reserved only for fixing unplanned, unforeseen errors in an IT service. Changes
which are meant to introduce immediately required new business functionality to a
service are handled as normal service changes. Emergency changes are not discussed
further in this thesis. This thesis will focus on normal changes and standard changes,

as well as their implementation in the case company in the case service.

A normal service change is defined by ITIL as the addition, modification or removal
of an authorized, planned or supported service or service component and its
associated documentation. The purpose of change management processes is to ensure
that standardized methods and procedures are used for efficient handling of all
changes, that all changes are recorded in the Configuration Management System and
that the overall risk to the business is optimized. The objective of the change
management process is to ensure that changes are recorded, evaluated, authorized,
prioritized, planned, tested, implemented, documented and reviewed in a controlled

manner.

Figure 2 shows an example process flow of a normal service Change (Lacy,

Macfarlane 2007).
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Change Request
creation (RFC)

Change Review

Change requestor Change
assessment and
evaluation

Change
prioritization and
scheduling

Change
authorization

Change
implementation

Change review

Figure 2 Example change management process workflow

The third type of changes, the standard change (also called pre-authorized change) is
a change to a service or infrastructure for which the approach is pre-authorized by
change management. The changes in this category include only tasks which are well
known, documented and proven and the risk of these changes is usually low and well
understood. In the context of application services, these changes are low impact,

routine changes.
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2.3.5 Change procedures
A normal change should follow a certain, pre-defined procedure. This change
procedure, as defined in the ITIL framework, is described in this chapter. This

change procedure is also visualized in Figure 2.

In the beginning of the change process, a change request has to be raised by the
change initiator. The change initiator might be an individual or group inside the
organization requiring the change. For major changes a change proposal might be
required, containing full description of the change as well as business and financial
justification for the change. Changes requiring change proposals are not covered by
the change management processes studied in this thesis, and will thus not be further

evaluated.

A change request is raised by completing a “Request for Change” document (RFC).
RFCs should be documented and logged using a chosen procedure. It is usually
advisable to use an integrated Service Management tool for logging RFCs, as these
tools contain the possibility to store also data on assets, Configuration Items (CI) and
the relationships between them. Multiple methods can be used for submitting an
RFC, such as paper forms, e-mails or using a web based interface which might be
directly connected to the Service Management tool. The RFC should include a
description, a list of items to be changed and a reason (i.e. business case) for the
change. The RFC should also clearly identify the affected Cls, contain contact
information of the requestor, as well as propose a change priority and estimated

impact.

After the request for change has been raised, the RFC is reviewed. The purpose of
the review is to filter out incompletely filled change requests, repeats of earlier RFCs
which might be still under consideration and change requests which are outside of
the scope of the service or seem totally impractical. If a RFC does not fulfill the
requirements, it should be returned to the requestor with brief details of the reason.
This initial review does not assess the RFC any further. In-depth evaluation is

handled in the next phase.

After the initial review, RFCs are assessed and evaluated. The ITIL framework

proposes the “seven Rs” of change management as a starting point for assessing the
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possible impact of a failed change, as well as the impact on assets and configuration

of the service. These severn Rs are:

e  Who Raised the change?

e What is the Reason for the change?

e What is the Return required from the change?

e What are the Risks involved in the change?

e What Resources are required to deliver the change?

e  Who is Responsible for the build, test and implementation of the change?

e What is the Relationship between this change and other changes?

Following the assessment of the possible impact of the change, the change is
evaluated and prioritized. During the evaluation, each change assessor should
indicate whether they support the implementation of the change. Once a change has
been approved, it is prioritized. The change priority establishes the order in which

changes are implemented.

Change prioritization is followed by scheduling of the change to a release window.
Release windows should be pre-agreed and established to help the organization plan
change throughput. For example a release window of one hour each week may be
agreed for minor releases. Larger releases requiring significant downtime should be

scheduled together with the business, to avoid unnecessary business disruption.

Before the final implementation of a change to productive environments, the change
has to be authorized. Change authorization can be done by a role, person or group of
people, largely depending on the organizational culture. Additionally, changes
affecting larger parts of the business might require authorization at a higher level

than smaller changes.

After a change has been authorized, it is passed to the relevant technical groups for
building the change. Change Management bears the responsibility for ensuring that
changes are implemented as scheduled. Additionally, Change Management ensures

that all changes are thoroughly tested before implementation to live environments.

The process described in Figure 2 ends with a review of the implemented change and

closure of the change record. A change review (also called post implementation
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review, PIR) should be conducted to confirm that the change meets business
requirements and that the stakeholders of the change are satisfied with the

implementation (Jin 2008).
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3 Empirical study

Every study has a purpose or goal, thus studies can be categorized based on their
respective goal or goals. The goal of a study in turn has a great impact on the
research method. A division of research goals in four main categories has been

suggested in (Hirsjarvi et. al. 1997). These four categories are:

e Surveying study: The goal of a surveying study is to observe events, try to
find new points of view or previously unknown phenomena, increase
knowledge about less-known phenomena or create hypotheses.

e Explanatory study: The goal of an explanatory study is to seek explanations
to a given situation or problem, usually searching for cause-effect-
relationships.

e Describing study: The goal of a describing study is to generate detailed
descriptions of individuals, events or situations and to document their most
interesting and central features.

e Predicting study: The goal of a predicting study is to generate predictions
about upcoming events or the future behavior of people caused by some

phenomenon.

This study aims to be a surveying and describing study, focusing less on seeking
explanations to events that already occurred or trying to predict future events, and
focusing more on trying to survey and describe existing processes, and seeks for
improvement opportunities therein. It is suggested, that qualitative research methods,

such as case studies are well suited for surveying and describing studies.

3.1 Research method

This study was conducted as a case study. A case study is a research method which
aims to gather detailed and intensive data about a single case or a small set of
interrelated cases. Typical features of a case study are the selection of a single
incident, situation, or set of incidents. The study is usually performed on an
individual, a group or community. Incidents and events are studied in their natural
surroundings, where the incidents and events are part of a larger entirety. Information

and knowledge can be gathered using multiple methods, including observation,
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interviews, and study of documents. The object of interest of the study are often

processes (Hirsjérvi et. al. 1997).

Robert Yin describes three steps for designing a case study (Yin 2011). The first step
is to define the “case”, which is usually a bounded entity, such as an organization or
a social phenomenon. Yin points out, that the case might be redefined after collecting
some data. The case serves as the main unit of analysis, it might however, depending

on the nature of the studied phenomenon, contain nested units within the main unit.

The second step is to select the type of the case study. A case study might consist of
a single or multiple cases (single- or multiple-case study). Each case might be
holistic, or it might contain subcases, leading to four different types of case studies.

The four different types of case studies are shown in Table 1.

Table 1 Case study types
Number of cases studied

Single-case, single wunit of Multiple-case, single unit of

Number of units  analysis analysis
of analysis Single-case, multiple units of Multiple-case, multiple units
analysis of analysis

The third step is to decide, whether or not to use theory in developing research
questions, selecting the case or cases, or defining the relevant data to be collected.
Yin suggests that someone less experienced in case studies would benefit more from
basing his or her research on previous accepted research, but also says, that a case
study which deliberately avoids any theoretical perspective has the potential to

produce a new and truly different insight into the field of research.

The goal of this thesis is to study and improve processes in an IT organization, thus,
it can be concluded that a case study is a suitable research method for the task on

hand.

During the study, information has been gathered in different ways. Documentation
describing the processes of the organization were studied, processes were discussed

in face-to-face meetings with all stakeholders of the processes. Documented
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processes were compared to the actual actions performed. The day-to-day work

routines of involved individuals were observed.

Additionally to the empirical data gathered using observation of and conversations
with people involved, data gathered in the Change Management System over the
duration of this study was used. The Change Management System contains both
numerically analyzable data, such as throughput time and numbers of failed and
successful changes, as well as empirical data about the interaction between different
stakeholders. The dataset acquired over the course of this study is relatively small,
and does not allow statistically significant analysis. It does however provide a
sufficiently large amount of data for analysis of the performance and improvement

opportunities of the processes at hand.

3.2 Case design

The case selected for this study are the management processes related to providing a
global IT service at the case company. More precisely the deployment and change
management processes related to changes in a global, multivendor SharePoint
environment. Even though there are two main processes involved (initial deployment
and changes to existing deployments), the nature of these processes has been found

to be very similar during initial observations.

Instances of the processes to be studied can take anywhere between a few days and
multiple months to complete. During the course of this study a total of 59 instances
of the processes which are subject of this study were initiated. According to the
categorization suggested by Robert Yin this is thus a “single-case, multiple units of

analysis” study.

The purpose of this study is to evaluate and possibly develop the processes currently
used in the case company. IT service management has been a major field of study for
multiple decades (e.g. Arfa 1991, Curtis 1993, Kazlaukas 1994) and large quantities
of previous research and well-established ITSM frameworks exist. Additionally the
fact that ITIL based ITSM frameworks are widely used at the case company made

the evaluation against some of the existing frameworks a natural choice.
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3.3 Research questions

The goal of this thesis is to evaluate deployment and change management processes
related to the service in question. The following questions will be evaluated in this

thesis:

1. What are the change management and deployment processes currently in
place?
a. What are the objectives of each process?
b. What roles are involved in each process?

c. What are the steps or activities of each process?

The purpose of this research question is to describe the existing processes. The
question is answered by describing the objectives, roles and activities of the studied

processes in detail.

2. What is the performance of the processes used?
a. What are success and failure rates of the processes?

b. What are typical causes of failure?

The performance of the processes used is evaluated through material gathered
through various change management databases and systems during the course of this
study. The goal is to not only analyze success/failure rates, but to also gain insight
into the causes behind possible failures. Based on the knowledge gathered about

challenges of the processes, improvement opportunities could be suggested.
3. Do the processes fulfill their intended purpose?

The outcome of the processes is evaluated against their respective objectives. A
process might fulfill its goals e.g. even in case of high failure rates. The stated goals
of the processes are compared against the data gathered about process instances

during this study.
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4 I'TSM processes at the case company

The ITIL Framework provides a set of roles, responsibilities, functions and
processes, not all of which have to be implemented in every IT organization. The
purpose of the framework is to provide a set of best practices and guides which can
be implemented and adapted according to the requirements of the organization. In
this chapter, the roles, stakeholders and processes as they are implemented in the

case company are described.

4.1 Roles

The service in this case study is provided by a company internal IT department,
which provides similar services to all country organizations of the case company.
There are however several other groups affiliated with this service. These groups and

stakeholders are described in this chapter in further detail.

4.1.1 Global Service Provider (GF-IS)

The Global Service Provider (called Group Functions — Information Services) is a
separate unit responsible for providing services related to information systems. It is
the responsibility of the service provider to run and maintain a platform for running
business applications. Business applications are (in this case) not developed or
maintained by the service provider. Inside of the organization of the service provider,

there are again several roles, which will be described next.

4.1.1.1 Onboarding manager

The onboarding manager bears responsibility for the process of deploying new
business applications and making changes to existing business applications. The
onboarding manager has an overview of all ongoing deployment processes on a
general level. Regular meetings for following up on the status of ongoing processes
are arranged by the onboarding manager with customer representatives. The
onboarding manager is responsible for providing necessary information and

guidelines to customers and development partners.
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4.1.1.2 Operations team

The operations team is responsible for installation and maintenance of the application
platform. The operations team is responsible for monitoring platform servers, making
changes to the platform, adding new servers and services to the platform and overall
smooth operation of the environment. Additionally, the operations team is also
responsible for installation of Business Applications developed by Local Business
Units or (more often) their development partners (vendors). The operations team also
monitors each deployed business application for availability. In case of disruption of
the availability of any deployed Business Application, it is the responsibility of the
Operations team to ensure that the disruption is not caused by a problem in their
platform services. Any problems caused by e.g. faults in the application code, are not
the responsibility of the operations team, and have to be handled by a support
vendor. The operations team is both in responsibilities and tasks very similar to the

Application Management Team described in the ITIL framework (chapter 2.3.1.3).
4.1.2 Local IT Department (Customer)

4.1.2.1 Service Manager

The Service Manager is responsible for the Service delivered to stakeholders in
general. The Service Manager arranges regular meetings with the Service Provider
and customers (end-users) of the system. The role of the Service Manager is very

similar to the role of the Service Manager as defined by ITIL (see chapter 2.3.1.4)

4.1.2.2 Change Manager and Change Coordinator

In the case scenario, the Change Manager and Change Coordinator role are held by a
single person. This person is responsible for receiving, logging and allocating RFCs,
authorizes changes, issues change schedules and updates the change log with all
progress. Unlike in the process defined by ITIL however, the Change Manager is not
responsible for coordinating change building, testing and implementation. The
coordination of these tasks is left to the application owner, or someone assigned by

the application owner for these tasks.

4.1.2.3 Change Advisory Board
In the case scenario, the Change Advisory Board does usually not assess the kind of

changes which are the subject of this study. The Change Advisory Board is
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responsible for making higher level decisions regarding the Service. In rare cases
when a change affects the whole service, and thus all customers of the service, the

Change Advisory Board might be convened.

4.1.3 Development Partner

Development partners develop solutions (“Applications”) to be deployed on a
platform (“Service”). Development partners are also used for implementing changes
to already deployed solutions. The Development Partner has no access to Stage or
Production environments of the System. The Development Partner develops in
separate development environments. Changes (i.e. the source-code, documentation,
scripts) are reviewed and approved by the Operations team of the Service Provider.
Only changes implemented according to the rules and guidelines of the Service
Provider, which have subsequently approved by the Service Provider can be
deployed to Stage and Production environments. Development Partners, depending
of the scope of a solution or change can have one or multiple of the following roles.
One person can also embody multiple roles. In smaller development projects, all

roles might be embodied by one person.

4.13.1 Project Manager
The Project Manager is responsible for a development project in the big picture. The
Project Manager manages resources used in a development project, handles

communication about the project with the customer and plans and ensures schedules.

4.13.2 Architect
The Architect is responsible for the overall technical architecture of a developed
solution. The Architect might also participate in the development, but his main

responsibility is the overall technical solution.

4133 Developer
Developers implement solutions and changes according to customer requirements.
Developers work in close co-operation with the Architect and Project Manager to

ensure the fluent progress of a project.
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4.1.4 Local Business Units

In the case organization, a local business unit is an organizational entity with some
independency regarding IT purchases. In the bigger picture, Local Business Units
(LBUs) are subordinates of Business Units, which are in turn subordinates of
Divisons. This hierarchy will not be further taken into account in this thesis, but this

thesis will rather focus on the LBU level.

4.14.1 Application Owner

The Application Owner is a business user holding ownership of a business
application. The Application Owner is usually not a technical person, and thus not
familiar with the technical details of the implementation of the application. The
Application Owner often works in co-operation with vendors to implement changes
to an application, and changes are planned according to the business requirements
drawn by the Application Owner. It is also the Application Owners responsibility to
initiate the Change Management process for implementation of a Change to
productive environments. The Application Owner communicates with the Change

Manager regarding any actions in the Change Management process.

4.2 Tools

4.3 Deployment management processes

In the course of this study, a deployment management process for business
applications built on Microsoft SharePoint 2010 was implemented in the case
company. The different phases of this process as well as all stakeholders are

described in this chapter.

4.3.1 Background

Applications built on top of SharePoint are usually developed by 3™ party
contractors, the so called Development Partners. The development is conducted in
separate development environments, usually owned and maintained by the
development partner. These development environments are not a part of the logical
or physical network of the case company. Application development is conducted

using the preferred development project management methodologies of the customer
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(usually a Business Unit) and the contractor. An overview of the process used to

deploy applications developed by 3™ party contractors is shown in Figure 3.

4.3.2 Objective of the process

The goal of the deployment management process is to introduce a new business
application which has not been previously deployed to the target environment. This
deployment should cause minimal disruption (e.g. required downtime) and should
not affect previous deployments. Additionally it is the goal of the process to
conclude the deployment during a single service windows, and to avoid the need for

additional, unplanned deployments or changes to the deployment.
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4.3.3 Initiation of the process (“Kick-off”)

Every development project of a new application which is developed to be deployed
to the global Custom Applications SharePoint environment is required to participate

in a so called Kick-off meeting. This meeting has multiple purposes.

First and foremost, the Kick-off meeting is arranged to ensure that all stakeholders
are aware of the development project. At minimum the participants of the Kick-off

meeting are:

e The Service Manager, who is required to be aware of all ongoing
development projects related to the Service. The Service Manager uses the
information about ongoing projects to forecast resource requirements in the
operations department. Additionally the Service Manager maintains an
overview of all development projects to ensure that projects do not largely
conflict with the purpose and principles of the Service.

e The Change Manager, who authorizes the deployment of the developed
application and manages the overall process from initiation of the
development project to deployment to productive environments, however
mostly excluding involvement in the development project itself..

e The Onboarding Manager, who is responsible for ensuring that the newly
developed application can be accepted to the service. Onboarding a new
business application might require the deployment of additional servers or
resources (such as disk space or computational capacity), changes to existing
appliances or even the hiring of additional personnel.

e A technical architect from the operations team, who in the end of the
onboarding process reviews the technical solution of the application, based on
source code and documentation review. As acceptance of the technical
solution by the architect is required for deployment to productive
environments, the architect should be available to provide necessary
information to the developing party as early as possible in the development
project.

e The operations team lead, who is responsible for the Service from a technical

point of view.
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e A customer representative, usually the future Application Owner of the
product of the development project. The Application Owner knows the
business requirements of the application and can shortly describe both the
problem to be solved by the application and the way the application is
supposed to solve this problem from a business point of view.

e A technical representative of the development partner, usually a technical
project manager, architect or developer familiar with the whole solution. The
technical representative can roughly describe the architecture of the planned

solution to the extent which is already known.

During the kick-off meeting, different aspects of the planned application are

discussed. The agenda of a typical kick-off meeting is attached in Appendix A.

First, the application owner describes the business purpose and business functionality
of the application. Important factors, such as the groups of users (e.g. company
internal or external users), amounts of predicted users and business criticality are
discussed shortly. The purpose of the presentation of the planned solution is to give a
broad overview of the solution. The presentation is recommended to be performed
only verbally and no formal documentation or presentation is required at this phase.
The practice was chosen, as it was noticed that formal presentations tend to shift the
focus of the presentation away from important matters to small details which are
irrelevant at this phase of a project, and are additionally bound to change during the

course of the project.

After a short description of the business perspective, the technical representative of
the vendor describes the planned technical implementation of the application, again
in broad terms, as details are likely to change and would not affect the outcome of
the meeting. Important aspects to be described at this early phase are possible
integrations, dependencies to other applications or tools (both upcoming and already
deployed) and implementation type of the solution. The main architectural
components should be listed, and impact on the hosting environment (such as
required storage space for data accumulated by the application, required

computational capacity and bandwidth requirements) should be roughly estimated.
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It is the goal of this presentation to make it possible to recognize bad architectural
decisions in an early phase of the development process and to avoid applications
being developed with false assumptions about the target environment. Often
developers unfamiliar with the target environment might make decisions which later
make it costly or impossible to implement the developed solution to productive

environments.

If the developer or customer is not yet familiar with documentation available for
supporting the development of applications, such as coding guidelines, environment
descriptions, documentation requirements and templates, and process documentation,
then this documentation is shortly presented and access to this documentation is

made available.

Altogether this meeting should not take longer than an hour. Kick-off meetings
lasting longer than an hour are usually caused by discussion about small details or
absence of one of the main stakeholders from the meeting, resulting in guessing and

making assumptions during the meeting.

4.3.4 Architecture review

The architecture review is a review conducted based on the architecture plan
documentation which has to be produced in the beginning of each development
project. The purpose of the architecture review is to assess the suitability of the
planned architecture to the target environment. During this phase only documentation
is evaluated, as extensive development has usually not been done before this phase.
The goal of the architecture review is to provide the possibility to intervene early in
the development process e.g. if the plans for implementation do not meet
requirements of the environment. By providing the possibility for early intervention
in the development process, costly and time consuming redesigns which might
otherwise be necessary in case of unsuitable solutions can be avoided. This step is

critical for the overall success of a new deployment.

4.3.5 Development phase

During the development phase the development team works on the implementation
of the proposed solution. During this phase, the developers and business stakeholders

usually work on their own and do not require assistance from the platform supplier.
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Depending on the scope of a project, the development phase usually lasts from a few
weeks to over a year. Development is usually conducted in project specific
development environments, which do not necessarily resemble the target
environments in all aspects. Important differences which can occur which were

identified during this study are:

e Different versions of the underlying platform used

e Custom deployments missing from development environments

Using a different of the platform during development can lead to incompatible
solutions and custom deployments missing from a development environment can
lead to unexpected side-effects when a solution is deployed to the actual target

environments.

4.3.6 Code review

Before accepting any change or new application for the implementation to Stage or
Productive environments, the source code of the application is reviewed by a
representative of the hosting provider. In the code review, the code is checked for
possible problems which might affect the whole hosting environment, such as
memory leaks, and other issues, such as conflicting file names, unclear naming
schemes, and improper exception handling which might pose a risk to the platform or
other applications. The code review does not check if the implemented application
actually meets business requirements, it is rather a purely technical review to ensure

maintainability of the environment after installation of the change or application.

4.3.7 Deployment to staging environments
New applications and changes to existing applications are deployed to a staging
environment before deployment to productive environments. Stage deployments are

usually conducted on Wednesdays (except for public holidays).

4.3.8 User acceptance testing

The Application Owner is responsible for conducting comprehensive testing in the
Staging environment before accepting the Change for installation to Production
environments. In case of small changes testing is often conducted by the Application

Owner personally. In case of larger changes affecting possibly hundreds or thousands
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of users, User Acceptance Testing is often conducted with larger user groups, to
gather sufficient knowledge about the change. User Acceptance Testing is conducted
to ensure that the business requirements of the Change are met. During the testing
phase in the staging environment, the Change is monitored additionally by the
Operations Team running the Production environments to ensure that there is no
negative impact on the environment. A Change negatively affecting the environment

might be cancelled by Operations, even if it meets business requirements.

4.3.9 Deployment to productive environments

Deployments to productive environments are conducted after the deployment has
been performed in a staging environment, tested and accepted by the respective
owner and accepted in prior reviews. Deployments to productive environments are

conducted during Saturdays to minimize the impact on business functions.

4.3.10 Post implementation review

After deployment to productive environments, the deployment has to be formally
accepted by the application owner. This formal acceptance is based on a review
conducted by the application owner, the content of which might vary depending on

the scope of the deployment.

4.4 Change management processes

One of the biggest concerns regarding the Deployment management process
described in chapter 4.3 during this study was related to possible performance of the
process in situations where only small changes are needed, or changes to existing
deployments need to be installed with a tight schedule to meet business requirements.
For these scenarios a second change management process was implemented. The
process involves most of the steps and phases described in chapter 4.3, simplifying
however where unnecessary bottlenecks could be identified. Additionally this
process omits certain steps which are required for large implementation projects,
such as financial approvals, due to the nature of changes which are usually
implemented with a relatively small budget in a tight timeframe. This chapter

describes the change management process in detail.
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A “change”, as defined in this process is a change to existing functionality of an

application, usually required by one of the following:

e changes in business requirements
e application bug preventing utilization of certain functionality

e changes in interfacing systems

A change, as used in this process, does not alter the overall architecture of the
application already deployed for productive use. Additionally the code-base of the

application does usually not change significantly.

A change management process for previously deployed applications is shown in

Figure 4.

4.4.1 Objective of the process

The goal of the change management process is to deploy a change to a previously
deployed business application, with minimal disruption to the users of the targeted
application as well as all users of the underlying platform. As business applications
which are targeted by such changes are usually in heavy use, successful introduction
of the change without interrupting service outside of pre-defined service windows is

crucial for a successful change.
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Figure 4 Change management process for deployed applications

4.4.2 Change initiation

The requirement for a change is usually identified by a user or owner of the
application. The application owner is responsible for initiation of the implementation
of a required change with a development partner. Similarly to the deployment
process described in chapter 4.3, the change management process does not take
responsibility for selecting a vendor and coordinating the implementation of the

change required by the business stakeholders of the application.

39



After the requirement for one or more changes has been identified, the application
owner initiates the selection of a vendor to implement the change. Most often the
vendor is already familiar with the application, and has previously implemented

changes to this particular application.

4.4.3 Change implementation

The implementation of the required changes is coordinated by the application owner.
The application owner (or a person appointed by the application owner) defines the
requirements and is the primary contact person for the developer working on the

implementation.

The party responsible for hosting the application is not familiar with the business
requirements and use-cases of the application, and is thus not able to provide
assistance in matters regarding the business functionality. The hosting party might
however be consulted for information on the hosting environment which might affect

the implementation of the change.

4.4.4 Change review

The deployment process described earlier contains a two-phase review process in the
beginning of any development project. First an architecture review, which is
conducted based on documentation provided, and second (after implementation of
the application) a source-code review. This two-phase review makes sense for newly
developed applications, as the purpose of the first architecture review is to identify
possible substantial flaws in the application architecture which might make it costly
or even impossible to deploy to the targeted environment. The second phase (code-
review) is conducted to ensure that the application is implemented according to
coding guidelines, and that the application is implemented according to the
architecture described earlier. Each of these reviews might take several business
days. This is not a problem in development projects, the duration of which is usually

several months.

For smaller changes, the implementation of which might only take a few hours or
days, this two-phase review process was deemed too burdensome and time-
consuming. An application change (per definition) does not alter the architecture of

an existing application, making a full architecture review redundant. The change
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management process thus includes a single change review, instead of the full two-

phase review procedure of the deployment process.

For the change review, the development partner is required to submit a short
technical description of the change, as well as the application source code. Both are
reviewed in conjunction by the architect performing also architecture and code

reviews.

This practice saves time, as only one review is conducted and thus allows more rapid
deployments. Additionally a single change review saves time and money, as less
resources are required both for conducting the reviews, as well as preparing

necessary documentation.

4.4.5 Deployment to staging environments

After acceptance, the change can be deployed to the staging environment. Staging
installations are scheduled on a single day each week. This reduces the possibility of
unauthorized changes, as changes are deployed according to a pre-defined process, at

certain times by designated members of the operations team.

4.4.6 User acceptance testing

User acceptance testing is the responsibility of the application owner. Testing can be
performed by the application owner, or any user or group of users designated by the
application owner for this task. The application owner is responsible for reporting the
final result of the user acceptance tests. Changes are not deployed to production

environments before they are officially approved by the application owner.

4.4.7 Deployment to productive environments

Once the application owner has approved the change, it is deployed to production
environments. Deployment to production environments is usually done during pre-
defined service windows once a week. Deployments outside of this weekly service
window are only performed in emergencies, e.g. when a disruption in the system
causes significant loss to the business. Deployments to productive environments are,
just like deployments to stage environments, performed by designated members of

the operations team.
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4.4.8 Post implementation review

After deployment to productive environments, the application owner is responsible

for reviewing the change and officially approving the change in the CMDB, just like
in the deployment process.
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5 Results

This study was conducted over the period of one year, between June 2012 and May
2013. In this section the results of this study are analyzed. Numerical data form the
Change Management System was gathered over the period of one year. Additionally
observations were made by the author in meetings and discussions surrounding the

change management process.

5.1 Configuration Items

At the time of writing (May 2013) 52 Configuration Items were registered in the
Change Management System. Each Configuration Item represents a business
application built for and deployed on the SharePoint platform. Each business
application has been developed to meet defined business requirements and usually

facilitates business processes.

5.2 Initiated Changes

During the period of the study, a total of 59 Changes were initiated by application
owners. At the time of writing 38 of the initiated changes were completed. The

remaining 21 changes were waiting for additional actions before completion.
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5.2.1 Distribution of changes over time
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Figure 5 Changes initiated per month

The distribution of initiated changes over time is shown in Figure 5. Usually only a
few changes are initiated per month, with the average being 4,75. As the number of
changes is relatively low, and the required amount of work per change is relatively
low, only a few persons deal with the Change Management process every day. For
most stakeholders (such as application owners), the Change Management process is
something they have to deal with only rarely (a few times a year). Thus, even though
required and trained to follow a certain process, application owners tend to require

guidance every time they need to initiate a change process.

5.2.2 Changes per Configuration Item

Changes were initiated for 31 Configuration Items. This represents a large portion of
the total amount of 52 Configuration Items. Additionally 8 Changes were logged
without a corresponding Configuration Item. The reasons for Changes being logged

without a corresponding configuration item are shown in Table 2.
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Table 2 Reasons for changes logged without corresponding CI

Reason Number of changes
CI not yet created (new application) 3
Change opened by untrained personnel 4
CI not apparent from requirements 1

It is worth noting that changes opened directly by application owners, without the
involvement of e.g. the Change Manager, tend to contain insufficient information for
the implementation of the Change (such as missing information on the affected
Configuration Item). This observation was made on several accounts during the
course of the study. Changes being opened with insufficient information can lead to
several problems. The most usual effect is the change being delayed, as additional
information has to be gathered for the change to be implementable. If a change is
initiated with seemingly sufficient, but technically inadequate information, it may
lead to the change being implemented but failing (not meeting business
requirements, creating problems in the CI or other Cls, or even creating problems in

the platform).

For all Configuration Items which had changes logged during the period of this

study, only a small number of changes were logged.

Table 3 Number of changes per CI

Number of changes initiated Number of CIs
1 21

2 4

3 2

4 4

As can be seen from Table 3, for 21 of the 31 Configuration Items which had
changes logged between June 2012 and May 2013, only one change was initiated.
The largest number or changes initiated for a single CI was 4 (for a total of 4 CIs).

The relatively even distribution of Change Request over all Configuration Items also
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induces, as stated before, that application owners are not familiar with the process,

and are not able to effectively drive the process from the beginning to the end.

5.2.3 Change duration

The duration of a Change was measured from opening a Change to the completion of
the Post Implementation Review. Additionally, the duration of changes which are not

yet closed was measured until the date of writing.

The average duration of all changes closed to date was 68 days, the median duration
for closed changes was 62 days. There is however a large distribution in the duration
of changes. Only 4 changes were implemented from opening of the Change Request
to Change Request closure in less than two weeks. 9 Changes took over 100 days to

implement with the longest implemented Change taking 197 days.

The very long average duration of a Change Request can be easily explained. A
Change Request should be initiated by the Application Owner, as soon as the
business requirements for the change are known. After the initiation of the Change
Request, the change proposal is reviewed by the Operations team, implemented by a
vendor, tested in several test environments, and only then implemented to productive
environments. This kind of approach is necessary to ensure that all steps of the

process are completed and accepted as required by different stakeholders.

Change Requests currently still open show an even wider distribution of durations.
Naturally, recently opened Change Requests only have a few days or weeks of
duration to date. There are however several changes open with durations of over 300
days (2 Change Requests) and durations between 200 and 300 days (6 Change
Requests). These Change Requests all represent larger development projects which

are monitored by the Change Management process.

5.2.4 Change success rate

As described earlier, each Change Request is divided into a number of sub-processes,
such as the Architecture Review, Code Review and Implementation to Test
environment. In the Change Management System these sub-processes are called
“Tasks”. Most of the tasks have a binary output: either they are successful or they

fail. During an optimal Change Request process no Task has to be repeated. If
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necessary any Task in the Change Management process can be repeated until
successful. Each revision of a Task comes however with a delay in the final

implementation of the Change to productive environments.

Of the 38 Changes which were initiated and completed, only 2 went through the
whole Change process without any of the Tasks related to that particular Change
being repeated. All other completed Changes required repetition of at least one of the

Tasks in the process.

The different types of failures which occurred during this study (including Tasks
from all 59 Change Requests) are shown in Table 4.

Table 4 Types of failures in Change implementations

Type of failure Number of affected Changes
Failed implementation to Stage 11

Failed architecture review 10

Failed code review 8

Failed implementation to Production 10

Other failures 9

Different reasons can be found for failed Tasks in a Change process. Failed
architecture reviews are usually caused by insufficient information provided about
the planned architecture of a new application or change to an existing application. In
some cases, especially shortly after the introduction of the new Change Management
process, architecture reviews were requested, but no architecture documentation was

provided or even existent.

Failed code reviews were usually caused by application source code not following
coding guidelines provided by the customer, code not following best practices of the
SharePoint platform, application logic containing possibly dangerous code (e.g.
possible major performance impact) or installation files containing filenames

overlapping with previously deployed files.

Failed implementations to Stage can be divided into two main categories. The first

category contains changes which fail to install as instructed (e.g. the installation ends
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with an error). The second category are Changes which are implemented technically,
but do not meet business requirements. These changes have to go through another

iteration of development, reviews and implementation to Stage.

The most alarming failures are failures in implementations to Production. The
purpose of Stage implementations is to ensure that Changes can be deployed without
problems. In some cases however, the implementation to Production still fails.
Reasons include failed installations, misconfigured implementations and
implementations causing malfunction in other parts of the system. A large number of
failed implementations to Production indicates low performance of quality assurance

during implementation and implementation to Stage.

Failures marked as “miscellaneous” contain different types of failures, including
failed implementations to Stage or Production and failed reviews. Miscellaneous
Tasks were only recorded in the early introductory phase of the Change Management

processes. Later Changes do not contain Miscellaneous Tasks.

5.3 Performance of current processes

From the results presented, several conclusions can be drawn. First, the implemented
processes have proven their necessity. 48 failures of different kinds were recorded
during the implementation of 59 Change Requests (Table 4). 38 of these 48 failures
took place before implementation to productive environment, thus not causing any
harm to the operation of business critical systems. The remaining 10 failures which
were recorded during implementation of a change to productive environments were

relatively minor, and mostly caused disruption only in the targeted application.

Architecture reviews failed in 10 cases, meaning that the architecture had to be
adjusted before allowing implementation. Failed architecture reviews probably
prevented the costly implementation of some non-suitably planned applications,
which would have required major changes before a possible implementation for
productive use, or which might have caused problems with the platform or other
applications in the future after prolonged use. In some cases a failed architecture
review has also lead to some reconsideration regarding the planned application

architecture, thus making possibly more robust and future proof designs possible.

48



Code reviews failed in 8 cases, most of which were caused by conflicting naming
schemes used in the application code or inappropriate memory handling which poses
a risk to all applications running on a shared platform. Problems caused by memory
leaks are often hard to identify and might appear only after prolonged use. A
business application which has been running for a long time often becomes business
critical, making it impossible to shut down or remove an application which starts to
cause problems. Thus, it is very important to identify such risks before they
materialize. Possible problems caused by conflicting naming schemes are most often
more immediate (e.g. overwriting of existing files), the problems might however not
be visible in the newly deployed application, but rather come to light in previously
deployed applications. In such case identifying the root cause of a problem can be

very hard and catching these types of problems is thus very important.

Stage implementations failed in 11 cases. A failed implementation to Stage often
means that instructions, installation files, or other required deliverables were not
provided. Other, more critical, causes for failure of stage implementations are actual
problems caused by the deployment, such as overwritten files or changed

configuration causing problems in other applications.

A second conclusion which can be drawn from these results is that the implemented
processes are familiar only to a small number of people. A large number of failures
and delays were caused by issues in communication between different parties
involved and misunderstandings regarding the expected service. In some cases the
studied processes were misinterpreted as a means for ordering changes from a
vendor, even though the process only aims to ensure successful deployments and
changes. The familiarity of application owners with the presented processes
increased greatly during the course of this study. Additionally it was found that
application owners who are responsible for multiple applications, and are thus more
frequently involved in the change management processes, were able to follow
through the process with significantly less errors than application owners unfamiliar
with the matter. Dedicated resources thus ensure reliable operation of the IT service

delivered.
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5.4 Further improvement opportunities

One of the more frequent problems with the presented processes was the throughput
time of a change from initiation to productive implementation. Long throughput time
of the process was in some cases “by design”, as the process covers the whole
change cycle from initiation, through design and development (which might take
months), to productive deployment. In a large number of cases however, changes
could have been implemented with a faster schedule, as changes had to be delayed
due to more-or-less trivially avoidable issues, such as missing instructions or other

deliverables.

As suggested earlier, it was found that dedicated resources who are familiar with the
processes greatly improve the performance of the process, as they tend to minimize
the need for repeating certain stages of the process which tend to be challenging to
resources less familiar with the matter. It would thus be important to ensure that all
application owners are trained for their task and are familiar with the processes
presented here, as well as familiar with other important aspects of the IT service they
are responsible for. It was for example found, that resources possessing knowledge
about the technical implementation of their application could handle changes as well
as incidents more effectively. Work on improving the skills of application owners
has been started, and has shown good results, it does however still provide the most

potential for improvement.
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6 Conclusions and suggestions for further

research

6.1 Conclusions

In this thesis, the processes for change and deployment management of customized
SharePoint applications at the case company ABB were described and evaluated.
Previously no comprehensive description of the processes used in the management of
the case service existed. The produced description of these processes and other
material generated during the work on this thesis has been widely used to deploy the

processes in the IT organization of the case company.

Additionally to describing the processes for use in training and documentation, a
simplified change management process was planned and implemented during this
thesis. The simplified change management process provided the possibility for more
rapid deployments of changes, e.g. in cases were bugs or defects are fixed but the

overall architecture of the application is not changed.

The performance of the described processes was evaluated. It was found, that the
implemented processes serve their purpose as intended, catching risky changes
before implementation to productive environments and making the overall service
more structured and reliable than previously. It was also found that people unfamiliar
with the processes form a major cause of challenges, and that training appropriate
resources can improve the performance of the process by reducing the number of

failures in changes.

The processes described in this thesis follow a lot of the best practices suggested by
the ITIL framework, they have however been adjusted to meet the requirements of
the service in question. Based on the results of the evaluation of the processes, it can
be concluded that ITIL provides a good starting point for implementing IT service
management processes, but also that adjusting the processes to the specific
requirements of a certain service leads to better results than strict implementation of

a standard process.
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Overall, the implementation of standardized processes for managing the IT service
which was subject of this study has proven beneficial. Some improvement
opportunities remain, such as the throughput time of changes, but the overall effect
of the implemented processes has been positive. The service is now very well
structured and maintained, especially when compared to the situation before this
study was conducted. During the upcoming months and years, new types of
challenges and new requirements will most probably arise. The current situation
provides a good foundation for dealing with challenges, and processes around the

service could be adjusted to meet changing business requirements.

6.2 Suggestions for further research

As stated in the conclusion, the implemented processes were found to meet their
respective goals by preventing potential problems and preventing business
disruption. However, the number of failures and potential issues identified by the

studied processes was alarmingly high.

This study focused on describing and evaluating the performance of the studied
processes. For a better overall performance of the case service, it would be beneficial
if the number of failures could be reduced, thus possibly improving the throughput
time of the processes and the overall service performance. A study focusing on
means to improve the “first time right” rate of changes and deployments could help

improve the processes in this regard.

Another potential improvement possibility lies in the roles and responsibilities
related to the studied processes. The impact of e.g. combining roles or appointing
specialists for certain tasks which were found to be challenging for resources

unfamiliar with the matter could be studied.

Existing literature dealing with IT service management processes in general was
found to be very mature. Only little studies exist however on ITSM processes in
complex multivendor environments, such as the environment at the case company. A
study on the impact of multiple vendors working on shared processes could be

conducted to better understand the overall service.
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Appendices

Appendix A

SharePoint custom application kick-off agenda
To be invited (minimum):

e FIABB:

o Service Manager

o Change coordinator
e LBU:

o Application owner or Project manager
e Vendor:

o Technical representative (e.g. architect)
e Collaboration team:

o Onboarding manager

o Operations manager

o Architect

Agenda (total time: max. 1 hour):

1. Introduction (everyone)
2. Short, verbal description of the business purpose of the application
(Application owner)
a. Functionalities
b. Users (external, internal, etc.)
3. Technical description of the planned solution (Vendor)
a. Rough architecture description
Possible integrations
Possible internal (inside SharePoint) and external dependencies
Used Service Applications (e.g. Search, Managed Metadata, etc.)
Solution type (Farm/Sandboxed)
Questions to Collaboration Team (if any, from Vendor)
g. Questions to Vendor (if any)
4. General information (FI ABB, if necessary)
a. Show location of guidelines and documents
1. Architecture guideline
i1. Coding guideline
1. Templates

me Ao o

iv. Environment descriptions
v. Process description
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5. Questions and answers

Note: This meeting should be a discussion. Vendor will prepare Architecture

description for review AFTER this meeting. No lengthy presentations should be held.
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