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Tutkimuksen l&htbkohtana on nykyisen radioverkoteutus TETRA-tekniikalla

Tutkimus perustuu skenaariosuunnittelu—menetelméayttddn. Muutosvoimiin
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Chapter 1

Introduction

1.1 Motivation

The concepts of the existing digital mobile comneatibns solutions for the emergency
agencies — called Public Safety and Security (P88)ile networkd - have been

developed two decades ago. The air interfacesesetliledicated systems (TETRA or
TETRAPOL in Europe, APCO P25 in U8}arget a wide coverage with a few base
stations; with the narrow bandwidth they offer treup call subscriber service and are

able guarantee good availability.

The emergency networks have had traditionally twmdamental requirements. Firstly
almost 100% availability of service is requirede thervice has to be “always-on”,
available everywhere for the defined number of @essn all circumstances. Secondly,
the security of the communication is a must — neesdropping, no disturbing or
jamming and the integrity of the information has lhe guaranteed. The existing
implementations are good for the voice communicatbut the high speed data cannot
be supported. The problem that the specific putdfety technologies have is that they
are continuously several steps behind the developraok the commercial cellular
networks and the whole business eco system isrswygfécom the lack of economies of
scale. Some additional, new requirements have rarisowever, 15 years ago
emergency communication was superior comparecdettelecommunications used by

YThese networks are often known also as PPDR (PBhtitection and Disaster Relief) mobile
networks or PMR (Professional Mobile Networks)
2 In this study the reference technology is typicalTRA-technology



public sector. Today the IRC-Gallery and YouTuberasnay know more of the present
emergency situation than the police patrol whoushing to the case location. “The
situation awareness” of the emergency organizasidtased on the information that the
telecommunications system is able to form. The $peed public safety data networks
are not capable of fulfilling the new requiremeniBhe functionality and the
performance of one of the PSS mobile network teldgies — the TETRA technology —
are broadly described by Gray (2003) and Heikkateal. (2005).

The transmission of video and other new servicdgtwhe users of the emergency
network (e.g. police, fire brigades, ambulance iservetc.) would like to utilize,
requires high speed data capability. At the same the new commercial services that
cellular operators are offering to public subsaisbare setting “milestones” and creating
expectations to emergency network users. The y@auple have learnt to live in a
totally different world of communication than thegple who have been involved in the
TETRA deployment. The Facebook generation peopkeih a world where they have
“real time” touch with the surrounding world. Thaye used to know “in real time”
where their friends are, what they are doing just mnd what is everyone’s opinion of
the present hot issue — they might not acceptitetiseir daily work. The volumes of
GSM terminals have made possible he productionesy womplicated products for
commercial markets. The commercial mobile servigesl commercial mobile
technology are challenging examples to the PS&®50dn the past, development of the
communication system for the emergency agenciebéas quite straightforward - the
systems have been technically far ahead of whaoitti@ary people were able to use
for their own communication. Earlier the only limg factor was the technology -
today the technology itself is no more limiting.€Tbnly limitation is the availability of

radio frequencies and the budget to finance thesiments.

The governments are looking into alternatives toapse the high costs of what a
broadband data solution would mean. The availgbdit frequencies for emergency
usage has become an issue — the authorities soesepirefer to generate revenues from
the free spectrum rather than to give it free adrgke to the emergency organizations
(Doumi, 2006). However, without the additional fueqcies the building of a dedicated
high speed data network is impossible. The commkoperators are willing to offer



the broadband service; however, there are doublte iEommercial networks can fulfil

the tight availability requirements.

All in all the PSS communication service developtméepends on so many external
factors — of which everything has its own developtmeath - that it is challenging to

see the obvious development path of emergency caneation systems. This thesis
will review the alternatives and tries to defindimited amount of various schedules,
how to cover the new requirements over the nexadiee- and how we need to develop
the mobile communication network solutions for é@meergency agencies.

1.2 Research Problem, Aim and Scope of Research

PSS mobile networks consist of a similar mobileanfo what the cellular networks
have, i.e. the main components are mobile switchase stations, the transmission
systems between switches and base stations assville operating and maintenance
system. The specific parts that these networks,haeethe dispatcher stations which
are for managing the communication of the user ggoWther essential parts of the
system are mobile devices, which are typically knoas user terminals — either
handheld or vehicle assembled. The characterisfiaiions of the network are the air-
interface protocol, the frequency band, the cowemayl the capacity of the base station
(Gray, 2003).

The main services and characteristics of PSS maigiterorks - what the network is
offering - are group communication, encryption s (end-to-end and air-interface
encryption) and high availability. Other typicalnfttionalities are DMO (Direct Mode
Operation), which allows terminal-to-terminal commuation as well as data
communication inside and from and to the IP-networke functionalities like a
specific emergency call and location services ardadto functionalities in today’s

systems.

The existing data transmission capacity of the oditws based on the narrowband

technology, meaning data speeds of 5...20 kbit/s.spleeific wideband technology has



been developed for TETRA networks called TEDS (TETBhhanced Data System)
technology, which will offer data speeds of 50...2@Bit/s. A comprehensive
description of the elements and the functionalftg typical PSS mobile network, e.g. a

TETRA system, are represented by Gray (2003).

The emergency agency organizations have obviouslsnég update their mobile
networks so that the networks can support high ttatssmission speeds. The needed
capacity is somewhere 100...1000 kilobits per secdhd. wideband data bit rates e.g.
50...200 kbit/s (i.e. TEDS technology in TETRA netk®r may be enough for most of
the applications, even for video transmission (\é&thhkti, 2008), especially if the
development of the compression technology and betteage capacity continues as

strong as what we have seen in the past years.

The new applications require more bandwidth (ipctrum) for data communication
than that currently allocated for the existing Rfs&bile systems. The existing systems -
based on the tailored platforms - have been expertsi develop comparing to the
volumes and the price level, what the market ascdpte solution could be - because of
the lack of spectrum and because of the shortageafomies of scale - the utilization
of cellular, commodity technology in the emergenagencies’ communication
solutions. The commercial technology could be z4ili either taking advantage of the
services of commercial networks or using the sagcirtology what the commercial
operators have in their network. So far the utii@a of the commercial, cellular
technology has not been very successful: the eellgichnology solutions, like GSM-
ASCI (GSM- Advanced Speech Call Item), are lackimg necessary functionality and
TETRA'’s access capacity implementation is more enunal (TETRA MoU, 2004Db).
Also an important functionality, the noise tolerarttice coder, is missing in GSM-
ASCI. In the case of using the network servicethefcommercial operators, the poor
availability of the service is a fundamental problen the case of a serious emergency

situation in society.

As a summary this thesis seeks the answer to thgtiqu:
What will the mobile network solutiom RSS agencies be in ten years from now
taking into account how the enhancecédammunication needs can and will be



fulfilled? At the same time, it needsrbenin mind that financial limitations,
high security and availability requirenteras well as the possible role of the

commercial cellular networks all haveb® considered in the final solution.

The research focuses on the mobile access paheombbile network solution. The

study and its results are relevant in countriesctvfalready have or are going to have
TETRA system for their emergency communication. ldegr, some references, which
can be seen relevant from the study point of viawe, made also to the APCO P25-
system. Some reviews - and conclusions based om {fse made behind the targeted
ten years scenario in the purpose to have a baterof the development over the next
ten years. However, the purpose of this study is two argue anything of the

development of PSS mobile networks in the 2020s.

1.3 Research Method

In the study the alternative scenarios of futur& R8tworks are drafted. Based on those
scenarios the possible strategies for the netwpetators are proposed. The scenario
planning method is used - it fits the future evatratype of researches (Schoemaker,
1993; Schoemaker, 1995; Schoemaker&Mavaddat, 200@) scenario planning can be
used to find probable development paths of anynessi phenomenon. The examples of
the usage of the scenario planning research metfeothe studies of Heikkinen et. al,
(2008a), Heikkinen (2008b) and Leva et. al. (200B)e foreseen trends and the
uncertainties are defined based on the intervieiils tlve appropriate stakeholders, i.e.
with the organizations and the people involved wite mobile network solutions for
the emergency agencies. The correlation matrixansal loop diagrams are used to
define the causal influences between the foundlbbas of the problem. After that four
future scenarios are defined according to the naetanally, appropriate operator
strategies are selected for the purpose of findingoptimum techno-economical

response to the scenarios.



Chapter 2

State of the Art

2.1 Status of Dedicated Networks

Dedicated networks means networks, which are forila specific purpose — other than
for public use. Examples of dedicated networks talecommunication networks for
railways and power utilities, emergency telephopstesns along the roads, telecom
systems for oil, gas, power utility companies amgb ghe radio communication of
authorities and emergency agencies. The tendeerey, i& the 1980s and 1990s, was
that many of the dedicated networks were built gighee same technology what was
used in the commercial networks — the reason b#irgdevelopment of the digital
technology as well as the will to benefit from egones of scale. The exceptions were
the railways — for which GSM-R (GSM-Railway) wasfided as a standard - and the
networks for the emergency agencies, for which iipgechnologies were developed,
TETRA and TETRAPOL in Europe as well as the APC® P2chnology in North

America.

Many European countries have built or are buildingew network for the emergency
agencies. The digital technology has brought mamyrevements in comparison to old
public safety networks. However, the developmenthef cellular technology has been
at the same time so fast, that e.g. TETRA and TEHFGA have abandoned cellular
technology and are no longer capable of offerirgydata speeds required by users in
the future. The delivery volumes of the PSS netwaie small from a vendor’s point of
view, especially when taking into account the dbmtion that the complex PSS

network technologies require — so economies ofesaal missing. The TETRA



technology markets, particularly in the infra areag dominated by two suppliers,
Cassidian (earlier EADS Secure Networks) and Md#ordhese two vendors have

together more than half of the TETRA infra markets.

2.2 Services and Functionality

The existing public safety radio networks have bdwrlt specifically for voice
communication but also to support low speed datansonication. Except dedicated
functionality the public safety radio networks hawe fundamental requirements: the
excellent availability of the system and the sdgusi the communication — all of this
with reasonable costs (Gray, 2003).

The good access availability of the network hasmhieglemented, firstly by using a
low spectrum band in the 400MHz area, so that thember of base stations stays
reasonable low and still offers good coverage. 8dlgo the air interface has been
defined so that the group call type of communicai possible to any user who uses
the same single channel. This way a few channelsfdél the voice communication
requirements of large groups or teams (Gray, 2008. network is also economical to
build and to have to cover also rural areas, wkigeypical communication volume is
negligible. The limited number of users makes isi@ato fulfil the availability
requirements — only the emergency agencies andotpanizations crucial to the

services of the society are allowed to use the otwervices.

The security is implemented firstly with the autheaion - only the authenticated
persons are allowed to connect to the network;yevex's identity is checked when they
join. Secondly, the air interface and the end-td-path encryptions are used to prevent
eavesdropping. There has also been some discusbtiont the ownership of the
networks, and its effect to guarantee full secuaitgl availability in all circumstances.
Today all emergency networks are owned by the ailig® or the ownership

arrangements are such that the control of the ati#sis very tight.

The TETRA networks support, in addition to voicenounication, also low speed data

services, like location services, photo distribnfiodatabase queries and short



messaging. However, some new public safety serviem=d higher data bitrates,
wideband (50...200kbit/s) or broadband (over 500&pitdata transmission capacity;
especially video transmission requires that. Thistiexy narrowband systems will not
be capable enough in future, the new services mequore communication capacity -
expectations of higher data transmission speedser@asing all the time.

The main functionalities and the needed capacay ttie users expect the public safety
radio system to support are — based on the inwgsvi@ppendix 1), Carter&Jervis
(2008), Motorola (2009a) and AnalysysMason (2010):

TABLE |

MAIN FUNCTIONALITES AND THEIR OMMUNICATION
CAPACITY NEED IN PSS MOBE NETWORKS

group call narrowband data

info and alarm messaging narrowband data
status messaging narrowband data
e-malil narrow/wideband data
location services narrowband data
imaging narrow/wideband data
database inquiry narrowband data
video transmission wide/broadband data ‘)
internet browsing broadband data
mobile command and control suppoft wide/broadband data

‘) depends on the used compression

The functionality, like the location service, workell for a single subscriber in the
narrowband network. However, the volume of the teals, which transmit their
location data, has grown so large, that the naraommetwork has come close to its top
performance level (Jarvinen, 2010). So althoughnheowband network capacity is
enough for the service, the total volumes needdrigit rates. The new high speed data
mobile network, a wideband or a broadband onetd&dfil the mentioned availability

and security requirements, to have the needed itgpaied to be also cost effective.

2.3 Development of Emergency Networks

Different solutions have been proposed to solve ftliare radio network capacity
problems (Smye, 2009); in the following sectionss(2 2.9) four alternatives, which

have been presented in the literature, have beensied:



(2) the first alternative is to update TETRé&tworks with TEDS technology
(2) the second, instead of using a specifiS RB8lution like TETRA, is to use
commercial GSM/3G technology. This cae Hone either by utilizing
commercial technology in the specifietimork or by leasing communication
services from commercial operators.
(3) the third option is to expand the datpacdty of the existing PSS network with
an additional data network based onmeraial cellular network technology.
Again this could be done either using teehnology as such or leasing new
capacity from a commercial operator
(4) the fourth option is any new technologgilored for PSS communication
purposes, like solutions based onthBIAX (Worldwide Interoperability for
Microwave Access) technology or enhante®S (Nouri, 2009).
The possible additional spectrum is an essentiabrpeter when analysing the
alternatives. Also the availability of the commaicmobile networks in the case of
emergency situations has to be understood wheewew the choices. The mentioned

two parameters are discussed first before revietriagour cases.

2.4 Spectrum Considerations

In the US the shared ownership of the spectrum (lamdhetwork) of private and public
entities has been seen as a preferable solutiaas® of an emergency a predefined part
of the spectrum would be allocated for the emergagencies. This solution has been
analysed by Lehr&Chapin (2009b) and Lehr&Jesuad®92). The solution is based on
DSA (Dynamic Spectrum Access) and on cognitiveaadilThey argue that dynamic
spectrum access improves the utilization of thectspm, because, for example, the
frequencies allocated for emergency agencies -iwdrie normally unused - could now
be utilized for commercial purposes. Although itghti be so, someone may ask how
much spare capacity there really exists. The sttnanay be very close to the same
situation described in section 2.5, where theaailon of ACCOLC (Access Over Load
Control) is discussed. The problem is that the cencral operator typically does not

have so large reserves of extra capacity that iamaergency case it would be possible



to drop part of the capacity away. If that will dene, the commercial customers may

not accept that kind of behaviour of their network.

Carter&Jervis (2008) have made a study, where #teyw how important it is to
allocate a part of previous analogue TV broadcgstrequencies for public safety
purposes in Europe. They propose that two 15MHeKslavill be allocated somewhere
in the 400...800MHz band in Pan-European width. Thactusion is that if the
emergency agencies fail to obtain frequenciesP®8 communication networks are not
capable of transmitting the data streams requirgd nbw services like video
transmission.Viestintavirasto (2009) in their report of the utilization of thedio
spectrum in future defines that the spectrum ban886-400MHz has to be reserved
completely for the public safety and security oigations. The new needs of the PSS
organizations require spectrum reservation for Wi8 8B use in another spectrum
band.

ETSI TC TETRA (The European Telecommunications &ats Institute TETRA
Technical Committee) has made a proposal (Wahl&i0)R that three additional
spectrum blocks should be allocated for PSS uge8MHz for narrowband usage close
to the existing frequency band, for instance, i@ 880-470 MHz area, 2 x 3MHz for
wideband usage in the 380-470 MHz area and 2 x10lHbroadband usage in the
470...790 MHz area. Pastukh (2010) has a similar prop@sal3MHz for NB (narrow
band), 2 x 3MHz for WB and 2 x10MHz for BB), bugfohing the frequency range for
all three data transmission ranges (NB, WB, BB) 230...862 MHz. The
AnalysysMason (2010) report follows the same tmgki

2.5 Availability of Commercial Networks

The major drawback of the commercial mobile networkf they are used as radio
networks for emergency agencies - is their avditgbn times of big disasters or large
emergency situations. As mentioned, experienceshawn that during all large scale
emergency situations, commercial mobile networki$ mécome blocked, because the

people are calling to their relatives and frienidavery& Horan, 2005), (Swan&Taylor,

10



2003). The latest experiences have shown, thaubeaaf the wide social networking of
the youth (TWITTER, IRC-Gallery) and the use of n@lnternet, the commercial
networks have become even more sensitive to arg/ gizemergency in society,
including even small fire accidents, car collisioptc. Guomen Erillisverkot2010b).
The priority rights of using the commercial mobietwork can be given to the
authorities: in UK, for example, it can be doneACOLC. ACCOLC is a procedure
for restricting the usage during times of emergen¢Lavery & Horan, 2005) — i.e. only
those persons who have the authority have acceabe tmobile network. However, the
activation of ACCOLC is a risk, because it may eatlge overloading of the emergence
response centre, if emergency service calls dfeakiud to ordinary subscribers. It is
also questionable whether mobile subscribers widkpt an operator service which will
be blocked during a serious emergency - if theyehav alternative operator to choose
(NPIA, 2009). In some terrorist attack cases théaities have considered to close the
whole cellular network in the purpose to prevert tiilization of the network for the

remote activation of the explosive charges.

The idea to block the public telephone servicethegimobile or fixed or both - if the
serious emergency event is on, is someway contoagito the new culture, where a lot
of actual information of phenomena, accidents anddents is reported by the
individuals to the authorities and also often todsicasting radio stations. The high
density of mobile phone users has created thisireulind made it happen. The other
cultural issue is that people are more and mord ts@ccess the Internet using their
mobile devices and in this way are used being @adaf “situation awareness”. The
jamming of a cellular base station by creating lanoamal number of calls is an illegal
trick and would be possible in rural areas wheeerthmber of channels per base station
is low. This is one of the risks which can occuthé commercial network is used for

public safety purposes.

2.6 Update of TETRA Networks Using TEDS Technology

TEDS is an expansion of the TETRA standard (Noualg 2006). The technology is
the wideband solution for TETRA networks, offerinmgt rates from 50kbit/s to
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200kbit/s in practical implementations. Many coiggrsee TEDS as a potential next
step to improve the performance of the data comaation in TETRA networks. Some

commercial agreements have already been signedydypifor instance, has ordered
TEDS functionality (Motorola, 2008). TEDS offersetleconomical solution to increase
a TETRA network’s data transmission capabilitie®{®dola, 2009a). Depending on the

chosen modulation scheme, the same base stagsmsity be used.

2.7 Replacement of TETRA Solution with Commercial
Technologies

Cellular mobile radio based technologies have lgeposed for use in public safety
radio networks to replace TETRA or other PSS mobééwvork technologies. GSM-
ASCI has been proposed to be a new solution, sswl 266 and LTE based on PoC
(Push-to-talk over Cellular) have been argued toabgood solution for future PSS

mobile technologies.

GSM ASCI

The possibilities to use GSM based technology ihlipusafety radio networks have
been quite comprehensively studied by Riesen (2088)has compared GSM-ASCI
and TETRA solutions technically and financially andme to the conclusion that

TETRA is the better alternative in both instances.

When the procurements of national PSS mobile nétwere in process in Norway and
in Germany, studies about the possible utilizatadncellular solutions were made
(NEXIA, 2002; Gartner, 2002; Bretschneider, 20@9th countries decided to select
TETRA technology. GSM-ASCI is based on a “commérplatform” and because of
that, it could be an economical solution, howewehas several drawbacks. TETRA
MoU’s (2004b) article makes a deep analysis of G&BELI capability as a public

safety communication system. The conclusion is A&M-ASCI “have functional

deficiencies” compared to the requirements defimggublic safety organizations. The
other main concerns are the massive channel cgpiet public safety operations

might require (Heikkonen et. al., 2005) and cons@ver the remarkable redesign work
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that terminal vendors should do. GSM-R is a pratgéxample of the use of a modified
cellular technology. GSM-R is a technology, which based on GSM-ASCI, but
includes some additional features for railways.

UMTS and LTE solutions based on Push-to-talk over €llular (PoC)

Ericsson’s White Paper (2006) describes the salutvbich follows the principles of
service-oriented architecture, PoC and 2G/3G tdogyo The article goes into few
details, however some further development are tegaromparing to the GSM-ASCI
based solution, especially the richer functionatiyy be offered. The drawback in the
analysis is the poor performance of the systemr({0€all establishment time in group

calls required) — the described solution canndi filis.

TETRA MoU’s (2004a) article analyses the utilizatiof PoC technology in public
safety solutions. The conclusion is that althouglC Fs a new way to implement the
group communication in the cellular networks andCPhlfils the basic needs to
perform the group call function, its performancessiaot fulfil the mission critical

communication requirement. Some functionality il stissing and the problem of the
behaviour of the public networks during the emecgesituations is still the same.

Blom et al. (2008) have analysed further the ww#ilan of commercial cellular

technologies - especially EDGE (Enhanced Data rébdesGlobal Evolution) and

WCDMA (Wideband Code Division Multiple Access) - impublic safety

communication. The newest solutions have improheddtency time, such as the time
when the tangent has been pressed on the phonehastnoment when the speech
connection is on. In public safety communicatiois ime has to be less than 500 ms
(Gray, 2003). Even the performance has been impragdhere are still issues to solve,
for instance the channel delay. Also the case, wthere is a large number of PSS
mobile network users in the same area, seems ta mpecial arrangements
remembering that this kind of situation can - framoperations point of view - stands

up very fast.
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In Sundkvist’'s (2008) analysis the main targebisihderstand the LTE'’s cell capacity
on group communication with a voice service. Hevahdhat LTE can serve large
groups for communication. An issue that the cetluechnologies (GSM, GPRS
(General Packet Radio Service), EDGE, 3G) have wihgng to complete the PSS
voice communication requirements, is the long delaythe call setup times. According
to NSN (2010), LTE will fulfil the required 500msit setup time, the same conclusion
was made by Motorola (2009) when specifying therlay time of LTE. The LTE
technology is capable of sharing the capacity efsame network elements between the
different operators. This functionality may haveiarpact on investment costs also in
possible LTE PSS solutions, if the overall avaiigbcan be secured. The issue, which
LTE also has, is the need for a large number of P& communication specific
functionalities which must be implemented beforeELTan be used for voice
communication by the emergency agencies — andeatdime time the expected market

volumes stay quite low (NSN, 2010).

2.8 Commercial Technology Used to Expand Data
Capacity of the Networks

The third solution is to have a separate networktli@ voice plus low-speed data
communication and the WB/BB data network for higleexd data services; the later one

having lighter availability requirements than whitle voice communication requires.

Networks architecture considerations

Ittner (2006) presents an architecture conceptubfip safety radio networks, which has
four layers (fig. 1). The basic layer is the tramhal public safety and security radio

with low bit rate data capacity, i.e. the narrowntbaretwork; this network covers the
whole country. The second layer is a wideband dagawork (data bit rate
50...200kbit/s); the WB network shares the same Istaton sites with the narrow
band network. The WB is not covering the whole ¢oyrremote areas left out. The
third layer is a broadband network (bit rate >5000k}p Because the coverage of the BB
base station is smaller than the previous onesB@aetwork needs dedicated base
station sites. The BB network covers the cities smourban areas. The fourth layer is

made of ad hoc networks, which are established ed®rthere is a need for that, such
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Fig. 1. Economical Coverage with Heterogeneousviies
(according to Ittner, 2006)

as within big events or large incidents. The usathnology can be, for example,
WLAN (Wireless Local Access Network).

Ittner's (2006) approach is a hybrid solution. Timwestment volume follows the
population density figures. This approach gives dyadded value counted per
investment and per citizen. The described architectargets the optimum within
investment, requirements and systems capabilitiebr (2009a) comments on the
heterogeneous architecture with the words: “Ther&uwvill not be composed of a single
wireless network or technology. Rather there &ayito be a range of capabilities, and
implemented using many protocols and architecturBgumi’s (2006) article follows

the same architecture thinking.

Overlay networks

The technologies used to build the additional aatavork are several. GSM/3G can be
used; the usage of GSM network as an additionalnoanication tool for the police
forces was indicated in the interviews (Appendix The 3G and Flash-OFDM/450
(Flash-Orthogonal Frequency Division MultiplexingOMHz) technologies are used to
build broadband data networks. The other solutvemat is mentioned, is to base the
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infra solution on the WLAN network in the urban @rsuch a solution has already been
implemented in New Orleans (Korver, 2008). Thiemiative would offer broadband
services only in urban areas — which, however, rsaynetimes be acceptable.
Bastos&Wietgrefe (2007) describes the tests, wharession critical trial network was
implemented using WIMAX technology. Doumi (2006) his article prefers 3G as a
wide area broadband solution and WLAN as a solufiwrad hoc networks. Also the
femtocell technology could be used as a solutionatb hoc networks (Chandrasekhar
et. al., 2008). In the United States the LTE tedbap is seen as the most probable
technology which will be used when implementing tingh speed data network for PSS
users (Hallahan&Peha, 2010; Motorola, 2009b; Md&r2010).

2.9 New Specific PSS Communication Technologies

The main challenge that the new specific PSS conwtation technologies all have is
the missing of economies of scale. It's said egrtlee volumes compared to the cellular
technologies are negligible. For this reason thenee been only a few plans to develop

new technologies specifically for the emergencynaggs.

ETSI TETRA Working Group 4 has presented thoughtsnprove TEDS performance
by using higher level modulation or more efficiehtannel coding, a so called enhanced
TEDS (Nouri, 2008; Nouri, 2009). Also new anteneehiniques have been mentioned.

The WIMAX based solutions have been seen as algegsiatform for the future PSS
radio system. Bastos&Wietgrefe (2007) describe aMMX based, mission-critical
communication system for military purposes. The ieolViMAX, however, has no
technological advantage compared to the LTE tedgybhnd WIMAX’'s commercial
possibilities to win a significant market share aesak Liikenne- ja viestintdministerjo
2009a). l.e. if the existing PSS technologies aféeesng from low volumes, it seems

that the utilization of the WiMAX technology willat give any advantage.

The cognitive radio technology could be a way teell@p new public safety systems.
As already said this alternative has been discusged.ehr&Chapin (2009b) and

16



Lehr&Jesuale (2009c). The important part of thiplementation is the development of
SDR (Software Defined Radio) technology.

2.10 Economics Feasibility

Some studies, which analyse the possibility taagticommercial networks for public
safety purposes, argue that there are economioafiteeof using commercial networks
(NEXIA, 2002); others prove the conclusion to baaly the opposite (Gartner, 2002).
Saijonmaa (2009) has studied the costs of building operating a high speed data
radio network (an overlay network) for public sgfgturposes; he has analysed two
cases: to upgrade the current TETRA network wittD$Eechnology or to build a

separate high-speed data network using the GPRE&RGIE technologies.

The reference point in his study is the price & tbommercial EDGE data service. The
guaranteed service requirements means higher pti@es normal subscribers are
currently used to pay. In Saijonmaa’s (2009) sttity price estimates are for data
service 15€ ... 60€/month/user and for AVL (Automatehicle Location) tracking
10...100€/month/user. However, the prices what hes use his examples are
conservative, i.e. total 35€/per user/per montk {tlygh speed packet data service 15€,
AVL tracking 20€).

The cost calculations for the upgrade of the exyisliETRA network to TEDS network

show, that if there are more than 35 users per btd®n site area, then TEDS is a
feasible solution based on the mentioned tarifie @verage user density in Europe is
20...80 users). If only OPEX (Operational Expendifuwrests are taking account, the
TEDS solution is feasible if there are 20 users ppase station site. The similar
calculation shows that the building of a separa®RS and EDGE service requires that

there are more than 80 users per base statioarsticbefore GPRS/EDGE is feasible.
The conclusion of Saijonmaa’s study (2009) is thHathe commercial operator can sell

a high-speed data service for a user fee of 358nmarth (including AVL services as

well as the service availability guarantee), tHemdommercial service is an economical
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solution until the point where the number of usgnews higher than 20...35 per base
station site. If the number of users is highernteeTEDS solution is more feasible. If

the price of the reliable service offering is higllean 35€, then the breakeven point (i.e.
number of users per base station site) goes ddwime humber of users per base station
site is higher than 80, then the building of a datid GPRS/EDGE network is feasible

comparing to the case where this service is boiught commercial operators.

Motorola’s white paper (Motorola, 2009a) represehésresults of the simulation, made
in UK, where they have studied the most economi¢BIl data network for emergency
agencies, i.e. GPRS/3G or TEDS. The GPRS/3G netsamkce is purchased from the
commercial operators based on the existing comalemetworks. The TEDS networks
service is based on the assumption that TEDS cawllegl-out just by upgrading the
existing TETRA network, i.e. by installing the TED®pable transceiver equipment
with the upgrade of the network software. The daked total cost of ownership
includes all costs, covering also terminal costgshe amortization period in the
calculations is 7 years. The GPRS and 3G costestimated according to the market
end-user prices in Western Europe. The indicatostscin the TEDS case were 10...14
dollars per user and per month depending on thetitg i.e. urban, suburban or rural
area. The corresponding costs in the GPRS/3G case 52 dollars in the simulation
that was made. The conclusion was that the dedicREDS system is at least 70%

cheaper than buying the WB data service from timengercial operator.

Hallahan&Peha (2010) have studied the costs of wlleous alternatives of the
nationwide public safety wireless network in theitdd States. They show that the cost
estimates can change dramatically by adjustingwaifgut parameters. The greatest
impact comes from the used frequency band, butthis@arameters like coverage area
signal reliability, building penetration margin,quéred aggregate capacity, required
highest user data rate and population/area buildeqquirements have a major impact
on the investment and operating costs. The maiclgsion of their study is that in the
United States the common PSS network is more ecmabnthan the existing
fragmented approach. When comparing the total &dsyeosts of (1dhe public-private
partnership voice+data networkvith the costs of (2)the public-safety-only data

network plus the separate voice only safety netytbekcost differences were marginal.
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The public-private partnership has been a plan VAGE (Federal Communications
Commission) has tried to implement to get a natidevBB network to be built in the

United States. So far (2010) the planned auctioselba frequency band in the 700
MHz area has not been successful (FCC, 2010).

2.11 Terminals

Three suppliers (CassidfarMotorola and Sepura) are dominating the terminatkets.
However, the volumes are negligible compared toctikilar phone volumes. TETRA
terminals have been able to benefit from the platfalevelopment of the cellular
phones, but overall, the benefits between the ésbriologies have been minimal. R&D
investments have been huge compared to the anosaldss volumes - and still the
technology gap between the cellular terminals @88 phones seems to increase. At the
same time PSS terminal vendors try to follow all IIhformation and Communication
Technology) innovations and fulfil the PSS commatian network users’ wish list for
intrinsic, robustness terminals as well as differamcillaries like headsets and vehicle
radio equipment. The terminals supporting the appbns, which utilize the high-
speed data connections, have their own requiremeatsthere may be a need for a
specific PAD (Packet Assembler Disassembler) teaimiAll in all, the PSS products,
the vendors and customers form an eco system, wdiegarts have to fit together
logically. The development of any fundamental newt pneans the restructuring of the

whole business model.
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Chapter 3

Research Method: Scenario Planning
Reviewed with Strategy Alternatives

In this chapter the research method is describ&d. rEsearch process has two main
steps: (1) the use of the scenario planning protestfine the scenarios and (2) the
definition of strategies on the scenarios. Alten@ascenarios of the coming future are
defined by using scenario planning (Schoemakeal £22000) which does not try to find

a single solution, but a limited number of fututeeiatives. After the scenarios have
been defined, Porter's (1985) five strategy procettisbe used. The overall research

method is described in Fig. 2.
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Fig. 2. Research method diagram
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3.1 Scenario Planning Method Used to Find Future
Alternatives

The scenario planning method (Fig. 3), defined blgdg@maker et. al. (2000), is used in
this study to form scenarios of the future PSS heobetworks. The method has been
used widely to solve similar future problems, sareeikample Heikkinen et. al. (2008a),
Heikkinen (2008b) and Leva et. al. (2009).

Define problem
The first step is to define the problem more inadethe time frame, the scope of the

study and the decision variables.

Define stakeholders
The stakeholders or actors, including their power effect, are defined. The
understanding of the stakeholders is importanthértext phase, when the forces, which

are potential trends or uncertainties, are defined.

Nametwomain
uncertainties and define
four gcenarios

Define correlations
and draw
causal diagrams

Definetrends and
uncertainties

Define change
forces

Interviews

Define
stakeholders

Define problem, time
frame, scope,
decigion variables

Scenario planning process

Fig. 3. Scenario planning method diagram
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Define change forces by interviews

The change forces, which may change the futurelisiesl. The named forces are also
scored in terms of importance and predictabilitiisTpart is done in the interviews of
the stakeholders of PSS mobile communications. Aurpose of the interviews is to

find the main forces which are affecting the depetent of the Public Safety and

Security networks and also to find how strong anedgtable these forces are. The
inquiries are done by interviewing professionalghaf telecommunication industry and

people involved with public safety networks operas.

Define trends and uncertainties

The trends and uncertainties are named of thosedpmwhich are found during the
interviews. The forces which have high importaneé high predictability are named as
trends. The forces having high importance and loedigtability are referred to as

uncertainties.

Define correlations and draw causal diagrams

In the next step the correlations between the tamiodies are checked by making a

matrix where the mutual correlations of the maicartainties are listed. After that the

causalities (Sterman, 2000) of the main uncertsraire drawn to understand better the
relationships between the uncertainties. This gaveleeper understanding and defines
the role of uncertainties in the structure of theleed problem.

Name two main uncertainties and define four scenans

Based on the causal loop diagram and the strocgestiations the two most important

uncertainties can be selected. Two key uncertaimda be used to form a two-by-two

matrix, where each of four cells will be a coreao$cenario. The suitable outcomes of
other uncertainties and the trends are then aduedrmplete the scenarios. Based on
this information the final scenarios are definedl atescribed. The whole scenario
planning process is well described by Schoemakex.€2000).
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3.2 Defining Six Strategies based on Scenarios

The truthfulness and probability of the found sc®sa could be clarified with
quantitative analysis. However, it would be comguigdd to perform and not necessarily
reliable. Instead of that, the scenarios are tastaty them as input data for the strategy
planning according to Porter (1985). Porter sags ‘ttnere are five basic approaches to
dealing with uncertainty in strategy selection wilaeiirm faces plausible scenarios with

differing strategic implications”.

The five strategy alternatives are: (1) a strategged on the most probable scenario, (2)
a strategy based on the best scenario, (3) a hstdajegy, i.e. protect yourself to be
ready for all scenario alternatives, (4) a presédleability strategy, i.e. wait and see
what will happen and (5) an influence strategy, influence the causal factors, which
are behind the favourable scenario variables.

The developed sixth strategy is a combination ocoaclusion of the listed five

strategies.
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Chapter 4

Defining Change Forces

4.1 Stakeholders

The stakeholders form a value network, i.e. a seatterlinked stakeholders who work
together to create economic value through senapesproducts (Casey et. al., 2010).
In the following the stakeholders are defined i @xtreme cases: (1) the PSS mobile
network is owned and operated by the government(anthe government purchases
the full PSS mobile service from a commercial mebdperator, who uses the
commercial network to provide the service. Theelattiternative is not used anywhere
in Europe, but it is taken as another referenceatle it can be seen as the outmost

alternative to the traditional execution of the R8&ile network service.

In the PSS mobile value network the stakehd|deho is responsible for the ownership,
financing and service requirements, is the emengaecvices administration, i.e. the
government. The standardization bodies like ETSH ahe TETRA Forum are
stakeholders to specify the systems. The regulaliocates operator licenses and
spectrum as well as may set competition rules. U$e&r group actors (police, fire,
ambulance, emergency response centre) are usirgethiees of PSS communication.
The defence forces are an important user groulpaset countries where they utilize the
PSS mobile network. The network service operatmsaators who are responsible for
building, operating and maintaining the technic&8lSPnetwork. The suppliers of the
network equipment, terminal manufacturers, appboatievelopers and system

%) Stakeholders are also called as actors.
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integrators are stakeholders to implement the fonatity of the service. The
commercial cellular operators are also often actdrhe PSS mobile networks; they
often supply BB services for the office type of aoonication using their existing
commercial networks. In some countries private afpes lease base station sites or
trunk capacity for the PSS mobile network. If tf@SPmobile communication service
would be based on the usage of the commercial malgtwork, then the role of the

operator as a stakeholder would be strong.

The business issue, when providing the PSS molatevark services, is: “How to
supply with minimum costs the mobile network seeyiwhich works in all emergency
situations, offers required voice and data commatimo capacity — and fulfils specific
PSS requirements including security and availabilithe main difference in business
cases of the PSS mobile network and of the comalamobile network is that in the
PSS case the main issue is the secured coveragkdincumstances, not the capacity
like in the commercial networks. The number of aserthe PSS mobile network is
typically only a few percent of the number of sullsrs in a commercial mobile

network as can be seen in Table IlI.

Figure 4 represents the value network models inrancon case, where the dedicated
PSS mobile network is owned by the government.hla &lternative the contractual

relationship from the government’s point of viewesy wide (shadowed background).
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Fig. 4. Stakeholders — the dedicated PSS mobileankt

25



Figure 5 represents the case, where the PSS nuaiienunication services are bought
from the commercial mobile network. In this case thain contractual link is between
the government and the operator. As said earlisralernative is not used in Europe
(Table Il). The reason is the conflict between tkhquirements of two stakeholder
groups (shown with the dotted lines in Fig. 5) e government with the defence forces
has high availability requirements during emergenages, which in practise would

require limiting the access rights of ordinary sutigers (see Fig. 5).

————

- -

Fig. 5. Stakeholders — PSS mobile services offbyeal commercial mobile network

4.2 PSS Mobile Network Cases in Europe

The deployment of PMR (TETRA or TETRAPOL) narrowdaRSS networks in the
western part of Europe is represented in Fig. 6it 8an be seen from the figure, almost
every European country has decided to build a déglicnationwide PSS network. The
date when operations commenced (Table Ill) hasde wariation (2001...2010) and

some countries are even still planning the network.

Today the nature of the business models in PSSonlket@perations varies only slightly
in Europe - there are some differences in the osines, in technical network
operations and in network maintenance responsdslies can be seen in Table Il. The

table 11l lists basic parameters of some Europe®8 Retworks. The number of users
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Countrywide project
in planning
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-

Fig. 6. Deployment of PMR (TETRA or TETRAPOL) nanifsand PSS networks
in the western part of Europe (Nourid20Interviews, Appendix I).

and base stations are the expected figures inaggmiting of the project. The original
CAPEX (Capital Expenditure) is the costs of theestments and the implementation,
which were planned when the project was startechdny networks the radio coverage
has been improved since the original plans, buttists of the charges are not typically
available. In four different cases the roles of twenership and responsibilities of the
operation are described in more details, the kgyrés of the cases are shown in Table
I,

Case Belgium

The PSS network in Belgium, called as “ASTRID”, awned and operated by the
limited company A.S.T.R.I.D., owned by the Belgigavernment, founded in 1998
(ASTRID, 2010b). The delivery of the TETRA PSS netkwwas awarded to the KNT
consortium (Kreutler-Nokia-Telindus) for the prawis of a radio network, provincial
control rooms and end-user devices. The operatmisdhve base station sites and the

transmission links between the base stations armlenexchanges. The service was
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TABLE Il

OWNERSHIP TECHNICAL OPERATIONAND MAINTENANCE ARRANGEMENTS
OFPSSNETWORKSIN SOMEEUROPEANCOUNTRIES

Country Ownership Technical operation Maintenance

Austria Private companriy | Private company Private company

Belgium Government Government owned Private company

owned company | company

Estonia Government Government owned | Government owned
company company

Finland Government Government ownedPrivate company
company

France Government Government Government

Germany | Government Private company Private company

Hungary Private compafy| Private company Private company

Netherlands Government Government ownedovernment owne
company company

Norway Government Private company Private company

Spain Private company| Private company Private company

Sweden Government Private company Private company

UK Private compariy | Private company Private company

4) If the network is owned by a private companygrahare strict restrictions set by the
government concerning the ownership arrangements the service level requirements; in
these cases the network is dedicated only for $keofiPSS organizations.

control rooms and end-user devices. The operatmisdive base station sites and the
transmission links between the base stations arilenexchanges. The service was
opened in 2003. The first level maintenance isriata@e by the A.S.T.R.I.D., the other
levels by the KNT consortium. There are 11 proahaontrol rooms in ASTRID’s
network and on an average day (in 2008) half aioniltonversations are held via the
ASTRID network.

Case Finland

The PSS mobile network of Finland, known as “VIRVE the first TETRA network
in the world and it covers the whole country. Tledwork was delivered by Nokia, and
later updated by EADS Secure Netwdrk¥he network is owned and operated by
Suomen Erillisverkot Oy, which is owned by the kgimgovernment. Initially the

5) EADS Secure Networks changed its names as Gasgid2010
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TABLE llI
FACTSAND FIGURES®’
OFPSSNETWORKSIN SOMEEUROPEANCOUNTRIES

Country | Nbrof | Orig. nbr of | Original | CAPEX | Operation | Other
users basestations| CAPEX® | /basest. | started comments
Belgium | 50.000 | 500 - - 2003
Estonia 10.000 | 125 12 M€ 96k€E 2007
Finland 31.000 | 1200 134 M€| 112k€ 2001
France, 45.000 | 390 500 M€ | 1282k€ Covering a
Acropol part of the
country
Germany | 500.000 4500 ~1000 | 222k€ First part | Construction
M€ 2009 ongoing
Hong 12.000 | 110 91 M€ 83k€ 2004
Kong
Nether- 80.000 | 550 - -
lands
Norway 37.000 | - ~400 M€ - First part| Construction
2010 ongoing,
includes
ERC costs
Sweden 50.000-| 1700 250 M€ | 147k€ 2006
70.000
UK 250.000 | 3500 950 M€ | 270k€ 2001

6) Sources: Interviews (Appendix 1), dNk (2010)ydkko (2003)

7) The reasons for the large variety of costs diterothe different ownership or contractual
arrangements in site costs (land, building, masbwer supply, batteries) and in the
transmission link arrangements (own or leased l{@kjurakko, 2003).

network was built utilizing Sonera’s base statidessand transmission links as well as
the maintenance service supplied by Sonera. Tha@ement led originally to low
investment and low operations costs. Later, aftame®a’s public offering and when
Sonera was acquired by Telia, the network infra Iesome less dependent on one
operator. The network transmits 3.6 million calt&lahort messages per day (Suomen
Erillisverkot, 2010b).

Case Germany

The PSS mobile network of Germany, called “BOSNeil cover the whole country.
The delivery of TETRA network was awarded to EAD&&e Networks. The network
is owned by the German government. The Federal é&\gtar Digital Radio of Security
Authorities and Organisations (BDBOS) is managhmgnetwork (BDBOS, 2010). The
task of the BDBOS is to set up, operate and ertbiereperability of a digital voice and
data communication system. The implementation e ldone with the commercial
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operator Vodafone by utilizing the existing basatieh sites. The operation and

maintenance agreement has been done with Alcatadiu

Case UK

The TETRA PSS mobile network of UK covers the whoteintry. The network is

owned and operated by Airwave, which is a privamgany; however, the government
has to right to accept or to reject possible newearw of the company. During its
existence, the ownership of Airwave has been clarigar times. The network is

delivered by Motorola. Airwave was originally owneg British Telecom — based on
that background most of its base station sitestem$mission links are owned by BT
and then leased by Airwave. Airwave has a 15-ygezeanent with the UK government
for the PSS mobile communication services. The ggeements (first counties) will

end in 2016; after the agreement expires the govenhis free to buy the service from
anyone (NPIA, 2009).

4.3 Analysis of Main Stakeholders

In the following the short form analysis has beenalof the key stakeholders (ref. Fig.

4 and Fig. 5) by reviewing the interests, altenrestj pros and cons of each stakeholder.

Government

Interests Purchase the mobile communication sefeicthe emergency agencies
— the service, which is secured and availablelini@umstances.

Alternatives (1) Own and operate the network by, $8) own the network and buy
operation and/or maintenance services from outsidduy the whole
service from the commercial operator. In the lat@se there are two
alternatives, either (3) the network is dedica®dHSS agencies or (4)
the commercial network is used to produce thisiserv

Pros There is a lot of information of the behavioiPSS and commercial
mobile networks in the case of the emergency sitnat— this works as

a guideline when defining the communication altéves.
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Cons

Regulator

Interests

Alternatives

Pros

Cons

The dedicated technology (infra and terminalg)pt able to follow the
development of the technology and suffer of the toarket volumes.
Reliability of the service has to be guaranteelis-inay be a challenge
to the commercial operators.

The changes in the operator ownership form a risk.

Allocate spectrum and the operator lieeso that the decision is

optimum to the whole society. The regulator alds seme competition

rules.

The main alternatives are spectrumcaltion decisions. The proposal is

made to ETSI that the following bands will be atex] for PSS use in

Europe:

- additional 3+3 MHz for narrow band, and

- 3+3 MHz for wideband communication, both in theea
of 380...470 MHz,

- 10+10 MHz for the broadband communication in the area
<790MHz.

Commercial operators are naturally also interegtethe same bands.

The most valuable spectrum is in the low frequendiecause the

coverage can be implemented with fewer base station

The digitalization of the television frees fiequencies in the listed

bands.

The decisions should be harmonized in Eurapleerwise market

volumes will stay low.

PSS network operator

Interests

Supply the mobile communication servarettie emergency agencies —
the service, which is secured and available incelumstances. New
spectrum is needed for WB and BB services.

Save the made TETRA investments, build a WB netwasing the
same base stations what TETRA uses (i.e. in thguémcy band
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Alternatives

Pros
Cons

<470MHz), build BB network in the band <1GHz,

(1) Own, operate and maintain the woektwby itself, (2) own the
network and buy operation and/or maintenance ses\ocitside.

The high availability of PSS mobile networks.

Spectrum allocation.

Commercial cellular operators

Interests

Alternatives

Pros

Cons

User groups

Interests

Alternatives

Utilize the existing network and with giaal additional investment
and operations costs to supply the mobile commtinitaservice for
PSS agencies. The monthly fees of the PSS agemagsbe higher
comparing to the traditional ARPU fees.

There are 3 alternatives: (1) the oekwis a commercial cellular
network and PSS agencies use that network; (2)operator has a
dedicated network for PSS agencies or; (3) the orétvge owned by the
government and the cellular operator sells operaim/or maintenance
services.

In the listed alternatives the offering of seevice using the commercial
cellular network, gives largest incomes. The neknamverage is good.
The risk management.

The network capacity during the emergency casebd@s insufficient.
The update of the commercial network so that ifilfulthe battery
backup and repair response time requirements magxpensive. Also

possible remedy fees in the contract may be tol. hig

The user groups (police, fire, ambulaeceergency response centre,
boarder guard, customs, etc.) want to have a sgcuebable mobile
communication system, having specific PSS type tfanalities and
which also offers as much as possible similar ses/iwhat the
commercial mobile networks can provide.

User groups can and will utilize ireithdaily work, except the PSS
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Pros

Cons

mobile network, also commercial cellular networksing their own

cellular phone or the one owned by their employer.

The dedicated PSS mobile networks are shownbeto reliable

communication tools.

The dedicated solutions (infra and terminaitg)not able to follow the
development of the cellular technology.

The reliability and the availability of the commiaic network are

unsure.

PSS network equipment supplier

Interests

Alternatives

Pros

Cons

PSS mobile communication is a low volumehe market in the
telecommunications area, where the margins aratsligigher than in
the traditional cellular equipment business. Thghhispeed data
communication needs will open new opportunities.

The last big TETRA networks in Europdl be ready in about the year
2015, i.e. the TETRA technology support and updatesneeded until
the end of the 2020s. TEDS is TETRA compatible watel technology
and may be the most economical solution in rurabsr The PSS BB
solution is most probably based on the commereighriologies, likely
on LTE.

Many countries have plans to offer WB/BB m®bdommunication
service for their PSS agencies.

In the early phase of the TETRA deploymenintlagket of PSS mobile
networks looked attractive (large and fast growinpday there is a
common understanding of the limitations of the rearkize of PSS
communication equipment. This is the reason whyirtfra markets are
dominated by only two suppliers (Cassidian, MotayoTl' he frequencies
for WB and BB are still missing. The LTE may be deped first in the
United States.

Cellular network equipment supplier

Interests

The next step in the PSS mobile commtioicai.e. the BB data
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Alternatives

Pros

Cons

service may be implemented by LTE.

The future evolution of the PSS netwbas the two following steps:
(1) how to implement high speed data needs andhd®) to replace
TETRA somewhere in the late 2020s. The first nedt be fulfilled
using (a) commercial networks, (b) building a datkd WB (TEDS) or
(c) BB (LTE) — or both WB and BB networks. The st2pneans the
implementation of the PSS voice communication fiometlities into a
new specific technology, e.g. into LTE (SundkvZi08).

New WB and BB needs are a new opportunity.

The volumes stay low comparing to the comrakceillular business.

Terminal manufacturers

Interests

Alternatives

Pros

Cons

The volumes of PSS mobile terminals Hmeen low comparing to the
cellular technology volumes. Three manufacturerst@ivbla, Cassidian,
Sepura) have a major part of TETRA terminal marketse cellular
mobile phone vendors have not been interested B teB8ninals. The
situation would be different, if the BB solution isased on the
commercial technology.

The TETRA terminal market is so sm#lht no major changes can be
expected in the markets.

TEDS is also a niche product. Most probably the RETterminal

vendors would be only suppliers to that market. Modumes are
smaller than the volume of TETRA terminals, becatis usage of
TEDS may be limited to the vehicle environment.

If BB is used only for data communication, the tarafs could be very
close to the consumer market products.

The possibility to utilize cellular technologiatforms may speed up the
development of PSS terminals and develop the nad@d the growth
of the market.

The PSS terminal users expect the terminalsfulfil tougher
environmental specifications, e.g. the dust andewairotection to
IEC529 IP54 (Sepura, 2010), than what is requiredrdinary cellular
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terminals. Also some other specific functionalityayrbe required, like

encryption, the emergency key, etc.

Application developers

Interests

Alternatives

Pros

Cons

The increased data transmission capaeikgs possible wider selection
of applications in the PSS networks and also thkzation of the
applications developed for the commercial networks.

The TETRA network has low data trarssion capacity (few
kilobits/s), which limits the scope of the applioars.

The TEDS network supports data speeds of 50...208khithich is

enough for almost all applications, except for vid@nsmission and for
web-browsing.

The BB network would be optimum from the applicatidevelopers’

point of view.

The new WB and BB needs are a new opportémityhe application
developers.

Applications should work is all data networks, TEDS, in the
dedicated BB network and in the commercial BB neknas well as
partially also in the TETRA network. The smoothroag between the

networks is also required.

4.4 Interviews

In the beginning of the scenario planning proc&ss. 3) the change forces are defined.

The source of any such force is a stakeholder @ctor of the PSS value network. The

interviews of the stakeholders are used to findntlaén forces which are affecting to the

evolution of the Public Safety and Security netvgork

The stakeholder analysis is a basis to defineigjie actors to interviewT he interviews

have been arranged face-to-face and the answeeadhb question are based on

everyone’s own experience and knowledge. The psrssho were interviewed

represent operators, authorities, emergency orgaoins and system suppliers. The
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titles and organizations of the interviewees ad a&lthe day of the interview are listed
in Appendix 1.

The key questions which the interviewee was as@ethswer, are targeting to find the
forces, which will have a role in the developmehfuture emergency radio networks,
like:

- what are the forces affecting to the future develept of PSS mobile networks?

- which of these forces are biggest — please, sbera {1...5)

- which of these forces are most uncertain - plessme the predictability (1...5)
The specific questions were done concerning onfohees in the area of politics,
economic, society, technology, industry as wellead-users and functionality. Some
more detailed questions were done to get a deepgerstanding of future trends.
Finally the interviewees were asked to clarify #egvices and applications which are
essential in the PSS mobile networks: list and rdmknew most important
functionalities, which might be taken into use e thext 5 years. The complete list of
interview questions is shown in Appendix 2. Theematew results are presented in the
following table (Table IV) the answers organizedcading to PEST (Political,
Economic, Social, Technological) analysis. Whenftiees are defined, also the scores
of them are justified at the same time. The scararpeters describe the importance of
the force comparing to other forces in the rangé.of5, and the predictability of the
existence of the force. Each force is describatiémext chapter.

4.5 Description of Forces

Political forces

1. Increase of terrorism and crimérrorism and crime are continuously increasing in
the world. This phenomenon will mean tougher rezaents for PSS communication
services.

2. Openness in activities of authoritigeday the authorities are forced to work openly
and if necessary to prove - based on the logs Hetfitmacy of their activities. This
requires better logger systems and possibilitiesetdew the performance of the

authorities.
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3. Availability of additional spectrumThe availability of spectrum for PSS mobile

networks is unclear (Donohue, 2010). The needv#ools and urgent.

TABLE IV
FORCES EFFECTING TO THE DEVELOPMENT ARSSDATA NETWORK

Political forces

1. Increase of terrorism and crime

2. Openness in activities of authorities

3. Availability of additional spectrum

Economic forces

4. Budget financing of PSS networks

5. Development of mobile command and control

6. Instability of ownership of the commercial netks
7. Return on Investment (Rol) requirement

8. Operational costs

Social forces

9. Internet generation is driving the use of Inérn
10. Additional vulnerability of society

11. New emergency agencies

Technical forces

12. The technology gap between PSS and 3G networ
13. The development of new PSS mobile technology
14. The development of TEDS solutions

15. Intelligent terminals, with storage capacity

16. Development of the compression technique

17. Diversity of networks and terminals

18. Tighter security requirements

19. Network traffic load control

20. Good communication tools of the criminals

21. Dynamic spectrum access and cognitive radios
22. Access to local memory storages

23. Role of memory storage sensors (rfid)
Industry/Operator forces

24. The PSS business case of commercial operators
25. Path dependence of existing PSS networks

26. Poor reliability of commercial networks

27. Situation awareness sets new requirements
28. Fast expansion of 3G networks
End-user/functionality forces

29. Expectations based on 3G services/functioaaliti
30. Increase of crucial data communication

31. Operational pressure for new applications

32. Indoor coverage requirements
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First column = Name of the force affecting to tlewelopment of PSS data network
Second column = Importance of the force
Third column = Predictability of the force
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Economic forces

4. Budget financing of PSS networkaost countries have challenges to keep the
government budget in balance.

5. Development of mobile command and conttioé improvement of the operational
efficiency will move the management of the groupsrenand more to the field. The
field management has to have the same access tttiagion awareness information
what the personnel in the command and control eertas — the effective
communication link is needed. This functionality yriae “a killer application”, which
drives the roll-out of WB or BB data networks fa8® use (Hong Kong Police, 2010),
(Suomen Erillisverkot, 2010b).

6. Instability of ownership of the commercial neatkgo commercial cellular networks
could be utilized as mobile networks for the PS§aaizations, however the ownership
of the network is a security issue — the ownership change quickly and stay unclear —
and this way is a risk (Liikenne- ja viestintamiei$o, 2009b).

7. Return on Investment (Rol) requiremegdvernments are setting clear targets that
also the investments, targeting the wellbeing efggbpulation, have to have good costs
per benefits ratio.

8. Operational coststhe expected operating costs of the PSS mobileankthave a

major impact when deciding the future solutionshaf PSS mobile system.

Social forces

9. Internet generation is driving the use of In&rnthe young people drive the
development of the communication — which is basethe Internet.

10. Additional vulnerability of societghe population is more vulnerable than earlier —
this has increased expectations from the authsritie

11. New emergency agencig¢se telecommunication, the power and water sughpby,
public transport, etc. have become critical to styciThis means, that the number of

organizations, which can be seen as emergency i@agemcreases.

Technology forces

12. The technology gap between PSS and 3G netwtksperformance of 3G
technology is superior in many areas compared ¢octipability of the PSS mobile
technology. Also the economies of scale are giaitgg advantage to 3G.
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13. The development of new PSS mobile technold@ytAX has lost the advantages
which it had when it was first launcheWi¢stintavirastp 2009). LTE has a strong
position in the United States to be a future BBadtchnology for PSS agencies
(Wyllie, 2010). If LTE technology is quickly takento use for data communication in
US PSS networks, it may have a strong impact onfuh&e technology choices in
Europe. The development of a new technology isngtyolinked to the spectrum
allocation decisions.

14. The development of TEDS solutiotie updating of the existing TETRA network
with the TEDS technology is a way to supply theetidnd service (50...200kbit/s) for
the emergency agencies, but the availability ofcspen and the willingness of the
governments to finance the updates are unclearlovheolumes of terminals — if the
TEDS network covers only rural areas — means tindy the vehicle terminals are
developed.

15. Intelligent terminals with storage capacitye intelligence and storage capacity of
the cellular terminals increases all the time — pedple are used to it. This may cause
expectations to the users of professional terminblst it will also give new
opportunities to process the information and rupliagtions in the terminals.

16. Development of the compression technigbe: development of the compression
technique will lower the data speed requirements.

17. Diversity of networks and terminalde future will not be composed of a single
wireless network or technology (Lehr, 2009a), ¢hgre are many types of networks
offering a variety of geographical ranges and rasfgepabilities (Ittner, 2006).

18. Tighter security requirementshe communication security is lost, if there are
eavesdropping, radio signal disturbing or an atteimpnodify the content of the signal
— the existing PSS communication systems have goodyption algorithms, but new
threats may appear.

19. Network traffic load controkhe traffic load of the emergency network can bgen
during emergency cases. Better tools are needetbhitor and control the traffic and
users’ access during the overload of the network.

20. Good communication tools of the criminalse smart phones with the always-on
Internet connections have superior communicatigralgity compared to the terminals

what the emergency agencies have today.
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21. Dynamic spectrum access and cognitive radlusrequirements to utilize spectrum
more effectively can be fulfilled by using the dyma spectrum and cognitive radio
technologies. It will be challenging to implemehetmechanism which controls the
access priorities.

22. Access to local memory storagtee databases of the authorities have quite stable
content — it can be downloaded in the central mtatind if necessary download
modifications using the narrowband connection. €hgpes of applications do not need
BB data links.

23. Role of memory storage sensors (RFID§& local databases, which consist of any
information of the local environment, can removenajor part of the communication
needs in the mobile networks (Teliasonera, 2009) iastead the main part of the

communication could be based on the local WLANs{arilar) communication links.

Industry/Operator forces

24. The PSS business case of commercial opergi®tg\, 2009) the public safety and
security communication business case for the comialeoperators is challenging,
because the PSS communication service will redamger battery back-up times than
what is specified for the cellular networks. Theaiking times also should be shorter
and overall the availability requirements are taergim the PSS case. The listed issues
could mean remarkable additional costs to the camialeoperator. The operator might
try to sort out the issues by agreeing the highedgmpayments, which in any case
would be lower than all needed additional opera#ind investment costs.

25. Path dependence of existing PSS netw(@rebowitz & Margolis, 2001): The
existing PSS communication networks with their spgo reservations have a strong
path dependence influence on any plan of replatie.

26. Poor reliability of commercial networksthe tough competition in the
communication business has lowered the qualityhef dommercial telecom operator
services $uomen Erillisverkot Qy2010a).Liikenne- ja viestintaministeri@009b) has
emphasized the necessity of the sufficient bat@gk-ups in the base station sites. In
case of emergency situations the commercial neswatk become blocked. The usage
of priorities in this case has several drawbac&st{sn 2.5).

27. Situation awareness sets new requiremehesutilization of video surveillance data

improves the situation awareness in emergency cades usage of video means
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additional capacity needs in the mobile networkise Thobile command and control

functionality requires also situation awarenessrimiation.

End-user/functionality forces

28. Fast expansion of 3G networK$1e coverage and the capacity of the 3G networks
grow very fast together with the usage of the 3@ises.

29. Expectations based on 3G services/functioralitihe young generation of the
emergency personnel is used to 3G services (IatErdervices) and to the sophisticated
type of user interface — they will expect as gaotheir work.

30. Increase of crucial data communicaticime speech (group communication) has
been far more the most important service in PSSilmoletworks, but today also data
transfer is crucial (location services, data qusenmeessaging, etc.).

31. Operational pressure for new applications (@d#reaming, “office applications”,
patient information):video streaming is seen as an important elememhpoove the
situation awareness information during criticalldieoperations; email and web-
browsing need at least the WB service.

32. Indoor coverage requirementthe emergency agencies expect as good indoor
coverage - when using their emergency mobile teatsin as they experience with the
GSM networks. This is something that has an impgacthe selection of future

technologies.

4.6 Trends and uncertainties
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Fig. 7. Defining trends and uncertainties
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The definition of trends and uncertainties is basedhe scoring, what is defined for the

forces. The force is named as a trend if its imgraoe is 5 and its predictability at least

3 or if its importance is 4 and its predictabildéiyleast 4. The forces, whose importance
iIs 5 and the predictability less than 3 are nansedreertainties (Schoemaker, 2000).
The principle is presented in Fig. 7. The main utaceties are listed in Table V — in

order of priority, the most important being listiet.

TABLE V
THE MAIN UNCERTAINTIES

3. Availability of additional spectrum
4. Budget financing of PSS networks
13. The development of new PSS mobile technolog
18. Tighter security requirements
31. Operational pressure for new applications
21. Dynamic spectrum access and cognitive radio
1. Increase of terrorism and crime
5. Development of mobile command and control

27. Situation awareness sets new requirements
First column = Name of the force affecting to tlevelopment
of PSS data network
Second column = Importance of the force
Third column = Predictability of the force
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The main trends are — in order, the most impoffiestt- listed in Table VI.

TABLE VI
THE MAIN TRENDS

12. The technology gap between PSS and 3G network
26. Poor reliability of commercial networks
28. Expectations based on 3G services/functioealiti
30. Increase of crucial data communication
14. The development of TEDS solutions
8. Operational costs
11. New emergency agencies
16. Development of the compression technique
17. Diversity of networks and terminals
20. Good communication tools of the criminals
24. The PSS business case of commercial operators
25. Path dependence of existing PSS networks

28. Fast expansion of 3G networks
First column = Name of the force affecting to tlewelopment
of PSS data network
Second column = Importance of the force
Third column = Predictability of the force
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4.7 Correlation between Uncertainties

The correlations between the main uncertaintieg leen defined and presented in Fig.
8, i.e. the left most column names the uncertamitgse correlation has been defined to
other uncertainties (named on vertical lines). gghe results of the correlation matrix
(Fig. 8), the causal loop diagram (Sterman, 208QJrawn (Fig. 9), to understand better

the causal influences between the main uncertaintie

3 4 13 18 31 21 1 5 27

3. Availability of additional spectrum +++ +++

4. Budget financing of PSS networks +++

13. The development of new PSS mobile technology ++H+

18. Tighter security requirements A +++ +++ +++
31. Operational pressure for new applications +H HE

21. Dynamic spectrum access and cognitive radios +++ +++

1. Increase of crime and terrorism e I R R = +++
5. Development of mobile command and control ++H+ +++ +++
27. Situation awareness sets new requirements +++ +++

Fig. 8. Correlation between uncertainties (+++rorgj correlation)

Pressure to impraove PSS performance

Fig. 9. Causal diagram analysis of the key unaeirts
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The following conclusions can be made based oncthreelation matrix and on the

causal diagram:

1.

The uncertainties (Fig. 9) “Pressure to improve P&Sformance” (i.e.
“5.Mobile command and control’, “18.Tighter secwyfjt “27.Situation
awareness” and “31.New applications needed”) amngly affecting the other
uncertainties.

The uncertainties (Fig. 9), “3.Additional spectruras well as “21.Dynamic
spectrum” can be seen to belong to the same clasmaertainties — both
influence the usage of the spectrum — and will hazucial influence on the
future evolution of the PSS mobile solutions. “2nBmic spectrum” is a strong
force if there will be a lack of additional spectruHowever, if new spectrum
can be achieved those techniques are not crucelaise the development of
the both uncertainties - “3.Additional spectrumtdafi21.Dynamic spectrum” —
is tightly connected with the possible new spectrmiiocation, therefore, the
both uncertainties are called using a common tekaiditional spectrum” (ref.
Fig. 9).

“13.New PSS mobile technology” force is a forcejakhis strongly affected by
other forces.

“4.Budget financing” is also a force, which is stgby affected by other forces.

5. "l.Increase of crime and terrorism” is a strongc&raffecting almost all other

forces, but it could be seen to affect mainly tigtotPressure to improve PSS

performance” forces.

Based on the above analysis the forces “Additigpaktrum” and “Pressure to improve

PSS performance” are selected as key uncertaimties defining future scenarios.
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Chapter 5

Constructing Four Scenarios

Two main uncertainties have been selected for deirgd four scenarios (Schoemaker
et. al., 2000). The selection of the two main utaeties is done by choosing two of
those uncertainties, which according to the intaxmg are anyway the most important
and uncertain ones, and based on the correlatiatisxnand causal diagrams are as
much as possible mutually independent and inflaéntiThe selection of the

uncertainties is based on the results in sectionahd represented in Fig. 10.

Pressure to improve PSS performance
Medium High

Additicnal spectrum
Some A lot

No

Fig. 10. Two maimcertainties form 2 x 2
scenamoatrix.

In Fig. 10 the vertical axis “Additional spectrun representing spectrum related
uncertainties and the horizontal axis “Pressureiniprove PSS performance” is

representing the pressure to take new applicaiidosise.
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Each of the four quarters represents a specificaste

The defined scenarios are “Performance through gateessing”, “Commercial
operators active to provide communication medi&SS operators expand their scope”

and “Communication media enables advanced PSScestviFigure 11 represents the

scenarios.
Pressureto improve PSS performance
Medium High
o Communication
< PSS operators media enables
expandtheir advanced PSS
£ =lefefpi services
f;
o 1]\
=
= 0
©
%)
.5 I Il
=
2 Commercial operators
Performance active to provide
o through communication
=  dataprocessing media
Fig. 11. Four scenarios in quarters I, 11, 11l did

Each of four scenarios is described in the follgyifhe scenario description includes
all forces (trends or uncertainties) which are sdas the most important, i.e. the top 13

trends and 9 uncertainties.
5.1 Performance through Data Processing

Scenario lis very much the existing solution, there is ndiidnal spectrum available
and there is medium pressure to take new applitatioto use to improve the
performance. The medium performance improvementsbeamade (1): by utilizing
commercial networks for the non-critical communi@af (2) by taking into use the
TEDS technology, if the existing frequency banaal that and (3); by improving the

usage of the communication channels. The latterbeadone with better compression
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technology, by packaging data more efficiently &gdmproving the communication of

the applications so that the transmitted data vekiare optimized.

Description of trends and uncertainties in the sceario “Performance through data
processing”

Availability of additional spectrumno additional spectrum for PSS communication
usage allocated.

Budget financinggovernment’s financing is minor, because only medpressure for
new PSS supporting applications.

The development of new PSS mobile technol®¥R industry is offering 50 kHz
TEDS solutions for updating existing networks.

Tighter security requirementsauthorities do not see any growth in terrorismiror
crimes — so new threats are not indentified.

Operational pressure for new applicatiomsedium pressure, few new applications are
interested, mobile video has no use.

Dynamic spectrum access and cognitive radios:new spectrum is allocated, but no
urgent needs are seen. The development of dynagpeictram and cognitive radio
technology is not boosting.

Increase of terrorism and crimeuthorities do not see any growth in terrorisninor
crimes.

Development of mobile command and contrabbile command and control will be
based on the narrow band communication; the funality of the mobile command and
control stays low.

Situation awareness sets new requiremenigeo is not seen as a crucial element to
improve the situation awareness.

Technology gap between 3G and PSS netwdheye is a real gap. The increased
utilization of commercial cellular networks is useddecrease the gap. When the LTE
networks are taken into use the gap becomes ensrmou

Poor reliability of commercial networkswuthorities try to limit the risks by making the
service agreement with all cellular operators.

Expectations based on 3G services/functionaligegectations of users will lead to the
behaviour where critical data is moving partly torenercial cellular networks because
it offers better usability.
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Increase of crucial data communicatiodata will be split to critical and non-critical,
the amount of crucial data cannot be increased.

Development of TEDS solutior8d kHz channel TEDS is widely utilized. The ladk o
portable TEDS terminals limits its use to the vehanvironment.

Operational coststhis scenario does not increase the operation& cesiarkably.

New emergency agencigseew agencies will use commercial cellular netwddtstheir
communication — in this scenario there is no addith the PSS network capacity.
Development of the compression technighe: better compression technology and the
store and forward capabilities of the surveillanceameras with local WLAN
connections improve the TEDS (50 kHz channel) bastdork performance.

Diversity of networks and terminalsogether with the TEDS network the commercial
3G services are taken into use for non-critical camication like for reporting, office
routines, etc.

Good communication tools of the criminatsie benefit the authorities have had for
decades in telecommunications has been lost. Thsimgireliable, secured high speed
data mobile communication will have impacts onglgormance of the authorities.
Business case of commercial operatditse usage of commercial networks only for
non-critical communication is according to the Inesis capabilities of the operators.
Path dependence of TETRA technoldinge made decision to utilize TEDS technology
is well suited to the path dependence.

Fast expansion of 3G networkiste coverage of the 3G network is improving qujickl
and the good access and good performance of 3Goretwnay lead to the situation
where a part of critical communication will be mdvi® the 3G network. However, in

the case of emergency the availability of the nekw® not guaranteed.

Concluding of the scenario “Performance through dad processing”

Phenomena promoting this scenario: The economimdilirmay be the strongest
phenomenon promoting this scenario, i.e. it isiclit to get budget financing for any
major PSS mobile network improvements. And at taestime there is no confidence
on the availability of commercial networks, or tt@mmercial operators do not really

want to carry the risk of the availability.
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Phenomena preventing this scenario: Additional @hm& crime and terrorism. The
quick and fast roll-out of LTE technology in comrmiet networks will create a lot of

expectations of the functionality of the mobilewetks.

5.2 Commercial Operators Active to Provide Communiation
Media

Scenario llis the case, where there is strong pressure ®rak applications into the
use; the financing can be arranged, but the additispectrum is missing. In this case
the only solution is to utilize the existing frequuges in an optimal way. This is done:
(1) by building as much TEDS capacity as possilteiwthe existing frequencies and;
(2) by using commercial BB networks for non-crititegh speed data transportation

without sacrificing the availability and security.

Description of trends and uncertainties in the sceario “Commercial operators
active to provide communication media”

Availability of additional spectrumno additional spectrum for PSS communication
usage allocated.

Budget financing:the governments finance the network performancprorement
investments.

The development of PSS technologyreased application needs and the lack of
frequencies will boost the PSS industry to focushensaving of the spectrum.

Tighter security requirementghe increased use of the commercial networks means
more detailed work instructions to emergency agenci

Operational pressure for new applicationgideo streams are seen as important tools
for improving the situation awareness capability.

Dynamic spectrum access and cognitive raditse lack of frequencies for PSS
communication will boost the research of theseneldyies.

Increase of terrorism and criméhis scenario expects that there is no increase.
Development of mobile command and contsolution is implemented based on TEDS

communication media.
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Situation awareness sets new requiremethis:BB service in commercial 3G networks
offers an efficient media for situation awarenessad However, this communication
channel may not be available all the time.

Technology gap between 3G and PMREEDS with the 50kHz channel bandwidth and
the utilization of a commercial 3G network helpréonove the gap. However, when the
LTE networks are taken into use, it may cause titecal communication to partly
move into commercial networks.

Poor reliability of commercial networkshis is an issue and that's why the critical data
is transmitted via the TEDS network. The acceptgoieer failure recovery solutions
and short repair-times are expensive to supplyommercial 3G networks, where the
number of base stations is large.

Expectations based on 3G services/functionalitiae: users’ expectations will lead to
the behaviour where critical data is moving pattlycommercial cellular networks
because it offers better usability.

Increase of crucial data communicatiothe amount of crucial data has increased.
TEDS has become as essential part of communicatiedia as TETRA has been.
Development of TEDS solution§:.EDS is developed using the 50 kHz channel
bandwidths.

Operational costsOperational costs are at the same level conceminthe TETRA
and TEDS networks. The cost structure of the corom@eoperators may start to
increase, because of the new requirements of taaahility.

New emergency agencidbie new emergency agencies are not taken to sterners

of the PSS network, due to the lack of communicatiapacity. The new agencies may
accept more and more commercial networks if theycaite widely used by the PSS
organizations.

Development of the compression technighe: better compression technology as well
as the store and forward capabilities of the sllareie cameras with local WLAN
connections improve significantly the TEDS basetivoek performance.

Diversity of networks and terminalsogether with the TEDS network the commercial
3G services are taking into use for non-criticahoaunication like for reporting, office
routines, etc. WLAN connections are used locallydmwnload database type of

information. Applications utilize any network thatavailable.
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Good communication tools of the criminatee benefit that the authorities have had
decades in telecommunications has been lost. Thsimgireliable, secured high speed
data mobile communication will have impacts ongkegormance of the authorities.

The scenario where PSS communication is implememsety widely commercial 3G
networks offers similar communication tools forneimals and officials. The protection
of the commercial networks of the disturbances bellan issue.

Business case of commercial operataitse usage of commercial networks only for
non-critical communication is in balance with thesimess capabilities of the operators.
Path dependence of TETRA technoldbg made decision to develop TEDS solution is
well suited to the path dependence.

Fast expansion of 3G networkite expansion of 3G and LTE networks improve their
possibilities to be utilized by the emergency agesicHowever, in the case of an
emergency the availability of the networks is noaganteed.

Concluding of the scenario “Commercial operators ative to provide
communication media”

Phenomena promoting this scenario: the United Staés started to build PSS LTE
network based on the public-private partnershipceph or the fast expansion of the
commercial 3G/LTE networks with the availabilitypnovements.

Phenomena preventing this scenario: The poor dibtijeof commercial networks. The
cellular subscribers are suspicious of the netvgoa¥ailability in emergency situations

and change the operator.

5.3 PSS Operators Expand their Scope

Scenario lllis a case, where the PSS operator expands tlogie $o the fixed wireless
BB service offering in rural areas by utilizing thew allocated frequencies. The fixed
wireless service in rural areas causes no riskeéonetwork availability. There is only
minor operational pressure to take new applicatiotzssuse. The TEDS network is built
in the area which stays between suburban and atgak. As a conclusion the dedicated
BB network is built into the urban and suburbaraaras well as into the low populated

rural areas. The frequencies will be utilized readxdy well, the fixed wireless business
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supports the investment costs in rural areas amddbmmercial’ customers are in the

business segment, which is not interested by theneercial operators.

Description of trends and uncertainties in the sceario “PSS operators expand
their scope”

Availability of additional spectrumadditional spectrum for PSS usage is allocated for
PSS BB services in the area of 380...470 MHz.

Budget financingthe governments finance the new network investméntrural areas,
part of the investment can be seen as a supportwaeband to every home”
objectives.

The development of PSS technolothe BB solution utilizing the new spectrum is
based on commercial cellular technology — and seqgplof that technology are the
vendors of the commercial mobile networks. The wwa of TEDS stay low — this
scenario is a challenge to the PSS communicatutunsiny.

Tighter security requirementso specific new requirements

Operational pressure for new applicatiorthe pressure is low, some new applications
are seen as important.

Dynamic spectrum access and cognitive radibe need for new spectrum has been
fulfilled — the dynamic spectrum access is a neshrtelogy, not mature enough for PSS
applications.

Increase of terrorism and criméhe reason for the allocation of new spectrumhes t
threat of terrorism and crime.

Development of mobile command and conttbé new spectrum allows the BB based
implementation of the high quality mobile commamd @ontrol application.

Situation awareness sets new requiremethts:BB service utilizing the new spectrum
offers an efficient media for situation awarenestad

Technology gap between 3G and PNN®t a relevant issue after new spectrum.

Poor reliability of commercial networkshis is not an issue.

Expectations based on 3G services/functionalitiesse expectations can be fulfilled.
Increase of crucial data communicatiaitre amount of crucial data has increased — the

needs can be fulfilled.
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Development of TEDS solution§EEDS is developed, using the 50 kHz channel
bandwidths. However, because the BB network ig lisb in rural area, the area where
WB/TEDS is utilized stays small.

Operational costsOperational costs are remarkable higher thaBdenarios | and Il
The BB network in rural areas may be challengirgnfithe business point of view, the
number of users remains low as well as the datanves$ per subscriber.

New emergency agenciesew emergency agencies are allowed to use theda&S
communication network because there is enough tgpabey also improve the
business case.

Development of the compression techniqtlee scenario is not pushing better
compression technology.

Diversity of networks and terminalall networks, TETRA, TEDS and the BB network
are used. Also WLAN connections are used locallydtavnload database type of
information. Applications have to be able to utliany network that is available.

Good communication tools of the criminalkhe reliable, secured high speed data PSS
mobile communication — which is available withirethew frequency band - will give
authorities at least as good communication tool€hvthe criminals have.

Business case of commercial operatoreot relevant. The operation of the PSS
operators in rural areas may be a competition $swe.

Path dependence of TETRA technolodgile made decision to base the data
communication on TEDS and BB fits with the pathel®gence.

Fast expansion of 3G networka:this scenario not a relevant issue.

Concluding of the scenario “PSS operators expand #ir scope”

Phenomena promoting this scenario: The allocated frequencies are in the area of
350...470 MHz. The scenario is an intermediate stepth® roadmap towards the
quarter IV. The commercial networks are unableuthl the availability requirements.
Phenomena preventing this scenario: The implementaif the fixed wireless BB
mobile network in rural areas may be a challengmfa business perspective — and the
commercial operators may be against the spectriooagion. The allocation of new

spectrum, but with no high pressure of new appbeoat in an unlikely combination.
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5.4 Communication Media Enables Advanced PSS Seres

In Scenario IVa strong pressure to take new applications in® emsts and the

additional spectrum has been allocated. Becauskeobptimization of the investment
the high availability WB network is built coverirthe whole country excluding the
urban and the suburban areas. The dedicated BBorietwhich can be based on the

LTE technology covers the urban and the suburbaasar

Description of trends and uncertainties in the sceario “Communication media
enables advanced PSS services”

Availability of spectruma part of the digital dividend spectrum is all@chfor PSS
usage, 2x3 MHz for TETRA and 2x3 MHz for WB dat&®eth in the 380...470 MHz
area. Additionally 2 x 10 MHz in the 700 MHz aresstbeen allocated for BB (Wahlen,
2010).

Budget financing:the governments have increased the financing efRBS sector
because of the tough operational requirementstanthteat of crime and terrorism. The
additional financing covers the investment costshef new BB network in urban and
suburban areas.

The development of new PSS mobile technoltigy:new spectrum allocations will
increase the investments in PSS communication @navili boost the overall
development of PSS technology. However, the BB dagtwork is based on
commercial mobile technology and is not suppliedP36 communication vendor. The
PSS BB solutions in the United States, i.e. the InEBvorks, have a major impact on
the technology choices in Europe.

Tighter security requirementshe own, dedicated network covers these requirésnen
Operational pressure for new applicatiomapbile command and control is the “killer”
application of the new BB mobile network. Videcesims are also seen important tools
for improving the situation awareness capability.

Dynamic spectrum access and cognitive radioscause the needs of spectrum are
fulfilled, the utilization of these technologiesnst crucial any more.

Increase of terrorism and crimahe threat of terrorism and crime is noticed. The

allocation of spectrum and the development of npplieations will deny the threat.
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Development of mobile command and conttioé built WB/BB data network supports
this application.

Situation awareness sets new requiremethis:secured BB network is a good platform
to develop the situation awareness concept.

Technology gap between 3G and TETRé@t a relevant issue anymore.

Poor reliability of commercial networksnot relevant because almost all data is
transferred in the own network,

Expectations based on 3G services/functionalitieg:an issue in this scenario.
Increase of crucial data communicatioaven though the crucial data communication
increases, there is enough capacity to cover needs.

Development of TEDS solution$EDS is developed, typically using the 100 kHz
channel bandwidths — TEDS is mainly utilized inalusreas where the coverage of BB
IS missing.

Operational coststhe operational costs are higher than earlier thitincreased need
for security makes costs acceptable.

New emergency agencigacreased vulnerability of society will increase humber of
emergency agencies; new emergency agencies,dikerputilities, public transport and
security companies use the PSS network.

Development of the compression technighe: available capacity fulfils all needs — no
urgent need.

Diversity of networks and terminalthe PSS mobile communication network will be
based on many technologies and networks, dediCBEORA, TEDS, WLAN and
3G/LTE/700MHz as well as commercial 2G/3G network.

Good communication tools of the criminalste criminals and authorities are using
similar technologies — however, the PSS networ&refbetter availability.

Business case of commercial operataitse usage of commercial networks only for
non-critical communications is in balance with thesiness capabilities of the
operators.

Path dependence of TETRA technoloBiTRA technology will be used for voice and
low speed data (e.g. GPRS position signalling)spartation. TEDS will use the same

base stations and sites — so the benefits of TEfERAnology will be utilized.
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Fast expansion of 3G networkshe dedicated BB mobile network, even in the lighite
area of the country, removes the main needs taeaittommercial networks. However,

the applications are easier to develop to workoith metworks.

Concluding of the scenario “Communication media enbles advanced PSS

services”
Phenomena promoting this scenario: Threat of istngaterrorism and crime — so

additional spectrum will be allocated. The 700 MhEZE system development in the

United States.
Phenomena preventing this scenario: The commenpi@tators manage to ensure the

PSS level availability in their cellular networku@get financing problems.

5.5 Conclusion of Scenarios

Pressure to improve PSS performance

Medium High
- + <470MHz spectrum allocation + threat of crime and terrorism
E° + non-availability of commercial + 700M PSS LTE success in US
networks
- poor business case of fixed - good availability of commercial
§ wireless in rural areas networks
*E - competition law issues with - budget financing problems
2 operators n v
n ¢
= 5 | 1l
_5 @ + economic turmoil + success of the public-private
2 + non-availability of commercial partnership concept in US
3 networks + good availability of commercial
networks
- threat of crime and terrorism - non-availability of commercial
= - fast roll-out of LTE in commercial networks
networks - subscribers’ non-equal service

Fig. 12. The issues to promote (+) and to pre{@rat scenario happening

Fig. 12 represents the conditions when the defsoetharios most probably will happen.
Except the main forces (Additional spectrum, Pressa improve PSS performance),
the two promoting and the two preventing forcessirewn within each scenario. The
availability of the commercial networks as wellthe development and the roll-out of

the 700MHz LTE network in the United States hagmificant impact on the scenarios.
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Chapter 6

Strategic Implications

After the scenarios have been developed, the anglyf the scenarios is done using
Porter's (1985) approach, where five alternativatsgies are developed for the firm
involved with the business. According to the Po(i€85), the five possible strategies
are: firstly a strategy, where you bet on the npogbable scenario, secondly you bet on
the best scenario, or thirdly you choose a strategyich is satisfactory under all

scenarios (this alternative is called as “Hedg&he fourth alternative is a strategy
which preserves flexibility until the final scenaris known, known as “Preserve

flexibility”. The fifth one is a strategy, where yointend to influence as much as

possible the scenario you feel to be favourableto— this is called “Influence”.

In this study the most appropriate stakeholderwioom the strategy is first defined, is
the PSS network operator (it could also be an aighevhich in this case is seen as an

owner of the PSS operator).

As we can see in Table Ill, the time when the digRSS networks are taken into
operational use varies country by country from 2001l 2010. This means that also
the timetables to invest in new PSS mobile netwecknologies will vary significantly
in various countries. The timing shown in the fistategy variants is valid to the
countries which have opened the digital PSS maaiteices within the first years of the
2000s.
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After the strategy alternatives are reviewed whih main stakeholder, the PSS network
operator, the compact reviews follow, how the dadifive strategies would work with
the other four stakeholders:

- Commercial mobile network operator

- PSS mobile technology supplier

- Commercial mobile technology supplier

- Application supplier.

6.1 PSS Network Operator

6.1.1 Bet on the Most Probable Scenario

The Most probable scenarigs a scenario (Fig. 13), which seems to be ancoalsvi

choice based on the common knowledge of the busieegironment (Porter, 1985).
When referring to the alternatives given by thensc® planning, and taking into
account also the time span, the conclusion isahewing: there is pressure to take new

applications into use, e.g. the mobile commandcamdrol. The new applications

Pres| Most probable:
Medium - TETRA for voice and low speed data
- WB (50/100 kHz TEDS) by 2015 in urban areas
s | ll- PSS - preparation for BB solution (<1GHz LTE) roll-out in
< | operators 2015...2018 in urban areas
expand their |- commercial BB services widely used for non-critical
scope communication
§ - data communication optimized within applications
= (e.g. data packaging)
g - multichannel routers
: Y
® £
£ 0o
e v
£
3 II: Comm  ercial operators
I: Performance active to provide
through communication
o data processing media
=

Fig. 13. Bet on the Most probable scenario stgateg

require more data link capacity - and most probablieast some spectrum will finally

be allocated for PSS communication usage. Howdverallocation of new spectrum is
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a slow process, and besides the allocation, the tsnneeded for standardization,
product specification, product development and petwmplementation. Because of
that, in the first step the additional capacityuiegments have to be fulfilled with the
existing frequency bands, utilizing spectrum moficiently and using commercial
networks where possible. In practise this meantebesage of the narrowband data
transmission, by building 50kHz channel TEDS neisawhere free frequencies exists
— first in urban and suburban areas — and to teamsfn-critical communication into the
commercial networks. The multichannel routers ia Wehicles make possible running
same applications over different networks. The wimk starting the roll-out of the
dedicated BB network (LTE < 1GHz) in 2015 is a pdrthis strategy.

6.1.2 Bet on the Best Scenario

The Best scenarios a scenario which is the most favourable to B&S operator
stakeholder in longer term taking into account régsources, competences and the
starting point (Porter, 1985). Theest scenarido the PSS operator is (Fig. 14): the
additional spectrum is allocated for the operatee fof charge and the operational
pressure for new applications stays in balance thighcapability of the investments for

Pressure to improve PSS performance
Low High

I PSS . IV: Cammunication
obatatars i nables

Best scenario: Ld PSS
- TETRA for voice and low speed data
- European wide harmonization of 450 MHz usage for PSS
- BB solution (450M LTE) covering
urban+suburban areas in 2017
- WB (50/100 kHz TEDS) first urban, then covering non-BB areas
- commercial BB services used for non-critical
communication in WB areas
- optimizing data communication within
applications (e.g. data packaging)

A ot

- multichannel routers Brcizzll operators
- PSS operator offers fixed wireless BB servicesin rural rO\;'Ide
areas in 450 MHz band Fation

Fig. 14. Bet on Best scenario strategy

the new network. The additional data capacity Wl built first in key urban areas

based on the WB/TEDS technology and on the utibpabf the existing base station
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infra. With the enhanced data compression techiyadogl with the additional spectrum
allocation for the WB network the selected solutioan carry the present data
communication needs, while at the same time thecnibical data communication is
transferred to cellular networks. The BB networll wfart to be built in the 450 MHz
range in 2015, so that the network covers the mparhof the country in 2017. The PSS
operator will also offer fixed wireless BB servidesrural areas in the 450M frequency
band. After the BB network is rolled out, the WBtwerk role is to cover only those

rural areas where the fixed wireless coverage doesxist.

6.1.3 Hedge

Hedge means that you choose a strategy, which makesrgady for any scenario
alternatives and gives reasonable business resiili;n all scenarios (Porter, 1985).
Following this principle the defined strategy workgh any of the scenarios QlI, QlI,
QIIl or QIV. However, the Hedge strategy gives ofteresult which is not optimal to
any single scenario.

Pressure to improve PSS performance

Medium High
B | Il PSS Hedge:
<C | operators - TETRA for voice and low speed data
expand their - WEB (50/100 kHz TEDS) in urban areas
= scope 2013...2015
3 - commercial BB services used in non-critical
5 communication
8 - optimizing data communication
Yo - lobbying spectrum for BB
T = :
c o - multichannel routers
29 - BB trial
=
=]
q .
II: Commercial operators
I: Performance activeto provide
through communication
§ data processing media

Fig. 15. Hedge strategy

Hedgein this case means a strategy, which (Fig. 15):

- utilizes the present TETRA network infra as maslpossible
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- some 50kHz TEDS networks will be built in citi@sget experience of the
technology

- data communication capabilities are improvedhg/compression techniques and
by minimizing the volume of data transport irpkgations
all non-critical data communication is transéetto cellular networks

lobbying the allocation of the new frequency dsn

multichannel routers are taken into use to masaming possible in all data
networks
BB trials will be done.

6.1.4 Preserve Flexibility

Preserve flexibilityneans that the strategy is flexible until it candeen what the final
scenario will be (Porter, 1985). The Preserve fidity alternative strategy often gives
results which are not optimal to any scenario. Pheserve flexibility option in this case
means a strategy, which (Fig. 16):

- utilizes the present TETRA network infra as masltpossible

- transfers all non-critical data communicatiorcétiular networks

- lobbies the allocation of the new frequency lsand

Pressure to improve PSS performance

Medium High
S| lll: PSS IV: Communication
<C | operators media enables
expand their — - el
scope Preserve flexibility:
g - TETRA for voice and low speed data
.3 - TEDS trial
2 - BB spectrum lobbying
0 2 - commercial BB services utilized
E 05) - multichannel routers in use
=] - advising of data packing and the efficient
"é usage of the capacity
.o Trmrrereiar U'JCI aiuro
< I: Performance active to provide
through communication
data processing media
o
=

Fig. 16. Preserve flexibility strategy
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6.1.5 Influence

In the Influence alternative (Fig. 17), the company uses its resmirto push the
scenario which seems to be favourable to the coynfRorter, 1985). “The firm seeks
to raise the odds that a scenario will occur foiclht has a competitive advantage.
Doing so requires that a firm try to influence tteusal factors behind the scenario
variables” says Porter (1985) of the Influence tetg. The desired scenario is
(according to section 6.1.2) that the addition&icspum is allocated for the operator free
of charge, the operational pressure for new apbica stays in balance with the
capability of new network investments as well as data compression and the better
utilization of data capacity are developed so thatneeds of higher data speeds can be
delayed at least slightly and the utilization oé thxisting network investment can be
continued. The competitive advantages supportirggsitenario are the existence of the
present TETRA network, its narrowband data capaeity its base station sites.
According to the definition, these advantages ghdel utilized in the desired scenario.
This happens by influencing those uncertaintied, their causal factors, which are the

key forces for the hoped scenario to happen.

Pressure to improve PSS performance

Medium High

S pPss IV: Communication
< | operators media enables

expandtheir ! advanced PSS

scope / services

4
I |
/
- -
Influence:

-F ETRA for voice and low speed data
£ strong lobbying to get spectrum for BB
{-TEDS pilot for demonstration

I: Performance I, - BB pilot

Additional spectrum
Some

through 7 |- promoting benefits of applications
data proce=guy communication
2 media

Fig. 17. Influence strategy
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The Influencestrategy will be the following: with TETRA MoU th&pectrum lobbying
is focused first to get additional bands (3+3 Midz NB, 3+3 MHz for WB) in the
380...470 MHz area (Wahlen, 2010). At the same tiheedpplication developers are
encouraged to develop solutions which are optimiedter concerning the utilization of
the data link capacity. Compression technology temis are used and developed to
improve the performance of the data transmissidme Tobbying for NB and WB
frequencies will be followed by emphasizing theeation of the authorities on the
missing BB frequencies, 2 x 10MHz in the area ofGHz. A part of the lobbying for
the frequencies is also the building of trials tedg and inform publicly the results of

the tests.

6.2 Commercial Mobile Network Operators

Bet on Most probable scenario

The defined strategy for thBlost probable scenarionay — from the commercial
operators’ point of view — be quite attractive. Wtould create a lot of data
communication for their networks, but not causeeadto upgrade the network to fulfil
the high reliability and availability requirementtn any case if the commercial
operators would see the mission critical commurooabusiness attractive they still
have time to improve the reliability and the cograf the network until the year 2015

- before the authorities start to roll-out theirroBB networks.

Bet on Best scenario

The strategy for thBest scenarigbest for PSS operators) is a threat to the corialer
operators. The strategy is based on the assumgietnPSS operators have in the
380...470 MHz band enough frequencies for the BB dataice. In the rural areas
there would be even extra capacity to sell to suppfixed wireless service. The low
frequency band (<470 MHz) would mean reasonablerdetwork building costs, so in
this scenario the possibilities of the commerci@rators to sell mobile data services to
the PSS agencies will stay minor. All in all, tisisenario may lead to the competition

conflict between the PSS and the commercial operato
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Hedge

The Hedgestrategy has quite similar impacts to the comnaértiobile operators than
what theMost probablestrategy has. It allows the commercial operatorstart some
new PSS service businesses and give some timerianercial operators to adjust their
processes before the PSS operators make the dhecisgarding their own BB network.

Preserve flexibility and Influence

The Preserve flexibilityand thelnfluenceare from commercial operators’ point of view
close to theHedgestrategy, except only pilots are made using th®3 Eechnology.
This may give more room to promote the services tia commercial networks can

offer.
6.3 PSS Mobile Technology Suppliers

Bet on Most probable scenario

The Most probable scenaricstrategy gives PSS mobile technology suppliers an
immediate opportunity to start TEDS technology vigiies. Also the optimization of
PSS applications to better utilize the availabledvadth is a new business possibility.
The other parts of the strategy, i.e. the prepamaif the LTE technology utilization, the
utilization of multichannel routers and the utiliom of commercial mobile operator
networks are indications that the vendors of tharoercial mobile networks will take

an ever increasing part of the PSS communicatismbss.

Bet on Best scenario

The strategy for th@est scenarigdbest for PSS operators) is challenging to the PSS
vendors. If the PSS operators manage to obtairtrsipedn the 400 MHz band for their
BB data network, the WB network coverage may staiyegmodest. This means that
TEDS technology volumes will stay low and LTE teclugy takes the major role in
future PSS network implementations. The analysislcales that it is not to the benefit
of the PSS mobile technology suppliers if the speatfor PSS BB data is allocated in
the 400 MHz band, i.e. the bet 8est scenaricstrategy is a threat to the PSS mobile

technology suppliers.
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Hedge

According to theHedgestrategy the TEDS networks for urban areas ated-aut in
2013...2015. This gives the PSS mobile technologylsens the possibility to establish
the TEDS technology before any BB decisions hawnlmeade.

Preserve flexibility and Influence
Preserve flexibility and Influence are challenging strategies to the PSS mobile
technology vendors, because only TEDS pilots asetest and commercial mobile

technology gets more time to overcome its limitasio

6.4 Commercial Mobile Technology Suppliers

Bet on Most probable scenario

The defined strategy for th&lost probablescenario is seen attractive from the
commercial operators’ point of view. If so, it igractive also from the vendor’s point
of view — the vendors who supply technology for cwmencial mobile networks.
According to the strategy the operators preparadheut of BB networks which are

based on the commercial mobile technology, i.e. LTE

Bet on Best scenario

The Best scenaristrategy (best for PSS operators) is partly aathi@ the commercial
operators. But to the supplier of the BB technoladych is intended to be utilized, it is
not. The strategy would open the markets to the MBi2 band LTE technology. The
strategy is based on the assumption that PSS opeizive enough frequencies in the
380...470 MHz band for BB data service. In the ramaas there would be even extra
capacity to sell for fixed wireless service. The livequency band (<470 MHz) would
mean reasonable low network building costs, shiggcenario the PSS operator would

not necessary need the data services from the coiaineetworks.
Hedge

The Hedge strategy has quite similar impacts on the comraéntiobile technology

suppliers than what thidost probablestrategy has. It allows the commercial operators
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to start some new services businesses and soméoadtitime for commercial
operators to adjust their processes before thedpBftors make the decisions of their

own BB network.

Preserve flexibility and Influence
The Preserve flexibility and Influence strategies are from a commercial mobile
technology suppliers’ point of view close to tHedgestrategy, except only pilots are

made using the TEDS technology.

6.5 Application Suppliers

Bet on Most probable scenario

The defined strategy for thdost probable scenarics from the application suppliers’
point of view acceptable. The main challenge walthat the applications have to work
in all networks (TEDS, dedicated BB, commercial BB)

Bet on Best scenario

The Best scenaritrategy is probably offering the application diggp more business
opportunities than any other strategy alternatiMee data mobile communication is
mainly based on the usage of the dedicated BB moat@twork and offering a good

platform to develop applications.

Hedge
The Hedgestrategy has quite a similar impact on the apptinasuppliers as th®ost

probable scenarigtrategy has.

Preserve flexibility and Influence
The Preserve flexibilityand thelnfluenceare from an application suppliers’ point of
view a challenging strategy, because only piloessraade using the TEDS technology

and this will prevent the development and usageeof applications.
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6.6 Combined Strategy — Conclusion

PSS network operator

The Combinedstrategy (Porter, 1985) from a PSS network opegfmwint of view,
which is presented in Fig. 18, can be seen as elusian. TheCombinedstrategy is
formed by combining elements of the predefined fateategies. In this case the
Combinedstrategy is mainly based on thost probableandinfluencestrategies. The

strategy forms a roadmap type of plan to achiegeeofitimum result.

= - aas—erformance
Phase 2: High
- WB (50/100 kHz TEDS) >50% of area by 2017 —
(depends on BB frequency band) | munication
- BB solution (<1GHz LTE) covering I enables
urban+sub areas in 2020 adfanced F3SS
= = s¢rvices
S ]
Phase 1: /
- TETRA for voice and low speed data ,’
- WB (50/100 kHz TEDS) by 2015 in urban areas )
- commercial BB services widely used for non-critical V4
communication l,
- data communication optimized within applications |
(e.g. data packaging) ) )
- multichannel routers used ,’ I: (liommercgl operators
- lobbying to get BB spectrum (< 1 GHz) ’ active to provide
- BB pilot ,f communication
- media

Fig. 18. Combined based mainly on the Most probabté

Influence strategies
The present TETRA network infra is utilized as &arit is an economical solution for
voice. The WB network will be built for the missi@nitical data based on TEDS with
50 kHz channels and will utilize the existing bastation infra. Additionally the
commercial cellular networks are utilized for naitical data communication. The data
transmission efficiency will be improved with theonspression technology and
optimizing data packing in applications. The lobigyiis done to get a harmonized
spectrum for WB and BB networks.

Later the WB network (100 kHz channels) will be g@eted based on the NB network

base station infra and new allocated frequencieean<470 MHz frequency band. The

BB data network — using LTE technology - is builta urban and suburban areas; the
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frequency band is 10+10 MHz in the <1 GHz area. déwsity of the population guides

the local technology choices and the coverage plans

All in all the definition of theCombinedstrategy is done according to Porter (1985) by
trying to be a first-mover (BB pilot), by keepingtial the competitive position (utilize
the existing TETRA infra), to optimize the costsdaresources (TEDS utilizes the
existing infra), to keep the risks within an acedye level (roadmap approach) and by

understanding the threat of the alternatives aagtilommercial networks).

The Combined strategy and other stakeholders tharhe operator

The Combinedstrategy has quite similar impacts on stakehold#rsr than the operator
(i.,e. commercial mobile operators, PSS mobile tetdgy suppliers, commercial
mobile technology suppliers, application supplieas) the Most probable scenario

strategy has.
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Chapter 7

Discussion

7.1 Methods

The purpose of the research was to study what && rRobile communication solution
will be ten years from now. The chosen method ésdtenario planning (Schoemaker,
2000), supported with the strategy review (Porte985), which consolidates the
scenario results. The interviews in the beginnihthe research give essential input data
for the study. The definition of strategies addslerstanding of alternative cases and
improves the credibility of the found scenarioseTasults of the research show that the
chosen method works reasonable well when searchmgnswer to the questions
similar with this thesis (Heikkinen et. al., 2008&ikkinen, 2008b; Leva et. al., 2009).

7.2 Assumptions

The definition of the assumptions of the reseandblem (what will the PSS mobile
communication solution be in ten years from nowkhgllenging - we should know
what the real needs are, what service level weaageting, what spectrum is available,

what technology is available and how much we aadydo invest.

In this study the starting point of the researclhet the existing emergency mobile
networks are implemented using TETRA technologye Tfroblem solutions are
considered mainly from the network operator's pahview. If the view point would

have been any other stakeholder than the opermthrthe PSS mobile system supplier
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or the end-user, the results were different. Howetlee operator — in this case equal
with the society — is selected as a main stakeholtkrause the operator makes the
selection and investment decisions and in thatesya significant impact on the future

alternatives.
7.3 Key Findings of Scenarios and of Strategies

The narrowband PSS mobile solution exists andsitaly in the short and medium term;
the recently built TETRA networks fulfil voice arglow data communication needs
well. On the other hand, the specific voice funaality is quite complicated to

implement with any future system — so the focushef new PSS networks is on high

speed mobile data networks (McEwen, 2009).

Certain key findings concerning the mobile datamogks came out from the defined
scenarios and from the defined strategies. In éjtomore heterogeneous solutions than
those existing currently will be a new issue. Thampavailability and security of
commercial networks became clear during the stlithg possible new spectrum, as
well as budget financing have key roles in the ettoh of PSS mobile data networks.
The sequential timeline was partly surprising, ibolved the path dependence issue.

Key findings are listed in the sections 7.3.1 —=&..3
7.3.1 Needs of High Speed Data Communication

Some applications need higher data link capacigy tburrently available in TETRA
networks (Table I). The wideband connection (50...%0@/s) is enough for most
applications. Video, if widely used, will need thoadband mobile network for
transmission. During the interviews the mobile caanoh and control was seen as one
of those new services which will be crucial in fietiand will be based on high speed
mobile data communication (Hong Kong, 2010; EmecgeResponse, 2010; Police
Technical, 2009).
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When emergency network users utilize their privaglphones it creates expectations
how the PSS mobile communication should work. Thp between the usability of
TETRA and 3G services is remarkable and the diffegzewill be huge when LTE
networks are taken into use. This will cause pmestuincrease bit rates in the PSS data
communication network; otherwise there is a dartgat the critical communication

will be moved into the non-secured commercial nekso

7.3.2 Challenges in Utilization of Services of Comencial Mobile
Networks

It is important to notice that the title “Utilizatm of Services of Commercial Mobile
Networks” covers only the issue of whether the mekwis dedicated to the PSS
agencies or if the services of the commercial netvase used. It does not cover the
guestion of what technology — PSS specific or aroencial one - fits best.

The commercial networks have many advantages: ¢hwonks exist, the coverage is
excellent — even many networks cover the same ateasdoor coverage is good, the
data speeds offered by the network are very high,términal offering is good, the
functionality of the terminals is excellent and firece level of the terminals is low.

However, the commercial mobile networks have someldmental problems if the

networks are used for PSS mobile communication.

One of the problems is that the networks becomenjadhin a disaster situation because
a huge amount of subscribers try to reach theisedbones (Lavery& Horan, 2005;
Swané&Taylor, 2003). One way to resolve the jammprgblem has been to grant
authorities the higher priority or even prohibietballs made by ordinary people. If the
commercial operator would be known of the prioatjustments during the emergency
case, it may have problems to acquire commercstbaters. Another drawback of the
usage of priority is that it would lead to overloaglof the emergency response centres
simply because people would try to call to somewnany case. And if the mobile
phone service is completely blocked from the puylihen the public cannot give any
warnings or alarms (NPIA, 2009).
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Together with the jamming problem there is a camdurs discussion of the underuse of
the spectrum in the public safety and security nets — the full capacity is needed
only when an incident happens. Because of thigethee proposals that commercial
users would utilize the unused frequencies whike spectrum is not used by PSS
agencies. The issue is that in the case of an emeygthe traffic is increased
dramatically by both user groups, by the commermsalvell as public safety agencies.
This seems to be forgotten in the discussion. Thibligprivate partnership
arrangement to share the spectrum and to buil@8& LTE mobile network has been a
plan in the United States. If the business casebeamplemented and the mechanisms
are found to guarantee the needed capacity foemtergency agencies in the case of

disasters, the model may be copied to Europe.

The LTE technology is capable of sharing the cdpaufi the same network elements
between different operators — this might improveElsTeconomics in PSS solutions.
But if the used mobile trunk network is common withe commercial users, the
overloading of the mobile trunk network is possibtel especially if the normal Internet
traffic is allowed to be routed through the samériidks as the mobile network uses.

The other fundamental problems the commercial nétsvbave are their capability to
tolerate only short power supply breaks and to Hamg repair times. Both mean poor
availability. The availability problem is too exmave to fix in wide cellular networks

(NPIA, 2009).

When the commercial operator offers PSS mobileisesvwhich are based on the
utilization of the commercial mobile network thesmess case is challenging. The tight
security and availability requirements require &ddal investments yet the volume of
the PSS subscribers is only a few percent of th& subscriber amount. Also the
possible remedy fees may be difficult to defineasstn the authorities and the network
operator. The fine should be so high that it fonsesking the necessary investment —

however, it should be acceptable from the businase point of view.

The security of the commercial networks is alsoissue for the authorities. The
ownership changes of the mobile network operaterar unknown security risk. A
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possible cyber attack is a risk, which is diffictdteliminate beforehand in commercial
networks: these networks have enormous amountsiné® [to the surrounding

environment.

All in all, the utilization of the commercial mobilnetworks have some benefits, but if
the service is supplied for the PSS agencies, tttarg seems to be many fundamental

problems in the availability of those networks.

7.3.3 Spectrum Availability

The additional spectrum (TETRA Association, 2010y anore investment money are
both needed to get higher bit rates for PSS usdigeiemergency mobile networks. The
lobbying has already started to get frequencieshiferWB and BB data networks. The
availability or non-availability of the additionapectrum for PSS mobile networks has
a fundamental impact on the future alternativeshef new PSS mobile services and

especially on the mobile high speed data services.

To keep the number of the base stations low andhdagional investments within an
acceptable level, it is crucial that the WB freqeien are in the area of 380...470MHz
and the BB spectrum in the < 1GHz area. Howevergthancipation of the frequencies
will take years following the product developmeimé (Viestintavirasto 2009), the
time needed for the purchasing decisions as wathesime for implementations. This
will highlight the importance of the development TEDS with the 50 kHz channel
bandwidth and the need to improve the applicattonsinimize their data transmission

volumes.

7.3.4 Development of Mobile Technologies for PSS Agcies

TETRA

Some of the newest nationwide TETRA networks wdldompletely rolled-out in the

early 2010s. That means that those networks wilhbaperational use until the end of

2020s. On the other hand it can be seen that thei other technology which includes
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the needed voice functionalities. The main issuemiany cellular technologies to

replace TETRA is the long latency time, but it seeto be solved in the LTE

technology (NSN, 2010). It will be also importaatriotice, that when existing TETRA

technology is replaced, a separate spectrum forépéacement is needed — in one form
or other.

TEDS

In the best case TEDS can be rolled-out with matgtosts, i.e. only additional radio
capacity is needed and the existing TETRA infrattme can be used (Saijonmaa,
2009; Motorola, 2009a). In a few countries the mekellee spectrum exists for a 50 kHz
channel system (Suomen Erillisverkot, 2010), whiolakes quick implementation

possible. The role of the TEDS technology will benadium term mobile WB data

solution in urban areas — until the BB solutionsexi- and a long term solution in rural
areas. If the described roadmap is realized, tHelDSI volumes will stay low and also

only the vehicle models of TEDS terminals will bga#able from the terminal

suppliers.

Mobile WiIMAX

Mobile WIMAX has no technology advantages compaifed,instance, to the LTE
technology Liikenne- ja viestintdministerj@009a). Because WiMAX has not reached
any remarkable position in the markets, it will henefit from the scale of economies
in the way that LTE will.

Cognitive radio

The dynamic spectrum access and cognitive radlint#dogies are seen as a solution to
allocate scarce frequencies for PSS mobile commatiait The issue in the cognitive
radio systems is that in cases of emergency atlskiof mobile communication will
increase dramatically. It therefore appears thiattdchnology would also need certain
priority functionalities - with the problems thegrey within (section 2.5).

LTE technology
The LTE technology will be used in the United Ssate build the BB mobile data
network for emergency agencies. The spectrum bhnchged for the service is in the
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700 MHz area (Wyllie, 2010). The voice communicatwill be kept in the APCO P25
-technology networks — “It will be many years, Wee, before LMR (Land Mobile
Radio) systems can be replaced entirely by broatlbechnologies” (McEwen, 2009).
The benefit what the LTE alternative has is that $kelected mobile data technology
would be the same technology that will be widelgdisn commercial networks. That
also means that the terminal offering is versatild the price level stays low. The US
solution as a role model may mean that the PSS BBilensolutions will be copied to
Europe. The LTE is also a potential candidate lier future PSS voice communication
solution because with its short latency time it éalfil the PSS voice communication

call set-up time requirements.

7.3.5 Timing Considerations

Figure 19 represents the timing of the possible P8Bile network alternatives.

The development of TETRA started in the early 1990 first roll-outs were done at
the end of the 1990s and it still continues in m&uwyopean countries - some of the
biggest ongoing roll-outs are Germany’'s and Norwagetworks. The lifetime of
TETRA systems can be thought to last until the ehdhe 2020s - i.e. the TETRA
networks will be up and running in many countriegilithe years 2025...2030. After
that time all TETRA networks will have to be remdceither in the late 2020s or in the
early 2030s.

One of the high speed data alternatives is thezatibn of TEDS technology and the
new PSS specific BB solution (Alt. 1 in Fig. 19Mjg will require additional spectrum.

The additional spectrum for PSS mobile communicats possible to get in Europe
sometimes between 2015 and 202@e¢tintavirasto 2009), meaning that at that time it
will be possible to roll-out PSS specific BB mobiletworks. The TEDS technology
can be partly rolled-out earlier because some cmsnhave extra spectrum capacity

available in the frequencies allocated for TETRA.
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The development of the 700 frequency band LTE teldyy for PSS purposes in the
United States may have an impact on the future BBSechnology selections in

Europe - in the United States the frequencies & 700 band have already been
allocated for PSS usage.

If there are no direct frequency allocations, ofteraative is the cognitive radio
solutions (Alt. 2), which may be available in tHa2Ps.

Network solutions based
on commercial mobile
Alt. 3 nctworks

Cognitiveradio

solutions
I I N .
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of TETRA
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Alt. 1. Development

Additional spectrum
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TETRA networks in operatipn

|
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| | |
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Fig. 19. Evolution timing consideration
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The utilization of the commercial mobile networkdt( 3) as a media for PSS mobile
communication is possible already today. Howevesgction 2.5 the possibilities of the
usage of those networks as a mission critical comcation media are seen as weak:
because of the poor availability, only the nonicait communication is considered
possible.

7.3.6 Network Architecture - Hybrid Solution

Based on this study, the PSS mobile communicatatwarks may consist in future of a
set of technologies (NB e.g. TETRA, WB e.g. TED® B.g. LTE, WLAN) - with

appropriate coverage and capacity.

The wireless landscape will be more heterogendwusearlier. This is also in line with
Lehr et. al. (2009) who predict that future comneation systems will be the

combinations of many solutions.

The multi technology solution — a hybrid solutiornveuld give an optimum price per
value ratio (Fig. 1). The following conclusions anade from the network architecture’s
point of view:

- the NB mission critical networks, dedicated forosgroup calls, have a role
as a highly secured voice and low bit rate commatiio media — until they
come to the end of their lifetime

- WB data network - implemented using the TEDS tetdgyand based on the
utilization of frequencies next to the TETRA spaotr band — is an
economical solution (Saijonmaa, 2009; Motorola, 2f)0because the same
base station sites can be utilized. It fulfils tbegh availability requirements,
it also fulfils data transmission needs in the mediterm, and the
development of the compression technology will iaverits position.

- the commercial BB cellular network can be used iansl sensible to use for

non-critical data transmission
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- when the spectrum has been allocated for BB dateonke in <1GHz area, the
mission critical BB data networks will be built les on commercial
technologies (e.g. LTE)

- WLAN technology can be utilized locally for databagownload services and
for building ad-hoc networks.
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Chapter 8

Conclusions

8.1 Results

As stated in section 1.2, this thesis seeks an emtwthe question: “What will the
mobile network solution for PSS agencies be inyiegrs from now taking into account
how the enhanced data communication needs can dntenfulfilled? At the same

time, it needs bearing in mind that financial liatibns, high security and availability
requirements as well as the possible role of tmensercial cellular networks all have to

be considered in the final solution”.

The conclusions are presented in the following dogeissues like: (1) high speed
mobile data needs; (2) the need of the dedicatesone (3) the impacts of available

spectrum and financing; (4) the network architeetamd; (5) the conclusive roadmap.

Mobile command and control needs BB

The mobile command and control functionality, whislseen as a tool to improve the
performance of the emergency agencies, needs aspéagd data mobile communication
network. And the video transmission service, whaseial function and mode in the
task processes of the emergency agencies is stifruthe study, will be based on the

BB data network.

Dedicated network is a must
The availability of the commercial networks is rwt the level required for mission
critical communication. The conclusion of the stuslyhat although the commercial BB
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networks are feasible for non-critical communicatithe emergency agencies need the

dedicated network during their field operationstfue voice and data communication.

Spectrum and financing have major impacts

The spectrum which is now allocated for voice amd Epeed data can only partially
fulfil the WB mobile data communication needs anok @t all BB mobile data
requirements. The future WB and BB communication$8S mobile networks need
new spectrum allocation as has been proposed (@kz3or NB, 2 x 3MHz for WB
and 2 x10MHz for BB). The spectrum allocation mibetacross the whole of Europe
otherwise the equipment volumes will stay too |G\We size of the allocated spectrum
and its place in the frequency space (< 1GHz) hamsjar impact on the evolution of
future PSS mobile networks. Without new frequencrediable secured BB mobile

communication services for emergency agencies ¢doresupplied.

The financing has as strong influence on the futfrd®’SS mobile communication
solutions than that which the spectrum allocatias. T he technologies already exist, so
when the frequencies are allocated the financidigset how wide the new networks are

and what technologies are used.

PSS network will be heterogeneous

The future PSS mobile networks consist of seve@inologies (NB, WB, BB), all with
appropriate coverage and capacity. All the impleiatgm is based on the real needs in
various geographical regions, meaning also than#teork will be heterogeneous in
the future. The utilization of the commercial netifor non-critical communication is
possible and probable but the poor availabilityhaf commercial networks will prevent

the wider utilization of the public mobile commuaion services.

Conclusive roadmap

The NB/TETRA technology — on what many recentlyltoBISS networks are based -
will be used in Europe towards the end of the 20ff)s voice and slow data
communication. Latest then when the TETRA technplagaches its end of life cycle

the voice functionality will be integrated into tB& solution.
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WB/TEDS data network is an economical solution aad fulfii medium term data
transmission needs in (sub)urban areas (50/100 kKHRS) in the 2012 to 2017
timeframe. When the dedicated BB networks are dedlet between 2015 and 2020,
TEDS can be used as an economical solution fot aneas — which, however, depends
on the BB solution and its spectrum area. TEDShmamnolled out in the best case just

by upgrading the existing TETRA system and utiligthe present TETRA infra.

The most probable BB solution for PSS mobile comication is the LTE technology
(<1GHz LTE), which will be first taken into use the United States. In Europe the
spectrum for PSS BB is expected to be availabometime between 2015 and 2018.
The pressure to save investment costs may mean Tlkatechnology is used only in
urban and suburban areas. LTE would be a good datedialso for the voice

communication platform.

The defined scenario is a sequence of scenariosndogies follow each others in a
roadmap way. The sequence consists of the utbizadf the existing extra TETRA
spectrum for 50 kHz TEDS, following the better iaation of frequencies with
enhanced data packaging. If new spectrum is abdctair WB, that makes possible the
100 kHz TEDS implementation. When the frequencastifie BB network (<1GHz)
have been allocated between 2015 and 2018, theadediBB mobile data networks
can be built. These can be based, for instancéhe@hTE technology according to the

US example.

8.2 Assessment of Results

The defined solution is determined by quite a fencés. The drivers who push the
network to be more sophisticated are: (1) expemtatiwhat the 3G/LTE technologies
will cause to PSS mobile networks; (2) LTE techggloolled-out first in US as well as;
(3) some new applications needing higher bit ratéunction correctly, among other
things the mobile command and control. The fora@sry a counter effect are: (4) lack
of spectrum; (5) budget finance limitations; (6} tinsufficient availability of the

commercial mobile networks.
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Because there are only 6 substantial forces, itesidke searching of the solution
simpler. When analysing the possible outcomes ef licsted forces, the defined
scenarios and the developed strategies look asalp@banswers to the research
guestion. The unexpected willingness of the govemtsito finance their own country-
wide BB network for PSS usage would change the drsatiema — this might happen if
new threats against the society would emerge. Aandtby force which could change

the defined scenario completely is the unexpeasdlt of the spectrum allocation.

8.3 Further Research

Study of the Return on Investment

The future PSS mobile networks consist of a seecofinologies (NB, WB, BB) with
appropriate technology, coverage and capacity.hEurtesearch should seek to find
exact values for emergency services from socigigiat of view and how to make the
appropriate risk assessment of the regions. Baséldese values the emergency service
level coverage and the network architecture carddéfeed so that they fulfil both
minimum and optimum objectives. Having clarifiedstproblem, society can then have

the best return on its investment made to the RBS&css.

Availability of the LTE network if the resources are shared

The LTE technology is capable to share the capaditiie network resources between
more than one operator. A study of the behaviouthef network is needed where
dynamics and availability of the system includihg tP-trunk network are studied in
the case where more than one operators - shagngpthmon resources — try heavily to
overload the network.

Solutions to prevent disturbance, jamming and dataorruption attacks

The existing PSS mobile networks have good enawgptlgorithms which prevent
eavesdropping. However, the radio signal can beirthed or someone may attempt to
modify the content of the signal. The frequency ging technology is one way to

prevent such disturbances. It would be worthwhalgearching especially how the low
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data rate communication solutions are capable akiwg in the high disturbance

environment.

Reducing the amount of transported data

The study of the utilization of data compressiod artelligent protocols is needed. The
data transportation between the applications isapdimized, the part of data could
often be downloaded beforehand or be coded moreegifly. Local databases could

remove sometimes the needs to transport huge bietlesb
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Appendix 1

List of Stakeholder Interviews

Title of the interviewee

Organization

Date of th&erview

PSS mobile network
operators

Program Manager
Senior Coordinator

Standards, Quality contro|l A.S.T.R.1.D/Belgium

CEO
CEO
CTO

Commercial mobile
network operator
Vice President

Authorities
Director of Rescue
Services

CTO

CTO

User groups
Inspector general

Commissaris
Head of Hameenlinna
ERC

System suppliers
Senior Expert
CTO office, Expert

System Integrator
Vice President
Manager

Application suppliers
Vice President
Project manager

A.S.T.R.I.D/Belgium
C2000/Netherland

RAKEL/Sweden

Suomen Erillisverkot Oy
Suomen Erillisverkot Oy

TeliaSonera

Mol of Finland

NPIA/UK
Hong Kong Police

03.02.2010

03.02.2010

03.02.2010

29.01.2010

22.09.2009, 19.03.2010
24.11.2009, 19.03.2010,
31.08. -08.11.2010

06.10.2009

09.09.2009, 18.03.2010

04.12.2009
26.05.2008, 18.2.2010

Police Technical Centre/23.03.2009

FIN
Federal Police of Belgiun

03.02.2010

Hameenlinna Emergengy25.03.2010

Response Centre

EADS Secure Networks | 06.11.2009
EADS Secure Networks | 06.11.2009
PoAyry Telecom 08.12.2009
Poyry telecom 08.12.2009
Logica 16.03.2010
Logica 16.03.2010
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Appendix 2

Interview Questions

The questions on this page are linked to MattidPek Licentiate’s Thesis named
“Development of the radio communication for Emergeagencies”. The study seeks
to understand the most probable solutions in the 8pan 2020 +/- two years.

The questions:

1. Your existing radio network for emergency agesci
e its status ... and possible development plans
» utilization of GSM/3G services

2. Please, list the forces, which are shapinguhaé¢ of PMR networks
1. What are the forces affecting the future?
2. a) Which of these forces are greatest? -yoarscore them (1...5)
2. b) Which of these forces are most uncertaitan you score predictability (1...5)

3. Think again to question 2.
Have you something to add to the list of foréegou think through the areas:
- political trends and uncertainties
- economic trends and uncertainties
- society(social) trends and uncertainties
- technology trends and uncertainties
- industry trends and uncertainties
- end-user/functionality trends and uncertainties

4. List the top three external questions you wdillel to know
5. List and rank the 5 main functionalities whick ased today in the network

6. List and rank 5 new (most important) functioti@es which might taken in use in
the next 5 years

7. What is your opinion of
- usefulness of video service in field opierss?
- can field operation people have 2 ternsrainstead of one
- the role of commercial networks in yousea
- dynamic spectrum and cognitive radios ?

8. Could there be any Disruptive Solution replaangart of the existing
infra/services/devices which you could imagiméecome true before
the year 2020.

9. What are the 2 most important uncertainties?
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