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The present study analyses the possible escalation due to the damage of industrial equipment containing
hazardous materials loaded by pressure waves produced either by an accidental source as a Vapour
Cloud Explosion, or by a voluntary external attack such as the explosion of a TNT charge located nearby
the industrial facility. The results obtained evidence the similarities and the differences for the two
explosion sources in terms of structural damage, loss of containment and of expected impacts on the
population. In particular, a specific vulnerability assessment was carried out defining a case-study in order
to evidence the different potential impact of domino effect triggered by internal process causes respect to
escalation scenarios caused by external acts of interference.

1. Introduction

A large effort has been addressed in recent years to include domino effects in existing risk assessment
methodologies, as extensively described in the technical literature and in specific studies (Salzano and
Cozzani, 2005, Salzano and Cozzani 2006, Cozzani et al., 2006, Cozzani et al., 2009). Here, it is worth
mentioning that the definition of domino effects includes a specific requirement for the primary accidental
scenarios, which have to occur outside the physical boundary of the target industrial system. Furthermore,
both primary and target installations are typically characterised by the presence of large amount of
hazardous substances, to be released due to structural failures.

This requirement involves far-field effects. Indeed, it has been demonstrated that Vapour Cloud Explosion
(VCE) is the most hazardous accidental scenario which may affect industrial installations, while fires are in
most cases less hazardous due to the possibility of mitigation by protection systems (Paltrinieri et al.,
20009.

Quite clearly, voluntary explosive charges may easily trigger the escalation of destructive scenarios. In this
case, however, another option has to be included: the explosive charge may be intended to damage the
installation but indirect damages to the target equipment may also occur, being another strategic target
located in the proximity of industrial equipment.

The present study analyses the possible escalation due to the damage of industrial equipment containing
hazardous materials loaded by pressure waves produced either by an accidental source as a VCE, or by a
voluntary explosion as the explosion of a TNT charge located in the proximity of an industrial facility. The
results obtained evidence the differences between the two explosion sources in terms of structural
damage, in terms of loss of containment and in terms of expected impacts on the population.

In order to evidence the potential impact of voluntary acts of interference and to compare it to domino
effect escalation scenarios due to internal process causes, a case-study was defined. A reference
industrial installation was considered and a vulnerability assessment was carried out.
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2. Domino effects and voluntary attacks: a peak overpressure comparison

Dealing with large-scale industrial explosions in the early-design phase needs strong simplifications on
explosion sources, incident pressure and target geometry. Whatever the complexity of the model for the
source of the explosion, peak overpressure and total duration (impulse) for a triangular shape are typically
the only parameters needed for the analysis of the interaction of explosion waves with industrial
equipment. However, accidental explosions are typically dynamic in nature, and complex behaviours are
observed in real accidents. Furthermore, design pressure and structural parameters (e.g. natural period) of
the target equipment may greatly affect the level of damage experienced by the same structure after the
wave-equipment interaction.

In the case of domino effect evaluation, these considerations are further complicated by the necessity of
predicting the possible loss of containment from the target equipment, since only specific failure modes are
relevant in the perspective of Quantitative Risk Assessment (QRA).

Figure 1 sketches the possible mechanism for domino effect escalation and interaction with security
issues. The industrial installation or area (the “Installation”) is the analyzed system. Due to any possible
accident scenario in the installation, the “industrial domain” is defined as the maximum distance reached
by any possible accidental (industrial) scenario due to fire, or explosion or dispersion. That is indicated as
a circle with radius rmax and it is normally evaluated by considering the worst case assumptions for
industrial failure. The choice of rmax is however more consistent if based on Maximum Credible Accident
(MCA), i.e. an accident that is within the realm of possibility (probability higher than 1-107° 1/y) of having a
propensity to cause significant damage (including domino effects) or at least one fatality (Kletz, 2001).
Within the industrial domain (e.g., for r <rmax) domino effect scenarios may occur due internal process
causes, thus involving secondary equipment, with the need of a specific assessment for the
implementation of safety barriers (Tugnoli et al., 2012) and for land use planning purposes, according to
the Seveso directive. If security is of concern, an attack with explosive may occur both in the far-field and
within the industrial domain, being either intended to affect the industrial system or being directed to the
urban system or any possible non-industrial target, hence indirectly hitting the installation.
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Figure 1. Possible interactions for domino effects and voluntary attacks with industrial domain and its
surrounding urban area and/or environment

When far-field attacks are considered, some considerations should be addressed to the mass of explosive
needed to reach the target (e.g. the primary installation). Indeed, if considering a minimum overpressure of
7 kPa (Cozzani et al., 2006) as the conservative threshold value for structural damage to process
equipment, whatever the primary explosion in terms of duration, and assuming TNT as reference
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explosive, we can evaluate by the inverse problem the minimum amount of TNT needed with respect to
the effective distance for the propagation of shock wave with that intensity, and compare it with rmax, by
using the well-known mass-scaled plot for point-source explosives (Lees, 1996). This evaluation is plotted
in Figure 2, where it is clear that the mass of explosive needed for even such conservative pressure value
is absolutely out of reach of terrorist attack for distances higher than about 250 m, for which 2t of TNT are
needed. This value can be further limited if considering that the explosive strength is generally evaluated
by considering a flat, desert system, which is not the typical situation when either indirect or direct actions
are considered. Indeed, buildings, plant walls, urban environment or in many cases the local orography
may protect the installation from attack. Eventually, being the industrial domain as the area with r<rmax and
the near field as r<<ryax, it can be derived that attacks with explosives are unlikely to produce structural
damage to industrial installation in the far-field. The industrial installation is inherently safe for distance
greater than 250 m with respect to explosives if loss of containment is considered. This value is absolutely
compatible with typical value for VCEs and other typical industrial phenomena.
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Figure 2. The minimum mass of TNT (kg) needed for the structural damage of industrial equipment, and
the correspondent impulse (kPa s) and duration (s), with respect to the distance between the point-source
explosion and the installation

3. Domino effects and voluntary attacks: an impulse-based comparison

The use of peak overpressure as the main parameter for the discussion of domino effects and point-
source explosions involve a strong simplification of the physical scenario. Another essential input for the
analysis of damage is indeed the positive impulse, which is related to the time duration of the shock wave,
given the peak pressure.

A typical approximation for pressure (shock wave) is the triangular shape. VCEs last usually 100-200 ms,
or more, whereas explosive charges have very short duration and may considered as shock pulse with
zero rise time. This difference is essential for the shock wave interaction with industrial equipment, as the
ratio of total duration of the explosion (t4) with the natural period of the structural element (T) identifies the
explosion regime, and consequently the level of damage.

Following classical definition (Bowerman et al., 1992), the static regime occurs for ts/T > 2 whereas
impulsive regime occurs for t4/T << 1. As discussed in previous papers cited above, the static regime
occurs only for VCE, hence a very long explosion, while impulsive regime is fully shown for t4 of the order
of 1 ms only, i.e. for explosive charges, whatever the equipment (e.g. large scale tank, atmospheric
equipment, pressurized vessel). When static regime occurs, domino effects can be related to peak
overpressure whereas, for impulsive regimes, the combination of duration and peak overpressure is
necessary for the same structural damage.

Figure 2 shows the calculated impulse with respect to the distance for the point-source explosion of
corresponding mass of TNT needed for the structural damage (i.e. 7 kPa), as calculated from mass-scaled
impulse plot, similarly to the mass-scaled plot for peak overpressure (Philips 1994). Quite clearly, the data
are over-conservative but however they show that for very low amount of TNT (short distance, < 30 m) the
time duration is less than 0.01 s and that the duration of TNT shock wave is comparable to VCE for very
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large amount of TNT only (> 10* kg). Table 1 shows the evaluation of the ratio t4/T for two typical
equipment: a steel, atmospheric tank, half filled with fuel and a pressurized cylindrical vessel. Details of the
calculation are shown elsewhere (Salzano et al., 2012).

Table 1. The time ratios for two characteristic industrial equipment. V= Vertical; H = Horizontal

Equipment Fill Capacity (m°) Radius (m) to/T (ts=0.01 s) to/T (t4=0.158)
Atmospheric V  Half 30000 44 0.014 0.141
Pressurized H Gas filled 100 2.8 0.019 0.188

Quite clearly, the explosion interaction follows always an impulsive realm. Following simplified Biggs’ plots
(Biggs, 1964), eventually, it can be derived that in the case of triangular shocked pulse load in the near
field produced by TNT, the response ability of equipment decreases by increasing the distance, for the
same peak overpressure. Furthermore, unless very large amount of TNT are used, damages are unlikely
t4<<0.01 s and P=7 kPa, if considering ductility ratio greater than 10, which is the typical value for heavy
damage to steel structures. The minimum amount of TNT for these effects are however larger than 100 kg
and the corresponding safe distance is about 100 m. It's however clear that small variation of pressure
may give large variation in the structural response of equipment.

4. Definition of the case-study

In order to apply the outcomes of the present analysis, a case-study was defined considering the industrial
facility shown in Figure 3. In particular, a storage section featuring relevant inventories of hazardous
chemicals was taken into account. Table 2 reports the features of the storage tanks of the facility (see
Figure 3a for the equipment positioning). As shown in Figure 3b, the considered tank farm is located inside
an industrial complex surrounded by a residential area.

No escalation a) b)
- Industrial
complex
@ / Residential
area
Terrorist
attack
location

Figure 3. Layout considered in the analysis: a) detailed positioning of the vessels and radiation map of the
primary scenario (pool fire from tank ST2) leading to escalation in case of domino effect triggered by
internal process causes; b) map of the surrounding area. For radiation threshold definition see Table 2

Table 2. Main features of the storage vessels of the case-study and radiation threshold values considered
for the domino effect assessment due to internal process causes

ID Vessel Capacity Radius Length/height Stored Filling Radiation
type (m3) (m) (m) substance level threshold (kW/m2)
BT1 Pressurized 250 4 20 1,3-butadiene 80 R1 =40
ST1 Atmospheric 1000 6 9 Styrene 75 R2 =10
ST2 Atmospheric 1000 6 9 Styrene 75 R2 =10
ET1 Atmospheric 1000 6 9 Ethanol 75 R2 =10
ET2 Atmospheric 1000 6 9 Ethanol 75 R2 =10

A consequence analysis based on a vulnerability assessment was performed in order to evidence the

different potential impact of domino effect triggered by internal process causes respect to escalation

scenarios generated by external acts of interference. In particular, the following types of accidents were

considered for the case-study:

1) occurrence of only primary scenarios, e.g., associated to each individual tank without considering the
possibility of domino effect. The primary scenarios are described in Table 3 for each tank;
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2) occurrence of domino effect triggered by internal process causes;

3) “Weak” external terrorist attack with limited quantities of explosive (50 kg of TNT-equivalent) inside the
industrial complex;

4) “Severe” external terrorist attack with a high amount of explosive (3,000 kg of TNT equivalent) outside
the industrial complex.

Table 3. Primary and secondary scenarios associated to the equipment considered in the case-study.

ID Primary event Secondary event — domino Secondary event — domino
effect due to process causes by following external attack

BT1 Jet-fire from 1” hole caused by Fireball following the vessel Fireball following the vessel
mechanical impact. catastrophic rupture catastrophic rupture

ST1 Confined** pool-fire due to the Confined** pool-fire following  Confined** pool-fire following
ignition of liquid released from a  the vessel catastrophic the vessel catastrophic
rupture in the vessel shell rupture rupture

ST2 Same as above - Same as above

ET1 Same as above Same as ST1 Same as above

ET2 Same as above No escalation Same as above

* The rupture of this tank leads to fired domino escalation
** A bund is present featuring a total surface of 300m?” and 1.5m height (see Figure 3a).

In the case of domino effect triggered by internal process causes, the pool fire following the rupture of tank
ST2 was considered as reference primary scenario, among the ones reported in Table 3, able to affect the
other equipment of the tank farm. In order to determine the possible escalation targets, the threshold
values for thermal radiation derived by Landucci et al. (2009) and reported in Table 2 were considered. As
shown in Figure 3a, not all the equipment are affected by the consequences of the primary fire: the
credible secondary scenarios are reported in Table 3 for each tank. Next, the possibility of external terrorist
attack is considered supposing that the access to the industrial site is not credible with large amounts of
explosive. Thus, only the attack with limited quantities was supposed inside the plant, while the one with
higher quantities was considered outside the industrial facility at about 250 m from the storage tanks (see
Figure 3b). In the case of the “weak” attack, the TNT-equivalent quantity is able to damage the equipment
only inside the storage facility, while in the case of “severe” attack, the TNT equivalent quantity is above
the minimum required quantity to cause damages (about 2,000 kg, see Figure 2) thus the escalation
scenarios reported in Table 3 were considered.

Once the possible accident scenarios are determined, the consequences were assessed using the
conventional TNT model for blast wave assessment (Lees, 1996). In order to obtain a homogenous
representation of the accidents impact, a vulnerability assessment was also carried out. Hence, lethality
maps (see Figure 4) were obtained considering a reference 1 % death probability value, which was
derived applying the probit equations shown in Table 4. More details on the vulnerability assessment and
use of probit models are extensively reported elsewhere (Lees, 1996).

Table 4. Probit equations used for the vulnerability assessment

Physical effect Probit equation Notes
Radiation Y =-14.9 + 2.56 In(te x I"° x 10%)  t. [S] : exposure time; | [kW/m]: radiation
Overpressure Y =-15.6 + 1.93 In(Ps) Ps [Pa]: peak overpressure

5. Results and discussion

The results of the vulnerability assessment are reported in Figure 4 for the scenarios described in Section
4, evidencing the potential impact by the 1% lethality contour. The primary scenarios described in Table 3
have limited impact and do not affect the area outside the industrial facility. Figure 4a shows the results
obtained for the “weak” terrorist attack. As it can be seen, the affect area is mostly inside the industrial
complex, thus with limited effects on the outside population. The fireball associated to tank BT1 is the most
severe scenario, but the catastrophic rupture induced by blast leads to a sudden rupture of the vessel at
the operative pressure and ambient temperature, thus limiting the amount of energy released after the
catastrophic rupture. In the case of domino effect triggered by internal process causes (Figure 4b) the
fireball is still the most severe scenario but with a higher impact respect to the previous case. As a matter
of fact, the rupture occurs after the liquid heat-up, reaching higher pressure and temperature and thus
higher energy potential before the rupture (Paltrinieri et al., 2009). Finally, Figure 4c reports the
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vulnerability contour evaluated considering the domino scenarios induced by external “severe” attack. The
secondary scenarios are the same of the “weak” attack, thus featuring the same impact. Nevertheless, in
this case the attack occurs close to the residential area and the consequences of the explosion directly
affect a wider impact zone.

Therefore, a higher escalation severity associated to internal process causes was evidenced, while the
effect of the terrorist attack resulted critical for direct impact on population rather than for triggering more
severe escalation scenarios.

Figure 4. Vulnerability maps (1 % lethality level) obtained for the different accidental scenarios: a)
escalation triggered by “weak” terrorist attack; b) domino effect triggered by internal process causes; c)
domino effect triggered by “severe” terrorist attack. For scenarios definition, see Table 3

6. Conclusions

In the present study, a comparison between possible domino effect triggered by internal process causes
and external attack was carried out focusing on overpressure damages. The differences among damage
areas produced by process accidents and voluntary external attacks aimed at causing a domino effect by
the damage of process equipment. The results obtained evidenced that escalation triggered by external
attack does not result in a relevant amplification of the damage area of the primary attack, unless the
intentional interference is carried out from inside the process area where the target equipment are located.
Moreover, the damage areas of such intentional attacks were found to be comparable to those of domino
events following internal process malfunctions.
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