
1ICA based SteganographyBy St�ephane Bounkong, David Saad and David LoweNeural Computing Researh Group, Aston University, UKAbstratA domain independent ICA-based watermarking method is introdued and studiedby numerial simulations. This approah an be used either on images, musi or videoto onvey a hidden message. It relies on embedding the information in a set of statis-tially independent soures (the independent omponents) as the feature spae. For theexperiments the medium has arbitrarily hosen to be digital images.1. IntrodutionInterest in watermarking tehniques has grown signi�antly in the past deade, mainlydue to the need to protet intelletual property rights in produts based on digitized ele-troni information. Watermarking shemes have not only to be impereptible and onveya high amount of data, but also robust against attaks. These ontraditing onstraintsare inherent to any watermarking framework. The present paper desribes a prinipleddomain independent watermarking framework suitable for musi, video or images. Thenew approah is based on embedding the message in statistially independent souresof the overtext to minimize overtext distortion, maximize the information embeddingrate and improve the method's robustness against various attaks.2. Domain Independent WatermarkingIn the past few years, signi�ant attention has been drawn to blind soure separationby Independent Component Analysis (ICA). The reent disovery of eÆient algorithmsand the inrease in omputational abilities, have made it easier to extrat statistiallyindependent soures from given data.ICA is a general purpose statistial tehnique whih, given a set of observed data,extrats a linear transformation suh that the resulting variables are as statistiallyindependent as possible. Suh separation may be applied to audio signals or digitizedimages, see Hyv�arinen & al (2001), assuming that they onstitute a suÆiently uniformlass of data so that a statistial model an be onstruted on the basis of observations.Experiments that are onduted on a set of digitized images (Fig. 1 and 2), show thatthis hypothesis holds, providing the basis for a general domain independent framework y.The suggested framework an be based on various generative methods, although in thispaper we will fous on ICA, for further details on the method see Hyv�arinen & al (2001).Basi watermarking shemes an be desribed in three steps. Firstly, a given messagem, also termed watermark, is embedded into the overtext X (e.g. a digitized image,audio or a transformed signal) providing a watermarked overtext X̂. Seondly, the wa-termarked text may be attaked either maliiously or non-maliiously, resulting in they In the ase of multiple, signi�antly di�erent, overtext groups, one may onstrut a di�erentmodel for eah group.
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nFigure 3. A general watermarking sheme wherem is the embedded message,X is the overtext,X̂ the watermarked overtext, ~X the attaked overtext and m̂ an estimate of the originalmessage m.attaked overtext ~X. Finally, a deoder extrats the message estimate m̂ from the or-rupted version of the watermarked overtext ~X. The proess is summarized in Fig. 3.In the framework studied in this paper, X may be derived from any media, suh asaudio signals or digitized images. The demixing matries W obtained by the ICA algo-rithm for the di�erent domains may be signi�antly di�erent but the priniple remainsthe same. Indeed, the demixing proess gives a set of independent soures, whih sharesimilar harateristis and have little orrelation with the original domain.The general ICA-based watermarking proess omprises four stages as desribed inFig. 4.(a) The image is divided into ontiguous image pathes giving a set of mixed signals.Eah path is then demixed using a predetermined ICA demixing matrix W , preparedusing an ensemble of typial images.(b) For eah path, a set of relevant oeÆients are seleted aording to the spei�task.() The seleted oeÆients are quantized and watermarked. The di�erene betweenthe watermarked and original values is denoted by �.(d) � is multiplied by the mixing matrix A to produe w whih is then added to theoriginal piture I .Various eÆient approahes have been suggested for hiding/embedding information.Here, we used the distortion-ompensated Quantization Index Modulation (QIM) methodstudied by Chen & al (2000), that has been shown to be lose to optimal in the aseof additive Gaussian attaks and is easy to use. It is based on quantizing the over-text real-valued independent soure to some entral value followed by a quantized ad-dition/subtration representing the binary message bit. This may also be modi�ed by apresribed noise template making it diÆult to identify the QIM embedding proess andits parameters.The deoding proess is arried out in a similar way, by projeting the reeived (at-
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m, Figure 4. Domain independent watermarking sheme; where I is the original image, W theICA de-mixing matrix, Ip is the set of de-mixed signals, m is the embedded message, Æ is thequantization step, � the di�erene between the quantized and original values, A the ICA mixingmatrix, w is the mixed signal and Iw the watermarked image.taked) value onto the nearest point on the quantization grid, whih represents the em-bedding of a spei� message bit (0/1). The desription of the attaked text is omputedfrom the attaked overtext by employing the demixing matrix W giving us the or-rupted soure ~X. The estimation of m is omputed from ~X in onjuntion with otheravailable information, suh as attak harateristis, original overtext, ryptographikey, et. (Fig. 4). More information about the method used an be found in Bounkong& al (2002).3. ExperimentsTo test the performane of our watermarking sheme against existing state of the artmethods, we arried out a set of experiments for eah of the watermarking tasks. Themaximum allowed distortion threshold Æ1, related to the embedding proess, is set to 43dB using the peak to signal noise ratio (PSNR) measure to ensure that all watermarkingare impereptible. The maximum allowed distortion threshold Æ1 de�nes the maximumallowed quantization step Æ; the distortion level we use here is onsistent with aeptabledistortion levels used in the literature. All tests were arried out on a test set of 11grey-sale natural sene images (Fig. 1) of 512� 512 pixels. For any given attak variouslevels of orruption are tested. The embedded messagesm are randomly generated binarysequenes on f0; 1g. The latter is enoded using QIM for all tested methods. The deodingproess is also ommon to all trials and is arried out by mapping the reeived (attaked)data to the nearest quantization grid point. For a given image and attak strength, thetest is arried out 100 times.For omparison purposes, two other watermarking shemes have been tested under thesame attaks using the same embedding and deoding methods. Both methods operatein the disrete osine transform (DCT) domain.ICA - This is an ICA based algorithm, where we preselet a small subset of ICs thatare partiularly robust against a spei� attak (i.e., that su�er very little distortionfrom the given attak); a single IC is then randomly seleted from this subset to bewatermarked in eah path.DCT - A standard, ommonly used, DCT based algorithm; QIM is used to embed themessage in a DCT feature spae, where the DCT is arried out over the entire image.Among the DCT oeÆients whih represent a signal with at least one yle per imagepath of 16�16, the 1024 lowest frequenies are hosen to onvey the watermark. Thewatermarked piture is then obtained by the appliation of an inverse DCT.DCTX - A loal DCT based algorithm. It relies on a partitioning of the piture intoontiguous pathes of 16�16 pixels. The DCT is applied to eah of them. For eah path,a single oeÆient is randomly seleted among the low frequenies to be quantized (QIM).An inverse DCT is then applied to obtain eah watermarked path.We arried out four experiments where watermarked pitures are attaked by:



ICA based Steganography 4� White Noise (WN) of mean zero and of various standard deviation values,� JPEG lossy ompression with di�erent quality levels,� Set Partitioning In Hierarhial Trees (SPIHT) ompression,� Resizing with various fators.4. ResultsFigure 5a, shows that all shemes are quite robust against white noise attak onsideringthe fat that the 43 dB attak distortion threshold is reahed for a WN of standarddeviation of about 2. In the ase of ICA, it is easy to see a diret relation between thequantization step Æ and the proess robustness, sine the noise in the feature spae isalso Gaussian. This may not be the ase if other deoding methods, suh as MaximumA Posteriori (MAP), are used. Moreover it also shows that one potential weakness of thethis sheme, the ICA restrition on extrating only non-Gaussian soures, is not highlysigni�ant, even in the ase of Gaussian noise attaks.Figure 5b shows that ICA and DCTX are quite robust against JPEG ompression,while DCT performs quite poorly. The distortion indued by the attak is below 38 dBfor quality level under 90. Notie that JPEG Compression uses a similar transform toDCTX, whih makes DCTX highly suitable for this type of attak.Figure 5 shows exellent performanes for all systems for bit rates above 1 bit perpixel. From this point and on, the error rate inreases signi�antly while the bit ratedereases.Figure 5d shows that ICA and DCTX perform better than DCT. However, the overallperformane is quite poor; this is not surprising sine resizing attak is quite lossy interms of the information ontent, and for most of the resizing fator values tested here,the attaked image is signi�antly damaged. Note that for a 0.25 resizing fator, thepiture size is redued by more than 93% in storage.5. ConlusionIn this paper, a new prinipled domain independent watermarking framework is presentedand examined. Experiments show highly promising performane in omparison to otherstate of the art methods on a limited set of attaks. The attaks inlude four of the mostommon attaks: white noise attak, JPEG lossy ompression, SPIHT lossy ompressionand resizing.A novel approah to watermarking, using ICA as the feature spae in whih watermarksare embedded, is presented. The new approah, being based on embedding informationin statistially independent soures, shows high information embedding rate and mini-mal distortion as proved analytially in the literature Moulin and O'Sullivan (2001). Itsperformane is examined numerially on a set representative images, random messagesand various attaks.The main advane is that, being based on embedding information using statistially in-dependent soures, the same watermarking method an be easily applied aross di�erentmedia. Based on loal information and a linear transform, our method is omputationallyeÆient, o�ering additional seurity in the use of spei� mixing/de-mixing matries thatare not easy to obtain.Providing statistial models for both soures and attak will failitate the use of aBayesian deoding methods that will potentially provide an optimal deoding sheme.Further researh may improve the performane by using suh statistial models and fous
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Figure 5. The performane of the three watermarking tested: ICA, DCT and DCTX, againstvarious attaks; solid lines and symbols represent the mean values; dashed lines denote errorbars. (A) White noise of di�erent standard deviation values. (B) JPEG lossy ompression fordi�erent quality levels. (C) SPIHT lossy ompression for di�erent bit rate. (D) Resizing withdi�erent resizing fators.on a new approah to selet the IC's to be watermarked based on a human visual systemdistortion measure.Support by EPSRC-GR/N63178 (DS) is aknowledged.REFERENCESBounkong, S., Saad, D., Lowe, D. 2002 ICA for Domain Independent Watermarking Con-ferene Proeedings, International Conferene on Arti�ial Neural Network, LNCS 2415.Hyv�arinen, A., Karhunen, J., Oja, E. 2001 Independent omponent analysis. Wiley-Intersiene, New York.Cox, I., Miller, M. L., Bloom, J. A. 2001 Digital Watermarking. Priniples and Pratie,Morgan Kaufmann, San Franiso.Moulin, P., O'Sullivan, J. A. (2001) Information-Theoreti Analysis of Information Hidinghttp://www.ifp.uiu.edu/~moulin/ .Petitolas, F. A. P., Anderson, R. J., Kuhn, M. G. 1999 Proeeding of IEEE MultimediaSystems. 87, 1062B. Chen and G.W. Wornell 2000 Quantization Index Modulation : A Class of ProvablyGood Methods for Digital Watermarking and Information Embedding IEEE Trans. Inform.Theory, in press.


