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A Framework For Detecting Bluetooth
Mobile Worms

Usman Sarwar, Sureswaran Ramadass and Rahmat Budiarto, Universiti Sains Malaysia

Abstract — Bluetooth is an industrial standard for wireless
specification for wireless personal area network (PAN). In recent
years, Bluetooth technology has become a standard in mobile
devices such as cell phones, smart phones and personal digital
assistant (PDA) for short range communication. There is a new
era of worm attack on these mobile devices through Bluetooth,
Few years back worms on cell phones and mobile devices were
more like science fiction but these days it is more than a reality.
In this paper, our main concern is to detect and prevent

. malicious propagated code over the Bluetooth network to reduce

the chances of epidemic. We propose a framework for detecting
Bluetooth worms on public locations such as airports and sports
arenas.

Index Terms— Worms, Bluetooth worms, Bluetooth worm
detection system, Cabir

1. INTRODUCTION

A worm is a self replicating program which does not need
to be part of other programs to propagate and is designed to
exploit the vulnerabilities of the computers and policy flaws.
In addition to replicating itself, worms may be designed to do
various tasks such as deleting files on the host system, send
documents or itself for spreading by emails and more recently
worms have multi-headed and carry other executables as their
payloads. Worms can slow down the network traffic because
of its reproduction.

A Bluetooth is radio frequency (RF) technology utilizing
the unlicensed 2.4 Ghz industrial, scientific and medical (ISM)
band. Bluetooth uses short range radio links, intended to
replace the cables connecting portable and/or fixed electronic
devices {2]. Its key features are robustness, low complexity,
low power and low cost. It is designed to work in noisy
frequency environments and it has fast acknowledgement and
frequency hopping schemes to make a link robust. There are
various applications for Bluetooth which includes PC and
peripheral networking, hidden computing and data
synchronization such as for address book, synchronization.

Recently mobile devices like cell phones and PDA are the
new targeted platform for worms; using Bluetooth and
multimedia messaging service (MMS) as their medium of
propagation and distribution although few years back, worms
and viruses for these types of devices seemed more like
science fiction now it is a hard fact. People are not aware that
viruses and worms do exist on mobile devices and they use
multiple ways like Bluetooth and MMS as a medium of

proliferation. Mobile users may use Bluetooth for multiple
purposes like transferring of data (for example, Pictures) and
network gaming; in doing so the worms from the infected
device can infect the non-infected device with worms like
cabir.

Malicious code or Worms on the mobile device has
somehow the same characteristics of the other worms but with
the exception of limited processing power and resources of
mobile devices and specifically utilize the features and
functionality of these devices like MMS. Although with
limited resources these malicious codes are still destructive
and will be communal sooner or later. Until now these worms
show different behavior and give deficit to the device user for
instance crashing the phone, high phone bills, stealing
personal information etc.

As the evolution from current generation of cell phones to
next generation phones with more capabilities is currently
undergoing there is a good possibility of getting higher
epidemics in the future. A study released by McAfee Avert
labs declares “The number of malicious software programs
created for mobile devices is expected to reach 726 by the end
of 2006, up from an estimated 226 at the end of 2005”[16].
Another survey conducted by Finnish company F-Secure
stated in 2005 “Symbian malware is the vast majority in all
mobile malware, but in our opinion this is not because
Symbian would be any more insecure compared to other
mobile platforms. The large number just shows how popular
Symbian devices are, and thus they are the most interesting
target for malware authors” [5].

1I-AN OVERVIEW OF BLUETOOTH WORMS

Worms using mobile devices have the same characteristics
of the other network worms but with the limitation of mobile
device processing power and utilization of special features. To
advocate our proposed framework, we need to discuss
prevalent Bluetooth worms hence we talk about two pioneers
of worms on mobile devices SymbOS/Cabir and
Commwarrier

A. Symbian Cabir worm

Cabir worm signaled the dawn of a new era of malicious
code on the limited computation power devices like phones
and PDA. Cabir is considered to be the first worm infection on
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mobile devices and targeted the Symbian OS. The worm was
first discovered by Symantec on 14 June 2004.

“The worm's code is compatible with mobile phones using
ARM series processors with Symbian operating system such
as Nokia 60 series. Normally the Bluetooth connection is off
on these devices but as the users exchange data such as
images and some little programs between their devices, and in
doing so they open up the Bluetooth communication channel

"ito Cabir-like worms as well” [10].

Figure 1: Infection of Cabir worm

Cabir replicates over bluetooth connections and arrives in
phone messaging inbox as caribe.sis file which contains the
worm. When the user clicks the caribe.sis and chooses to

-, install the Caribe.sis file the worm activates and starts looking
: for new devices to infect over Bluetooth. As the infected
~ device finds another Bluetooth device it will start sending
infected SIS files to the target device. Cabir worm can infect
only Symbian mobile devices that support bluetooth, and are
in discoverable mode. Setting your phone into non-
discoverable (hidden) Bluetooth mode will protect your phone
from Cabir worm. But once the phone is infected it will try to
infect other systems even as the user tries to disable bluetooth
from system settings. [10].

Cabir worm uses three phases to spread. In the first phase
it searches for Bluetooth enabled devices and connects to the
first device found, even if it is a printer or mouse. In the
second phase it sends the caribe.sis file to the device. And
third stage disconnects from the device. The worm will restart
the first stage again and repeat all the phases on the same
device while it is allowed. Phase one dramatically reduces the
battery power of the device but if Bluetooth is disabled, the
worm will not turn it on and hence will not be spread.

There are various variants of this worm which may exploit
the devices differently.

.

B.  Symbian Commwarrior

Commwarrier is another mobile worm which propagates
using Bluetooth and MMS, It was first discovered in March
2005. It shows the capabilities of mass mailing itself by using
MMS. It targetes the Symbian Series 60 smart phones and it
propagates randomly named .sis files.

Figure 2. Arrival of wormby  Figure 3. After infection

Bluetooth
The replication approach of this worm is very interesting as

. it uses different time frames for infection. During the normal

user waking hours i.e. 8am to 11:59pm it uses Bluetooth to
spread itself as there will be good possibility of other
Bluetooth devices within its range. During the normal users
sleeping hours which are normally 12:00am to 6:59 am; it
uses the phonebook and sends itself by attaching with MMS.
It sends MMS after every 10 seconds. The selection of phone
number is done by enumerating every contact and looking for
mobile numbers which means that land numbers are ignored.
The purpose of this procedure is to maximize the propagation
of infection to compatible mobile devices. Then from 7:00am
to 7:59am it cleans up all the sent MMSes carefully as well as
message log afterwards. On the 14" day of every month,
worm’s payloads activate and reboot the phone in silent mode.

III - RELATED WORK

F-Secure a security company, are the pioneers who did
research on mobile-based Bluetooth worms. F-Secure mobile
anti virus is a host based worm detection system. Their
software application must be installed on the smart phone or
PDA to secure the device. As there are different software and
hardware platforms available for mobile devices, so they have
different versions of applications which ranges from Symbian-
based operating system to windows mobile operating
system.[13]

Symantec mobile security is another product for symbian
series 60 and 80 platforms, including selected models from
nokia and Panasonic. This is also a host based detection
application. It has a built in firewall for inbound and outbound
LAN/WAN communication. It scans for malicious code in
SMS, EMS, MMS, HTTP files and email files. [18]
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IV- PROBLEM STATEMENT

As we have seen to prevent the device from getting infected
it must have host based application software like anti virus
which can detect or prevent infection of malware on these
mobile devices. Until now most of the work has been done to
secure these devices by applications like anti virus software
{123 [13] which uses lesser resources because of the limited

. computation power and capabilities of these devices. They
“also have the limitation of developed for different platforms.

- *’Fff'l’here'iS"a'problem* with-the-current approach; the software ——

must be installed on the device else it will be infected.
Moreover the antivirus heuristics must be updated to protect
the device.

As technology advances, there will be a possibility of more
advanced worms which may create havoc in the usage of
mobile devices. Till now, Cabir and Commwarrior worms
give us the initial perception of the situation.

If any of the devices does not have the antivirus software,
and if it had gotten infected; it will infect many devices within
its range. Furthermore there is no means of informing the

" device owner about the infection. As there is illiteracy among
common mobile users about the malicious code, the infection
may become severe. Especially when we consider public
locations for instance airports, sports arenas, shopping malls.
Hence, it can create local and global epidemic as most of the
people are not aware of this hazard especially when the device
owner travels.

Our proposed system is platform independent as we are

. developing a Bluetooth network based worm detection system.

3 We will explain the framework in section V.

V. THE PROPOSED FRAMEWORK

We propose a framework for detecting worms on Bluetooth
network which we call Bluetooth Network Worm Detection
System (BNWDS). It is a defensive system to detect worms or
worm attack on the Bluetooth network.

The framework has the following objectives:

1. To detect the worms from the Bluetooth enabled
infected mobile devices on PAN level.
2. To stop local epidemic of Bluetooth worms by
i deploying the system at public locations like sports
arenas, hospitals.
3. To stop global epidemic by deploying our framework
at airports.

The purpose of the proposed system is to detect worms in
Bluetooth networks at public places where there is a good
possibility of worms spreading. The system will be flexible
enough to be deployed at smaller or larger location.

There are five major entities in our system sensors or sensor
nodes, core system, worm heuristics, alarming units and
remote heuristics services system as illustrated in figure 4.

3

The sensors or sensor nodes are used for sniffing Bluetooth
packets from piconets or PAN. There can be more than one
sensor in our system depending on the required secure
coverage area. Each sensor node will cover range depending
on Bluetooth power class. Here we are using power class 2
which covers 10 meters or 30 feet range. Class 1 which covers
100 meters can also be used. The sensor nodes will be
connected with the core system. All the sensors will have their
own unique addresses which will be used by the core system

_to_distinguish_the_location_of the attack. Sensor-nodes—will

sniff the packet and send it to the core system for processing.

The core system is basically an x86 based workstation
which has our BNWDS engine running. Sniffed packets are
sent by sensor(s) to the core system for analysis and
processing. The analysis part will analyze the Bluetooth
packet and will authenticate if the packet is from devices like
cell phones and PDAs not from devices like printers. After
authentication, the packets are moved to detection engines.
The core software system consists of a smart engine that
utilizes both misuse detection and anomaly detection
respectively for better detection and lower false alarm. The
sub-core smart engine that handles the matching of the
packets data will match the data using a fast algorithm and if
any malicious data is detected on the network. An alarm will
be activated on the alarming display unit. The second sub-core
engine will monitor the ambiguous activities on the network.
We state different levels and rules of anomalies into the
system. If the ambiguity level found on the network is high;
the system will raise an alarm and a message will be sent to
the alarming display unit.

Heurislics

Figure 4: Bluetooth Network Worm Detection System [BNWDS]
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The alarming display unit is the vital entity to alert
Bluetooth device users about worm propagation in their
surrounding area. A message will be displayed and there will
be also a vocal announcement to alert users. Alerted display
message will advice the Bluetooth device users to turn off
their Bluetooth or check their device for worm infection.
Remote heuristics services system use RHS is a web service
running on a remote server. RHS will maintain the latest
~, Bluetooth worm signatures in its heuristics. These signatures
Jwill be updated by the Bluetooth worm analyst. All core
systems will connect with remote heuristics services system
periodically through HTTPS to get the latest worm
information. RHS will also be responsible to update rules and
levels of the BNWDP anomalies engine. Sub-core anomaly
engine can also send information about the high ambiguities
found on the network to the remote heuristics services. This
vital information can provide data to. the analysts to
investigate those anomalies on the networks.
In short, the proposed system works as follows, whenever a
user with an infected device comes within the range of
. BNWDS sensors, the packets will be captured and sent to the
core system for analysis. After the authentication of packet
type; the matching sub-core system of the smart engine will
analyze the packet and if any malicious data found, it will call
the alarm to notify the users. Subsequently, anomaly sub-core
will also analyze the network in parallel to detect unknown
malicious attacks.
As the objective of our propose framework is to detect the
propagation and epidemic of Bluetooth malware from mobile
"y devices. We will discuss two models to deploy our system and
4 effectively stop the Bluetooth worm propagation.
Our framework is designed to stop the epidemic at the

public places to control the havoc done by the Bluetooth
worms. '

Simple Modeling of global propagation as an example

The first solution is to deploy the sensors at the entrances of
public areas like entrances and lounges of airports as there is a
high probability of worm propagation by infected device.
Deploying our system at these locations will allow us to
control the epidemic at the global level.

Hence for detection of global epidemic we model it at the
airport. At the entrances of airport we arranged sensor S1 and
sensor S2 i.e S(S1, S2). Each Sensor has the range of 10
meters. Any passengers with the device D1 or D2 entering
into the inspection area of S1 or S2, it will be scrutinized. As
passenger with the infected device ID1 will come into the
inspection zone of S1. The BNWDS will detect the infectious
device and will send the alert. Figure 5 illustrates the simple
model. Afterwards the Infected device will be put in a
quarantine area where it will be disinfected. If the infection is

4

new and detected by the sub-core anomaly engine; the
information will be sent to the RHS.

L ! o ': ; K e et e ‘;
§ st i 2 ;
o 7, - 7?\7 ﬂloz .
Figure 5 Entrance of airport.

Simple modeling of local epidemic as an example

To control local epidemics, we propose the framework to
be deployed at public locations such as sports arenas and
shopping malls. The reason behind deploying at these sites is
due to detection at early local epidemic and stop at that
location.

We did a simple model of detecting worms in sports arenas.
We arranged multiple sensors S (S1, S2, ..., 88) in the area.
Each Sensor has the range of 10 meters. All the devices D (D1,
D2,.., D10) will be within the range of inspection zone.
Whenever any infected device ID (ID 1, ID2) will be detected;
the users will be notified to secure their device which will
make the epidemic slower or totally controlled. Figure 6
illustrates the above solution.

Figure 6, Syéféxﬁ —El’eployment for Sports arenas.

VI. CONCLUSION

Hence we have presented a framework and also discussed
different scenarios where it can detect and solve the worm
spreading epidemic. In the future, there will be higher
probability of smarter Bluetooth worms; and their propagation
and infection. Our Framework will be effective to stop and
control the epidemic of Bluetooth worms
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VII. FUTURE WORK

In the future, we want to implement the proposed framework
and also want to include worm prevention system.
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Technical Report for
Big Picture Codec for Multimedia Conferencing
System

1.0  Synopsis:

A video codec is a device or software module that enables the use of compression
for digital video. Historically, video was stored as an analog signal on magnetic tape.
Around the time when the compact disc entered the market as a digital-format
replacement for analog audio, it became feasible to also begin storing and using video in
digital format, transmitting compressed video and a variety of such technologies began to
emerge. In this research, we worked on higher quality and high resolution video for video

conferencing.

1.1  Objective:

The objective of this research is to achieve high quality and high resolution video
transmission (big picture) at a lower bit rates with software compression and
decompression to use it with video conferencing system. Normally video conferencing
uses 320x240 or 352x288 pixels video resoiution. In our research, we are using 640x480
pixels frame size for high resolution video transmission which gives us advantages of
high quality visuals as well as compatibility with TVs. Mostly televisions doesn’t support

. . . i3 \
resolution higher than this. Naal'f -

27 -
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1.2  Discussion
The objective of this research was to do extensive study on suitable video codec

for higher resolution video transmission for video conferencing.

1.2.1 Video Codecs Evaluation
Video compression refers to reducing the quantity of data used to represent video
content without excessively reducing the quality of the picture. It also reduces the size of
storage and transmission of multimedia content. Compressed video can effectively reduce
the bandwidth required to transmit digital video via terrestrial broadcast, via cable, or via
satellite services.
For current research, we evaluated different video codecs to be used for our
objective. Following are the video codecs.
1- VP6
2- VP7
3- H.264
4- X.264
5- Divx 5
6- Xvid
7- Theora
8- Mpeg 4 v3
The above used video codecs performed well in initial tests but later on we
found out that most of the codecs were not suitable for our requirements. For
instance, H.264 is a high quality video codec but requires high CPU. In the end we

preferred to use Mpe’gz4 v3 which has high quality with utilization of low CPU.



1.2.1.1 Mpeg 4 v3

MPEG-4 is a standard developed for the delivery of interactive multimedia across
networks. The underlying intention of the MPEG-4 (ISO 14496) standard is to provide an
audio and video compression scheme suitable for video conferencing at data rates less
then 64 kbps. It is an open standard. Another important MPEG-4 feature is flexible,
highly interactive access to and manipulation of audio-visual data by the end-users. The
video component of MPEG-4 is very similar to H.263. It is optimized for delivery of
video at Internet data rates. Microsoft uses a MPEG-4 based codec called Microsoft
MPEG-4 Video codec v3 in its Windows Media streaming solution [16] and the Internet
Streaming Media Alliance has created a more standard approach. It has good image
quality at low data rates. It uses Discrete Cosine Transform (DCT) with Motion

Prediction algorithms.

1.2.2 Video codecs evaluation test results
We evaluated the video codecs and benchmark using system resources as the
parameters for testing. We used Pentium 4 2.8 Ghz with 512 MB ram as a test setup

machine. Following Table I illustrate the test results:

Table I: Benchmarking of video codecs
Video Codec  CPU Utilization

1 | VP6 98%
2 (VP7 100%
3 | H.264 99%
4 |x.264 97%
5 |Divx$ 90%
6 | Xvid 90%
7 | Theora 97%
8 | Mpeg4v3 50%
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1.2.3 System Overview
Our framework consists of two components, Video capture or video sender

component and the video playback or video receiver component. Following are the

~ system overview of two components:
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Figure 1: Video capture overview
Video capture part of our framework is responsible for capturing video from the
camera and forwards the uncompressed data to the Color converter. Color converter
converts the color depth of video from 24 bit to 16 bit. Then the data is moved to
compressor Which will compress the data with a high quality video codec like H.264.
After compression, data send to network. We use our own packet format which is based

on RTP (real-time transfer protocol). [14][15]
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Figure 2: Video capture overview
Video playback component captures the packets from the network and sends the
data to the de-compressor. After Decompressing, data send to color converter which

transform the color depth from 16 bit to 24bit. Video renderer renders the data on screen.

1.2.4 Implementation

Our framework is implemented using Microsoft Visual C++ as a baseline
programming language, component architecture using Microsoft Component object
modeling (COM) and media framework with Microsoft Directshow architecture.

Microsoft DirectShow is a media-streaming architecture for the Microsoft
Windows platform that enables the high-quality capture, compression, decompression
and playback of multimedia content. The content can contain video and audio data
compressed in a wide variety of formats, including MPEG, audio-video interleaved
(AVI), MPEG-1 Layer 3 (MP3), and WAV files. Capture can be based on either
Windows Driver Model (WDM) or legacy Video for Windows (VFW) devices.
DirectShow also utilizes the DirectX technologies to take advantage of any audio and

video acceleration hardware to deliver the highest possible performance. [11][12]{13]



1.2.5 Multimedia Conferencing System (MCS)
MCS Version 6.0 presents a revolutionary MULTIPOINT-TO-MULTIPOINT
video conferencing system that is ahead of current video conferencing technology. It

allows conferencing with as many people as needed from anywhere around the world.

1.2.5 Final Results

After final implementation and we integrate the module with MCS v6. Following
is the sample picture capture showing wide variety of colors at high quality and

resolution.

;
Mot

Figure III: High quality big picture
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