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Abstract—Due to the applicability of a wide range of
cryptosystems in recently proposed applications, a large
variety of cryptographic schemes have been developed. It can
be claimed that proposing a cryptographic protocol to satisfy
security and efficiency requirements is one of the significant
challenging issues. Nevertheless, cryptographic research
community suffers from non-existence of an integrated pattern
to categorize and standardize possible challenges of mentioned
concerns. These drawbacks could in turn lead to much
confusion for the researchers who are not expert in this
research area. Therefore, we paid particular attention to
assemble a powerful document to fill this gap between the
beginners and the experts. Our final goal is to make other
researchers able to classify the challenges over Provably
Secure cryptosystems or lightweight ones, analyze the
proposed scheme based on the determined components and
help them to find better solutions for the future researches.

Keywords—Provable  Security, lightweight, Security
Evaluation, Attack Model

I. INTRODUCTION

The widely usage of collaborative and distributed
applications in the resource constrained devices, recently led
to developing a large variety of lightweight security
mechanisms in such environments. Moreover, the natural
vulnerability of such communicating links made the security
field one of the most interesting challenges especially in
resource constraints platforms. In this way, many researchers
have been tried to propose appropriate solutions to make
such environments more reliable than ever before. From the
security viewpoint, a subset of mentioned solutions have
been tried to prevent the considered environment from some
categories of external attacks [1-3], while some others tried
to detect possible threats and proposed some solutions to
resist against [4-6]. If roughly speaking, it is possible to
claim that the level of proposed secure protocols can be
emphasizing on cryptographic protocols or as a higher level
they can use other cryptographic functions as a building
block to make the considered protocol.

From the security perspective, the objective of this
research is to focus on those categories of cryptosystems,
which are provably secure. Being provably secure
emphasizes on this fact that breaking the considered scheme
would lead to solve one of the mathematical hard problems.
Beside of what mentioned above, it is necessary to point out
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that the limitations of resources such as memory usage,
computation capacity, energy consuming, etc., made the
majority of the proposed schemes inappropriate for resource-
constrained devices. The importance of efficiency in
mentioned cryptographic schemes motivated us to pay
particular attention to the efficiency of cryptosystems beside
of the security scientific area.

The final goal of this research is based on three
dimensions. As the first dimension, we have tried to trace the
way that a subset of researchers made their proposed
cryptosystems lightweight. The outline of this part is to
clarify what investigated in [7]. As the second dimension, we
have tried to introduce the boundary of well-known standard
attacks against the main cryptographic primitives,
Encryption, Digital Signature and key Agreement. Finally,
the last dimension introduces possible challenges for the
future researches over cryptosystems especially lightweight
and/or provably secure ones by expanding what investigated
in [7] to cover more variety of cryptographic protocols.

The rest of this paper is organized as follows: the second
section is related to tracing a sequence of researches to make
cryptosystems  lightweight  for  resource-constrained
platforms. The third section provides an extensive
presentation of the standard attacks for three main
cryptographic primitives, Encryption, Digital Signature and
Key Agreement. Then, in the fourth section, we outlined the
possible challenges of lightweight and/or provably secure
cryptosystems to cover a wide range of possible open
problems in these scientific areas. Finally, the last section
concludes the contents of this document.

II. A PROGRESSIVE HISTORY OF MAKING
CRYPTOGRAPHIC SCHEMES LIGHTWEIGHT

As it is pointed out before, the limitations of resources is
one of the most significant challenging issues in the variety
of proposed cryptographic schemes. To solve this problem
many proposed schemes have tried to use symmetric
cryptosystems such as RC5 [8] and Skip-Jack [9] to make the
proposed scheme lightweight. Although symmetric
cryptographic schemes were more efficient than public-key
ones, they suffer from a subset of significant problems
especially from key management perspective. In contrast
with symmetric cryptosystems, the use of public-key
cryptographic schemes could make key management security
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services easier and reduces the overhead of transmitting
processes [10,11].

Mentioned reasons above were sufficient to persuade a
large group of developers to find a solution to make public
key cryptosystems feasible in resource-constrained platforms
[7]. To make the use of public key cryptosystems feasible in
such resource constrained environments, it is possible to
refer to what Gaubatz et al. proposed in [10]. In this
document, the authors could reduce the traffic overhead by
simplifying the implementation of a public-key
cryptographic scheme, therefore reducing the amount of
transmission power. Beside of this, Baek et al. could propose
a lightweight public-key encryption scheme from
computation time and communication overhead viewpoints
[12].

Motivated by what pointed above, cryptography research
community have concluded that the use of Elliptic Curve
Cryptography (ECC) is the golden key to make public key
cryptosystems lightweight in order to make them appropriate
for resource constrained platforms [7]. As an example, we
can refer to the result of what studied by Tan et al. [13] who
compared the energy cost of two popular Public-Key
cryptosystems, RSA and ECC. The last result of this study
indicated that the use of ECC instead of RSA based
cryptosystems leads to obtaining smaller key size, decreasing
the expense of computation power and communication
capacity and reduces the amount of transmitted or stored
data. The TABLE I and TABLE II demonstrate the used key
sizes for ECC based cryptosystems and RSA based ones as a
function of considered security levels based on two standard
documents, NIST [14] and ECRYPT [15], respectively.

TABLE L. KEY SIZES OF NIST STANDARD DOCUMENT [14]

Security level (bits)
80 128 256
Category of cryptosystent
ECC-based 160 256 512
Finite field 1024 3072 15360

TABLE II. KEY SIZES OF ECRYPT STANDARD DOCUMENT [15]

Security level (bits)
80 128 256
Category of cryptosystent
ECC-based 160 256 512
Finite field 1248 3248 15424

It is worth noting that the “Security Level” parameter in
the TABLE I and TABLE II refers to the size of required
cryptographic field to attain a given level of security against
the Discrete Logarithm mathematical hard problem. The
outcome of mentioned results above, emphasizes on the fact
that the use of ECC based cryptosystems leads to
implementing more efficient public-key cryptographic
schemes. Accordingly, a large variety of lightweight ECC

based cryptosystems have been proposed to fulfill the
requirements of a subset of resource constrained
environments. The use of bilinear pairings over algebraic
elliptic curves is the basis of a large category of mentioned
ECC based cryptosystems [7]. Therefore, pairing based
cryptography has had a significant role in the most proposed
lightweight cryptosystems especially in resource-constrained
ones [16]. Generally, bilinear pairings are one of the
significant categories of algebraic maps, which most of them
are constructed based on Miller algorithm [17]. Since, the
use of these maps is the basis of many recently proposed
lightweight cryptosystems, various researches have been
done to make bilinear pairings more efficient in order to
make them perfect for lightweight pairing based
cryptographic schemes in resource-constrained platforms [7].

It is necessary to point out to deploy public key
cryptosystems by the use of bilinear pairings, existing
entities must be able to validate the public-key of the other
side authorized ones. Although this concern can be settled by
the use of Public Key Infrastructures (PKI), the high expense
of PKI seems to make this method impractical in resource-
constrained environments. To eliminate this drawback,
identity based cryptosystems came into the mentioned
scientific area. The idea of identity based cryptosystems in
the context of public key ones was first suggested by Adi
Shamir [18], in order to use the user’s identifier instead of
their public key, therefore eliminating the need to digital
certificates. Then, implementing this idea remained an open
problem for seventeen years, until Boneh et al. could propose
the first applicable Provably-Secure identity based
cryptosystem under the Bilinear Diffie Hellman (BDH)
assumption [19]. The next section provides an overview for
the boundary of standard attacks against the provably secure
main cryptographic primitives, which most of them are
defined in the context of identity-based cryptosystems.

III. BOUNDARY OF ATTACKS IN MAIN PRIMITIVES

This section assigns to a review over the boundary of
attacks in Provably Secure schemes for three main
primitives, Encryption, Digital Signature, and Key
Agreement. The considered model for the determined
attacker is an essential component in Provable Security
evaluation method. To prove the security of an evaluated
scheme, this model , named Attack Model, aimed to identify
the boundaries of possible attacks that the evaluated scheme
must be secure against. Hence, based on the considered
primitive (e.g. Encryption, Digital Signature, Key
Agreement, etc.) this model should be defined. More
precisely, the model of queries that an imaginary adversary
can issue within a polynomial time complexity before
attempting to break the scheme, shapes the model of
mentioned boundary of possible attacks. Clearly, considering
the ability of issuing wide and various queries for the
imaginary adversary brings a much more powerful model
than a limited one.

Another essential component of Provable Security
evaluation method is the Attacker Goal. In fact, the Attacker
Goal determines the form of the challenge between the
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security evaluator and the determined imaginary adversary. It
is necessary to point out that this goal is a probability
distribution and could be “computational” or “decisional”. It
is noteworthy that easier goal from the adversary entity’s
viewpoint can make the Attacker Goal stronger.

The Attack Models for fundamental cryptographic
primitives “Encryption,” “Digital signature,” and “Key
Agreement” are discussed in the next subsections.

A. Attack Model of Encryption schemes

There are two main classes of Attack Models for
Encryption schemes named Chosen Plaintext Attack(CPA)
and Chosen Ciphertext Attack(CCA) that have been
introduced by Bellare et al. in [19]. In the first class, the
adversary might be challenged through one of the
encryptions of the plaintexts of her choice while in the
second one the decryption oracle is also accessible. Beside of
these two classes, it is possible to define adaptive Chosen
Ciphertext Attack which is more powerful than normal CCA.
In this kind of attack model, the decryption oracle is
accessible for the adversary even after obtaining the
challenge ciphertext [19].

Moreover, two Attacker Goals have been considered for
Encryption schemes by the same authors named
Indistinguishability (IND) and Non-Malleability (NM). In
the first one, the considered adversary cannot obtain any
knowledge about plaintext relevant to the challenging
ciphertext. In Non-Malleability, the adversary who obtained
two plaintexts P1 and P2 (meaningfully related) and the
ciphertext C1 (the ciphertext of P1) is incapable to produce
C2 (the ciphertext of P2).

Similar to this subsection, following subsection focuses
on the boundary of adversary in another important security
primitive which is Digital Signature.

B.  Attack Model of Digital Signature schemes

Attack Model for Digital Signature can be categorized in
two main groups called “key-only attacks” and “message
attacks” based on the discussions in [20]. The first one
covers those attacks that adversary assumed to have just the
signer’s public-key whereas in the other one, the
corresponding signature for a group of known or chosen
messages can be taken from an oracle which is accessible by
the adversary. Hence, the message attacks are more powerful
than the key-only attacks.

In general, message attacks can be categorized into three
groups [20]:

a. Known-Message Attack (KMA). Valid signatures
of a set of messages are given to the adversary by
the oracle. The adversary has knowledge about the
messages but they are not selected based on the
adversary’s interest.

b. Chosen-Message Attack (CMA). The adversary
can obtain valid signatures of a set of messages
selectively but before the challenge phase.

c. Adaptive Chosen-Message Attack (ACMA). The
adversary is able to communicate with the oracle as a

signer and request signatures for desired messages
adaptively even after the challenge phase.

Attacker Goal for an attacker against Digital Signature
schemes can be defined in three main classes [20]:

d. Total Break. The adversary aimed to compute the
signer’s private-key or to find an efficient
algorithm to forge all valid signatures.

e. Selective Forgery. The adversary must be able to
generate valid signatures for a set of chosen
messages.

f. Existential Forgery. The adversary must be able to
forge a signature for at least one of the messages.

It is noteworthy that, although the last goal is the easiest
goal for the adversary, it brings stronger model for defense
than two others.

C. Attack Model of Key Agreement schemes

In continue to what pointed out before, the Attack
Model of a Key Agreement protocol can be considered from
two dimensions. Based on this, the only well-defined model
for the notion of security in Key Agreement protocols is
based on Bellare and Rogaway Model (BRM) [21]. In this
Attack Model, the adversary can access the oracle from the
first party’s viewpoint to issue three followed queries:

Send (IIf.x): This query lets the considered

adversary to send her chosen message as a “material
exchange” sub-phase message to the ID; entity in the
session “s” of the protocol.

Rmt{[{ﬁ J: This query lets the adversary to obtain

the shared key that can be established between [Z; and
1D, in the session “s” of the protocol.
Corrupt (L) In this query the adversary can issue the
first party’s long-term private key.
It is worth mentioning that an oracle at any time can be in
one of the following possible states:
Accepted: in this case, the adversary issues allowed
queries.
Rejected: in this condition, the adversary issues not-
allowed queries.
Opened: an oracle is opened if the adversary has
answered it in one of the reveal queries.

Like the notion of security in other primitives, the
adversary at some time decides to be challenged. At this
time, the adversary asks a Test query on a Fresh oracle.

An accepted oracle such as Ilfj named Fresh if the

adversary did not issue the Reveal(ﬂﬁj query, the query

Corrupt(i) have not been asked by the adversary, and the
oracle [l]tl is not opened. However if the adversary asked a

Test(l?lf]) query in the challenge phase, the oracle randomly

chooses & & {0,1}". if b=0 the oracle gives the adversary
the corresponding session key, but otherwise it gives her a
random sample instead. Finally, the adversary outputs her
guess  for b.

Based on what pointed out before, the model of
adversary’s guess is decisional. So, the function of guess
probability distribution for an adversary such as “A” against
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the key agreement scheme “KA” can be obtained from
following equation:

Afuft= 2 |PriCorrect Distinguish}— (1

In continue to what mentioned before, the TABLE III,
introduces six provably secure cryptographic schemes of
three main primitives.

TABLE III. CONSIDERED ATTACK MODEL FOR A SUBSET OF

PROPOSED SCHEMES
Category of Author(s) Attack Model
protocol Model Goal
Encryption Boneh, Franklin [23] CPA IND
Encryption Boneh, Boyen [24] CCA IND
Digital Signature Boneh et al. [25] CMA SF
Digital Signature Boldyreva [26] CMA EF
Key Agreement Wang [27] BRM BRM
Key Agreement Chen, Kudla [28] BRM BRM

It is worth to note that although it is possible to compare
two provably secure schemes from the reduced
mathematical hard problem [22], this paper excludes this
scientific topic. The next section issues possible challenges
of lightweight and/or provably secure cryptographic
protocols.

IV. FUTURE CHALLENGES AROUND LIGHTWEIGHT
AND/OR PROVABLY SECURE CRYPTOSYSTEMS

In continue to what investigated in the previous sections,
this section assigns to a subset of possible issues and
challenges, which can be considered as future researches in
the area of lightweight and provably secure schemes over
the use of bilinear pairings in the context of identity based
cryptosystems. Some findings of this research, are as
follows:

1) Proving the security of a novel proposed cryptographic
scheme

The main significance of a novel research in this category
is to prove that the proposed scheme is more reliable than
other existing ones. This group of developers would be able
to reach this goal by doing a combination of followed
methods:

a) To reduce the security of the proposed scheme to a new
mathematical hard problem. It is necessary to point out
that in this case, the developer must claim and prove that
the determined mathematical hard problem is more
powerful than other reduced ones in the considered
comparable provably secure scheme

b) To consider stronger notion of security by assuming an
stronger Attack Model or stronger Attacker Goal based
on what mentioned in the third section.

2) Improving an existing cryptographic scheme from
efficiency or performance viewpoint

The main focus of this group of researches is to focus on
a considered cryptosystem or a subset of them, instead of

proposing a novel one. This group of developers are able to
improve a determined scheme by doing a combination of
followed ways:

a) To decrease the expense of the determined scheme by
considering some criterions such as computational cost,
communicational capacity, memory or energy usage,
etc.

b) To improve the functionality of a considered secure
protocol by eliminating the number of involving entities
such as Trusted Third Party

¢) To transform one of the provably secure cryptographic
scheme to the another one to obtain the advantages of
the first primitive

3) Comparing various cryptographic schemes to analyze
their functionality

One of the possible challenges in the area of provably
secure cryptosystems is to compare the efficiency or
performance of a group of schemes from security or expense
viewpoints, based on what mentioned in the last item. This
comparison would be beneficial due to make future
researchers able to categorize the existing schemes based on
new benchmarks. In addition, this comparison would be a
useful way to find out the advantages of the proposed
schemes in the mentioned scientific area.

4) Attacking on a known cryptographic scheme or a
subclass of them

The other possible challenge in the area of provably
secure cryptosystems is to find a subset of vulnerabilities of a
subset of schemes to prove that they are not resistant enough
against the claimed attacks.

5) Finding appropriate applications for a determined
cryptographic scheme

In addition to the mentioned challenges above, it is
possible to use a considered cryptographic scheme as a
building block of another protocol or application.

V. CONCLUSION

Due to the importance of reliability and efficiency of the
existing cryptographic schemes, many researchers have tried
to propose provably secure and/or lightweight cryptographic
schemes. In order to contribute further researches in these
fields, this paper issues possible challenges beside of
required backgrounds of these two scientific areas.

REFERENCES

[1] Capkun, S., Buttyan, L. and Hubaux, J.-P. (2003). “Self-organized
public-key management for mobile ad hoc networks”. IEEE
Transactions on Mobile Computing. 2(1), 52 — 64. ISSN 1536-1233.

[2] Douceur, J. R. (2002). “The Sybil Attack”. In IPTPS *01: Revised
Papers from the First International Workshop on Peer-to-Peer
Systems. London, UK: Springer-Verlag. ISBN 3540441794, 251-
260.

[3] Yi, S. and Kravets, R. (2003). “MOCA: Mobile Certificate Authority
for Wireless Ad Hoc Networks”. In 2nd Annual PKI Research
Workshop Program.65-79.

174

Authorized licensed use limited to: UNIVERSITY TEKNOLOGI MALAYSIA. Downloaded on April 05,2022 at 01:08:10 UTC from IEEE Xplore. Restrictions apply.



(4]

(3]

(6]

(7]

(8]

9]

Anjum, F. and Talpade, R. (2004). “LiPaD: lightweight packet drop
detection for ad hoc networks”. Vehicular Technology Conference,
2004.VTC2004-Fall.2004 IEEE 60th. 2, 1233-1237. ISSN 1090-
3038.

Subhadrabandhu, D., Sarkar, S. and Anjum, F. (2004). “Efficacy of
misuse detection in ad hoc networks”. Sensor and Ad Hoc
Communications and Networks. IEEE SECON 2004. 2004 First
Annual IEEE Communications Society Conference on, 97-107.
doi:10.1109/SAHCN.2004.1381907.

Vigna, G., Gwalani, S., Srinivasan, K., Belding-Royer, E. M. and
Kemmerer, R. A.(2004). “An intrusion detection tool for AODV-
based ad hoc wireless networks”. In Proceedings - Annual Computer
Security Applications Conference, ACSAC. Los Alamitos, CA
90720-1314, United States. ISSN 1063-9527, 16 —27.

SM Ghoreishi, IF Isnin. (2013). “Secure Lightweight Pairing-Based
Key-Agreement Cryptosystems: Issues and Challenges ”. IACSIT
International Journal of Engineering and Technology, Vol. 5, No. 2.

A. Perrig, R. Szewczyk, V. Wen, D. Culler, and J. D. Tygar, . (2002).
“SPINS: Security protocols for sensor networks,” in Proc. Conf.
Wireless Networks, pp. 521-534.

C. Karlof, N. Sastry, and D. Wagner. (2004). “Tinysec: A link layer
security architecture for wireless sensor networks,” in 2nd ACM Sens
Sys, pp.162-175, Nov.

[10] G. Gaubatz, J.-P. Kaps, E. Oztruk, and B. Sunar. (2005). “State of the

art in ultra-low power public key cryptography for wireless sensor
networks”, In Proc. PerSec ’05, pages 146-150. IEEE.

[11] J. K. Liu, J. Baek, J. Zhou, Y. Yang, and J. W. Wong. (2010).

Efficient online/offline identity-based signature for WSN” , In 1JIS
9(4): 287-296.

[12] J. Baek, H. Tan, J. Zhou, and J. Wong. (2008). “Realizing stateful

public key encryption in wireless sensor Network”, In Proc. IFIP-SEC
’08, pages 95-108. Springer-Verlag.

[13] C. Tan, H. Wang, S. Zhong, and Q. Li. (2008). “Body sensor network

security: an identity-based cryptography approach”, In Proc. 1st ACM
conference on Wireless Network Security, pages 148—153. ACM.

[14] NIST Recommendation For Key Management Part 1: General,

NistSpecialpublication 800-57. August, (2005).

[15]
[16]

[17]

(18]

[19]

[20]
[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

ECRYPT Yearly Report On Algorithms And Keysizes (2004).

L.B. Oliveira and R.Dahab. (2006). ““ Pairing-based cryptography for
sensor networks” ,In 5th IEEE International Symposium on Network
Computing and Applications, Cambridge,MA, July.

V. Miller. (1986). “Short programs for functions on curves”,
Unpublished manuscript.

Adi Shamir. (1985). “Identity-based cryptosystems and signature
schemes” , Advances in Cryptology - CRYPTO '84, LNCS 0196, pp.
47-53, Springer-Verlag.

Mihir Bellare , Anand Desai , David Pointcheval , And Phillip
Rogaway. (1998). “Relations Among Notions Of Security For Public-
Key Encryption Schemes”. Crypto '98.

A. Menezes, P. V. (1996). “Handbook Of Applied Cryptography”.
Crc Press.

Bellare, M., Rogaway,P. (1993). “Entity Authentication And Key
Distribution”. Advances In Cryptology—Crypto *93.

Chen, L., Cheng, Z. (2005). “Security proof of the Sakai-
Kasahara’sidentity-based encryption scheme”. In: Cryptography and
Coding, pp.442-459. Springer, Heidlberg, LNCS 3706.

D. Boneh, M. Franklin. (2003). “Identity Based Encryption from the
Weil Pairing”. SIAM J. of Computing, Vol. 32, No. 3, pp. 586-615.
D. Boneh, X. Boyen. (2004). “Efficient Selective-ID Secure Identity
Based Encryption Without Random Oracles”. In Proceedings of
Eurocrypt.

D. Boneh, B. Lynn, H. Shacham. (2001). “Short Signatures from the
Weil Pairing”. In Proceedings of Asiacrypt.

A. Boldyreva. (2003). “Efficient Threshold Signature, Multisignature
and Blind Signature Schemes Based on the Gap-Diffie-Hellman-
Group Signature Scheme”. PKC 2003, LNCS 2139, pp. 31-46,
Springer-Verlag.

Wang, Y. (2013). “Efficient Identity-Based And Authenticated Key
Agreement Protocols”. Transactions On Computational Science Xvii .

Chen, L., Kudla, C. (2003). “Identity Based Authenticated Key
Agreement From Pairings”. leee Computer Security Foundations
Workshop.

175

Authorized licensed use limited to: UNIVERSITY TEKNOLOGI MALAYSIA. Downloaded on April 05,2022 at 01:08:10 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomDGR-Bold
    /NimbusRomDGR-BoldItal
    /NimbusRomDGR-Regu
    /NimbusRomDGR-ReguItal
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


