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ABSTRACT

Electricity networks, designed and operated in accordance
with the historic deterministic standards, have broadly
delivered secure and reliable supplies to customers. A key
issue regarding their evolution is how the operation and
planning standards should evolve to make efficient use of
the existing assets while taking advantage of emerging,
non-network (or non-wires) technologies. Deployment of
the smart grid will require fundamental changes in the
historical principles used for network security in order to
ensure that integration of low-carbon generation is under-
taken as efficiently as possible through the use of new
information and communication technology (ICT), and new
flexible network technologies that can maximize utilization
of existing electricity infrastructure. These new technologies
could reduce network redundancy in providing security of
supply by enabling the application of a range of advanced,
technically effective, and economically efficient corrective (or
post-fault) actions that can release latent network capacity of
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the existing system. In this context, this paper demonstrates
that historical deterministic practices and standards, mostly
developed in the 1950s, should be reviewed in order to take
full advantage of new emerging technologies and facilitate
transition to a smart grid paradigm. This paper also demon-
strates that a probabilistic approach to developing future
efficient operating and design strategies enabled by new
technologies, will appropriately balance network investment
against non-network solutions while truly recognizing effects
of adverse weather, common-mode failures, high-impact
low-probability events, changing market prices for pre- and
post-contingency actions, equipment malfunctioning, etc.
This clearly requires explicit consideration of the likelihood
of various outages (beyond those considered in deterministic
studies) and quantification of their impacts on alterna-
tive network operation and investment decisions, which
cannot be undertaken in a deterministic, “one size fits
all” framework. In this context, we developed advanced
optimization models aimed at determining operational and
design network decisions based on both deterministic and
probabilistic security principles. The proposed models can
recognize network constraints/congestion and various opera-
tional measures (enabled by new technologies) composed of
preventive and corrective control actions such as operation
of special protection schemes, demand side response and
generation reserve utilization and commitment, considering
potential outages of network and generation facilities. The
probabilistic model proposed can also provide targeted levels
of reliability and limit exposure to severe low probability
events (mainly driven by natural hazards) through the use
of Conditional Value at Risk (CVaR) constraints, delivering
robust and resilient supplies to consumers at the minimum
cost. Through various case studies conducted on the Great
Britain (GB) power network, we set out the key questions
that need to be addressed in support of the change in
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network reliability paradigm, provide an overview of the
key modelling approaches proposed for assessing the risk
profile of operation of future networks, propose a framework
for a fundamental review of the existing network security
standards, and set out challenges for assessing the reliability
and economics of the operation of future electricity network.
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1
Context and Objectives

1.1 Motivation

Electricity networks, designed and operated in accordance with the
historic deterministic approaches, have broadly delivered secure and
reliable supplies to customers. A key issue regarding their evolution
is how the operation and planning standards should be adapted to
make efficient use of the existing network infrastructure while taking
advantage of emerging smart grid technologies (Strbac et al., 2011;
Kirschen and Bouffard, 2009; Moreno et al., 2010b; Moreno et al., 2012).
In accordance with the conventional deterministic reliability criteria,
electricity systems are expected to withstand the occurrence of any one
of a defined set of credible outages (e.g., a loss of one or two circuits
in accordance with N − 1/N − 2 criterion) without causing overloads
or inadequate voltages on any remaining circuits/busbars, and without
violating system stability limits. Post-fault network overloads, following
credible contingencies, are avoided by preventive operational measures
or by a combination of preventive and corrective control (Kundur and
Taylor, 2007; Kirschen and Jayaweera, 2007; Glatvitsch and Alvarado,
1998).

146
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1.2. Network security standards 147

The key general concerns associated with this traditional network
operation and design philosophy are related to economic efficiency and
the ability of this concept to balance the cost of operation and network
infrastructure against the security benefits delivered to network cus-
tomers (Billinton and Li, 1994; Kariuki and Allan, 1996; He et al., 2010).
Furthermore, given that network security is provided mainly through
asset redundancy, this approach may create a barrier against innovation
in network operation and design, and prevent the implementation of
technically effective and economically efficient solutions that could
enhance the utilization of the existing network assets and maximize value
for the users of the network. Over the last decade in particular, significant
investigations (Siddiqi and Baughman, 1995; Dalton III et al., 1996;
Strbac et al., 1998; Ni et al., 2003; McCalley et al., 1999; McCalley et al.,
2000; McCalley et al., 2004; Choi et al., 2005; Xiao and McCalley, 2007;
Jirutitijaroen and Singh, 2008; Moreno et al., 2013; North American
Reliability Corporation, 1996) have questioned this historical approach
to electricity network operation and design, and provided growing
evidence that a radically different paradigm may be needed to facilitate
a cost-effective delivery of energy policy objectives, particularly in
relation to integrating low-carbon generation, and application of smart
grid technologies. In several jurisdictions (Strbac et al., 2011; North
American Reliability Corporation, 1996; Gleadow et al., 2009; Araneda,
2009; CIGRE, 2010), electricity distribution and transmission network
reliability standards and practices have been reviewed and modified.

1.2 Network security standards: impact on network utilization effi-
ciency, renewables integration, application of advance control
schemes and consumer choice

Security standards define the level of network capacity that is released
to its users in real time, which can affect network congestion and
investment and thus not only the security but also the overall economic
performance of the power system in the short and long term. In the
context of the delivery of large amount of future network investments, it
is critical to evaluate the cost effectiveness of the historical N − 1/N − 2
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148 Context and Objectives

security rules by applying comprehensive cost-benefit analyses that
balance network investment costs, operational costs, and risks.

Furthermore, given the pressing need for additional network capacity
to accommodate renewable generation, there is a concern that the
present deterministic network security standards may be a barrier for the
application of a range of advanced technically effective and economically
efficient non-network and smart grid solutions and technologies that
did not exist when the standard was developed. The concern is that the
rules used to determine the amount of capacity that can be released
to network users in real time might be inefficient and limited to the
application of asset-heavy network solutions to network constraints, i.e.,
network redundancy, undermining the value of corrective or post-fault
control in releasing latent network capacity of the existing network.
If updated within an improved cost–benefit framework, this would
result in lower network constraints costs and facilitate more efficient
connection of renewables. It is expected that the levels of network
capacity that are released to users in operational timescales would vary
with the magnitude of constraints costs, probability of outages (e.g.,
weather conditions), cost of post-contingency services, etc. In turn, this
could reduce the need for (and substitute) future network investment
through applying a range of emerging operational measures supported
by information and communication infrastructure, including Special
Protection Schemes (SPS), coordinated voltage control techniques,
wide-area monitoring and control systems, advanced dynamic security
assessment techniques, and Demand Side Response (DSR) (Moreno
et al., 2010a).

1.2.1 Specific drivers for a change in security standards

Recently, there have been various debates associated with updates and
reviews of network operation and planning standards and practices in a
number of jurisdictions. This is driven by a variety of factors including
the need to (Strbac et al., 2011; Moreno et al., 2010b; Moreno et al.,
2012; Moreno et al., 2010a; Strbac et al., 2009):

• Ensure that network planning and operational standards do not
impose unnecessary barriers to entry and do not prevent a timely
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1.2. Network security standards 149

connection of new generating plant (particularly renewables) and
demand.

• Demonstrate that investment in monopoly functions is efficient
and delivers the best value for consumers, i.e., provides the right
balance between costs involved (paid by the users) and benefits
that users derive from it, including reliability improvements (the-
concern being that the present standard do not deliver value for
money to network users).

• Ensure that the current standards do not impose a barrier for inno-
vation in network operation and design, preventing implementation
of technically effective and economically efficient solutions that
enhance the utilization of the existing network assets and maximize
network users’ benefits. Consider the application of advanced
communication and information technologies as a part of electricity
grid infrastructure, combined with recent developments of SPS,
Wide-Area Monitoring and Control Systems, Dynamic Security
Assessment techniques, Dynamic Line Rating, grid friendly con-
trollers for Demand Response, etc. These techniques can provide
efficient solutions for delivery of network security and reduce the
level of network redundancy (Kundur and Taylor, 2007; Moreno et
al., 2010a; Sattinger et al., 2006; Anderson and LeReverend, 1996;
Begovic et al., 2007; Madani et al., 2008; Leite da Silva et al., 2002).
For example, new technologies may allow use of corrective actions
in the form of generation and demand response (both reductions
and increases) to more efficiently manage network faults. In turn,
the management of network injections and withdrawals following
a network failure will allow network operators to accommodate
increased power transfers through the existing grid, reducing the
need for network redundancy.

• Facilitate development of user choice driven network operation and
investment paradigm. Network users at present (both demand and
generation) can exercise very limited choice with regard to their
security of supply. Over a longer timescale, the introduction of
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150 Context and Objectives

smart metering may facilitate reliability-based choices of consump-
tion. Rather than having full interruptions and indiscriminate
demand curtailment in case of pre- or post-contingency operating
difficulties, it may be possible to prioritize categories of demand to
be supplied during emergency conditions and hence enhance the
reliability of supply delivered by existing networks at lower cost to
customers. If such choice is to be offered to users, understanding of
the network reliability profile will be essential and this will require
probabilistic analysis of system risks. Reliability differentiating
charging or reward mechanisms will also need to be developed.

Generic deterministic rules for security at present are fundamentally
problematic when addressing the above concerns since the balance of
reliability benefits and associated costs is not explicitly considered on a
case-by-case basis. Moreover, as discussed by Kirschen and Jayaweera
(2007), traditional deterministic security standards rely on a binary
measurement of risk: system operation in a particular condition is
considered to be exposed to no risk at all if the occurrence of any
selected single contingency does not violate the operational limits, while
the system is considered to operate at an unacceptable level of risk if
the occurrence of a credible contingency would cause some violations of
operating limits. Evidently, neither of these is correct, as the system is
indeed exposed to risks of failure even if no single circuit outage leads to
violations of operating constraints, and the risk of some violations may
be acceptable if these can be eliminated by an appropriate post-fault
corrective action.

Furthermore, Kirschen and Jayaweera (2007) point out that given
that the outage probabilities, failure rates, restoration, and repair times
of various network equipment types may vary significantly, it is very
difficult to deduce a single value to be used to quantify the risk the
system is exposed to. In this context, it is important to recognize that
present deterministic standards implicitly assume that all contingencies
are equally likely, which is also fundamentally incorrect. For example,
faults on a long, exposed line are much more frequent than failures of a
closely monitored transformer. Additionally, the present deterministic
standards do not deal explicitly with common mode failures (CMF) and
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1.2. Network security standards 151

do not provide guidance for dealing with high-impact, low-probability
(HILP) events.

Also, it is important to note that line outage probabilities change
according to the prevailing operating conditions. For instance, during
an adverse weather condition (thunderstorms, high winds, ice, etc.) the
probability of failure is higher than under fair weather condition. Hence
keeping the same levels of redundancy for all types of circuits under
all conditions, as dictated by a deterministic standard, is inefficient.
Such a deterministic standard might be good on average but it will
not be appropriate for any individual event. Therefore, a probabilistic
approach must be used to adequately identify the risk for each individual
event as shown in Strbac et al., 2011; Moreno et al., 2012; Kirschen
and Jayaweera, 2007; Kariuki and Allan, 1996; He et al., 2010; Dalton
III et al., 1996; McCalley et al., 2004; Choi et al., 2005; Xiao and
McCalley, 2007; Jirutitijaroen and Singh, 2008; Moreno et al., 2013;
North American Reliability Corporation, 1996; Gleadow et al., 2009;
Araneda, 2009; CIGRE, 2010; and Moreno et al., 2010a.

It is fundamentally problematic to apply corrective control in a
deterministic framework since its post-fault cost impacts, which could
be significant, would be ignored (for instance, post-fault cost associated
with operating SPS over demand and generation can be as high as
£30,000/MWh and £400,000/trip, respectively).1 Hence deterministic
criteria can be applied through mainly preventive control since applying
corrective control actions in a deterministic framework that fundamen-
tally ignores corresponding costs, would clearly lead to a suboptimal
solution. This security philosophy favors application of preventive
control and will hence lead to low utilization of network infrastructure,
increasing network congestion and the need for further asset-heavy
investment. There are cases, however, when corrective control actions
could also be applied within a deterministic framework, particularly if
there are no associated utilization costs (e.g., post-fault re-optimization
of FACTS set-points). It is important to highlight that these cases
may be of limited scope particularly in context of the optimization of

1Actual costs in GB used in the assessments within the Fundamental Review of
the Security and Quality of Supply Standards.
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152 Context and Objectives

the full set of post-contingency actions (including network components,
generation, and demand) in a probabilistic framework as demonstrated
by Moreno et al. (2015).

Similarly, the degree of security provided by traditional deterministic
criteria is unlikely to be optimal in any particular instance, as the cost
of providing the prescribed level of security is not compared with the
reliability benefit delivered.2 In contrast, approaches that are established
within a cost–benefit context (probabilistic) are, in principle, superior
over the present deterministic framework, as it balances more accurately
the reliability (and other) benefits against operation and investment
costs incurred to deliver these benefits. Given the developments in
reliability analysis techniques over the last 20 years, the evaluation of
appropriate levels of security within a cost–benefit framework is feasible,
although the scope for further enhancement of reliability assessment
methodologies is very significant.

In the above context, the objectives of this paper are:

• Set out the key questions that need to be addressed in support of
the change in network reliability paradigm,

• Provide an overview of the key modelling approaches proposed
for assessing the risk profile of operation of future transmission
and distribution networks,

• Propose a framework for the evaluation of cost effectiveness
of existing network standards and development of probabilistic
approaches to operation and design of future networks,

• Set out challenges for assessing the reliability and economics of
the operation of future electricity network.

This paper is structured as follows. Section 2 describes the modelling
principles of both deterministic and probabilistic approaches that are

2The reliability benefit of an investment reflects the reduction in risk of service
interruptions that accounts for the probability of an undesirable outcome and for
the consequences of such an outcome.
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1.2. Network security standards 153

used in Sections 3 and 4 for impact assessment, and quantitative compar-
isons and demonstrations of main advantages of a probabilistic approach.
Section 5 summarizes the key benefits and challenges associated with a
probabilistic approach, and Section 6 concludes and recommends.
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