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Abstract. This paper proposes to utilize internet protocol version six (IPv6) to 

uniquely identify not only things (objects) but also processes, relationships 

(syntax, semantics) and interfaces (sensors). Convergence of identification with 

information using the 128-bit IPv6 structure offers 3.4x1038 unique instances. It 

is not necessary that all instances must be connected to the internet or routed or 

transmitted simply because an IP addressing scheme is suggested. This is a 

structure for identification which (1) may improve revenue potential from data 

routing (P2P packet tracking) for telecommunication industries, (2) potential 

use in healthcare and in biomedical sciences, (3) scope of use in the semantic 

web structure by transitioning URIs used in RDF, (4) applications involving 

thousands of mobile ad hoc sensors (MANET) that demand dynamic adaptive 

auto-reconfiguration. This paper offers clues for innovation based on a 

confluence of ideas that may augment systems interoperability necessary for 

operational transparency in a global economy. 

Keywords:  Interoperability, Data, Information, IPv6, Semantics, Syntax, 

Security, MANET, Sensors, Healthcare, Biomedical Ontology, Decision 

Systems, RFID, EPC, Logistics, Adaptive Value Networks, Supply Chain, P2P, 

ZigBee, WiFi, WiMax, WiTriCity 
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1 Introduction 

Data (bits) from unique identification of objects or things (atoms) are often helpful to 

the decision making process. Decisions, however, are often based on information that 

takes into account multiple factors. Physical objects and their unique identification 

may be one of many factors, as is the internet of things, from the perspective of a 

systems approach. Real-world decisions are often based on collective information 

gathered from multiple sources (or systems) that includes data (bits) about “things” 

(atoms) and processes associated with “things” which may be used in combination 

with a higher level domain that may eventually trigger a decision or execute an action, 

aided or unaided by a human. Currently, we do not have a globally unique mechanism 

to identify information derived from data originating from things (objects) and 

processes. Unique identification of information, hence, is an open question. 

Information, to be of value, must be relative to the context of the process. In general, 

contextual information is of greater relevance in the decision making process or in 

decision systems. In this paper, I shall refer to such information as decisionable 

information.  

Since information is key, one who holds information can use data, for profit, as a pay-

per-use or pay-per-access service. Hence, unique identification of data has gained 

considerable momentum. Transmission of data is essentially the domain of routers. 

Routing data is an ubiquitous and essential function (real-time data, supply chain, 

emergency, medical results, networked entertainment, video-on-demand, energy-use 

optimization, any data) performed by products in boxes (for example, routers). Some 

corporations are likely to explore new revenue streams simply from use of raw data, 

for example, data-as-a-service or how to profit from data routing by providing access 

to data (pay-per-use hosted services). The next higher level for potentially higher 

revenue originates from processed data or information-as-a-service, in addition to 

physical data routing.  

The transformation of data to information is made even more difficult by the inability 

of systems and software to comprehend or understand. Advances in systems 

interoperability [1], adoption of sophisticated analytical techniques [2] for forecasting 
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and risk analysis [4] and growth of the semantic web [4] infrastructure may stimulate 

in-network processing of data to boost the information-as-a-service business model by 

making sense of data and information relative to each other. These are new sources of 

revenue emerging from a function that is massive in scale but poorly regulated due to 

inadequate ability to document and charge for individual events and instances. The 

identification and identity structure necessary for a scale so massive calls for a system 

that is able to uniquely identify and assign identity to objects, process and decision 

layers. This paper explores the use of the structure and alphanumeric format [5] in 

Internet Protocol version 6 (IPv6), for this task.  

 

2 Format of Internet Protocol version 6 (IPv6) 

This paper advocates the most obvious distinguishing feature of IPv6 due to its use of 

much larger number of unique addresses. The size of an address in IPv6 is 128 bits, 

which is four times the larger than an IPv4 address. A 32-bit address space allows for 

232 or 4,294,967,296 unique addresses. IPv6 uses the 128-bit address space allowing 

for 2128 or 340,282,366,920,938,463,463,374,607,431,768,211,456 (3.4x1038) unique 

addresses. The relatively large size of the IPv6 address was designed to be subdivided 

into hierarchical routing domains that reflect the topology of the modern internet. The 

use of 128 bits allows for multiple levels of hierarchy and flexibility in designing 

hierarchical addressing and routing that is currently lacking in the IPv4-based internet 

(as well as 64-bit and 96-bit versions of the electronic product code or EPC). 

IPv4 addresses are represented in the dotted-decimal format. This 32-bit address is 

divided along 8-bit boundaries. Each set of 8 bits is converted to its decimal 

equivalent and separated by periods. For IPv6, the 128-bit address is divided along 

16-bit boundaries. Each 16-bit block is converted to a 4-digit hexadecimal, separated 

by colons (colon-hexadecimal). 
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The following is an IPv6 address in binary form: 

 

0010000111011010000000001101001100000000000000000010111100111011 

0000001010101010000000001111111111111110001010001001110001011010 

 

The 128-bit address is divided along 16-bit boundaries: 

 

0010000111011010        0000000011010011         

0000000000000000        0010111100111011         

0000001010101010        0000000011111111   

1111111000101000        1001110001011010     

 

Each 16-bit block in an IPv6 address, converted to hexadecimal and delimited with 

colons (colon hexadecimal format) 21DA:00D3:0000:2F3B:02AA:00FF:FE28:9C5A. 

IPv6 representation can be simplified by removing the leading zeros within each 16-

bit block but each block must have at least one digit. The representative address is: 

21DA:D3:0:2F3B:2AA:FF:FE28:9C5A (with leading zero suppression). 

 

3 Opportunity Spaces 

3.1 Network Services 

In-network processing of data to generate information may emerge as a value-added 

differentiator in the data-as-a-service model. The latter may be possible with grid 

computing by standardizing the use of operating system and system architecture, for 

example, Globus Tool Kit and Open Grid Services Architecture [6] which represents 

evolving architecture facilitating web services (Web 2.0, Web 3.0, Web X.0) with 

tools, such as, SOA (service oriented architecture) over transmission medium “mesh” 

(including FTTH, FTTB, ATM, SONET, WiFi, WiMax, ZigBee, PLC, UWB, GPRS, 
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GPS, WiTriCity1). Grid based ‘in-network’ processing functions may be pervasive 

with increasing diffusion of software as infrastructure, which may, in turn, offer 

systems the functionality to harvest and route distributed data from various sources to 

analytical engines running various hosted applications, analytics, predictive tools, 

forecasting algorithms, event management alerts, scheduling and planning updates. 

Output from online analytical processing (OLAP) engines may be made available to 

businesses on a pay-per-use and/or pay-per–access basis, with costs reflecting real-

time versus near-real-time service delivery. 

 

Hence, service may “mature” to provide “answers” and not only numbers (raw data). 

In this scenario the network is the business. With vast quantities of data (instances of 

data) that need accounting (if you are the service provider), it becomes critical to find 

a robust, globally feasible and easily adoptable modus operandi to contextualize and 

“number numbers” that does more than deliver data. Distributed data from multiple 

sources is dynamic, often sporadic and volatile yet must have unique identification, 

usually, to be valuable. The key to profitable service is to deliver information of value 

that can be uniquely identified, for example, in buckets or data cubes [7]. The ability 

to count and account for the identity of every instance of buckets on your network 2 

catalyses the profits if one can bill (charge) for every instance a new bucket is created. 

                                                 
1 Electrical power without wires  http://web.mit.edu/newsoffice/2007/wireless-0607.html 

2 Expanded routing and addressing capabilities that offer greater ability to control the path of 
traffic in order to direct the transmission of packets on the service provider’s network (hence 
billing for service or use) is a business driver for networks seeking new revenue streams. 
IPv6 offers this functionality by improving the scalability of multicast routing and by 
introducing a new type of address called “anycast” address. When used as a part of a route 
sequence, anycast permits a node to select which of the several internet service providers 
(ISP) is wants to carry its traffic (source selected policy). This is implemented by configuring 
anycast addresses to identify the set of routers assigned to the ISP (one anycast address per 
ISP). These anycast addresses can be used as intermediate addresses in an IPv6 routing 
header to direct a packet to be delivered via a particular provider or sequence of providers 
(alliances between ISPs). These new routing extensions in IPv6 are powerful tools for 
provider selection and mobility. If users are enabled to change routing, then it will increase 
competition between service providers because choices may be guided by cost factors and 
quality of service. (http://playground.sun.com/pub/ipng/html/INET-IPng-Paper.html). 
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It could be argued that distributed data identification, of the type referred above, may 

be achieved using distributed hash tables [8] commonly used in peer-to-peer (P2P) 

systems (eg. Napster, Gnutella, Freenet, BitTorrent). However, the implications of 

using variants of consistent hashing to map key nodes may introduce the same type of 

nomenclature issues (disagreement) as with the date/format/EPC type keys. Node 

keys (identifier or ID) are linked to the keyspace between two keys, in other words, a 

node with ID i owns all the keys in the keyspace. The benefit of consistent hashing in 

distributed hash tables are due to the fact that alterations in the keyspace, i.e., addition 

or removal of nodes, changes one associated/adjacent key, leaving all other nodes 

unperturbed (in traditional hash tables changes require the entire keyspace to be re-

mapped). 

In the context of this idea, the change of nodes in the keyspace (addition or removal) 

may be viewed as independent events, for example “buckets” containing inventory 

data from a third-party supplier that is updated at regular intervals. In the pay-per-

access business model, every instance or event of uploading or updating the data cube 

“bucket” with inventory data (for example hourly data after completion of batches of 

work-in-progress or WIP data) should incur a fee, payable by the user to the host 

network provider, as a fee for pay-per-access. It is unclear if event detection and link 

to pay-per-access for this type of itemization is possible through use of DHT. 

In the same vein, the manufacturer (OEM) may periodically “ping” the bucket to 

determine inventory (supply) data. Each time the manufacturer “looks” in the bucket, 

there should be a mechanism to capture this event and the manufacturer (user) pays a 

fee to the service provider (network carrying the data and/or data cubes) for the 

service type: pay-per-use/access. The observation (inventory of specific item) could 

impact higher level WIP (work-in-progress) functions. For example, if 3 components 

are required for sub-assembly of a part then updating one SKU in the BOM (bill of 

materials) may not reflect a change of status of the sub-assembly inventory (this is no 

longer merely raw data, but information) because all 3 parts are required in a certain 

volume (ratio) to ensure that the sub-assembly can proceed and will produce the next 

higher level component, in question.  
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This is contextualized numbering of information where inventory of sub-assembly of 

component – is the information – dependent on inventory – which is itemized raw 

data – of individual components. While DHT is an advanced mapping tool that 

reduces bandwidth requirement to rapidly connect nodes in a vast network topology, 

it is unclear if DHT may be as useful as IPv6 to assign unique identification to every 

change in, or access to, data and information, that may profit from being accounted. 

 

Hence, identification requires a unique way to innumerate packets or the data and the 

data holders (data cubes). Application of granular “innumeration” of data packets is in 

demand and likely to offer significant value for internet service providers (ISP) who 

are usually loathe to carry P2P (peer-to-peer) traffic on their networks because the 

P2P modus operandi (leaf to leaf) bypasses the current accounting practices of 

tracking packet flow (hence, revenue generation) which generally operates on the 

“trunk” of the system (charges for operations or content delivery that use bandwidth 

on the trunk of the ISP). Due to proliferation of P2P users who are taking advantage 

of the networks, ISPs are seeking tools to track and trace P2P traffic through the leaf 

nodes in order to charge P2P users for transactions (video, music, data) based on 

volume rather than the current flat-fee revenue model used by the telecommunication 

industries and ISPs because they do not yet have a granular mechanism to track how 

much data (packets) an user is downloading or uploading. A satisfactory revenue 

model based on tracking P2P usage in units of packets may further bolster revenue 

from legitimate P2P users and help reduce ISP bandwidth congestion by distributing 

payload to leaf nodes or mesh networks (away from trunk lines). To help with these 

accounting problems in P2P mesh networks, in one approach3 files are reassembled in 

‘slices’ where a slice consists of the nth bit of every block. It is open to exploration 

whether in this context the numbering of files (the nth bit of every block) with an 

unique IPv6 id may offer business value through granularity of accountability. 

                                                 
3 Hui Zhang of Carnegie-Mellon University has founded Rinera Networks and Paul Francis of 

Cornell University has developed a system called Chunkyspread to pratially address these 
problems  (MIT Technology Review, March-April 2007). 
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3.2 Event Management 
 

In event management and related supply chain operations, database tables with unique 

identification for each data cube may lend itself to re-use as data holders. Each event 

(that is, every time data or a data cube or a data holder is used) is uniquely numbered 

(companies subscribe to number domains) and itemized for pay-per-access service 

charges based on instances. Event data update and/or management may utilize online 

analytical and/or transaction processing (OLAP/OLTP) type systems for customer 

relationship and billing purposes, respectively. This proposal to use IPv6 may address 

the central dilemma: how do you number numbers? How does one number events? 

Merely “counting” the number of numbers is not enough. This will run into octillions 

of instances of data and even more instances of contextualized data that is of value 

(relativistic or decisionable information).  
 

Consider problems faced by retailers if they double-count or re-count. Then imagine 

if a system-wide data duplication goes unnoticed and if services (finance, insurance) 

are duplicated or irregular. Individual pieces of data are often sterile as decisionable 

information but the collective analysis of data in the context of the process or 

transaction (where it is used) is far more critical and valuable as decisionable 

information. Object data identity using other formats, such as the electronic product 

code (EPC) or GUID (global unique id), are static identification formats that remain 

oblivious of context (process). Although EPC and other formats such as the UCR 

(unique consignment reference) offers unique id for things or objects, they lack 

structure to offer contextual information that may have unique identification. 

 

The problem with “unique id” is addressed, grossly inadequately, by EPC Global and 

other related bodies (GS1) through the EPC-IS interface standard. Entities stored in 

EPC-IS are events, contextualized through “what/where/when/why/how” combination 

of parameters. Unique numbering for events rely on generating a combined key by 

using, for example, EPC+location+time. Pre-agreement of time, location coordinates 

and formats are core assumptions when creating such a key. It promotes the fallacy 

that such agreements are universal and universally accepted (explore how many 
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permutations and combinations are possible with different formats of times and dates 

used on different continents).   

 

Therefore, this problem may benefit from innovation and further exploration of 

“numbering of numbers” to include EPC type information (if necessary) in a sub-

layer of a multi-layer data and information aggregation model to provide unique 

identity for information. One practical example of data “layers” may be viewed as a 

substitute or replacement for EPC IS where a unique serial number (bottle of Aspirin 

with EPC) is combined with attributes (not designed for EPC association) such as [a] 

who checked the packaging, [b] where was it packed, [c] where was it manufactured, 

[d] what is the expiration date, [e] when was it shipped, [f] when was it received, [g] 

where was it shipped from, [h] where was it received. “Who” denotes a role and 

individuals with unique IPv6 id may be linked to role based authorization for 

accessibility purposes. Location, transportation vehicles, physical spaces (distribution 

center, retail store) may have unique IPv6 type id, too. The combined higher level 

information linked with the serial number of the bottle of aspirin (with its unique IPv6 

id) with the “who-what-where-when” parameters is as simple as a “name” (John 

Smith) in a relational database linked to mailing address, phone number, date of birth, 

biometric data, social security number. If the “name” forms the skin of an IPv6 type 

crawl [9], it may extract the related data to generate information about John Smith. 

Alternatively, if the zip code or post code serves as the skin in a Web X.0 “search and 

discover” function, it may help track and trace all who are John Smith in Cambridge 

(02139 or CB2 1HQ). Thus, layers of unique IPv6 id representing object data and 

semantic data (who-what-when-where) collectively generates information when 

combined. The “simple sensed” semantic data (local distribution centre is a regional 

distribution centre) may not be mixed up with EPC type id. It may be worth the 

upheaval to forge a new direction by associating semantic data (such as, a retail store, 

that does not serve as an actuator) with IPv6 type identification to facilitate future 

search engines and “intelligent” agent-based systems to help track and trace not only 

the movement of objects but the linked data and processes in relation to information. 
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In this respect, it may be rather unfortunate that EPC has deviated from its insightful 

128-bit structure that was proposed by Sanjay Sarma and Dan Engels (MIT, 1998). It 

may have successfully aligned EPC with IPv6 evolution. EPC 128-bit was a format 

for data (id) transmission but without routing yet it had the potential for convergence 

or structural amalgam with routing if translated to IPv6 format with substantial unique 

identification provision and transmission-routing capabilities for any RF mode (RFID, 

UWB, sensors) that can be plugged directly into the internet. Currently, sensor data 

cannot be uploaded directly to the internet because individual sensors cannot be 

assigned IP addresses due to limitations of the IPv4 unique addressing system. This 

proposal works with sensors (interfaces) because individual sensors can now have 

unique IPv6 address. However, the fundamental question is how to extract value from 

data and how can providing data as a network service evolve a robust revenue model? 

 

Thus, data as a service model begs to find a mechanism that can number numbers in a 

rational manner to generate the higher order contextual and relativistic information. 

This mechanism must exist within the current framework of TCP/IP because it is 

aligned with the internet architecture. Hence, the suggestion to use the 128-bit IPv6, a 

scheme that is already at hand and being deployed, gradually but globally. This may 

be the “one-size-fits-all” hyper-id. IPv6 hyper-id may be a lucrative accounting tool in 

event recognition network delivered services to enable billing, for example, for high 

volume entertainment events, such as, iTunes from Apple. Management of iTunes 

billing, tracking and tracing, may be overwhelmed by sheer volume. It may also 

experience constraints not only for billing services but also up-selling/cross-selling 

types of customer relationship management (CRM) and marketing due to its inability 

to track and trace combinations of parameters that identify customer (nodes) choices. 

 

3.3 Relativistic Information  

In a similar vein, it may be necessary to identify people and process, in combination. 

How do we uniquely identify people and their linked or related context (process), for 

example in healthcare or in eGovernment functions (such as pension, voting).  
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EPC is object based identification. Think of IPv6 as a solution that is pre-agreed for 

global adoption. Consider contextual relevance of data and how to “number the 

numbers” but especially how to route numbers (data) which may be identical but with 

different identities. For example, a blood glucose result of 120 mg/dl may be identical 

for multiple individuals (same number, 120, with same units, mg/dl) but with different 

identities at the informational level because it belongs to different individuals. This 

may seem an esoteric brain teaser to some but au contraire. This is a fundamental 

information infrastructure issue that requires serious attention. It may have critical 

impact, for example, in a healthcare scenario where in-network data processing may 

be valuable with concomitant development of semantic tools for discovery and hosted 

analytics over semantic grid (Web X.0) services. However, in-network processing is 

granular but only for the application in question (per se it does not lead to higher 

order aggregation or network topology). Connecting data from, for example, from an 

emergency scenario (heart rate) with patient history may be viewed as a higher layer 

“abstraction” where not only the data (heart rate in bpm; corrected for age) but the 

information (heart rate and patient history) is identifiable and accessible through a 

“hyper-id” accessible via web services with linked information that is unique and 

uniquely identifiable. Thus, healthcare is a fertile ground for such applications. This 

suggestion may work with Agent-integrated security systems (to guarantee data 

security, confidentiality and privacy4) and monitoring systems to scan for errors 

(double counting, double dosage) as well as duplicate address detection (DAD) 

                                                 
4 Service providers can now offer secure services by using two integrated options in IPv6. One 
mechanism, termed “IPv6 Authentication Header” is an extension header which provides 
authentication and integrity without confidentiality. This may prevent a number of network 
attacks. The other mechanism, “IPv6 Encapsulating Security Header” provides data integrity 
and confidentiality. Authentication, data integrity and confidentiality are core elements of IPv6 
and offers an improved option mechanism over IPv4 (not limited to 40 bytes). It permits IPv6 
options to be used as functions which were not practical for IPv4 (authentication and security 
encapsulation for security and confidentiality, respectively). In addition, the use of anycast 
address enables service provider selection. This feature may be used for secure services 
(dedicated service provider) where the anycast address may not be altered and hence the data 
must be routed according to a source selected policy, eg: healthcare, customs, military and 
finance. (http://playground.sun.com/pub/ipng/html/INET-IPng-Paper.html) 
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systems to prevent data binding irregularities that may have fatal consequences in 

healthcare. These applications may also develop to include “Medical Google” type 

web services for point-of-care reference where human experience or human-aided 

searches may be necessary to supplement diagnosis or diagnostics or automated 

information processing, distribution and execution systems.  
 

The industry may not yet consider this a mature or profitable endeavour because it is 

erroneously concluded by some that the impact of this mechanism may not manifest 

soon enough. Japan and the Nordic countries have sufficient internet penetration and 

an increasing percentage of the population are e-savvy yet grey (over 65 year old with 

increasing demand on healthcare services, as one example). They may soon seek and 

need e-healthcare “sense then respond” systems (Figure 1) to stem down healthcare 

costs. The system must respect privacy, data identity and security. This problem is 

real and will require a solution if industrialized nations expect that their healthcare 

expenditure remain a reasonably small percentage of their gross domestic product.  
 

Clearly a broad spectrum of applications will find it essential to “number numbers” in 

a manner where identity and relativistic identification lends itself to information and 

context including provision for quality of real-time5 service at the right-time, all the 

time, plus authentication, data integrity, confidentiality and privacy. 

                                                 
5 The buzz around “real-time” data is as intense as the inability of most businesses to extract 
value from real-time data (see http://esd.mit.edu/WPS/esd-wp-2006-11.pdf). However, the cost 
of network delays in data transmission can have hazardous or even fatal effects in emergencies 
or accidents. Thus, IPv6 offers a new capability by introducing [a] the 24-bit Flow Label and 
[b] the 4-bit Priority field in the IPv6 header to enable labeling of packets belonging to 
particular traffic “flows” for which the sender can request special handling for real-time 
applications. Currently some hosts and routers do not support this function.  
[a] The 24-bit Flow Label in the IPv6 header is designed to be used by a host to identify 
packets for non-default quality of service (QoS) or “real-time” service. A flow is a sequence of 
packets sent from a particular source to a particular (unicast or multicast) destination for which 
the source requests special handling by intervening routers. The nature of the special handling 
may be conveyed to the routers by a control protocol (eg: resource reservation protocol) or 
through embedded information in the flow packet (eg: hop-by-hop option). There may be 
multiple active flows from a source to a destination, uniquely identified by combination of a 
source address and a non-zero flow label. Packets that do not belong to or not associated with 
any flow traffic, carry a flow label of zero. (http://playground.sun.com/pub/ipng/html/INET-
IPng-Paper.html) 
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Fig. 1. Emerging eHealthcare “sense then respond” decision system may reduce cost of old age 

 

 

3.4 Convergence with Semantic Web  

The sub-title of this section is still really a question or a hypothesis, not a statement. 

The convergence is imminent because it is well nigh impossible to mention the word 

“information” without thinking about syntax, semantics, relations and other elements 

of interoperability, which are crucial for increasing the value of information to 

generate decisionable information.  

                                                                                                                     
[b] The 4-bit Priority field in the IPv6 header enables a source to identify the desired delivery 
priority of its packets relative to other packets from the same source. The Priority values are 
divided into 2 ranges: values 0 through 7 specify the priority of traffic for which the source is 
providing congestion control (traffic “backs off” in response to congestion). Values 8 through 
15 are used to specify the priority of packets that does not back off in response to congestion 
(transmitted in real-time at a constant rate).  
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The ontological framework necessary for the semantic web uses a powerful tool, RDF 

or resource description framework, which works, in part, through use of URI 

(universal resource identifier). The latter is a higher layer abstraction that uniquely 

identifies a resource (even if the resource lacks a web address). These relationships 

must be pre-designed before RDF and RDF/XML can be applied.  

These relationships, for example in the biomedical field, are referred to as “controlled 

ontological vocabulary” which must be created to plumb (search) the depths of the 

repertoire. This process generates even more syntax or labels to script the triples 

(subject-predicate-object) and introduces variability due to type of group, individual, 

nationality, mother tongue and a host of factors that may be difficult to standardize in 

an open environment (hence, routed through slew of committees for acceptance). The 

vast number of groups involved in creating ontologies uses a myriad of formats to 

specify application-specific domains. When these relation “trees” are consecutively 

added to higher level hierarchies (ontological soup ensues) the problem of keeping 

track of tags and meta data may create quagmire for which yet another standard may 

be sought! This problem is illustrated by the omics initiative [10] involving a handful 

of post genomic technologies (transcriptomics, proteomics, metabolomics). Several 

standardization groups are working on metadata and ontology in this sub-field. 

If ‘omics’ may be defined as processes operating within a cell and the ‘cell’ subclass 

contains two related fields (intra-cellular and extra-cellular) and if cells are considered 

parts of ‘tissues’ and tissues are classified under ‘organs’ then, imagine the plethora 

of committees necessary to standardize and define biological molecules. Is there a 

feasible alternative to track and trace these ontology relationships that is amenable to 

machine intelligence and include use of metadata tags?  

Hence, there are several deep issues involved in this simple example. Therefore, for 

the context of this argument, the focus is only on one sub-issue: the nature of the 

unique resource identifier (URI). Is there a benefit to transition the URI to a pre-

agreed system that all groups may agree to use without further standardization? My 

naïveté (fools rush in where angels fear to tread) proposes the use of IPv6 to uniquely 

identify (map) URI layer from domains of pre-subscribed numbers which are assigned 

to classes and subclasses (illustrated in Figure 2 and Figure 3). 
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Table 1.  An ever increasing number of standardization activities 
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Serial Number
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Fig. 2. Co-embedding unique id with syntax and semantics?  
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Fig. 3. Moving from descriptive or “analog” to unique or “digital” relationships? 
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Because IPv6 has a reasonable chance to be adopted globally, a mechanism to map 

URI abstractions to IPv6 structure offers synergistic convergence. It may reduce the 

gulf between business thinking and systems (ICT) specifications.  

However, the creators of IPv6 pointed out that no matter how good a new protocol (or 

idea) may be, it may not matter if there isn’t a practical way to transition from one to 

another. There may be several known reasons why the suggestion in Figure 4 (below) 

of transitioning URI to an IPv6 format may not be feasible. On the other hand, 

unknown unknowns (reasons) may exist that may make this suggestion feasible or 

practical when and if the unknowns emerge as knowledge.  

 

[Term]
id: CL:0000236
name: B-cell
is_a: CL:0000542 ! lymphocyte
develops_from: CL:0000231 ! B-lymphoblast 

CELL Ontology

B-cell differentiation

lymphocyte
differentiation lymphocyte

B-cell

GO CL

is_a

cell differentiation blood
cell

B-cell
activation

[Term]
id: GO:0030183
name: B-cell differentiation
is_a: GO:0042113 ! B-cell activation
is_a: GO:0030098 ! lymphocyte differentiation
intersection_of: is_a GO:0030154 ! cell differentiation
intersection_of: has_participant CL:0000236 ! B-cell

Augmented GO

2007.0db8.85a3.08d3.1319.8a2e.0000.0542

2007.0db8.85a3.08d3.1319.8a2e.0000.0231

2007.0db8.85a3.08d3.1319.8a2e.0000.0236
2007.0db8.85a3.08d3.1319.8a2e.0003.0183

2007.0db8.85a3.08d3.1319.8a2e.0004.2113

2007.0db8.85a3.08d3.1319.8a2e.0003.0098

2007.0db8.85a3.08d3.1319.8a2e.0003.0154

Suzanna Lewis
GO Consortium &
National Center for Biomedical Ontology

Is it possible?
Transition to 
IPv6 address

 
 

Fig. 4. Potential transition strategy? 
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3.5 Security 

Another application area that may benefit from a vast library of detailed resources 

with unique identification that can be selected in a dynamic manner, is that of policy. 

Often, a “handbook” of policy may contain several thousand clauses and sub-clauses 

(assume that all these details exist as thousands of separate URIs). When a scenario 

surfaces (for example, US Department of Homeland Security certified Tier 2 business 

group authorized to import finished goods in containers, files a manifest that indicates 

additional inventory of sub-components) that calls for use of selected policies (to 

authorize a search of the container, in this case) then resources (that is, policies) that 

are applicable for that scenario can be selected (from a remote management location) 

by using the routing capability of IPv6 to choose sets of interfaces (with IPv6 

addresses) from thousands of policies (from the policy domain) that may be involved 

in the analysis, assessment and management of security threats and risk (Figure 5). 
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C-TPAT ACEACE

ATDI
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• Driver’s Passport Number
• Address of Importer

100 Data Elements

• Trucking Route
• Driver Id (Biometrics)
• Cargo Id (Biomarkers)
• Purchase Order
• Proof of Delivery
• Advance Shipping Notice
• Ports of Passage
• Destination
• Origin

C-TPAT > Customs-Trade Partnership Against Terrorism (may be mandated 2008)
ACE > Automated Commercial Environment (the enterprise system equivalent) 
ATDI > Advanced Trade Data Initiative (may be necessary for C-TPAT Tier 3) 
ATS > Automated Targeting System (in operation since 1990’s)

Attests company performs risk analysis of supply 
chain and has mitigation mechanisms in place.

Attestation audited by Customs.

Audited by Customs for best
practices in supply chain and
information (data) sharing.

Data in multiple databases. Lack of
interoperability creates blind spots.

Forecast Risk

Aim:  Operation Aim:  Operation Safe Commerce Commerce >> Supply Chain TransparencySupply Chain Transparency

 

Fig. 5. Risk Management through systems approach (convergence of data, policy, information) 
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In a related security scenario, it may be significant to analyse the following: data 

acquired from sensors (data element 1) linked to a specific container (data element 2) 

transported on a vehicle (data element 3) driven by a credentialed driver (data element 

4) who belongs to a logistics provider (data element 5) registered as a NVOCC (non-

vessel operating common carrier) with a NVOCC code (data element 6). If customs 

and border protection (CBP) wants to anaylse this sensor data at a local port of entry 

for targeting purposes, it is likely to assign a key, quite similar in concept and practise 

to EPC-IS (see section 3.2). In this scenario the key is a field or combination of fields 

used to “anchor” other fields. These methods may still be in use for “look data up” 

using key fields which are “arbitrarily created, for example, by creating some unique 

record ID or other unique count to distinguish otherwise unidentifiable data” [11]. 
 

It is, therefore, amply clear to understand why such arbitrary identification does not 

lend itself to portability and interoperability between systems. A clue uncovered and 

assigned a “key” at a port of entry by the US Coast Guard (USCG) remains “unique” 

in that system but may not be visible or meaningful in its association within the 

Automated Commercial Environment (ACE) or other targeting systems where non-

obvious relationship analysis (NORA) is performed (for threat assessment and risk). 
 

If NORA points to possible need for inspection, in a related scenario, confluence of 

policy becomes equally important to ensure execution of action is within legal limits. 

The laissez-faire concept of creating keys for supposedly unique identification needs a 

careful review, especially in threat assessment and risk analysis. Few “red handed” 

instances will be revealed through obvious relationships. Non-obvious relationship 

analysis is increasingly crucial to connect arcane associations that must be sorted 

from vast amount of essential and non-essential data, uniquely identified in a manner 

that can be accessed by any authorized system in any geographic location and 

analysed repeatedly in different contexts in diverse domains to determine risk profile.  

 

Data analysis for domestic (US) threat assessment in the transportation sector alone, 

could originate anywhere, in any form, in several instances, several times a minute or 
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hour, in the network connecting towns, cities, manufacturers and retailers, moving 

large volumes of goods and individuals through a system of approximately 4 million 

miles of roads and highways, 120,000 miles of rail road, 600,000 bridges, more than 

300 tunnels and numerous sea ports, 2.2 million miles of pipeline, 500,000 train 

stations, 500 public airports operating more than 200,000 commercial aircrafts [12]. 

Table 2: Why IPv6 unique identification of information may be crucial for security and NORA   

 3.9 million miles of public roads  

 1.2 million trucking companies 

 15.5 million trucks 

 42,000 hazardous material (HAZMAT) trucks  

 10 million commercial vehicle drivers including 2.7 million HAZMAT drivers  

 2.2 million miles of hazardous liquid and natural gas pipeline  

 120,000 miles of major railroads  

 15 million daily riders on mass transit and passenger rail, nationwide  

 25,000 miles of commercial waterways  

 361 ports  

 250,000 containers per day 

 9.0 million containers through 51,000 port calls  

 11.2 million containers via Canada and Mexico  

 19,576 general aviation airports, heliports and landing strips  

 459 Federalized commercial airports  

 211,450 general aviation aircraft  

 77% of all flights are general aviation 

 
 

3.6  Mobile ad hoc Sensor Networks (MANET) 
 

By some estimates, the scope of unique identification using IPv6 is a staggering 

6x1019 addresses per mm2 of the surface of the Earth, based on the fact that IPv6 

supports 3.4x1038 addresses and an approximation that 5x1014 m2 is the surface area 

of our planet. It may be argued that the number (6x1019 addresses per mm2) represents 

a monolayer of interfaces (a node may have multiple interfaces, each with a globally 

unique IPv6 id) which is an unlikely scenario in internet devices, for example, an 

automobile or equipment such as HVAC (high voltage air conditioning) system. In a 
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vehicle or HVAC there may be a vast array of interfaces (nodes, sensors) packed in 

close proximity (multi-layer topology). Other internet devices or internet appliances 

(example: refrigerator, light switches) may have multi-layer topologies. Internet 

infrastructures, for example, buildings, may be densely packed with interfaces (for 

example, if every TV or light switch is an IP node, then think about the number of 

televisions and switches in Taipei 101, the tallest building in Taiwan).  

Hypothetically, assume that the entire surface of the Earth may be organized as layers 

of interfaces 1 mm apart and that this hypothetical layer is 100 km in depth (consider 

sensors and actuators in deep sea drilling equipment and observatories on top of the 

Mount Everest). Even if we have such an improbable density of interfaces demanding 

globally unique id, the number of possible unique id is approximately 6x1010 IPv6 

addresses for mm2 of Earth’s surface that is 100 km or 1x109 mm deep! In other 

words, 60 billion unique addresses per square mm of the Earth at a depth of 1 billion 

mm (Figure 6). This logic fuels the speculation that internet communication with 

Martians and objects in Mars may be within the scope of the design of IPv6. 

 

99

1 mm

1 mm 60 billion interfaces
per square mm 

with unique IPv6 id

Layer is 100 km deep
or  1,000,000,000 mm

DEEPLY EMBEDDED SENSOR NETWORKS

MANET (Mobile ad hoc Networks)

CubeCube--onon--CubeCube

 
Fig. 6. Uniquely identifiable sensors 
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This logic supports the extrapolation that IPv6 addresses may be used for unique id in 

mobile ad hoc sensor networks (MANET) in military applications where trillions of 

sensor nodes may be connected to logistics decision or monitoring systems of the 

war-fighter (Figure 7). These systems demand dynamic adaptive routing and auto-

reconfiguration yet must retain critical data links, identity, coordination and 

interoperability with multiple commands or legacy (ERP) systems operating in vastly 

separated geographic locations. 
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Fig. 7. Military Monitoring in Practice 

 

Individual sensors may now be directly “plugged” in the internet using IPv6. Routing 

extensions in IPv6 support powerful functionalities like host mobility (route to current 

location) and auto- readdressing (route to new address) that may be useful for mobile 

ad hoc networks (MANET). The routing option is used by IPv6 source to list one or 

more intermediate nodes (in the network topology) to be “visited” on the path to the 
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destination of the packet. For dynamic and adaptive MANET, the management of 

host mobility and automatic readdressing functionalities may require convergence of 

IPv6 features in combination with mobile agents [13] or mobile cluster agents that can 

manage the “measure of distance” of routing protocols to a higher level of abstraction 

where granular data (packets) are aggregated (Cluster Agents) and decision or higher 

level information with unique IPv6 id is transmitted to one or more (unicast, anycast 

or multicast) superior node in the network (MANET) topology or linked to other 

decision systems (legacy, applications). Assignment of IPv6-based id (pre-subscribed 

domain) may be managed by higher order Cluster Agents. Because some of the 

activities may be closed loop or terminal, it is possible to reclaim underutilized 

assigned network id. The reclaiming process may follow a pattern of inactivity (loss 

of signal over extended period) and the recovery of id may be governed by 

elementary autonomic paradigms drawn from the AI (artificial intelligence) domain. 
 

For consumer purposes, an example of MANET is a vehicle. Hence, transportation, 

logistics, supply chain and business, military, healthcare operations that need real-

time data plus analysis of information may access granular data (unique data cubes) 

yet extract decisionable information in a manner that may be uniquely identified 

(traced) to its source. Track and trace identification is key to guarantee food-water 

safety and in customs operation where ad hoc assessment of threat or risk is crucial. 

Thus, IPv6 supported large hierarchical addresses will enable the functional growth of 

the internet and provide new routing capabilities that were not robust enough in IPv4.  

 

4  Concluding Comments 
 

The inclination to reap, with haste, the ‘low hanging fruits’ often derail convergences 

necessary for adaptive strategies [14] in business and in a broad spectrum of decision 

systems including logistics management [15]. Contextual numbering of numbers and 

contextual identification of decisionable information, using IPv6 represents, albeit 

only one element, but a potentially valuable confluence of identification, transmission 

and routing of data relative to information in systems to provide answers [16]. IPv6 
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may offer a plausible and simple mechanism not only to track global movement of 

bits (data) and atoms (physical goods) and to connect bits and atoms but also to 

connect bits to bits. This suggestion has received some preliminary [17] support. 
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