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Introduction

Cybersecurity is a critically important

problem facing the nuclear and energy

sector. A wide arrange of adversaries with

varying attack tools threaten critical

infrastructure. The National Nuclear

Security Administration (NNSA) has

tasked Pacific Northwest National

Laboratory with developing eLearning

modules for cybersecurity. The modules

are designed to increase cybersecurity

knowledge and awareness for nuclear

facility decision makers, regulators,

workers, and stakeholders. The modules

are designed along the lines of a university

curriculum. There are foundation course

(100 level), and three more in-depth

courses (200 – 400 level). This summer, I

participated in the development of three

200 level courses that cover the subjects of

cybersecurity threats, vulnerabilities, and

consequences. I developed interactive

educational products to reinforce presented

information. This poster describes one of

the products that I had developed.

I used Storyline 2TM software to develop

interactive educational products. Storyline

allows a developer to insert graphics,

sounds, and videos that make the course

more interesting! In this poster I will

present one useful product, named

“Gearhead”.

Gearhead is a product that puts the user

into the shoes of an attacker. It illustrates

some of the steps they might take to

acquire information on the control systems

used at a hypothetical nuclear facility,

Plant Alpha.

The learner has the choice to explore many

different paths to complete their assignment;

giving them control over their learning experience.

In this example, the learner takes on the

assignment to “dumpster dive” at a Plant Alpha

staff member’s home and outside the Plant Alpha

office building to acquire potentially useful

information. Just as the name applies, “dumpster

dive” refers to searching a garbage bin for

discarded information that could be useful to the

attacker.

If the learners acquires all the items needed to

mount a successful cyber attack, they are

congratulated for their accomplishment.

Storyline 2 is an effective tool for inserting

interactive exercises in eLearning modules.

Interactive exercises maintain learner attention and

reinforce learning during remote training.
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Gearhead Gearhead

In the start of Gearhead, the learner is given their 

assignment.
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