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Abstract

The cloud model offers many useful services such as storage and computing solutions
that enrich our daily lives. However, there is a restriction in using the cloud’s optimal
potential since the client relies on trusting the cloud completely. This blind faith can
easily be exploited by the cloud by lying about computational results or deleting data;
making verification of results a desirable property to obtain a level of assurance while

relaxing the trust assumption.

Publicly verifiable computation (PVC) enables a computationally-limited client to out-
source computations to an untrusted server and to verify correctness of the returned
results. Servers providing such a service may be rewarded per computation, providing
an incentive to cheat by returning malformed results rather than devoting time and
resources to compute a valid result. In this thesis, we extend a previous approach using
attribute-based encryption (ABE) to enable a broader system model for PVC such that
servers may compute multiple functions and if found cheating, are revoked from the
system. We show that different types of ABE accommodate different system models
and ultimately show that dual-policy ABE unifies all ABE based PVC models into
a hybrid model which can flexibly switch between the models at the cost of a single

setup.

Proofs of retrievability (PoR) enable a client to outsource data to an untrusted server
and allow the client to request a proof that the data stored can be retrieved, which the
client can verify. We construct a somewhat practical scheme that enables the client to
request proofs of retrievability of multiple different-sized files with a single request. This
is achieved by using homomorphic properties to aggregate a proof into a small value.
Furthermore, using combinatorial and statistical tools we derive strategies obtaining an

assurance whether the server retains enough information to deliver the original data.
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CHAPTER 1

Introduction

Contents
LI Motivationl . ...... ... .. i 14
[1.2  Organisation of Thesis| . . ... ... ... ........... 16

This chapter provides an overview of this thesis. We provide motivation for

the undertaken research and present the structure of this thesis.

1.1 Motivation

Cloud service providers are continuously gaining importance over the last few years.
They offer various services in numerous application domains such as storage, computing
services and key management services. The huge success of the cloud model is based
on offering various benefits such as flexible scalability, accessibility and easy manage-

ability to companies and individuals to employ cloud services in a cost effective manner.

The combination of Software-as-a-Service and the increasing use of mobile devices being
employed as general computing devices give rise to a considerable difference in compu-
tational power between cloud service providers (or servers) and clients. Thus, there is
a tremendous desire for clients to outsource the evaluation of complex functions to an
external server. Servers providing such a service may be rewarded per computation,
and as such have an incentive to cheat by returning malformed computational results
rather than devoting their precious resources and time to compute a correct result.
Thus, this enables servers to offer computational services to more costumers within the

same time frame and potentially increase their rewards.

For example, nowadays it is natural that a company may operate a “bring your own
device” policy, enabling employees to use personal smartphones and tablets for work.
Due to resource limitations, it may not be possible for these devices to perform complex
computations locally. Instead, a computation is outsourced over some network to
a more powerful server (possibly outside the company, offering Software-as-a-Service,
and hence untrusted) and the result of the computation is returned to the client device.
In formal terms, this means given a function F' to be computed by a server S, the client

sends her personal input x to the server S that should return the computational result

14



1.1 Motivation

F(z) to the client. However, there may be an incentive for the server to cheat and thus
return an invalid result y to the client that does not correspond to the actual compu-
tational result F'(x). The reason for such a behaviour may be that the server is simply
too busy or may not wish to devote any resources on performing computations, and
thus wishes to convince the client to accept a malformed result. Therefore, the client

has a natural desire to obtain some assurance that the returned result is indeed correct.

This problem, known as verifiable outsourced computation (VC), has attracted a lot
of attention in the research community recently. VC schemes provide a solution of
the above problem and enable a client to outsource computations to a powerful server
while providing her with the possibility of verifying the correctness of the computa-
tional result. The underlying efficiency requirement for VC schemes simply expects
that outsourcing and verifying of the computation take less time than computing the
function from scratch. Usually, VC schemes use an amortised notion of complexity for
the client, i.e. the client may perform an expensive pre-processing phase, but after this

stage, she is required to run very efficiently.

Further activities in this area lead to the notion of publicly verifiable outsourced com-
putation (PVC). This notion follows the same principles as above but enables after
the pre-processing any client to delegate and verify computations since these actions
simply rely on the public information of the system. PVC has the same efficiency re-
quirement as VC. PVC also uses an amortised notion of efficiency that requires a single
client to invest in the expensive pre-processing while enabling many other clients to
benefit from her initial effort, and thus amortises this expensive step over the number
of clients within the system. Therefore, PVC can be seen as a more practical scheme
accommodating multiple clients outsourcing function evaluations to a server but not

necessarily on joint inputs.

Those VC and PVC solutions can be seen as a contribution towards ensuring that an
untrusted server has returned a correct result or otherwise can be detected cheating.
Yet another popular application domain within the cloud model is the storage domain.
Here, cloud service providers offer a scalable and very cost effective storage solution
compared to, from an organisational point of view, building an own data storage centre,
or from an individual client’s perspective, owning several hard drives. Thus it is very
tempting to use this storage service. However, an enormous drawback is that cloud

service providers do not provide provable storage guarantees about the outsourced data.
A solution towards achieving provable storage guarantees is the notion of proofs of

retrievability (PoR). Here the guarantees are formulated in terms of a verifiable state-

ment whether or not the client’s outsourced data is authentic and retrievable. The first

15



1.2 Organisation of Thesis

property expresses that the client wants to be able to verify that the received data is
correct whereas the latter property reflects the need to assure that no data loss has

occurred on the cloud storage provider’s side.

In this thesis, we propose solutions to enhance current PVC and PoR notions in terms

of practicability and functionality.

1.2 Organisation of Thesis

Chapter 2. This chapter contains the preliminaries and will establish the notational
conventions that will be used throughout this thesis. All the necessary primitives and

notions of security can be found in this chapter.
Our contributions are then presented in the remaining chapters.

Chapter 3. In this chapter we consider the setting of publicly verifiable outsourced
computation (PVC) for which it has been shown that key-policy attribute-based en-
cryption can be used. We propose extensions and improvements to the current PVC
proposal in order to accommodate a more practical framework and enable a server to
compute multiple functions rather than only being certified to compute a single func-
tion. This is achieved by a simple encoding trick and further the chapter provides a

method to revoke misbehaving servers from future evaluations within the system.

Chapter 4. This chapter considers the problem in which an untrusted server holds a
data set in such a way that any client can ask the server to compute a function on any
input portion of the data set. We provide a solution to this problem by introducing
a scheme called wverifiable delegable computation (VDC) and argue that this system
model is a reversed system architecture compared to our proposal in Chapter 3. We
give a provably secure construction based on ciphertext-policy attribute-based encryp-
tion and discuss relevant security models. Furthermore, we observe that this notion
has some natural applications to verifiable queries on remote databases and verifiable

parallel processing using the MapReduce framework.

Chapter 5. In this chapter we use the already introduced system models from the
previous chapters and define an umbrella scheme called hybrid PVC. This scheme only
requires a single setup stage in order to provide a flexible outsourced computation
solution. Furthermore, we briefly introduce another mode of publicly verifiable com-
putation that extends the proposal from Chapter 3 enabling us to enforce graph-based
access control policies over the delegators, servers and verifiers. We give a provably

secure construction based on dual-policy attribute-based encryption showing that all

16



1.2 Organisation of Thesis

introduced system models are captured within this general framework and discuss rel-

evant security models for the different modes.

Chapter 6. This chapter investigates the application of PVC techniques developed in
this thesis to the realm of verifiable searchable encryption (VSE). We introduce a VSE
scheme based upon ciphertext-policy attribute-based encryption that permits a user
to verify that search results are correct and complete. Our scheme also permits verifi-
able computational queries over keywords and specific data values, that go beyond the
standard keyword matching queries to allow functions such as averaging or counting

operations.

Chapter 7. In this chapter we turn our attention to the setting of providing prov-
able data storage guarantees, i.e. verifying whether a server still retains the client’s
outsourced data. A possible concept achieving such guarantees is known as proofs of
retrievability (PoR). We propose extensions and improvements to the current PoR pro-
posals in order to accommodate a more practical framework checking whether multiple
files are retained simultaneously. Thus, we overcome limitations of previous schemes
which were only able to check a single file at a time. We discuss different strategies a
client can use in order to obtain a verifiable statement about the retrievability of all
her outsourced data from a server, and also evaluate the performance of our proposed

scheme.
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CHAPTER 2

Background Material

Contents
2.1 Preliminaries| . . . .. ... ... ... 000000 18
2.2 Encryption Schemes|. . . . ... ... ... ... 00000 21
2.3 Attribute-based Encryption| . . . . ... ... 00000 26
2.4 Searchable Encryption| . .. ... ... ............. 40
2.5 Digital Signatures| . . . . ... ... ... 000000000 43
2.6 One-way Functions| ... .. ... ... ..., 44
[2.7  Verifiable Outsourced Computation| . ... .. ... ... .. 45
2.8 Proofs of Retrievability]. . .. ... ... ... ......... 57

This chapter introduces the necessary notation and discusses in detail vari-
ous cryptographic primitives and security notions that will be used through-

out this thesis.

2.1 Preliminaries

2.1.1 Notation

Let us fix all necessary notations that are used in the remainder of this thesis. The set of
integers is denoted by Z, the set of all non-zero integers is denoted by Z* = Z\ {0} and
we denote the set of natural numbers in the natural way as being the set of non-negative
integers N = {n € Z|n > 0}. We denote the set of consecutive integers {i,...,j} by
[i, 7], the set {1,...,n} will be written as [n] for n > 1, and () denotes the empty set.
If X is a set, we denote the power set of X by 2% which is the set of all subsets, and
| X| denotes its size. A partially ordered set (poset) is a set L equipped with a reflexive,
anti-symmetric and transitive binary relation <. In other words, for all z,y,z € L it
holds that = < x (reflexivity); if z < y and y < x then x = y (anti-symmetry); and if
x < yandy < z then z < z (transitivity). We may write z < y if x < y and = # vy,
and write y > z if ¢ < y. We say that = covers y, written y < z, if y < 2 and no z
exists in L such that y < z < x. The Hasse Diagram of a poset (L, <) is the directed
acyclic graph H = (L, <) where vertices are labelled by the elements of L and an edge

connects vertex v to w if and only if w < v.
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If A is a deterministic algorithm, we use the notation y <— A(z1,...,2,) to denote the
action of running A on the given inputs x1 to x,, and assigning the result y. Similarly, if
A is a randomised (probabilistic) algorithm, we simply write y & A(+) to denote A out-
putting the variable y. This notion can also be seen as sampling an output y from the
range of possible outputs of A according to an underlying distribution defined by the
input arguments. Equivalently, one may consider the algorithm A taking an additional
input r of random coins which determine the outcome of randomised choices during
the execution of the algorithm. Thus, more formally we would write y < A(+;r) since
the explicit choice of r renders the algorithm A deterministic. Finally, if B denotes a
set, we write y & Bto express sampling a value y uniformly at random from the set
B. The set of all finite binary strings is denoted by {0, 1}*. For any two binary strings

a and b, we denote their concatenation by a||b and a & b denotes their bitwise XOR.

When considering cryptographic schemes in this thesis, we denote the message space
by M, the key space by I, the security parameter by A € N and its respective unary
representation as 1*. The key space consists of all bit strings of length A and it can be
increased to asymptotically increase the strength of the cryptographic primitive. We
denote by € the empty string or an empty list, L ¢ M denotes a distinguished failure
symbol outputted by an algorithm, and we abbreviate probabilistic polynomial-time
by PPT. Let F be a function then we denote the domain of the function by Dom(F)
and the range by Ran(F'). A function f from the natural numbers to the non-negative
real numbers is said to be negligible on its input if for every positive polynomial p there
exists an N such that for all integers n > N it holds that f(n) < —. We denote an

p(n)
arbitrary negligible function by negl.

A Boolean function F: {0,1}" — {0,1} takes a string of n bits as input and outputs
a single bit result. We use the notation 1 and true, and similarly 0 and false, to
denote the outcome of this function. We denote by V the binary OR operator, and
by A the binary AND operator. If a Boolean function F evaluates to true on a set
of input strings I, we say that the set I is a satisfying set. Furthermore, it is possible
to describe F' in terms of satisfying sets. In case this representation is used, we refer
to F' as an access structure. A Boolean function is said to be monotonic if for all
sets S C T C [n], it holds that F(S) < F(T'). In other words, increasing the size of
the set can only increase the value of F', or alternatively, replacing a 0 with a 1 in
the input can only increase the value of F'. Finally, we denote by F, the family of
n-ary monotone functions closed under complement. In more detail, if F' € F,, then
the complement function FF = F @& 1 also belongs to F,. In case n is clear from the
context, we abbreviate J,, as F. A more formal treatment of Boolean functions and

their properties can be found in [44] [59].
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2.1.2 Provable Security

A central task in cryptography is to analyse whether a particular cryptographic scheme
is “secure”. However, this simple question is hard to answer. In the “dark ages” of
cryptography, security of a cryptographic scheme was assumed until someone broke the
scheme. At this point, one tried either to fix the scheme to make it “secure” again or
discarded it if the security issue could not be fixed. In the age of modern cryptography,
such an approach is not acceptable and thus we require rigorous techniques to analyse
and assess the security of a cryptographic scheme and protocol. Such techniques fall
into the realm of provable security which refers to a well-studied paradigm in modern
cryptography. On a high-level, the goal is to formalise a security property and prove
that the property holds — relative to definitions and assumptions — which corresponds
to an assurance that the scheme is secure. The approach uses ideas and techniques

from theoretical computer science as well as mathematics.

In order to formalise a proof of security, we require two necessary ingredients. The first
ingredient is to formalise precise security definitions. These specify concrete security
properties that cryptographic schemes are intended to achieve. A security definition
is normally expressed as an experiment (or game) presented in pseudo-code and is
designed to reflect potential security threats against the scheme as well as a realis-
tic system execution. The experiment is run by a computationally unbounded entity
known as the challenger C and played by a computationally bounded adversary A with
respect to a cryptographic scheme. The adversary is usually modelled as a PPT algo-
rithm which is called at relevant points during the execution of the experiment by the
challenger. Furthermore, A may maintain a state throughout the experiment which
reflects the adversary being called several times at different points during the execution
of the system. Security of a cryptographic scheme is usually defined in terms of the
adversary’s maximal winning probability against the formalised experimentﬂ Thus, we
define a scheme to be secure if a class of adversaries have at most a negligible winning
probability (in terms of the security parameter) of winning against the formalised se-

curity definition. Otherwise, we say a scheme is insecure.

The second fundamental ingredient is the reduction proof technique which enables one
to prove that a cryptographic scheme is computationally secure. As mentioned above, a
security proof is conditional in the sense that we require to assume that some mathemat-
ical problem is hard. That is, security can rely on the assumption that the underlying
primitive, on which the scheme is built, is secure. The reduction proof technique then

enables one to prove that a cryptographic scheme is secure under this assumption. In

!Note that this sometimes varies depending on the underlying experiment. For example, IND-CPA
security is defined in terms of the maximal winning probability minus the probability of a random
guess.
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more detail, the technique boils down to present an explicit reduction that transforms
any efficient algorithm A that succeeds in winning against the security notion of the
scheme (“breaking”) into an efficient algorithm B that solves the underlying problem
that was initially assumed to be hard. A very good and detailed explanation of the
required steps for a proof by reduction can be found in [100} 130].

Throughout this thesis, we will construct concrete cryptographic schemes and provide
different security definitions that we model the scheme to be secure against. To prove
the security of the scheme we make intensive use of the above introduced reduction

technique.

2.2 Encryption Schemes

Encryption is mainly a technique in order to preserve the confidentiality of messages
exchanged between a sender and a receiver. The primitive we consider here is called an
encryption scheme. Such a scheme specifies a key-generation algorithm which produces
key material that the parties need to share. Furthermore, it specifies an encryption
algorithm, which provides the sender with an instruction how to process the plaintext
using the key to produce a ciphertext that is transmitted to the receiver. An encryption
scheme also specifies a decryption algorithm, which provides the receiver with instruc-
tions how to retrieve the original message from the transmitted ciphertext using the key
while possibly performing some verification as well. In this section, we begin to review

the definitions of symmetric encryption schemes and public-key encryption schemes.

2.2.1 Symmetric Encryption Schemes

A symmetric encryption scheme relies on a secret key k held by both entities, namely
the sender and receiver of a ciphertext. Note that we do not address here how both
entities came into joint possession of this key k, and thus assume that the key has
been shared in some way. More formally a symmetric encryption scheme is described

as follows.

Definition 2.1. A symmetric encryption (SE) scheme consists of the following three

algorithms.

o k< KeyGen(1%) : this randomised algorithm takes as input the security parameter

A and randomly selects a symmetric key k from the key space K;

ot & Encrypt(m, k) : this randomised algorithm takes as input the symmetric key

k and a message m from the message space M. It outputs a ciphertext ct;

e m < Decrypt(ct,k) : this deterministic algorithm takes as input the symmetric
key k and the ciphertext ct. It outputs the underlying message m encrypted in
the ciphertext ct.
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2.2 Encryption Schemes

Note that we could extend the decryption algorithm to output a failure symbol L in

case it is presented with an invalid ciphertext.

Correctness of a symmetric encryption scheme requires that for all security parameters
and all messages, the decryption of an honestly generated ciphertext under a correctly
generated key will return the correct message. This is captured more formally as

follows.

Definition 2.2. A symmetric encryption scheme is correct if for every security pa-
rameter X\, every key k outputted by KeyGen(1), and every message m € M, it holds
that Decrypt(Encrypt(m, k), k) = m.

There are many notions of security for symmetric encryption schemes and the relation
amongst them is discussed in [26]. The choice of security property of a symmetric en-
cryption scheme depends on the context in which the scheme is used as well as on what
information an adversary may observe in practice. In the following we present two
main notions of security for a symmetric encryption scheme, namely indistinguishabil-
ity against chosen-plaintext attacks and indistinguishability against chosen-ciphertext

attacks.

Indistinguishability against Chosen-plaintext Attacks

The most commonly discussed security notion, and the one that we use mainly through-
out this thesis, is indistinguishability against chosen-plaintext attacks (IND-CPA).
This notion basically models that an adversary that is not in possession of the secret
key running in polynomial-time chooses two messages of the same length and has the
ability to request any encryptions of other arbitrary messages via accessing an encryp-
tion oracle. Then one of the two messages is encrypted, and the ciphertext is returned
to the adversary. The scheme is considered secure if the adversary is not able to dis-
tinguish which one of the two messages of its choice was encrypted. Informally, the
encryption scheme should hide all information about the underlying plaintext such that

a ciphertext does not reveal anything about which message was encrypted.

The IND-CPA notion for a symmetric encryption scheme is formally defined in Fig-
ure[2.1] The game begins with the challenger running the KeyGen algorithm to generate
a challenge key k and sampling a bit b uniformly at random. Next the adversary is
called with the security parameter as input, and it is given access to a “left-or-right”
(LoR) encryption oracle O°R. The oracle inputs a pair of messages and first checks
whether the messages are of equal length. In case this check is positive then it chooses
one of the messages according to the sampled bit b and outputs the encryption of my
under the challenge key k which is then given to the adversary. That is, if b6 = 0 then

the adversary receives an encryption of the “left” plaintext, and if b = 1 it receives an
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encryption of the “right” plaintext. Eventually, the adversary returns a bit ¥’ and the
game outputs 1 indicating that o’ corresponds to the bit b chosen by the challenger, oth-
erwise it returns 0. This also encompasses the adversary’s access to a simple encryption

oracle, since the adversary can simply query O-°R(m,m, k,b) to obtain Encrypt(m, k).

Exp'P-CPA [S€,17] OL°R(mg, mq, k, b)

k <s KeyGen(1%) 1: if (|mo| # |m1|) then
2: b+s{0,1} 2: return L
3: b/ —3 AOLOR(W'fk»b)(l)‘) 3: else
4: if ¥ = b then 4: return Encrypt(my, k)
5: return 1
6: else return 0

Figure 2.1: The IND-CPA experiment Exp{'P-P4 [S€,17]

Note that we can provide the adversary with a little more power by letting it choose a
whole sequence of pairs of equal-length messages. This approach is similar and has the
advantage of modelling attackers that can adaptively choose plaintexts to be encrypted

even after observing previous ciphertexts.

We define the advantage of an adversary to be the difference between the probability of
the adversary guessing the bit b correctly which indicates which message was encrypted

and the probability of a random guess.

Definition 2.3. The advantage of a PPT adversary in the IND-CPA game for a

symmetric encryption scheme SE is defined as:
1
Advﬂ\géCPA(l)‘) =Pr ExpE\\ID'CPA {88, 1’\] — 1} ~ 3

We say that the symmetric encryption scheme SE is IND-CPA secure if for all PPT
adversaries A, it holds that

AdvIT 8T (1) < negl(M).

Indistinguishability against Chosen-ciphertext Attacks

Similarly to the above notion, one can consider the security notion of indistinguishabil-
ity against chosen-ciphertext attacks (IND-CCA) for a symmetric encryption scheme
as formally defined in Figure In the IND-CCA notion the adversary is not only

able to obtain arbitrary encryptions of her choice, but also may request decryptions of
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ciphertexts of her choice. The adversary’s access to the decryption oracle is unlimited
except for the adversary is not allowed to request a decryption of the challenge cipher-

text as this would lead to a trivial win and thus is an illegitimate query.

In more detail, the IND-CCA game proceeds similar to the IND-CPA game presented
in Figure with the difference that the challenger additionally maintains a set S of
ciphertexts that is initially empty. The “left-or-right” (LoR) encryption oracle OM°R is
modified in such a way that it additionally adds generated ciphertexts to the set S if the
input messages are of equal length and distinct. Furthermore, the adversary is given
access to a decryption oracle OPe™Pt to which it can submit ciphertexts to recover
respective plaintexts as long as the submitted ciphertext does not correspond to the
challenge ciphertext in order to avoid a trivial win. More precisely, in case the queried
ciphertext corresponds to a previously generated output from the LoR encryption oracle
OL°R then the decryption oracle OPe™Pt gutputs an error symbol L. Obviously, given
the decryption of the ciphertext, it would be possible to determine the value of b based

on which message is returned.

Expj "t [S€, 1] O (mq, m1, k, b)

1: k<s KeyGen(1%) 1: if (Jmg| # |m1]) then
2: b<+s{0,1} 2: return L

3: S« 10 3: else

4 b, s AoLoR(,7,7k7b)oDecrypt('7k)(1A) 4: ct +s Encrypt(mb, k‘)
5: if b’ =0 then 5: S« Suct

6 : return 1 6: return ct

7: else return 0

ODecrypt (Ct , k‘)

1: if (¢t € S) then

2 return L

3: else

4 return Decrypt(ct, k)

Figure 2.2: The IND-CCA experiment Expf}l\lD‘CCA [85, 1’\]

Definition 2.4. The advantage of a PPT adversary in the IND-CCA game for a

symmetric encryption scheme SE is defined as:

1
AQVRBCOA 1Y) = e [Bxply™ O [s2,11] 1] - L

We say that the symmetric encryption scheme SE is IND-CCA secure if for all PPT
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adversaries A, it holds that
AdvITE7M (1Y) < negl(N).

2.2.2 Public-key Encryption Schemes

A public-key encryption scheme (PKE), or asymmetric encryption scheme, eases the
above problem of agreeing on a common secret key. Instead, each entity is now equipped
with two keys, namely a public key and a private key. An encryptor may use an entity’s
A public key to encrypt a message and send it to A. The entity A is now able to use
her private key to decrypt messages initially encrypted under A’s public key. Note that
the encryptor is not required to know the decryption key. In this setting, the public
key may be transmitted or published in the clear such that there is no need to initialise
secure channels before transmitting a message. The main difference between public-key
encryption and symmetric encryption is that the latter assumes complete secrecy of all

cryptographic keys, whereas the former requires secrecy only for the private key.

More formally a public-key encryption scheme is described as follows.

Definition 2.5. A public-key encryption scheme consists of the following three algo-

rithms.

o (pk,sk) & KeyGen(1?) : this randomised algorithm takes as input the security
parameter A and outputs a key pair (pk,sk). We refer to the first of these keys
as the public key and to the second as the private key (or secret key);

o ct & Encrypt(m, pk) : this randomised algorithm takes as input the public key pk

and a message m from some message space M. It outputs a ciphertext ct;

e m < Decrypt(ct, sk) : this deterministic algorithm takes as input the private key
sk and the ciphertext ct. It outputs the message m encrypted in the ciphertext
ct.

As in the previous section, we could extend the decryption algorithm to output a failure

symbol | in case it is presented with an invalid ciphertext.

Correctness of a public-key encryption scheme requires that for all security parameters
and all messages, the decryption of an honestly generated ciphertext under an honestly
generated key pair will return the correct message. This is captured more formally as

follows.

Definition 2.6. A public-key encryption scheme is correct if there exists a negligible
function negl such that for every security parameter \, every key pair (pk, sk) outputted
by KeyGen(1?), and every message M € M it holds  that
Pr[Decrypt(Encrypt(m, pk), sk) # m] = negl(\).
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The main disadvantage of public-key encryption schemes is that they are significantly
slower than symmetric encryption schemes. However, it is not easy to detail an exact
comparison between both schemes since the relative efficiency depends on the concrete
scheme under consideration as well as their implementation details. In fact, to over-
come this problem, a symmetric encryption scheme is used in the public key setting
to enhance the efficiency for the public-key encryption of long messages. Such an en-
cryption scheme is called hybrid encryption and basically a message is encrypted using
the symmetric key (called data encapsulation mechanism) while the symmetric key
itself is encrypted under the public-key encryption scheme (called key encapsulation
mechanism). In other words, the public-key encryption scheme is only used in order
to encrypt a short symmetric key, whilst the more efficient symmetric key is used to

encrypt the larger message.

In the context of public-key encryption schemes it is also possible to define security in
terms of indistinguishability against chosen-plaintext attacks (IND-CPA) and indis-
tinguishability against chosen-ciphertext attacks (IND-CCA). It is straightforward to

obtain those security notions by adapting the syntax from the public-key encryption

scheme (cf. Definition into Figures and

2.3 Attribute-based Encryption

Attribute-based Encryption (ABE) is a public-key, functional encryption primitive that
allows decryption of a ciphertext if and only if some policy formula is satisfied. This
means that the encrypted data and the decrypting entity satisfy certain properties
formulated in terms of attribute sets. As such, ABE is also well-suited for the crypto-
graphic enforcement of attribute-based access control policies [93]. In general, we define
a universe U of attributes which represent labels that may describe entities or data.
We then form a set of attributes A C U and a policy (or access structure) A C 24\ {()}
and decryption is successful if and only if A € A.

There exist several variants of ABE which we introduce in the course of this section.
These different notions mainly differ in the connection between attribute sets and access

structures to ciphertexts and decryption keys.

2.3.1 Key-policy Attribute-based Encryption

In key-policy attribute-based encryption (KP-ABE)[89], the decryption key is associated
with a policy and each ciphertext is associated with a set of attributes. In more detail,
each secret decryption key is associated with an access structure, that is some family
of satisfying attribute sets A = {Ay,..., A,}, while each ciphertext is generated using

the system-wide public parameters and is associated with a single subset of attributes

26



2.3 Attribute-based Encryption

A. Decryption succeeds if the decryption key associated with the access structure A
includes the attribute set under which the ciphertext was generated, i.e. if A; = A for
some ¢ € [n]. In most schemes the access structure is considered to be monotonic.
This means that A’ € A whenever there exists A C A’ such that A € A. A notable

non-monotonic scheme was presented by Ostrovsky et al. [112].

Definition 2.7. A key-policy attribute-based encryption (KP-ABE) scheme consists
of the following four algorithms:

e (pp, mk) & Setup(l)‘,l/{) . this randomised algorithm takes as input the security
parameter A and attribute universe U and generates public parameters pp and a

master secret key mk;

o cty & Encrypt(m, A, pp) : this randomised algorithm takes as input a message m,

an attribute set A and public parameters pp, and outputs a ciphertext ct ;

o sky & KeyGen(A, mk,pp) : this randomised algorithm takes as input an access
structure A, the master secret key mk and public parameters pp. It generates a

secret decryption key ska for this access structure;

o pt < Decrypt(cta, ska,pp) : this algorithm takes as input the ciphertext cty as-
sociated with an attribute set A, a secret decryption key ska generated under an
access structure A and the public parameters pp. The algorithm outputs a plain-
text pt which corresponds to m if and only if the attribute set satisfies the access

structure, A € A, or else corresponds to L indicating that decryption failed.
Note that we refer to the access policies used in KP-ABE as objective policies.

Definition 2.8. A KP-ABE scheme is correct if for all messages m € M, access
structures A C 24\ {0} and attribute sets A CU where A € A, it holds that

Pr[(pp, mk) < Setup(1*,U),
cta & Encrypt(m, A, pp),
sk < KeyGen(A, mk, pp),

pt < Decrypt(cta, sk, pp)]
=1 — negl(\).

In general security for ABE schemes can be classified into the categories full (or adap-
tive) and selective security. The full security notion is the ideal notion we wish to
achieve. However, the selective security notion has usually been easier to formalise
and to achieve. The notions mainly differ in whether the adversary receives the public
parameters before or after outputting its challenge input choice. The selective notion

enables the client (or USGIED to partition the system into queries that it must be able to

2We will use the terms client and user interchangeably throughout this thesis.
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answer and to queries it will not answer as some queries may be restricted in order to
avoid a trivial win for the adversary. Therefore, the challenger is able to embed secrets

for a reductive proof.

However, we do not provide the standard security properties for KP-ABE here as we
will be interested to use an extended version of KP-ABE supporting revocation which
we recap in Section Note that it is easy to obtain the standard security proper-
ties for KP-ABE by “swapping” the access policy and attribute set in the IND-CPA
and SIND-CPA security notions for ciphertext-policy attribute-based encryption (CP-
ABE) as defined in Figure and Figure

2.3.2 Revocable Key-policy Attribute-based Encryption

The mechanism of revocation plays a central role in cryptography. In the setting of
attribute-based encryption, users may hold keys for the same functionality, i.e. being
provided with keys which grant certain access to objects. The revocation mechanism
disables the given functionality for a certain user or group of users. For example, if an
employee leaves the company and thus the internal system, it is necessary to revoke
the employee from the system in order to stop her from further accessing data. In the
framework of attribute-based encryption, either target specific attributes (to disable
certain policies within the system) or specific users (to accommodate changing user
populations) can be revoked. Throughout this thesis (e.g. in Chapters 3 and 5), we
focus on the latter case as we aim to prevent cheating servers from participating in the
system model at all.

Revocable ABE schemes can support two different modes [17]:

e Direct revocation allows users to specify a revocation list at the point of encryp-
tion. This means that periodic re-keying is not required but the encryptors must

have knowledge of, or be able to choose, the current revocation list.

e Indirect revocation requires ciphertexts to be associated with a time period (as
an additional attribute) and for a key authority to issue key update material
at each time period which enables non-revoked users to update their key to be
functional during that time period. A revoked user will not be able to use the
update material and thus their key will not succeed at decrypting ciphertexts
associated with the current time period attribute. With indirect revocation, users
only need to know the current time attribute during encryption, but increased
communication costs are incurred due to the dissemination of the key update

material.

In this thesis, we will make use of the indirectly revocable KP-ABE scheme given by At-

trapadung and Imai [I7], itself a more formal definition of that given by
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Boldyreva et al. [35].

An indirectly revocable KP-ABE scheme defines the universe of attributes to be U =
Uattr UUID UUiime. In more detail, Uyt is the normal attribute universe for describing
ciphertexts and forming access policies, Uiime comprises attributes for time periods,
and Uip contains attributes encoding entity identities. More formally, an indirectly

revocable KP-ABE scheme is presented in the following definition.

Definition 2.9. An indirectly revocable key-policy attribute-based encryption scheme

consists of the following algorithms:

e (pp, mk) & Setup(1*,U) : this randomised algorithm takes as input the security
parameter X\ and the universe of attributes U and outputs public parameters pp

and master secret key mk;

o ctay & Encrypt(m, A, t, pp) : this randomised encryption algorithm inputs a mes-
sage m, an attribute set A C Uagr, the current time period t € Uyme and the

public parameters pp. It outputs a ciphertext ct that is valid for time t;

o skiga & KeyGen(id, A, mk, pp) : this randomised key generation algorithm takes
as input an identity id € Urp for a user, an access structure A encoding a policy,
as well as the master secret key mk and public parameters pp. It outputs a

decryption key skig a for the user id;

o ukp & KeyUpdate(R, t, mk,pp) : this randomised algorithm takes a revocation
list R C Utp containing the identities of revoked entities, the current time period t,
as well as the master secret key mk and public parameters pp. It outputs updated

key material ukp;;

o pt < Decrypt(ctay, Skiga, ukr, pp) : this decryption algorithm takes as input a
ciphertext ct, a decryption key skiq a, an update key ukgr; and the public param-
eters pp. The algorithm outputs a plaintext pt which corresponds to the correct
message m if and only if the attributes associated with ct satisfy A and the value
of t in the update key matches that specified during the encryption of ct, or outputs
L if the decryption failed.

Correctness of a revocable KP-ABE scheme is defined as follows:

Definition 2.10. A revocable KP-ABE scheme is correct if for all m € M, all id €
U, all R C Up, all A C 2%t \ {0} all A C Unpy and all t € Usime, if A € A and

29



2.3 Attribute-based Encryption

id ¢ R, it holds that

Pr[(pp, mk) < Setup(1*,U1),
ctay & Encrypt(m, A, t, pp),
skig a < KeyGen(id, A, mk, pp),
ukp ¢ & KeyUpdate(R, t, mk, pp),
m <— Decrypt(cta s, skig.a, ukpr.t, pp)]
=1 — negl(\).

The schemes [17),135] use the Complete-subtree method to arrange users as the leaves of
a binary tree such that the required key-update material can be reduced from the naive
method of O(n — r), where n is the number of users and r is the number of revoked
users, to O(rlog(5)). This approach works as follows for a revocation list R. For a leaf
node | € Uip, let Path(l) be the set of nodes on the path between the root node and I
inclusively. Then, for each | € R, mark all nodes in Path(l). Define Cover(R) to be the

set of all unmarked children of marked nodes, and generate update keys for these nodes.

Note that the time parameter in the above algorithms could be a literal clock value
where all entities have access to some synchronised clock or network clock. In this
case, re-keying must occur at every time period regardless of whether a revocation
has occurred in the prior period. Alternatively, the time parameter could simply be a
counter that is updated when a revocation takes place and the KeyUpdate algorithm is

performed.

Attrapadung and Imai [I7] defined several security notions for revocable KP-ABE
schemes. In this thesis, the security property we consider for a revocable KP-ABE
scheme is indistinguishability against selective-target with semi-static query attack (IND
SHRSS) which is formally defined in Figure

This is a selective notion of security where the adversary must declare at the beginning

of the game the set of attributes (¢*, A*) to be challenged upon. The challenger runs
Setup and provides the adversary with the resulting public parameters. The adversary
must choose a target revocation set R which is the set of entities that should be revoked
at time ¢*. The nature of the semi-static notion requires that this revocation list is
chosen before the adversary is given access to the KeyGen and KeyUpdate oracles as
specified in Figure [2.3

In order to prevent trivial wins, for a key generation query, the adversary may not
query for any key skiq o where the target attribute set A* satisfies A and the identity
is not revoked at time t*. If the adversary would be allowed to query for this, it would

hold a secret decryption key and would receive key update material (as the identity
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Exply P1RSS [KP-ABE, 1), U]

1:

2

N O Ot

[ed]

10 :
11 :

(t*, A%) +s A1, U)
(pp, mk) s Setup(1*,U)
R s A(pp)
(o, m1) s ORI (- ik ), O VB k) (o)
if (Jmo| # |ma|) then return 0
b+s{0,1}
ct* <s Encrypt(my, t*, A*, pp)
Yo AOKeycen(_’_’mkypp)’oxeyupdate(_’.7mk’pp)(Ct*’ R.pp)
if ¥’ = b then
return 1

else return 0

OFeYGen(id, A, mk, pp)

[

if (A* € A) and (id ¢ R) then

return L

else KeyGen(id, A, mk, pp)

return skig s

OKeyUpdate(R7 t, mk:, pp)

[ O

if (t=1") and (R Z R) then

return L

else KeyUpdate(R, t, mk, pp)

return ukp

Figure 2.3: The IND-SHRSS experiment Exp'} PSHRSS [CP-ABE, 1}, U]

is not revoked) for the challenge time period and thus could successfully decrypt the
challenge ciphertext.

Similarly, for a key update request, the adversary is prevented from learning an update
key ukp ¢+ for the challenge time period ¢* for a less restrictive revocation list R than
the challenge list R. Otherwise, the adversary could obtain an update key which could

be combined with a queried secret key to form a functional decryption key for a server

that the adversary claimed would be revoked.

As in a standard IND-CPA notion, the adversary outputs two messages and the chal-
lenger chooses one of them at random to encrypt and passes the resulting ciphertext

to the adversary. The adversary is again provided with access to the oracles and even-
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tually guesses which message was encrypted. The advantage of the adversary is given

in the following definition.

Definition 2.11. The advantage of a PPT adversary in the IND-sHRSS game for a
revocable KP-ABE construction KP-ABE is defined as:

1
AdvIRRSIESS (1) = Pr [Exp Y PSURSS [P ABE, 1A,u] - 1} -5

We say that the indirectly revocable KP-ABE scheme is secure in the sense of indis-
tinguishability against selective-target with semi-static query attack (IND-sHRSS) if
for all PPT adversaries A, it holds that

AV (1) < negl().

We note that it is also possible to define a stronger, full notion of security whereby the
adversary may receive the public parameters and may query the oracles before selecting
the set of challenge attributes under the restriction that no such query would lead to a
trivial win. To the best of our knowledge, current known primitives supporting indirect
revocation in the KP-ABE setting only achieve the selective security notion as described

above.

2.3.3 Ciphertext-policy Attribute-based Encryption

Ciphertext-policy attribute-based encryption (CP-ABE) [31] “behaves” conversely to
KP-ABE. Here a ciphertext is associated with a policy while the set of attributes is
assigned to the secret decryption key. More concretely, each ciphertext is associated
with an access structure, i.e. some family of attribute sets A = {A;,...,A,}. Each
private key is computed using the system-wide public parameters and is associated
with a single subset of attributes A. Decryption succeeds if the ciphertext includes the

attribute set under which the decryption key was generated.

Definition 2.12. A ciphertext-policy attribute-based encryption (CP-ABE) scheme

consists of the following four algorithms:

e (pp,mk) & Setup(1*,U) : this randomised algorithm takes as input the security
parameter A and attribute universe U and generates public parameters pp and a

master secret key mk;

o cty & Encrypt(m, A, pp) : this randomised algorithm takes as input a message m,

an access structure A and public parameters pp, and outputs a ciphertext cty;

o sky & KeyGen(A, mk,pp) : this randomised algorithm takes as input an attribute
set A, the master secret key mk and public parameters pp. It generates a secret

decryption key sk for this attribute set;
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o pt < Decrypt(cty, ska,pp) : this algorithm takes as input the ciphertext cty gen-
erated under an access structure A, a secret decryption key ska generated under
an attribute set A and the public parameters pp. The algorithm outputs a plain-
text pt which corresponds to m if and only if the attribute set satisfies the access

structure, A € A, or else corresponds to L indicating that decryption failed.

Note that we refer to the access policies used in CP-ABE as subjective policies as the

access structure describes objects for which the key may be used to access.

Definition 2.13. A CP-ABE scheme is correct if for all messages m € M, access
structures A C 24\ {0} and attribute sets A CU where A € A, it holds that

Pr[(pp, mk) < Setup(1*,U),
cta < Encrypt(m, A, pp),
sk & KeyGen(A, mk, pp),

pt < Decrypt(cta, ska, pp)]

The security goals of a CP-ABE scheme are similar to those of symmetric and public-
key encryption schemes, namely the adversary should not be able to distinguish which

of the two messages was encrypted.

Note that different CP-ABE keys provide access to different classes of documents and
ciphertexts are not necessarily generated for a particular user but rather a class of
users. Therefore, it is important to consider in ABE schemes that users may not col-
lude with each other in order to decrypt a ciphertext which no one of them could
have decrypted alone. For example in the CP-ABE setting, consider two users as-
signed with the following attributes sets {Professor, Psychology} and {Student,
Computer Science} respectively, and the ciphertext was encrypted under the policy
(Professor A Computer Science). Both users now should not be able to combine
their attributes Professor and Computer Science in order to decrypt the ciphertext
as neither of them satisfy the policy. To model collusion between clients into the se-
curity notion we provide the adversary with an additional KeyGen oracle such that it
can request multiple decryption keys for different attribute sets. We require that all
queried attribute sets do not satisfy the adversary’s challenge policy because then the
adversary could trivially win against the security game as it would hold a valid key and

could decrypt the challenge ciphertext itself.

Full IND-CPA Notion

The first security property we consider here is the full notion of indistinguishability
against chosen-plaintext attacks (IND-CPA) for a CP-ABE scheme represented in
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Exp} " P [cP-ABE, 1M, U] OKYGeN (A ik pp)
1: A* {0} 1: if A¢ A* then
20 Qe 2: Qe QuUA
3: (pp,mk) <s Setup(lAvu) 3: return KeyGen(A, mk, pp)
(mo, mq, A*) s AOKeyGe"(umk,pp)(pp) 4: else
5: return |

if (Jjmo| # |m1|) then return 0
for all A € @ do

if A € A* then return 0
b<s{0,1}
ct* <s Encrypt(my,, A*, pp)
10 s AOTTCmkee) (crx pp)
11: if ¥ =b then

12 : return 1

© o N O O

13: else return 0

Figure 2.4: The IND-CPA experiment ExpE‘VD'CPA [CP—ABS, 1’\72/1]

Figure The game begins with the challenger initialising the challenge access struc-
ture A* and a list Q of queried attribute sets which is initially set to be empty. The
challenger then runs Setup and provides the adversary with the generated public pa-
rameters. The adversary now is equipped with access to a KeyGen oracle which returns
to the adversary a valid secret decryption key for its choice of attribute set A but only
if the attribute set does not satisfy the access structure A. Otherwise, if the attribute
set satisfies the access structure then the oracle returns L in order to avoid allowing the
adversary a trivial win. After a polynomial number of queries the adversary chooses
the challenge access structure A* and also returns two messages of equal length. Note
that in case the adversary returns messages of unequal length the game is aborted
immediately and A loses. The adversary also loses the game if the outputted access
structure A* is satisfied by any attribute set previously queried to the KeyGen oracle
OKeyGen and therefore appears in Q as the adversary has not found a valid attack target.
The challenger chooses a bit b uniformly at random and uses this to determine which
message will be encrypted under the challenge access structure A*. The adversary is
provided with the created ciphertext and is again allowed to access the KeyGen oracle
OKeyGen a5 hefore. Eventually, the adversary outputs a guess b’ of b to determine which
message was encrypted. If the guess was correct the adversary wins and the game

outputs 1, and 0 otherwise.

Definition 2.14. The advantage of a PPT adversary in the IND-CPA game for a
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CP-ABE construction CP-ABE is defined as:

1
AdVRR A (1Y) = Pr [ExpljﬁD-CpA CP-ABE, 1&@4 N 1} -5

We say that the scheme CP-ABE is IND-CPA secure if for all PPT adversaries A, it
holds that

Advi P hse (1) < negl()).

Selective IND-CPA Notion

Exp¥PCPA [CP-ABE VU] OKYSR(A k)
1 A"« AQNU)

—_

if A¢ A* then

2:  (pp,mk) <s Setup(1,U) 2 return KeyGen(A, mk, pp)
3: (mo,mq) +s AO (- mkpp) (pp) 3: else

4: if (Jmo| # |m1]|) then return 0 4 return L

5: b<«s{0,1}

6: ct* <s Encrypt(ms, A*, pp)

70 b s AOKeyGen("mk’m’)(ct*,pp)

8: if b’ =0 then
9: return 1

10 : else return 0

Figure 2.5: The selective IND-CPA experiment EXpi{ND'CPA [CP—ABE, 1)‘,1/1]

We also consider the selective IND-CPA notion (SIND-CPA) represented in Fig-
ure 2.5l The selective notion is similar to the full notion while the main difference
is that the game starts with the adversary selecting an access structure A*. Otherwise

the game proceeds similarly to the full version.

Definition 2.15. The advantage of a PPT adversary in the selective IND-CPA game
for a CP-ABE construction CP-ABE is defined as:

1 : 1
AdvIR SR (1Y) = Pr [ExpiN PN |ep-ABE 1 uU| 1] - 5.

We say that the scheme CP-ABE is SIND-CPA secure if for all PPT adversaries A,
it holds that

AdvEER G (1) < negl()).
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2.3.4 Dual-policy Attribute-based Encryption

Dual-policy attribute-based encryption was introduced by Attrapadung and Imai [19].
This scheme combines both approaches of KP-ABE (enforcing objective policies) and
CP-ABE (enforcing subjective policies) such that both the ciphertext and the decryp-
tion key comprise an attribute set and an access structure. In more detail, the cipher-
text is associated with a subjective policy specifying which entities may decrypt it and
an objective attribute set describing the data, while the decryption key is associated
with an objective policy and a subjective attribute set. Finally, decryption is successful

if and only if both attribute sets satisfy their access policy, respectively.

Definition 2.16. A dual-policy attribute-based encryption (DP-ABE) scheme consists
of the following four algorithms:

e (pp,mk) & Setup(1*,U) : this randomised algorithm takes as input the security
parameter X and attribute universe U and generates public parameters pp and a

master secret key mk which is kept private by the client;

o clys & Encrypt(m, (w,S), pp) : this randomised algorithm takes as input a mes-
sage m, an objective attribute set w, a subjective access policy S and the public

parameters pp. It outputs a ciphertext ct, s;

o sk & KeyGen((0, ), mk,pp) : this randomised algorithm takes as input an
objective access policy Q, a subjective attribute set ¢, the master secret key mk

and the public parameters pp. It generates a secret decryption key sk y;

o pt < Decrypt(ct, s, skop, pp) : this algorithm takes as input the ciphertext ct, s,
the decryption key sko, and the public parameters pp. The algorithm outputs
a plaintext pt which corresponds to the correct message m if and only if the
set of objective attributes w satisfies the objective access policy Q@ and the set of
subjective attributes 1 satisfies the subjective access policy S, i.e. w € QO and

¥ € S. Otherwise, pt corresponds to L indicating that decryption failed.

Note we assume that the policies and attributes are implicit from the relevant keys and
ciphertexts. Otherwise, these can be given as additional arguments to the decryption

algorithm.

Definition 2.17. A DP-ABE scheme is correct if for all messages m € M, for all
access structures ©,S C 2Y\ {0} and for all attribute sets w,) C U where w € O and
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Y €S, it holds that

Pr[(pp, mk) & Setup(1*, ),
ctys & Encrypt(m, (w,S), pp),
sko,y < KeyGen((0,¢), mk, pp),

pt < Decrypt(cty s, sko .y, PP)]
=1 —negl(A).

Selective IND-CPA Notion

Security for DP-ABE is defined similarly to the security notion of CP-ABE. The selec-
tive security notion is defined in Figure As before, it is easy to define an adaptive
notion of security by providing the adversary with the public parameters before se-
lecting the challenge input. Note that the respective notions of SIND-CPA for both
KP-ABE and CP-ABE can be obtained by ignoring the relevant attribute sets and

access structures in the formalisation below.

Exp’}¥P-CPA [DP-ABE, 13, U] OXCN((O, v), mk, pp)

1: (W, S) « A(l)‘,U) 1: if (w* ¢ Q) or (¢ ¢ S*) then

2:  (pp,mk) «s Setup(1*,U) 2: return KeyGen((Q, ), mk, pp)
3: (mo,mp, A*) <s AO" () ,mk,pp) (»p) 3: else

4 if (|mo| # |m1]) then return 0 4:  return L

5: b<s{0,1}

6: ct* <s Encrypt(my, (w*,S), pp)

T W s AoKeyGen((',%mk’pm (ct*7pp)

8: if b’ =0bthen
9: return 1

10 : else return 0

Figure 2.6: The selective IND-CPA experiment EXpi{ND'CPA [DP—ABS, 1>‘,Z/l]

Definition 2.18. The advantage of a PPT adversary in the selective IND-CPA game
for a DP-ABE construction DP-ABE is defined as:

1
AV (1Y) = Pr |ExpS(NP-CPA | DP-ABE, 1%04 - 1} X

We say that the scheme DP-ABE is SIND-CPA secure if for all PPT adversaries A,
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it holds that
Advipr e (1) < negl(A).

2.3.5 Instantiation of Attribute-based Encryption Schemes

In the instantiation of many ABE schemes a secret value is chosen uniformly at ran-
dom during either the key generation or the encryption and use a linear secret sharing
scheme to divide the secret over a set of attributes or clauses in a policy. Those schemes
then use Lagrange Interpolation to reconstruct the secret if and only if a satisfying set of
attributes is provided to the decryption procedure. Additionally, many ABE schemes
are built using bilinear maps which give rise to hardness assumptions based on the

Diffie-Hellman problem in bilinear groups.

In this section, we provide tools used in instantiating an ABE scheme as we introduce
a new ABE scheme in Section 5.4

2.3.5.1 Linear Secret Sharing Schemes

Secret sharing is a basic and fundamental cryptographic tool that enables a secret s
to be shared amongst a set of entities in such a way that all authorised sets of enti-
ties can combine their individual share in order to reconstruct the secret value s. For
example, any k out of the n entities may form an authorised set and thus are able to
reconstruct the secret value. Any set of entities that does not form an authorised set
cannot learn more than their individual shares and thus cannot reconstruct the secret
s. A secret sharing scheme is linear if the reconstruction operation is a linear func-

tion of the shares and note that almost all known secret sharing schemes are linear [24].

We provide a definition of an access structure which is a collection of satisfying sets of

a Boolean formula. Beimel [24] provides an equivalent generic formulation as follows.

Definition 2.19. Let P = {Py, Ps,...,P,} be a set of parties (or attributes). A
collection A C 27 is monotone if for all B,C we have that if B € A and B C C then
C € A. An access structure (respectively, monotonic access structure) is a collection
(respectively, monotone collection) A C 2P\{0}. The sets in A are called the authorised

sets and the sets not in A are called unauthorised sets.
A linear secret sharing scheme can be defined as follows [142].

Definition 2.20. Let P be a set of parties. Let M be a matriz of size | X k. Let
m: {1,...,l1} — P be a function that maps a row to a party for labelling. A secret
sharing scheme Il for access structure A over a set of parties P is a linear secret-sharing
scheme (LSSS) in Z, and is represented by (M, ) if it consists of two polynomial-time

algorithms:
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o Muv < Share(s, (M, )): this randomised algorithm takes as input s € Zy, which
is to be shared and the LSSS (M, ). It randomly chooses ya,...,yx € Zy and
sets v = (s,y2,...,Yk). It outputs Mv as a vector of | shares. The share \(;) :=
M; - v belongs to party ©(i), where we denote Mj; as the ith row in M.

o {(i, i) }ier < Recon(S, {\r(i)tr(i)es, (M, m)): this algorithm takes as input an
authorised set S € A, the set of shares for this set {\z(;)}r(i)es and the LSSS
(M, 7). Let I = {i:w(i) € S}. It outputs reconstruction constants {(i, p;)}icr

such that the secret can be linearly reconstructed as s =Y ;o i - Ar(i)-

Note that the set {(u;)}ier can be found in polynomial-time in the size of M [24] [142).

In Section we will require the following important fact [142]:

Proposition 2.21. Let (M, x) be a LSSS for access structure A over a set of parties
P, where M 1is a matrix of size l X k. For any authorised set S € A, the target vector
(1,0,...,0) is in the span of I = {i : w(i) € S}. For all unauthorised sets S ¢ A, the
target vector is not in the span of I, and there exists a polynomial time algorithm that
outputs a vector w = (wy,...,wg) € Z’; such that w1 = —1 and for all i € I it holds
that M; - w = 0.

In Section [5.4] we make use of Lagrange interpolation as the reconstruction algorithm
for 1LSSSs. The reconstruction procedure can be defined following Attrapadung and

Imai [I7] in the following way.

Definition 2.22. For i € Z and S C Z, the Lagrange basis polynomial is defined as
Ais(z) = [Ljes i % Let f(z) € Z[z] be a dth degree polynomial. If |S| = d + 1,
from a set of d+ 1 points {(i, f(i)) }ics, one can reconstruct f(z) as

Fz) =) 1) Ais(2).
€S
In Section we especially use the interpolation for a first degree polynomial. In
particular, let f(z) be a first degree polynomial, one can obtain f(0) from two points
(i1, f(i1)), (i2, f(i2)) where iy # iz by computing
7 21

F0) = flin)—2— + fli2)

19 — 11 i1 — g

2.3.56.2 Bilinear Maps and Hardness Assumptions

Most ABE schemes are instantiated over groups with efficiently computable bilinear
maps. Thus, we review the notions of bilinear maps and the hardness assumption on
which we base the security of our revocable DP-ABE scheme in Section We follow

the formalisation in [17, [18§].

39



2.4 Searchable Encryption

Definition 2.23. Let G and Gp be multiplicative groups of order p, and let g be a
generator of G. A bilinear map is a map e: G x G — Gy such that:

1. e is bilinear: for all u,v € G and a,b € Z we have e(u®,v?) = e(u,v)®
2. e is non-degenerate: e(g,g) # 1

We say that G is a bilinear group if the group action in G can be computed efficiently
and there exists G for which e: G x G — Gr is efficiently computable.

Definition 2.24. Let G be a bilinear group of prime order p. The decisional g-bilinear
Diffie-Hellman exponent problem (q-BDHE) in G is stated as follows. Given a vector

(g, hyg® g, gl gl L gl Z) € G*™! x Grp

adt1

as input, determine whether Z = e(g,h) We write g; to denote gai € G. Let
Ygaqg = (91599 9g+2, - - - 92¢)- An algorithm A that outputs b € {0,1} has advan-

tage € in solving the decisional g-BDHE problem in G if
| PT[A (97 h7 yg,a,qv e(gq-i-l: h’)) — 0] - Pr[A(gv h’a yg,a,q’ Z) - O” 2 €,

where the probability is over the random choices of generators and groups g,h € G,
a € Zy, Z € Gy, and the randomness of A. We refer to the distribution on the left as
PepuE and the one on the right as Rppgg. The decisional g-BDHE assumption holds

in G if no polynomial-time A has a non-negligible advantage in solving the problem.

2.3.5.3 Terminology for Binary Trees

A binary tree is a directed, rooted tree in which each node has at most two children
such that there exists a unique path from the root to each node. Let £ = {1,...,n} be
the set of leaves of a complete binary tree. Let X be the set of node names via some
systematic naming order. For a leaf i € £, let Path(i) C & be the set of nodes on the
path from node i to the root (including 7 and the root). For R C L, let Cover(R) C X
be defined as follows. First mark all the nodes in Path(7) if i € R. Then Cover(R) is
the set of all unmarked children of marked nodes. It can be shown to be the minimal
set that contains no node in Path(i) if ¢« € R but contains at least one node in Path(z)
if i ¢ R.

2.4 Searchable Encryption

Searchable encryption (SE) is a cryptographic primitive that enables a client to search
over encrypted data that has been outsourced to an untrusted server. The untrusted

server receives a query to perform a search over the encrypted data on behalf of the
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client without learning information about the underlying plaintexts. The standard en-
tity population considered in SE consists of a data owner and a remote server. Here
the data owner is responsible to initialise the system and prepares her database to be
stored at the remote server. Depending on the motivation, sometimes the scheme also
accommodates a group of users (representing a multi-user SE scheme) that get autho-

rised by the data owner in order to form search queries over the data too.

The seminal paper by Song et al. [I32] introduced a cryptographic solution to the
problem of searching on encrypted data. Goh [77] introduced a SE construction that
associates an index to each document in a collection which enables a server to search
each of the indexes for keywords. An index can be seen as a data structure that enables
a querier with a trapdoor for a word w to test whether the index contains w. The index
does not reveal any content about the documents without a valid trapdoor which can

only be generated by the data owner holding a secret key.

We review the definition of a (single-client, index-based) searchable symmetric encryp-
tion scheme following Curtmola et al. [57]. The model includes a user that wishes to
store an encrypted document collection D = (Dy, ..., D,,) on a server, while preserving
the ability to search through them. A document collection D is a subset of the set of
all possible documents 22 where A represents a dictionary of d words. More formally

a SSE scheme can be defined as follows.

Definition 2.25. A searchable symmetric encryption (SSE) scheme consists of the

following four algorithms:

o k<& KeyGen(1%) : this randomised algorithm is run by the user to initialise the
system. It takes a security parameter X as input, and returns a secret key k such

that the length of k is polynomially bounded in \;

e 7 < BuildIndex(D, k) : this (possibly randomised) algorithm is run by the user to
generate indexes. It takes a secret key k and a document collection D as inputs,

and returns an index Z;

e T, < Trapdoor(w, k) : this algorithm is run by the user to generate a trapdoor
for a given word. It takes a secret key k and a word w as input, and returns a

trapdoor Ty,;

e D(w) < Search(T,,Z) : this algorithm is run by the server in order to search for
the documents in D that contain the word w. It takes an index I for a collection
D and a trapdoor Ty, for word w as inputs, and returns the set of identifiers of

documents containing w denoted by D(w).

Definition 2.26. A searchable symmetric encryption (SSE) scheme is correct if for ev-

ery security parameter X, every key k outputted by KeyGen(1%), every wordw € D C 28,
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and every index T outputted by BuildIndex(D, k), it holds that Search(Trapdoor(w, k),Z) =
D(w).

Security for searchable encryption is typically characterised as the requirement that
nothing is leaked beyond the outcome of the search. However, it is not straightforward
to achieve this notion of security. Curtmola et al. [57] point out that the above notion
can be achieved in its generality using the work of Goldreich and Ostrovsky on oblivious
RAM [78]. Most SE schemes leak additionally to the search outcome also the search
pattern as for example in [77, [132]. More accurately SE schemes try to formalise secu-
rity in terms of nothing is leaked beyond the outcome of the search, the search pattern
and the access pattern. The first notion of security in SE was introduced by Goh [77]
who proposed the notion of indistinguishability against chosen-keyword attacks (IND1-
CKA). This notion ensures that an adversary is not able to deduce any information
about the document’s content from its index. In other words this means for example
that given two encrypted documents of equal size and an index, then an adversary is not
able to decide which document is encoded in the index. Chang and Mitzenmacher [49]
introduced a stronger simulation-based IND-CKA notion that is a stronger notion com-
pared to IND1-CKA in the sense that this formalises that an adversary cannot even
distinguish indexes from two documents of unequal sizes. Additionally to this, Goh
introduced the IND2-CKA security notion that protects documents of unequal size like
Chang and Mitzenmacher [49].

Curtmola et al. [57] revisited the existing security definitions and provided a discus-
sion about previous security definitions not being adequate for SSE. They pointed out
that the security of indexes and the security of trapdoors are inherently linked. They
introduce two new adversarial models, a non-adaptive IND-CKA1 and an adaptive
IND-CKA2 notion of security, which are widely used as the standard security defini-
tions for SSE. Those security notions include security for the trapdoors and guarantee
that the trapdoors do not leak any information about the keywords other than what

can be inferred from the search and access pattern anyway.

Boneh et al. [36] discuss security in the public-key setting. In this setting, the security
definition guarantees that no information about the keywords is leaked unless the re-
spective trapdoors are available. Also other security definitions were introduced in the

literature for SE and a detailed overview can be found in [3§].

The schemes in [36], 57, [77, [99] TOT], 105, 115} 139] make use of an index in order to enable
the server to execute a search query over the encrypted data (documents). The work
by Chai and Gong [48] introduced a verification mechanism into the setting of SSE,
and thus enables a user to verify returned search results from a single keyword equality

query. Liu et al. [I07] extend the model of Boneh et al. [36] to support verification of
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search results from a single keyword equality query, where the indexes are created using
a public key. Sun et al. [135] and Wang et al. [I41] detail VSE schemes with enhanced
functionality, i.e. verifiable multi-keyword ranked search and verifiable fuzzy keyword
search, respectively. Gajek [71] introduced a dynamic SSE scheme using a novel crypto-
graphic tool called constrained functional encryption. Recently, Zhang et al. [147] show
that file injection attacks on the query of single-keyword and conjunctive SE schemes

can reveal the client’s queries in their entirety.

2.5 Digital Signatures

Digital signatures provide a proof of message integrity and authenticate data’s origin
(since keys can be associated to particular users). We require a message to be signed
using a private signing key owned by a particular entity, and in order to verify that the
signature was actually generated using the given signing key a public verification key
is used. If the verification process is successful then this shows that the contents of the
message have not changed since the signature was computed. We will use this primitive
(e.g. in Chapter [3)) to provide a means of validating that the result of a computation
was computed by the claimed server and that it has not been maliciously altered. We

follow here the formalisation from [100].

Definition 2.27. A digital signature scheme SIG comprises the following three

polynomial-time algorithms:

o (sk,vk) & Sig.KeyGen(11): this randomised algorithm takes as input the security

parameter X and generates a signing key sk and a verification key vk,

o v & Sig.Sign(m, sk): this randomised algorithm takes as input a message m to

be signed and the signing key sk, and outputs a signature v of m;

e 0 <+ Sig.Verify(m,~y,vk): this algorithm takes as input a message m and corre-
sponding signature v to be verified as well as the verification key vk, and outputs a
decision § which corresponds to accept if 7y is a valid signature on m and reject

otherwise.

Definition 2.28. A digital signature scheme is correct if for every security parameter
A, every key pair (sk,vk) outputted by KeyGen(11), and every message m € M it holds
Sig.Verify(m, Sig.Sign(m, sk), vk) = accept except possibly with negligible probability.

We define a signature scheme to be existentially unforgeable under an adaptive chosen
message attack (EUF-CMA) if an adversary, given polynomially many signatures on
messages of its choice, cannot create a message m* with a valid signature where m*
was not one of the messages the adversary was allowed to obtain a signature for. More
formally, this is captured in Figure
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EXpEUF-CMA [SlG, 1>\]

1: Q«0

2: (sk,vk)  Sig.KeyGen(1")

(m*,7") = AP0 (o)

if accept « Sig.Verify(m*,v*,vk) and m* ¢ Q then

return 1

[ N

else return 0

OSig.Sign (m’ Sk)

1: Q@+ QUm
2: return Sig.Sign(m, sk)

Figure 2.7: The signature experiment EprELlUF'CMA [SIG, 1)‘]

Definition 2.29. The advantage of an adversary A running in PPT is defined as:
AdVEZEMA (1Y) = Pr [ExpUTOMA (816,14 — 1.

A digital signature scheme SIG is existentially unforgeable under an adaptive chosen-
message attack (EUF-CMA), or just secure, if for all PPT adversaries A,

Advﬂ%f{;CMA(l)‘) < negl(A).

2.6 One-way Functions

A one-way function g is characterised by having the properties of being easy to compute,
but hard to invert. The first condition is given by the requirement that g is computable
in polynomial time. The second condition is formalised by requiring that it is infeasible
for any probabilistic polynomial-time algorithm to invert g (that is, to find a pre-
image of a given value y) except with negligible probability. This requirement will
be captured in the inverting experiment formally represented in Figure where we
consider the experiment for any algorithm A, any value A for the security parameter,
and the function g: {0,1}* — {0,1}*. Note that it suffices for A to find any value of
w’ for which g(w') = z = g(w) in the experiment.

The following definition specifies what it means for a function g to be one-way [100].

Definition 2.30. A function g: {0,1}* — {0,1}* is one-way if the following two

conditions hold.

e (Easy to compute.) There exists a polynomial-time algorithm My computing g;
i.e. My(w) = g(w) for all w.
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Expg\IVERT [g’ 1)\]

1: w <+ {0,1}

2: z=g(w)

3: w « A1, 2)

4: if g(w') = 2 then
5: return 1

6: else return 0

Figure 2.8: The inverting experiment Exp'} """ g, 1/\]

e (Hard to invert.) For every PPT algorithm A, there exists a negligible function
negl such that

Pr [ExpE\WERT [g, 1)‘} — 1} < negl(\).

2.7 \Verifiable Outsourced Computation

Verifiable outsourced computation (VC) may be seen as a protocol between two
polynomial-time parties, namely a client C' and a server S. A successful execution
of the protocol outputs a provably correct statement about the returned computa-
tional result F'(x) by the server on an input x provided by the client. The motivation
for such protocols is based on the overwhelming success of resource constrained devices
that need to perform computationally intensive tasks and as such outsource the task
to a more powerful server which is likely to be untrusted. In many settings, the client
wishes to (or even must) ensure the correctness of the computational result to ensure
that no accidental or malicious errors have been introduced. A malicious server may
try to convince the client to accept a malformed result while not being detected, in
order to affect the client’s future behaviour or the server tries to spare computational

resources by simply returning a random result.

Some solutions have focused on an audit-based approach [25], [IT0] in which the client
either requires to recalculate some portions of the computations or employs multiple
servers to verify correctness. However, such an approach may be infeasible for the client
given that she is resource-constrained. On the other hand, employing multiple servers
is likely to increase the client’s cost tremendously, in addition to require assurance
that the servers do not collude. Other solutions may require specific secure computing

environments such as relying on trusted platform modules [95] being employed by a

45



2.7 Verifiable Outsourced Computation

server or the client may receive a piece of secure hardware [50] that provides support
with the expensive computation. However, such solutions raise trust issues as the client
does not trust the hardware as well as increases the involved costs of employing them.
Interactive proofs [20, 811, 83, [138] also provide a solution to VC as well as the more
efficient notion of probabilistic checkable proofs (PCP) [13| 28] in which the client
verifies the proof by only checking a small number of random locations. Yet another

solution can be obtained using Micali’s computational sound proofs [108].

2.7.1 Non-interactive Verifiable Outsourced Computation

The concept of non-interactive verifiable outsourced computation was introduced by

Gennaro et al. [72]. In more detail, a VC scheme consists of the following three phases.

Pre-processing. The pre-processing is a one-time stage in which the client computes
some public and private information associated with the function F' she wishes
to outsource. The client sends the public part to the server. This phase can take
roughly the time comparable to computing the function from scratch, but it is

performed only once, and its cost is amortised over all future executions.

Input preparation The client wishes the server to compute a function F' on her
input x to receive the result F'(x). Therefore, the client prepares some public and
private information associated with her input x and sends the public part to the

server.

Output computation and verification. Once the server has received the public in-
formation of F' and z, it computes an encoded result which allegedly encodes the
computational result F'(x) and returns it to the client. From this encoded value

the client can compute the value F'(z) and verify its correctness.

Verify
ekp
Or(a)

Figure 2.9: Basic operation of a verifiable outsourced computation scheme

The operation of a verifiable computation scheme is illustrated in Figure [2.9

Note that this is a minimally interactive (non-interactive) protocol. This requires that
there is only one round of interaction between the client and the server each time a
computation is performed and thus rules out approaches based on repeated probabilis-

tic challenge-response protocols. The crucial efficiency requirement considered in VC
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is that input preparation and output verification must take less time for the client than
computing the function from scratch (ideally linear time). Also, the output computa-

tion should take roughly the same amount as computing F itself.

Definition 2.31. A non-interactive verifiable outsourced computation (VC) scheme

consists of the following four algom'thmtﬂ'

o (ekp, skp) < KeyGen(1*, F) : this randomised algorithm takes as input the secu-
rity parameter X\ and the function F' to be computed. It outputs a public evaluation
key ekrp which the server will use to evaluate F' and a secret key skp which is

kept private by the client;

o (0pg,vkpy) & ProbGen(z, skp) : this randomised algorithm takes as input an
input value x and the secret key skr to prepare a public encoded input op, and

a verification key vk, which is kept private by the client;

® Or@) & Compute(ory, ekp) : this randomised algorithm takes as input op, and
the evaluation key ekp for F' to compute an encoded version O,y of the function’s

output y = F(x);

o y < Verify(0p(), vkry, skr) @ this algorithm takes as input the encoded output
OF(z), the verification key vkp, and secret key skp. It outputs a result y which
either corresponds to F'(x) if Op (g is valid (i.e. O is a correct encoding of the

output), or else corresponds to L if the result is incorrect.

Note that the function F' used in the key generation algorithm is a function from the
family of admissible functions F for the VC scheme. Different VC schemes are able to

evaluate different families of functions F, e.g. Boolean circuits and arithmetic circuits.

A verifiable computation scheme should be both correct and secure. A VC scheme is
correct if the problem-generation algorithm produces values that allow an honest server
to compute results that will verify successfully and correspond to the evaluation of F’

on those inputs. More formally this is captured as follows.

Definition 2.32. A wverifiable computation scheme for a family of functions F is
correct if for any choice of function F' € F, every key pair (ekp,skr) outputted by
KeyGen(1*, F') and for all input values x € Dom(F), if (0F 4, vkr ) <s ProbGen(z, skr)
and Op () <—s Compute(or, ekr) then y = F(x) < Verify(0p ), vkFz, skr).

The main security notion considered in VC is the notion of verifiability. We say that a
VC scheme is secure in the sense of verifiability if a malicious adversary cannot convince

the verification algorithm to accept an incorrect output and we formally define this

3We change the notation relative to the literature and accommodate ours which we use throughout
this thesis.
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notion in Figure |2.10} In more detail, the game starts with the challenger running the
KeyGen algorithm to generate a key pair for a function F' in the family of admissible
functions F. The adversary is provided with the public evaluation key ekr and access
to the ProbGen oracle OP"PGe" and returns an input « for which the challenger honestly
prepares an encoded input op, and verification key. This step is necessary to ensure
that the challenger possesses a valid verification key corresponding to the computation.
The adversary wins the game if it is able to produce an encoded output which is
accepted by the verification algorithm Verify but in fact does not correspond to the

correct result of F'(x).

EXPXERIF [VC, 1)\7 F] OProbGen (2,7 SkF)

1: (ekp,skp)+s KeyGen(l)‘,F) 1: (opz,vkp,) <s ProbGen(z, skr)
20 245 AQTCRR) (ekp) 2: returnop,

3: (0pg,vkpy) <s ProbGen(z, skr)

HF(I) e AOProbGen(.7sk2F)(o'F’:c7 ekp)
y < Verify(0p(z), vkFq, skr)
if (y #1) and (y # F(z)) then

return 1

[~ BN B NS BN

else return 0

Figure 2.10: The verifiability experiment Exp ™" Ve, 17 F]

Definition 2.33. The advantage of a PPT adversary in the VERIF game for a verifi-

able computation scheme VC is defined as:
AV (1), F) = Pr [Exp™ Ve, 1), F| — 1]

We say that the verifiable computation scheme VC is secure for a function F if for all
PPT adversaries A, it holds that

Advy5E (1Y, F) < negl(N).

Gennaro et al. [72] also consider the notions of input and output privacy. The former
notion models that an adversary is not able to distinguish from the encoded input or
which input value x was encoded. Output privacy assures that 0p(,) does not reveal

the actual output value F(z).

A trivial solution to the problem of verifiable outsourced computation is to redundantly

outsource the same computation to multiple servers and compare the returned results.
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Then the majority of same results is assumed to be correct. Canetti et al. [43] follow
the above scenario but show in contrast that a client can efficiently verify the compu-
tation as long as at least one server is honest. Most VC schemes [10, 22, 23] [30] try to
improve on this solution to remove the redundancy, improve collusion resilience and to
use only a single server per computation. Gennaro et al. [72] proposed a construction
based on Yao’s garbled circuit [144] construction which provides a “one-time” verifiable
computation scheme allowing a client to outsource the evaluation of a function on a
single input. However, this approach is insecure in case the circuit is reused and thus
the cost of the pre-processing phase cannot be amortised as the cost of generating a
new garbled circuit is approximately equal to the cost of evaluating the function itself.
In order to overcome this problem, the authors propose using a fully homomorphic en-
cryption scheme (FHE) [74] to re-randomise the garbled circuit for multiple evaluations
on different inputs, but existing FHE scheme are expensive [42], [74, [131] and therefore
are currently impractical. Some works have considered approaches to accommodate
multiple clients who wish to send their respective inputs to the server that performs
the computation over the jointly formed inputs. In such a scenario the notions such
as input privacy become more important. Choi et al. [52] extended the garbled circuit
approach [72] using a proxy oblivious transfer primitive [I11] to achieve input privacy
in a non-interactive multi-client VC scheme. Pham et al. [121] approach the problem of
verifiable outsourced computation differently and provide a game-theoretical treatment
in which they employ a weaker notion of security and develop optimal contracts for
outsourcing computations via an appropriate use of rewards, punishments and auditing

rate.

There is an issue with the verifiability in the above VC scheme [72] (which is also an
inherent issue in other VC schemes [52] and delegation schemes [54], BI]) where the
verifiability of the scheme holds only under the restriction that the cheating server
does not learn whether the verifier accepted or rejected previous computations. This
problem is denoted as the rejection problem. In more detail, as soon as the server
learns that the client has rejected a computation then the server is able to deviate
from the protocol and generate improper computational results such that by learning
the decisions of the client as feedback, it can learn some information about secret
verification keys that would enable future forgeries and therefore verifiability can no
longer be claimed. Goldwasser et al. [82] overcome the rejection problem by using a
designated verifier CS proof system and Fiore et al. [69] strengthen the VC scheme
from [72] to avoid the rejection problem by providing the adversary with access to a

verification oracle.
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2.7.2 Publicly Verifiable Outsourced Computation

Parno et al. [118] introduced the notion of publicly verifiable outsourced computation
(PVC) which enriches the functionality of VC with two new properties, namely public
delegation and public verification. A large part of this thesis deals with extending the
notion of PVC.

The PVC framework [118] is motivated in the setting of a scientific lab where the head
of the research team specifies the function to be evaluated over the gathered data whilst
the members of the research team decide on the specific inputs for each instance and
verify the result. The advantage of being able to publicly verify also enables patients

or other entities to ensure that the computational result is derived correctly.

The notion of PVC extends the prior notion of VC and includes multiple clients into
the system model. In more detail, a single client C; performs the KeyGen algorithm to
obtain an evaluation key ekr which is given to the server, and publishing information
pkr are made available to any other client enabling them to encode inputs they wish to
be evaluated by the server for the specific function F'. This means that only one client
needs to perform the expensive pre-processing phase. Each time the client prepares an
encoded input using the ProbGen algorithm it may publish her verification key vkr,
enabling any other client to verify the computational output. Thus, outsourcing and
verifying computations rely only on public information. Hence, the KeyGen algorithm

needs to be only performed once per function rather than once per function and client.

Definition 2.34. A publicly verifiable outsourced computation (PVC) scheme consists
of the following four algorithms:

o (ekp,pkr) & KeyGen(1*, F) : this randomised algorithm takes as input the secu-
rity parameter \ and the function F' to be computed. It outputs a public evaluation
key ekp which the server will use to evaluate F' and a public key pkr which will

be used for input delegation;

o (0pz, Vkrg) & ProbGen(z, pkp) : this randomised algorithm takes as input an
input value x and the public key pkr. It prepares an encoded input o, and a

verification key vkp g which is used for verification;

® O & Compute(o .y, ekr) : this randomised algorithm takes as input the en-
coded input o, and the evaluation key ek for F' to compute an encoded version

Or () of the function’s output y = F(z);

o y < Verify(0p (), vkre) : this public algorithm takes as input the encoded output
OF(z) and the verification key vkp. It outputs a result y which either corresponds

to F'(x) if Op(y) is valid, or else corresponds to L if the result is incorrect.

50



2.7 Verifiable Outsourced Computation

Verify Verify

kaa ka,z1

Figure 2.11: Basic operation of a publicly verifiable outsourced computation scheme

The operation of a PVC scheme is illustrated in Figure Note that in both the
definitions of VC and PVC the client is responsible to perform the KeyGen algorithm
for a single function F' which may be expensive (roughly the cost of executing the
function F itself). However, the client is assumed to only possess limited resources and
is generally interested to compute multiple functions which makes the definitions to
some extent restrictive. The main changes in the definition of PVC relative to VC are
that KeyGen generates a secret key skr which in PVC will be made public and thus
enables any entity to outsource a computation of F', and that the verification key vkp,

generated in ProbGen is published to allow any entity to verify a computational result.

The correctness of a PVC scheme follows similarly to the one of a VC scheme. A PVC
scheme is correct if an honest run of the protocol will verify successfully and correspond

to the evaluation of F' on those inputs. More formally this is captured as follows.

Definition 2.35. A publicly verifiable outsourced computation scheme for a family of
functions F is correct if for any choice of function F € F, every key pair (ekp,pkr)
outputted by KeyGen(1),F) and for all input values = € Dom(F), if
(0F, vkEy) s ProbGen(z,pkr) and 0p () s Compute(opy, ekr) then y = F(x) <
Verify (0 (q), vhF,e)-

The security notion of public verifiability for a PVC scheme is defined in Figure
Compared to Figure[2.10]which describes the notion of verifiability for a VC scheme, the
public verifiable setting does not require a ProbGen oracle as outsourcing computations
is solely based on public parameters and hence can be run by the adversary itself. The
adversary wins the game if it is able to produce an encoded output in such a way that

it is accepted by the verifier but in fact does not correspond to the correct result of
F(z).

Definition 2.36. The advantage of a PPT adversary in the PUBVERIF game for a

o1



2.7 Verifiable Outsourced Computation

ExpiUBVERIF [PVC, 1)\’ F]

(ekp, pkr) «s KeyGen(1*, F)
x s Alekp, pkr)
(0F 5, Vkp ) <—s ProbGen(z, pkr)

Or(z) <3 A(0Fz, VkFo, ekr, pkF)
y < Verify(0p (), vkre)
if (y #1) and (y # F(x)) then

return 1

co N o Ok W N

else return 0

Figure 2.12: The public verifiability experiment Exp’,"%VErIF [PVC, 1A, F

publicly verifiable computation scheme PVC is defined as:
AdVIBVE (1%, F) = Pr [Expf™Ve [Pye, 1%, F| - 1],

We say that the public verifiable computation scheme PVC is secure for a function F
if for all PPT adversaries A, it holds that

AdVERVE (14, F) < negl(\).

The presented notion of public verification allows a stronger notion of security since any
entity, including the server, is able to perform verification. Since this enables the server
to tell whether a result will be accepted or rejected by the client, it makes the rejection
problem in the context of PVC invalid. From a more technical point of view this is the
case as verification only depends on the public parameters and some instance specific
randomness generated by the client and not any long-term secret. Thus, obtaining the
result from a previous verification step on one instance does not provide any advantage

in breaking the verifiability on a different instance.

Some prior work [33, 81, R2] already introduced the property of public delegation
but are mostly in the random oracle model or rely on non-standard assumptions.
Parno et al. [I18] have been the first who considered public verifiability. Since then the
concept has been widely used to publicly verify specific operations [68] and construct

an almost practical scheme [117].

In Section we provide a detailed discussion on the basic principles of how to

construct a PVC scheme based on key-policy attribute-based encryption following
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Parno et al. [118].

Multi-function Verifiable Outsourced Computation

Parno et al. [I1§] introduced the notion of multi-function verifiable outsourced com-
putation (MFVC) which extents the original definition of VC [72] to efficiently enable
servers to evaluate multiple functions on a single input. In other words, a client encodes
a single input = independently from any functions, and then can request evaluations of
multiple functions upon it. This notion is useful in case the client’s data remains static

and she wishes to use it multiple times.

In more detail, compared to [72] where the function to be evaluated is embedded
in the system’s parameters, MFVC separates the generation of system parameters
and function parameters into different algorithms to allow the evaluation of multiple

functions on the same input instance.

Definition 2.37. A multi-function verifiable outsourced computation (MFVC) scheme

consists of the following five algorithms:

e (pp,mk) & Setup(1*) : this randomised algorithm takes as input the security
parameter X. It produces the public parameters pp and secret parameters mk that

do not depend on any function to be evaluated;

o (ekp,skp) & KeyGen(F,mk,pp) : this randomised algorithm takes as input the
function F to be computed, the secret parameters mk and the public parameters
pp. It outputs an evaluation key ekr which the server will use to evaluate F' and

a secret key skp used for verification which will be kept private by the client;

o (04,vky) < ProbGen(z, mk,pp) : this randomised algorithm takes as input an
mput value xz, the secret parameters mk and the public parameters pp, which are
all independent of the function F. It produces an encoded input o, and a secret

verification key vk, which will be kept private by the user;

® O & Compute(oy, ekp, pp) : this randomised algorithm takes as input the en-
coded input o, the evaluation key ekp and the public parameters pp. It computes

an encoded version Op(,) of the function’s output y = F(x);

° Yy — Verify(HF(x),vkm,skF) : this public algorithm takes as input the encoded
output Op(y, the input specific verification key vk, and function specific secret
key skp. It outputs a result y which either corresponds to F(x) if OF(z) is valid,

or else corresponds to L if the result is incorrect.

A MFVC scheme is correct if an honest run of the protocol will verify successfully and
correspond to the evaluation of F' on those inputs. More formally this is captured as

follows.
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Definition 2.38. A multi-function verifiable outsourced computation scheme for a
family of functions F is correct if for the generated parameters (pp,mk) outputted by
Setup(1%), for any choice of function F € F, every key pair (ekp, skr) outputted by
KeyGen(F,mk,pp) and for all input wvalues = € Dom(F), if
(02, vkz) <=5 ProbGen(x, mk, pp) and 0p(y) +—s Compute(o,, ekp, pp) then y = F(x)
Verify(0p(z), vkz, skr).

The security notion we consider for a MFVC scheme is multi-function verifiability which
we formally define in Figure It proceeds similar to the security of a VC scheme as
represented in Figure The main difference is that the adversary has additionally
access to a KeyGen oracle representing its capability to request keys for any arbitrary
functions it wishes to evaluate. The adversary wins the game if it is able to produce
an encoded output which is accepted by the verifier but in fact does not correspond to
the correct result of F'(z).

Exp """V [MFVC, 1] OXeGen ([ mk, pp)
1: (pp, mk) <s Setup(17) 1: (ekp,skp)<s KeyGen(F, mk, pp)

10ProbGen(

2: (2,F) s AO"E (- ;mk,pp) mEPP) (1) 2 return ekp

3: (0g,vky) <s ProbGen(z, mk, pp) ()ProbGen N

1 Op s AC ko) O k) (1) (z,mk, pp)

5: y < Verify(0p(z), vks, skr) 1: (02, vk;) < ProbGen(z, mk, pp)
6: if (y#1) and (y # F(z)) then 2: return o,

7 return 1

8: else return 0

Figure 2.13: The multi-function verifiability experiment Exp’{ /™ TVERIF [MFVC,17]

Definition 2.39. The advantage of a PPT adversary in the MULTIVERIF game for a

multi-function verifiable computation scheme MFVC is defined as:
Adv%7%}$%RIF(1A) = Pr |Exply{VVERIF [M}_ VC, 1A} — 1].

We say that the multi-function verifiable computation scheme MFVC is secure for a
function F if for all PPT adversaries A, it holds that

AdVINET (1Y) < negl(N).

Parno et al. [118] provide a construction for MEVC based on KP-ABE with outsourcing

as introduced by Green et al. [90]. However, the given construction is publicly delegable
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but not publicly verifiable. This ‘drawback’ comes from the fact that in [90], giving out
skr enables the server directly to cheat about the evaluated function, i.e. the server
claims an output computed with F' was the result of applying G. Parno et al. left it as
an open problem to overcome this issue to construct a publicly verifiable multi-function
VC scheme.

2.7.3 Construction of Publicly Verifiable Computation Schemes

Parno et al. [118] provide a PVC construction using key-policy attribute-based encryp-
tion (KP-ABE)[R9] for outsourcing the family of monotone Boolean functionsﬁ In this
section we present the basic principles of their PVC construction as those principles

will be used throughout this thesis as a building block for our extended PVC proposals.

Parno et al. use the idea that the KP-ABE decryption functionality provides a proof
that a monotone Boolean function is satisfied (i.e. outputs 1) on a given input. We
recall from Section that in KP-ABE, the decryption keys are associated with
access structures while ciphertexts are associated with attribute sets. Decryption is
successful if and only if the attribute set in the ciphertext satisfies the access structure
in the decryption key. This idea can be lifted into the setting of PVC by encoding the
function to be outsourced as an access structure and issue the server with a respective
decryption key. Input data can be encoded in terms of attribute sets and the encryp-

tion of messages result into ciphertexts which are associated with those attribute sets.

In order to outsource a computation F'(x), Parno et al. select a random message mg
from the underlying message space of the KP-ABE scheme and encrypt it under the
attribute representation A, that encodes the input x. A server is issued an evaluation
key to perform the computation in form of a KP-ABE decryption key for the access
structure encoding the function F. The server succeeds in decrypting the ciphertext
and recovering the message my if and only if F'(x) = 1, which indicates that the access
structure is satisfied by the attribute set. In case that F(z) = 0 then this indicates
that the access structure is not satisfied by the attribute set and the adversary cannot
do better at finding the message mg than a random guessﬂ In other words, if the
client receives the same message that she initially encrypted, she is fully convinced
that decryption was successful and F'(z) = 1. However, if the client receives no answer
or | from the server then this could be the case because the server was truly unable
to decrypt and F(z) = 0, or because F(xz) = 1 and the server intentionally refuses to

decrypt. Thus, this proposal can be seen as a protocol with a one-sided error.

4If input privacy is required then a predicate encryption scheme could be used in place of the
KP-ABE scheme.

5Note that in order for an ABE scheme to be secure, it is required that the message space is large
enough such that the server is not able to randomly guess and return the correct message with a
significant probability.
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To overcome the problem with the one-sided error, Parno et al. suggest to initialise
a second (independent) KP-ABE scheme and then following the same principles as
above and encrypting a different random message m; under the same attribute set A,
corresponding to x using the parameters of the second system. The server is now issued
an evaluation key in the form of a KP-ABE decryption key for the access structure
encoding the complement function F(x) = F(z)® 1, which always outputs the opposite
result to F'(z). Thus, exactly one of F(z) or F(z) evaluates to 1 and therefore exactly
one decryption was successful and the respective message is returnedf_;] The client is
able to observe which message was returned and therefore knows under which KP-ABE
scheme the message was encrypted which enables the client to determine whether F'(x)
or F(x) was satisfied and thus learns whether F'(z) = 1 or 0 respectively. A well-formed
and valid response from a server comprises the outputs (dp, d;) from both decryption

procedures and therefore is of the following form:

(mg, L), if F(x) =1,
(L,mq) if F(z)=0.

(do,d1) = (2.1)

Since KP-ABE is a public-key encryption primitive, this construction can be seen as
the “public-key” version of the initial proposal by Gennaro et al. [72]. Furthermore,
this construction enables any entity to create ciphertexts and hence the construction
achieves public delegability. On the other hand the construction can achieve public ver-
ifiability by employing a one-way function g, e.g. a pre-image resistant hash function.
In more detail, the client publishes a verification key for the outsourced computation
comprising the results of applying the one-way function to each randomly chosen mes-
sage mg and my. The server outputs a computational result (corresponding to exactly
one message) and on receipt of such, any entity can apply g to the returned message
and compare the result with the values in the verification key to verify correctness. We
want to stress that even a malicious server does not gain any advantage from know-
ing the verification key since it cannot invert the one-way function g to recover either
message. In Table we provide an overview about the particular mapping between

abstract PVC parameters and KP-ABE parameters used in the construction.

As mentioned above, we need a particular encoding procedure that defines input data
for outsourced computations as attribute sets. However, Parno et al. did not specify
any details about the encoding procedure they may use in their scheme. Therefore, we
want to provide details about the particular procedure we use throughout this thesis
which also applies to the Parno et al. construction. In more detail, we define a universe
U of n attributes and associate V' C U with a binary n-tuple where the ¢-th entry is
1 if and only if the ith attribute is in V. We call this tuple the characteristic tuple of

6Goldwasser et al. [80] call such a slightly modified ABE scheme two-outcome attribute-based en-
cryption scheme.
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Abstract PVC parameter Parameter in KP-ABE instantiation

ekp SkAF

pkp Master public key pp

OFg Encryption of m using pp and A,
OF(2) m or L

UkF,x g(m)

Table 2.1: Mapping between PVC and KP-ABE parameters

V. Thus, there is a natural one-to-one correspondence between n-tuples and attribute
sets and we write A, to denote the attribute set corresponding to the input data .
An alternative way to view this is to let U = {A;, Aa, ..., A,}. Then, a bit string v of
length n is the characteristic tuple of the set V- C U if V = {A; : t; = 1}. A function
F:{0,1}" — {0,1} is monotonic if x < y implies F(z) < F(y), where x = (z1,...,zy)
is less than or equal to y = (y1,...,y,) if and only if ; < y; for all i. For a monotonic
function F : {0,1}" — {0,1} the set Ap = {z € {0,1}" : F(z) = 1} defines a mono-

tonic access structure.

Throughout the remainder of this thesis, we mainly refer to monotonic Boolean func-
tions. This is mainly due to the majority of the ABE literature considering monotonic
access structures. However, a notable non-monotonic KP-ABE scheme was given by
Ostrovsky et al. [I12] which accommodates general Boolean functions and hence would
enable us to outsource the NC! class of functions. The use of such a scheme in our
construction as well as in the one of Parno et al. should be straightforward since we
use the KP-ABE scheme as a black-box. However, we would need to slightly adjust
our encoding procedure for the input data since 0 values in the bit strings can affect
the outcome of the computation. In more detail, we define the universe of attributes
U to consist of 2n attributes {Ag, A} 7 1. Then, a bit string v of length n is the char-
acteristic tuple of the set V C U if V = {Af : U; = j}. By applying De-Morgan’s
laws to a non-monotonic Boolean function it is possible to move any negations within
the function such that they only apply to the input variables. Hence a non-monotonic
Boolean function can be satisfied by choosing the 0 or 1 attribute appropriately in the

input attribute set.

2.8 Proofs of Retrievability

Proofs of retrievability (PoR) may be seen as a protocol between a polynomial-time
client and a polynomial-time server. A successful execution of the PoR. protocol results
in a concise proof produced by a server that the user’s outsourced file F' can be re-
trieved, that is, the server retains and reliably transmits file data sufficient for the user
to recover the original file F' in its entirety. The motivation for a PoR scheme is the

overwhelming success of the cloud model which offers various benefits such as flexible
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scalability and accessibility of different cloud services in a cost effective manner where
in case of a PoR the client makes use of the cloud’s storage instance (e.g. Amazon
S3, Windows Azure) to which the client initially outsources her data. In this settings,
the client wishes to assure the correctness of the outsourced data to ensure that no
accidental or malicious errors have been introduced into the data. A malicious server
may try to change, tamper or delete the data whilst not being detected in order to

Spare storage resources.

A simple solution to the above problem may be to download the whole file every time
the client wishes to check the data. However, this approach stands in contrast to the
goals of outsourcing the data in the first place and thus the client would lose all ini-
tial outsourcing benefits, as well as being very bandwidth intensive. The challenging
problem is to enable verification of the file F' without explicit knowledge of the full file.
This problem was first described by Blum et al. [34] who explored the task of efficiently
checking the correctness of a memory-management program. Another solution [103]
may require a trusted security provider controlling the integrity-protection of files in
untrusted cloud storage providers. A PoR can loosely be seen as a proof of knowledge
(PoK) [27] conducted between a prover and verifier on a file F. The essential design
goal in a PoK is to preserve the secrecy of some short secret. However, in PoR, the
design is different as the verifier already learned the value F' as the file was initially
outsourced by the verifier. Thus, the main challenge is to prove knowledge of F' with
computational and communication costs substantially smaller than |F|. PoR are also
akin to other proof systems such as proofs of computational ability [146] and proofs of
work [96].

Proofs of retrievability were introduced by Juels and Kaliski [98]. Informally, PoR can
be seen as a cryptographic proof showing that the outsourced file is retained and fully
intact stored at a cloud service provider. In other words, a PoR aims to provide a
mechanism of proving that the file is intact and the client can fully recover it. More

formally this is captured in the following definition.

Definition 2.40. A proofs of retrievability (PoR) scheme consists of the following

procedures:

o (pk,sk) & Setup(1?): this randomised algorithm generates a public-private key

pair (pk, sk) and takes as input the security parameter X;

o (F,7) & Store(sk, F'): this randomised file storing algorithm takes as input a
secret key sk and a file F € {0,1}*. The file gets processed and the algorithm
outputs F which will be stored on the server as well as a file tag 7. The tag T

contains additional information (e.g. metadata) about F;

o5& [Verify(pk, sk, ) = Prove(pk, F,7)|: the randomised proving and verifying
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algorithms define a protocol for proving file retrievability. The prover algorithm
takes as input the public key pk as well as the file tag T and the processed file
F. The verifier algorithm takes the secret key sk, public key pk and the file tag
7. Algorithm Verify outputs at the end of the protocol execution a binary value
0 which corresponds to accept if the verification succeeds, indicating the file is

being stored and retrievable on the server, and reject otherwise.

Note that the above definition is adapted from Shacham and Waters [126] rather than
the original one by Juels and Kaliski [98]. For simplicity, let us denote the challenge-
response procedure [Verify(pk, sk, ) = Prove(pk, F,7)| as PoRP.

A proof of retrievability scheme should be both correct and secure. A PoR scheme is
correct if the processed file F outputted by the store procedure will be accepted by
the verification algorithm when interacting with a valid prover. More formally this is

captured as follows.

Definition 2.41. A PoR scheme is correct if there exists a negligible function negl
such that for every security parameter X\, every key pair (pk,sk) generated by Setup,
for all files F € {0,1}*, and for all (F,T) generated by Store, it holds that

Pr[(Verify(pk, sk, T) = Prove(pk, F,T)) - accept| = negl(\).

Security of a PoR scheme is defined in the usual terms of an experiment in which the
adversary plays the role of the prover P. Intuitively, a PoR scheme is secure if any
cheating prover that convinces the verification algorithm that it stores a file F' is indeed
storing the file. In other words, we wish to guarantee that, whenever a malicious prover
is in a position of successfully passing a PoRP instance, it must know the entire file
content. As in a PoK, we need to formalise knowledge via the existence of an efficient
extractor € that can recover the original file F' given access to the malicious prover. We
first formalise the notion of an extractor and then formally define the relevant security
notion called extractability following the formalisation in [126].

An extractor algorithm &(pk, sk, T, P’) takes as input the generated key pair, the file
tag 7 as well as a description of the machine implementing the prover’s role in the PoR
scheme and its output is the file F'. The extractor is given (non black-box) access to P’
and in particular can rewind it. Furthermore, we require that the algorithm is efficient,

i.e. £’s running time needs to be polynomial in the security parameter.

Consider the following extractability game ExpﬂfRACT [POR, 1%] between a malicious

adversary A, an extractor £, and a challenger C.

1. The challenger initialises the system by running Setup to generate the public and
private key pair for all entities. The public key is provided to A.
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2. The adversary A is now able to interact with the challenger that takes the role of
an honest client. A is allowed to request executions to a Store oracle by providing,
for each query, some file F'. The challenger runs (F, 7) & Store(sk, F') and returns
both outputs to the adversary.

3. Likewise, A can request executions of the PoRP scheme for any file on which it
previously made a Store query by specifying the corresponding tag 7. In the pro-
cedure, the challenger will play the role of the honest verifier V and the adversary
the role of the corrupted prover, i.e. V(7, pk, sk) = A. In the end of the execution
the adversary is provided with the output of the verifier. Furthermore, the Store

oracle queries and executions of PORP can be interleaved arbitrarily.

4. The adversary outputs a challenge tag 7’ returned from some Store query and the

description a prover P’.

5. Run the extractor algorithm F’ < &(pk, sk, 7', P’) inputting the challenge tag 7/
and description P’ where £ gets black-box rewinding access to P/, and attempts

to extract the file content as F’.
6. If Pr[(V(, pk, sk) = P’) — accept] > € and F’' # F then output 1, else 0.

Note that we say a malicious prover P’ is e-admissible if the probability that it con-
vincingly answers verification challenges is at least €, i.e. if Pr[(V(7, pk,sk) = P') —

accept| > e. Here the probability is over the coins of the verifier and prover.

Definition 2.42. We say that a PoR scheme, POR, is e-extractable (or secure) if
there exists an efficient extraction algorithm & such that, for all PPT adversaries A it
holds that Pr ExpEﬁfeTRACT [POR,1%] — 1] is negligible in the security parameter.

Juels and Kaliski [98] present a PoR scheme which relies on so-called sentinels. In their
model, a file consists of blocks and a sentinel itself is an indistinguishable block which
will be hidden among regular file blocks in order to detect data modification by the
server. In more detail, the client challenges the server by specifying the positions of a
collection of sentinels and requests the server to return the associated sentinel values.
In case the server has deleted or modified a substantial portion of the file F', then
with high probability it will have also suppressed a number of sentinels. Thus, it is
unlikely that the server will respond correctly to the verifier. In order to also protect
against corruption of a small portion of F', Juels and Kaliski [98] propose to employ
erasure-correcting codes (ECC). In other words, the usage of erasure-correcting codes
can amplify errors in the stored file and thus it is more likely for the client to recover
the file even if erasures were introduced. We discuss the necessity and importance as
well as present a formal definition of ECC later in this section. A similar approach
of using erasure-correcting codes was proposed in an early PoR-like protocol of Lillib-

ridge et al. [I06]. However, their main goal is slightly different compared to PoR as they
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wish to achieve an assurance of the availability of an outsourced file that is distributed
over a set of servers in a peer relationship. The Juels-Kaliski proposal only supports
a bounded number of PoRP executions after which the server has learnt all embedded
sentinels and thus requires the client to re-perform the initialisation procedure in case
she wishes to further check the file via a PoR. The authors also propose a public PoR
scheme using a Merkle-tree construction so that it can be verified by any external party

without requiring a secret key.

Another notable PoR construction was proposed by Shacham and Waters [126]. They
propose two PoR schemes, namely a private-key based and a public-key based scheme.
The former scheme builds on pseudorandom functions and is secure in the standard
model whilst the latter uses BLS signatures and is secure in the random oracle model.
Both schemes, however, uses homomorphic authenticators to yield compact proofs.
More details about the private-key scheme can be found in Chapter

Following the initial PoR scheme, works have been developed that propose improve-
ments compared to [98]. For example, Bowers et al. [40] construct a PoR scheme which
tolerates a Byzantine attacker model. Dodis et al. [62] introduce the notion of PoR
codes which combines concepts in PoR and hardness amplification. Paterson et al. [119]
treat PoR schemes in the model of unconditional security where an adversary has un-
bounded computational power and they show that retrievability can be modelled as
erasure-correction in a certain mode. Armknecht et al. [IT] proposed the notion of an
outsourced PoR scheme which enables a client to task an external auditor to perform
and verify PoR procedures on her behalf. The above approaches, however, are lim-
ited in the sense of being only able to handle static files. In contrast to the above
approaches, some proposals deal with the construction of dynamic schemes support-
ing efficient updates. Cash et al. [47] achieve dynamic updates using oblivious RAM
whereas Shi et al. [128] improve the performance by relying on a Merkle hash tree.
Stefanov et al. [134] consider updates where a trusted “portal” performs operations on
the client’s behalf. Recently, Guan et al. [92] explore the usage of indistinguishability
obfuscation for building a PoR. scheme that offers public verification while the encryp-
tion process is based on symmetric key primitives. Other contributions [123, 127 [145]

deal with public verifiable PoR schemes.

Concurrently to the work of Juels and Kaliski [98], Ateniese et al. [I5] proposed a close
variant of PoR called proofs of data possession (PDP). The main difference between
PoR and PDP is the notion of security they achieve. More precisely, a PoR provides
stronger security guarantees than PDP as a PoR assures that the server maintains full
knowledge of the client’s data whereas a PDP only assures that most of the data is
retained. Dynamic PDP solutions where proposed in [16] where the problem of dynamic

writes/updates was considered and [63] uses authenticated dictionaries based on rank
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information. In [58], Curtmola et al. propose a multi-replica PDP which enables a client
to efficiently verify that a file is replicated at least across k replicas by the cloud. Some
work appeared exploring the direction to extend works into the multi-server setting.
Bowers et al. [39] introduce a system called HAIL which enables a set of servers to
prove to a client that a stored file is intact and retrievable against a mobile adversary
that can progressively corrupt the full set of storage providers. In [4I], Bowers et al.
present a scheme that enables the client to verify if her data is redundantly stored at
multiple servers by measuring the time it takes the server to respond to a read request
for a set of data blocks. Gritti et al. [91] introduce a third party enabling the client to
efficiently check the integrity of the data.

Erasure-correcting codes

Erasure-correcting codes (ECC) play a crucial role in the functionality of a PoR scheme.
As mentioned above, the use of erasure-correcting codes were introduced as a mecha-
nism to handle corruption of a small number of file blocks. ECC enable to boost the
detection probability and ensure that the server must possess sufficiently many blocks
to pass a PoRP procedure. Typically, this procedure consists of checking the authen-

ticity of A random processed file blocks, where A is the security parameter.

In basic terms, ECC is a process that adds redundant data to the original data in such
a way that a receiver may recover the processed data even when a number of errors
were introduced, either during the transmission of the file, or on storage. As a concrete
example, let us suppose a client wishes to outsource a file consisting of n blocks which
are erasure coded into m = n/p blocks for some ECC rate 0 < p < 1, such that knowl-
edge of any n of m blocks suffice to recover the original file blocks. In other words, to
recover the file we require a reception efficiency of 1, i.e. we need to check as many file
blocks as the original file consists of. Thus, this means that the server needs to delete
more than (1 — p) percent of the file blocks in order to incur actual data loss. However,
if the server deletes that many blocks, it will fail the above PoRP with overwhelming
probability and the adversary will be detected cheating with a probability of at least
(1—(1—p)M). In more detail, the PoR scheme provides a probabilistic assurance about
the authenticity and retrievability of the data and thus about the outcome of the PoR

scheme itself.

We close this chapter with the formal definition of an erasure-correcting code following
the standard literature [94].

Definition 2.43. Let X denote a finite alphabet. An (m,n,d)y, erasure-correcting code
is defined to be a pair of algorithms encode: ¥ — ¥™, and decode: ¥4+l — yn,
such that as long as the number of erasures is bounded by d — 1, then decode can

always recover the original data. A code is maximum distance separable (MDS), if
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n+d=m-+1.
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This chapter deals with the setting of publicly verifiable outsourced com-
putation (PVC) for which has been shown that key-policy attribute-based
encryption can be used. We propose extensions and improvements to the
current PVC proposal in order to accommodate a more practical framework.
For this mode of computation, we introduce a distinguished entity that pro-
vides support to minimise the client’s computational burden regarding the
expensive pre-processing. We also investigate a simple mechanism to en-
able a server to compute multiple functions, and provide a method to revoke
misbehaving servers from future evaluations within the system. The results

of this chapter appear in []]].

3.1 Introduction

The cloud model has led to many benefits in various application domains such as stor-
ing and computing. Nowadays, it is also increasingly common for mobile devices being
used as general computing devices. Since users produce a vast amount of data there is
a natural desire to process and evaluate the data. However, since the mobile devices
cannot handle this task sufficiently well there is a need to outsource the evaluation of
the data to the cloud. Upon receiving a computational result from the cloud, the user

wishes to obtain some assurance about the validity of the result.

This problem known as verifiable outsourced computation (VC) has recently attracted

a lot of attention in the community and we summarised the concept in detail in Sec-
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tion Verifiable computation enables a computationally-limited client to outsource
a computation to a computational powerful server and efficiently verify whether the
returned result was evaluated correctly. Publicly verifiable computation [118], on the
other hand, aims to provide a more practical scenario for VC. In PVC only one client
needs to perform the expensive one-time pre-processing stage and is able to publish
parameters (for a specific function F') in such a way that any other entity can use those
parameters themselves in order to delegate the evaluation of F' on their own input and
also to verify results. Thus, PVC can be seen as a multi-client system but the system

does not currently support multiple servers or multiple functions.

We believe that both requirements might be important to make current PVC schemes
“more practical”. In more detail, it may be desirable for a client to be able to choose
from a set of available servers per computation within the system. Certain different
individual computation requests may require different computational resources such as
a certain amount of processor cores or a given amount of RAM. Such specific require-
ments may only be fulfilled by a small number of servers within the system and clients
are flexible to choose the server depending on their needs related on the complexity
of the computation. A client may also require that certain computations can only be
evaluated on servers that are located within a specific geographical location. The mo-
tivation may be to minimise latency or the specific computation may be of sensitive
nature and thus may not leave the country of origin and therefore the client may be
even willing to pay a higher reward for using such a specific server. Having registered
multiple servers offering a computation service to clients within a PVC system, it seems
conceivable that the servers may compete against each other to reduce costs or may
bid on computations depending on their available resources. Thus, such behaviour may
be of particular interest for the client since this may reduce the involved cost of the

system and rewards dramatically.

In current PVC schemes the system is only initialised to evaluate a single function. In
case a client wishes to compute a new function, she is required to initialise a new inde-
pendent PVC system. This requires the client to invest a lot of her own resources each
time she needs to compute a new function. Since this is not acceptable in a practical
environment, we aim to enhance the system to accommodate handling multiple func-
tions in a publicly verifiable way to spare those resources for other tasks. Since PVC
can be seen as a multi-client system, it is also conceivable that many clients are largely
interested in outsourcing the same set of functions, albeit on different, client-specific
input data. Currently, it is likely that within a group of clients (e.g. a set of employees
within a company) there is a distinguished client responsible initialising the system
by running the expensive pre-processing and distributing the respective delegation key

and evaluation key to the other members of the group. However, given that the set of
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functions for different groups of clients may overlap, it seems required that each distin-
guished client invests the same effort to initialise the respective system for their group.
This effort is redundant as all distinguished clients just repeat each others work while
the workload has already increased as the client initialised a system to accommodate
multiple servers and multiple functions. The role of these clients become akin to an
authority of entities within the system. Therefore, we propose the introduction of a
separate trusted entity which we denote as the key distribution centre (KDC). The role
of the key distribution centre is to initialise the system and issue the evaluation keys

on behalf of all clients within the system.

Given that we have enrolled multiple untrusted servers within a PVC system, it may
well be desirable that cheating servers are prevented from performing further compu-
tations and as such being revoked from the system, as they are deemed completely
untrustworthy in case they were caught cheating. In the single-client VC scheme [72],
the client can simply choose to no longer delegate computations to the server. In a
multi-client setting, on the other hand, it is necessary that all clients within the system
are aware that a server is known to be not trustworthy and stop using it to spare their
resources. However, in both VC and PVC, to overcome the problem, we are required to
initialise a new system which requires the client to invest again her valuable resources
on the pre-processing. In our new PVC proposal, it is not desirable to initialise a new
system as other (potentially trustworthy) servers are also enrolled and can be still used.
Note that if any client would outsource a computation to a misbehaving server then
the verification procedure would still ensure that the errors are detected. However, we
wish future clients not to waste their limited resources by delegating to a ‘bad’ server,
and wish to disincentivise servers from cheating in the first place, as they know they
will be detected and revoked, and therefore incur a significant (financial) penalty from

not receiving future work.

Our main contribution in this chapter is to introduce the new notion of revocable publicly

verifiable computation (RPVC). Our scheme aims to achieve the following goals:

e we allow to enrol multiple servers within a PVC system;

e we allow the server to handle multiple outsourced functions within a single PVC

system;

e we introduce the notion of a KDC that is responsible for handling the compu-
tational expensive part and to issue evaluation keys for the functions. In case a
client detects a cheating server, the client may report to the KDC which in turn
is able to revoke the misbehaving server without having to initialise a new PVC

system.

We provide a rigorous definitional framework for RPVC, that we believe more ac-
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curately reflects real environments than previously considered in the PVC literature.
This new framework both removes redundancy and includes additional functionalities,

leading to several new security notions.

Related Work

In independent and concurrent work, Carter et al. [45] introduced a trusted third party
for a verifiable computation scheme as well. This more powerful entity is responsible to
generate garbled circuits for such schemes. However, the solution requires the entity to
be online throughout the computation and models the system as a secure multi-party
computation protocol between the client, server and third party. We do not believe
this solution is practical in general since it is conceivable that a trusted entity is not
always available in order to take an active part in computations.

For example, following the battlefield communications scenario by Gennaro et al. [72],
VC schemes are required where soldiers are deployed with lightweight computing de-
vices which gather data from their surroundings. The soldiers then send the data to
their regional servers for analysis and receive a result that needs to be verified. In this
scenario, the trusted party could be located within a high security base or governmen-
tal building generating relevant keys which are provided to the soldiers before being
deployed with the lightweight device. However, we believe it is rather infeasible for a
soldier to contact and maintain a permanent communication link with the headquarters
for the duration of a computation.

It seems a reasonable assumption and scenario that in a VC scheme there could be
many available servers offering computations but only a single (or a small number) of
trusted third parties. The third party could easily become here a bottleneck in the

system and limit the number of computations that can take place at any one time.

Organisation of Chapter

In Section we introduce our new system model framework for our revocable PVC
scheme. This new model leads to new and extended security models which we discuss
and analyse in detail in Section This is followed, in Section by a discussion
about the technical challenges within our enhanced model and a concrete instantiation
for a RPVC scheme based on the revocable KP-ABE scheme. In Section [3.5] we present
detailed proofs of security for the achievable security notions. We conclude the chapter

in Section B.61

3.2 Revocable Publicly Verifiable Outsourced Computation

The aim of this section is to enhance the existing PVC system model to accommodate a
more practical system comprising multiple clients and multiple servers. We introduce

a single trusted entity known as the key distribution centre (KDC) that acts as an
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authority on entities enrolled in the system and thus makes entity management more
straightforward. Our model allows multiple servers to compute multiple functions in a
secure manner and we ensure that a server is not able to use an evaluation key for a

function G to return a valid computational result for F'(x).

In the remainder of this section, we discuss in more detail the role of the key distribution
centre and discuss two system architectures which later lead to several new security

notions. We also provide a formal definition of revocable PVC.

3.2.1 Key Distribution Centre

Existing frameworks assume that a client or several clients run the expensive pre-
processing of a VC scheme and that a single server performs the outsourced compu-
tation. We believe that this is not adequate for a number of reasons, irrespective of
whether the client is sufficiently powerful to perform the required operations. First,
in a real-world system, we may wish to outsource the setup phase to a trusted third
party. In this setting, the third party would operate rather similarly to a certificate
authority, providing a trust service to facilitate other operations of an organisation (in
this case outsourced computation, rather than authentication). Second, we may wish

to limit the functions that some clients can outsource.

A distinguished client with additional computational resources to perform the expen-
sive pre-processing could act as the KDC. However, we consider the KDC to be a
separate entity to illustrate separation of duty between the clients that request compu-
tations, and the KDC that is authoritative on the system and users, and we minimise

its workload to key generation and revocation only.

It may be tempting to suggest that the KDC, as a trusted entity, performs all computa-
tions itself. However we believe that this is not a practical solution in many real-world
scenarios, e.g. the KDC could be an authority within the organisation responsible for
user authorisation that wishes to enable workers to securely use cloud-based Software-
as-a-Service. As an entity within organisation boundaries, performing all computations
would negate the achieved benefits from initially outsourcing computations to exter-

nally available servers.

We want to emphasise that the KDC is basically responsible to perform the expensive
pre-processing to reduce the client’s computational burden. The KDC is responsible
for providing each server with a set of evaluation keys enabling them to perform com-
putations for a set of functions. The client may request the computation of F'(z) from
any server that is certified to compute F'. The KDC also enables efficient revocation of

misbehaving servers as the update key material can be easily generated and distributed.
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3.2.2 Standard Model

The standard model is a natural extension of the PVC architecture of Parno et al. [I18]
with the addition of a trusted key distribution centre. The entity population comprises
a set of clients, a set of servers and a KDC. The KDC initialises the system and gener-
ates keys to enable a verifiable computation service. It publishes the keys to delegate
computations for the clients, whilst keys to evaluate specific functions are given to indi-
vidual servers. Clients can submit computation requests to a particular server for their
respective inputs, and publish some verification information. The servers receive the
encoded input values and perform the computation to generate encoded results. Any
party can verify the correctness of the server’s output using the published verification
information. If the output is incorrect, the verifier may report the misbehaving server
to the KDC for revocation, which will prevent the server from performing any further

computations within the system.

Figure 3.1: Operation of the standard model of a RPVC scheme

Note that the expensive KeyGen operation (pre-processing) is now run by the more
capable KDC, and many servers are able to use the generated keys to evaluate the same
function, whereas in previous PVC proposals each client would have been required to
run KeyGen to set up a system with its choice of server.

Figure illustrates the entity population and their respective interaction within the
standard model of a PVC scheme.

3.2.3 Manager Model

The manager model, in contrast, employs an additional manager entity who “owns”
a pool of computation servers. Clients submit jobs to the manager, who will select a
server from the pool based on workload scheduling, available resources or as a result of
some bidding process in case servers are to be rewarded per computation. A plausible

scenario is that servers enlist with a manager to “sell” the use of spare resources, whilst
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clients subscribe to utilise these through the manager. Encoded results are returned
to the manager who should be able to verify the server’s work. The manager forwards
correct results to the client whilst a misbehaving server may be reported to the KDC
for revocation, and the job assigned to another server. Due to public verifiability, any
party with access to the output and the verification token can also verify the result.

This also enables the client to check whether the manager performed its duties correctly.

Figure 3.2: Operation of the manager model of a RPVC scheme

The interaction between entities in this model is illustrated in Figure The manager
and computational servers are shown within a dashed region to illustrate the boundaries
of internal and external entities, i.e. the entities not within the dashed region could all
be within an organisation that wish to use the external resources provided by the
manager to outsource computations.

Notice that the manager performs the verification operation and if the computation
is correct the manager forwards the result with an acceptance token to the client. In
case the verification procedure fails the manager reports to the KDC for revocation
and sends the client a rejection token expressing that within the current time period ¢

the computation failed.

Both models, the standard model and manager model, aim to enhance the existing
PVC model to reflect a more practical scenario. However, being in a publicly verifiable
setting enables any entity to verify a computational result and thus learn the output.
In some scenarios this may be acceptable whereas in others it is not desirable that
external entities can access the result, yet there still remains legitimate reasons for spe-
cific entities, such as the manager, to verify only the correctness of the result without
learning the actual value. Therefore, a notion of blind verification would be a desirable
property such that the manager (or any other entity) may verify only the validity of
the computation but is not able to determine the actual result of the computation.
The delegating client would create an additional (secret) piece of information called

the retrieval token which enables her to determine the result, and thus would provide a
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notion of output privacy. This additional piece of information could also be shared with
authorised (trustworthy) entities such that they may learn the result too. Parno et al.
also envisage that such a property may be useful in the PVC setting and provide a one
line remark that permuting keys and ciphertexts derived during ProbGen could provide
output privacy. Unfortunately, our system model cannot provably accommodate the
notion of blind verification but we believe that this is an interesting problem to inves-

tigate in future work.

In Table we provide an overview which entities are responsible for running each
algorithm in “normal” verifiable outsourced computation (VC), publicly verifiable out-
sourced computation (PVC), the standard model of RPVC, and finally RPVC in the

Manager model.

Algorithm Run by

vC PVC RPVC Standard RPVC Manager
KeyGen & & KDC KDC
ProbGen Cl Cl,Cg,... 01,02,... 01,02,...
Compute S S S1,80, ... 51,99, ...
Verify Cl Cl,Cg,... Cl,CQ,... M,Cl,CQ,...

Table 3.1: Overview of entity population in various VC models

3.2.4 Formal Definition

We now present a formal definition of all necessary algorithms for a RPVC scheme.

Definition 3.1. A revocable publicly verifiable outsourced computation (RPVC) scheme

consists of the following algorithms:

o (pp,mk) & Setup(1*, F) : this randomised algorithm is run by the KDC to estab-

lish public parameters pp and a master secret key mk for a family of functions

F;

o pkp & Fnlnit(F, mk, pp) : this randomised algorithm is run by the KDC to gen-
erate a public delegation key pkr enabling clients to outsource computations of a

function F;

o skg & Register(S, mk, pp) : this randomised algorithm is run by the KDC to enrol

a computation server S within the system by generating a personalised signing key
skg for S;

o ckrys & Certify(S, F, mk,pp) : this randomised algorithm is run by the KDC to
certify a computation server by providing it with an evaluation key ekpgs for a

function F' and server S;
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o (0Fpz,Vkpy) & ProbGen(z, pkp, pp) : this randomised algorithm is run by a client
to delegate the computation of F(x) to a server. The client inputs her input value
x, the public delegation key and the public parameters. The algorithm outputs
an encoded input oF, and a verification key vkp, which can be later used for

verifying the returned computational result;

® Or@) & Compute(or y, ekp s, sks,pp) : this randomised algorithm is run by a
server S using its evaluation key ekrs, a signing key sks and an encoded input

oFg of . It outputs an encoding Op () of F(x);

° (y,TgF(z)) < Verify(0p (), vkFe, pp) © this algorithm is run by any verifying party
(standard model), or by the manager (manager model), in possession of vk, and
an encoded output Op (). It outputs the actual result y. If the result y corresponds
to F(x) it additionally creates a token Mgy = (accept, S) indicating that the
result was correctly computed. Otherwise, the result y corresponds to 1 and it
creates a token Ty, = (reject, S) indicating that the result is malformed and
S misbehaved;

o um < Revoke(TgF(I),mk‘,pp) . this randomised algorithm is run by the KDC
inputting the token from the wverification process. If Top@) = (reject,S), the
algorithm revokes all evaluation keys ek. s of the server S thereby preventing S
from performing any further evaluations within the current system. The update
material um consists of a set of updated evaluation keys ek. ¢+ which are issued
to all non-revoked servers. Otherwise, in case Ty, = (accept, S) then the

algorithm outputs L indicating that no update was necessary.

In some instantiations of a PVC scheme, it may not be necessary to issue entirely new
evaluation keys to each entity. For example, in our concrete instantiation (cf. Sec-
tion [3.4]), we only need to issue a partially updated key.

Although not explicitly stated, the KDC may update the public parameters pp dur-
ing any algorithm in order to address any changes within the system. Those changes
can encompass of servers being added or removed from the system or a server may be

granted the ability to compute additional functions.

Note that in case we would employ the blind verification mechanism, as discussed in
Section [3:2.3] into the formal definition of RPVC we would be required to split the
verification algorithm into two sub-algorithms. Namely, we would divide it into a blind
verification and retrieve algorithm. As discussed before, blind verification would en-
able one to check only the correctness of the output without learning the actual result,
whereas the retrieve algorithm would then enable the client who initially prepared the

encoded input to retrieve the actual result using her secret retrieval token.
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We say that a RPVC scheme is correct if the verifying party almost certainly accepts the
returned result generated by a non-revoked server using a valid generated verification
key and encoded output given the non-revoked server used a valid generated encoded

input and evaluation key. More formally this can be represented as follows.

Definition 3.2. A revocable publicly verifiable outsourced computation (RPVC) scheme
is correct for a family of functions F if for all functions F' € F, all inputs x € Dom(F')

and all non-revoked servers S, the following holds:

Pr[(pp, mk) & Setup(1*, F),
pkp & Fnlnit(F, mk, pp),
skg & Register (.S, mk, pp),
ekrs < Certify(S, F,mk, pp),
(0re, vkry) & ProbGen(z, pkr, pp),
O () < Compute(or, ekr,s, sks, pp),
y « Verify(0p(z), vkFe, PD),
um & Revoke(TgFm ,mk,pp)]

=1 — negl(\).

3.3 Security Models

In this section, we introduce several security models capturing different requirements
of a RPVC scheme. The introduction of the KDC, multiple servers and the ability
to compute multiple functions, and the subsequent changes in operation give rise to

several new security concerns. In more detail:

e Public Verifiability: since two (or more) servers may be certified to compute
the same function, it is important to ensure that servers cannot collude in order to

convince a client to accept an incorrect computational result as a correct result;

e Revocation: we must ensure that neither an uncertified nor a de-certified server

can convince a client to accept an output;

e Vindictive Server: we must ensure that a malicious server cannot convince a

client to believe that an honest server has produced an incorrect output;

e Vindictive Manager: we must ensure that, in the manager model, a malicious

manager cannot convince a client of an incorrect result.

Given those concerns, we define four notions of security for our RPVC scheme where
each is modelled as a cryptographic game. For the notions of public verifiability, revoca-

tion and vindictive manager, we need to define weaker notions of security which we term
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selective and selective semi-static, respectively. This restriction arises from the particu-
lar IND-sHRSS indirectly revocable key-policy attribute-based encryption scheme we
use in our construction that introduces similar constraints (cf. Section [3.4). In other
words, given the current primitives we use in our construction we cannot achieve full
security for all security notions, but we can achieve slightly weaker variants. However,
as we employ the KP-ABE scheme in a black-box fashion, if stronger primitives are
found it should be straightforward to change to them and finally achieve full security.
In the remainder of this section, we first present the ideal notions of security we wish
to achieve for a RPVC scheme. We then discuss the necessary modifications to define

the selective and selective, semi-static notions we are currently able to achieve.

3.3.1 Ideal Security Properties

In this section we discuss the ideal security notions we wish to achieve in our RPVC
framework. Even if it is not possible to achieve all of these notions with the current

primitives, we include them for completeness.

3.3.1.1 Public Verifiability

We extend the public verifiability game of Parno et al. [I18] to formalise that multiple
servers should not be able to collude in order to gain an advantage in convincing any
verifying party of an incorrect output. More formally, that is that the algorithm Verify
returns accept on an encoded output #* not corresponding to the correct output F(x)
of the computation.

Recall that Parno et al. [I18] initially only considered the case where the adversary
is limited to learn only one evaluation key and one encoded input. This stems from
the fact that the system is initialised only for one server and one function. The mo-
tivation for this updated game is that there is a now a trusted party issuing keys to
multiple servers that may collude. Here each server is able to request evaluation keys
for multiple functions and must not be able to use an evaluation key for a function
G to produce a valid looking result for a computation request for F'(x). Thus, in the
formal description of our game, we allow the adversary to learn multiple evaluation
keys for different functions and each is associated with different server identities (since
evaluation keys are server-specific in our setting to enable per-server revocation). Fur-
thermore, in our setting, it is likely that the set of servers evaluate many computations
on behalf of multiple clients simultaneously, and so we allow the adversary to collect

multiple encoded inputs by simply running the ProbGen algorithm.

In Figure 3.3 we present the ideal notion of public verifiability. The game begins with
the challenger setting up the system. The adversary A receives the resulting parameters
and is given oracle access to Fnlnit(-, mk, pp), Register(-, mk, pp), Certify(-, -, mk, pp) and
Revoke(-, mk, pp) which we denote by O. All oracles simply run the relevant algorithm.
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Expy "V [RPVC, 1, F]

1: (pp,mk) <s Setup(l’\}')

2: (F,x*) <s A°(pp)

3: pkp <s Fnlnit(F, mk, pp)

4: (0pgr,Vkpg~) <s ProbGen(z*, pkr, pp)

5: 0% s AO(JF,I*,ka,m*,pkp,pp)

6: (y,7o+) < Verify(0", vkp .+, pp)

7 if (y,7er) # (L, (reject,S)) and (y # F(z*)) then
8: return 1

9: elsereturn 0

Figure 3.3: The ideal public verifiability experiment Exp,""V*™" [RPVC, 1%, F]

This step models the adversary observing an existing RPVC system and corrupting
various servers to learn their evaluation keys.

Eventually, the adversary finishes its query phase to the oracles and outputs its choice
of challenge pair consisting of the challenge function F' and challenge input z*. Note
that the adversary’s underlying goal is to convince the client of accepting an incorrect
result for the computation F(xz*). The challenger will then run Fnlnit to initialise the
challenge function F' and generate a challenge by running ProbGen on input z*, and
give the resulting encoded input to .A. The adversary is again given oracle access and
eventually outputs 6*. It wins if the encoded output verifies correctly but does not

encode the value F(z*).

Definition 3.3. The advantage of a PPT adversary in the PUBVERIF game for a
revocable publicly verifiable outsourced computation scheme RPVC, for a family of

functions F is defined as:
AVRREIE (1%, F) = Pr [Bxpl Vo [RPYC, 1N, F| - 1].

We say that the revocable publicly verifiable outsourced computation scheme RPVC is
secure with respect to public verifiability if for all PPT adversaries A, it holds that

AQVESRERE (1), 7) < negl(V).

In practical environments, a server may be interacting with multiple clients simultane-
ously and it could be that having multiple simultaneous interactions could provide an
advantage against any one of the computations. Thus, when modelling this scenario

as a game, we may wish the adversary would choose a polynomially sized set of input
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values to be challenged upon to model these simultaneous inputs and for the adversary
to win against any one of the inputs. We formalise this for the case of public verifia-
bility and present the notion of public verifiability with a polynomial sized set of input
values in Figure[3.4] In the following theorem, we show that this notion is polynomially

equivalent to the case where the adversary chooses a single challenge input as described

in Figure

ExpﬁPUBVERIF [RPVC, 1)\’]:]

1: (pp,mk) <s Setup(1*, F)
{(Fs, 2})}Yiep) < A (pp)
fori=1,...,ndo

pkp, <s Fnlnit(F;, mk, pp)

(SN U )

(OF, ar, VKR, 1) <8 ProbGen(z}, pkp,, pp)
0* s AO({JFM; s VKF, ot ,kr, },DD)
(y, 79+ ) < Verify(0*, vkp o+, pp)
if 3i € [n]: (y,70+) # (L, (reject,S)) and (y # F;(x})) then

return 1

© oo =N O

10 : else return 0

Figure 3.4: The public verifiability experiment with polynomial sized set of input values
Expy‘PUB\/ERIF [R'PVC, 1/\,}-]

Theorem 3.4. Let A be the security parameter, and n(\) € N a function polynomial
in the security parameter. Then public verifiability where the adversary may target
an arbitrary set of n challenge inputs (Figure 1s polynomially equivalent to public
verifiability where the adversary chooses a single challenge input (Figure .

Proof. 1t is trivial to show that security with multiple choices implies security with a
single choice, since an adversary with multiple choices could simply choose n = 1 and
output a single choice.

To see that security with a single choice also implies security with multiple choices we
can perform the following reduction. Suppose that RPVC is a secure RPVC scheme
when the adversary Ag makes a single choice of challenge input. For contradiction, let
An be an adversary with non-negligible advantage § against RPVC when it can make
multiple challenge choices. We show that Ag could use Ay as a sub-routine to gain a
non-negligible advantage against RPVC even with just a single challenge choice. Let
C be the challenger playing the public verifiability game with a single challenge as in
Figure [3.3| with Ag that in turn acts as the challenger for Ay in the public verifiability
game with multiple challenges as described in Figure It follows:
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1. C runs Setup and sends the resulting parameters to Ag that simply forwards them
to Am.

2. Ay makes oracle queries which Ag passes to C and forwards the response to Ay;.
3. Ay will return a set of n challenge input pairs {(F}, z7) }ic[n)-

4. Ag chooses one of these input pairs at random, (F,a*) <& {(Fs, 27) Yiepn), and
sends this to C.

5. C returns the results of running Fnlnit and ProbGen on F' and z* and then provides

further oracle access to Ag.

6. As can query the Fnlnit oracle for all other public keys pkr, as well as query the
ProbGen oracle for the remaining inputs {z} };c[, \ 2* and returns the whole set
to Ap. Since no other query was made between C generating the challenge and
these ProbGen queries, the system parameters have not changed and all challenges

are consistent.

7. Ay makes oracle queries which Ag again forwards to C, and eventually outputs

a challenge output 6*.

8. Let l’; be the challenge input corresponding to #*. In more detail, since Ay
is assumed to be successful, the algorithm Verify(6*, vkﬂz;,pp) does not return
(L, (reject,)) and hence 6 is a valid encoding of F(x}) for some 7. If 27 = 2*

then Ag forwards 6* to C as its result. Otherwise, Ag stops.

Hence,
1)
PUBVERIF /1 A MPUBVERIF /1 A
Adv S mpye(17, F) = Prlz* = z}] - Advy, ‘rpye (17, F) = -

Since we assumed § being non-negligible, and as n is polynomial in A, we conclude that
Advi‘é]’?’%g%(l’\,]: ) is non-negligible. However, we assumed that RPVC was secure
against a single challenge and hence the adversary making multiple challenges with

non-negligible advantage may not exist. O
Similar arguments hold for the other games, and henceforth we shall only consider
single challenges.

3.3.1.2 Revocation

The notion of revocation requires that, if a server is detected as misbehaving, meaning
that a server S returns a result such that the verification algorithm Verify outputs
(L, (reject,S)), then any subsequent computations by S should be rejected, even if

the result may be correct.
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The motivation here is that even though the costly computation and pre-processing
stages have been outsourced to the server and KDC respectively, there is still a cost
involved for the client to delegate and verify a computation. Our underlying aim is
to remove any incentive for a malicious server to attempt providing an outsourcing
service since the server is aware that no result will be accepted. In addition, we may
punish and further disincentive malicious servers by removing their ability to perform
computations and thus earn rewards. Finally, from a privacy perspective, we may not

wish to supply input data to a server that is known to be untrustworthy.

The ideal notion of revocation is defined in Figure The game begins by declaring
a Boolean flag chall which is initially set to false and a list QQrey in which servers
will be added in case they are revoked and removed from when re-certified. The chall
flag will be set to true when the challenge is created, and after this point Qrey is no
longer updated. Thus QQrev Will comprise all server identities that are revoked at the
challenge time. The adversary wins if it can output a result ‘from’ one of these servers

and have it accepted in the verification stage.

The game proceeds in a similar fashion to the notion of public verifiability with the chal-
lenger running Setup to initialise the system and providing the public parameters to the
adversary. The adversary is given oracle access to Fnlnit(-, mk, pp), Register(-, mk, pp),
Certify(-, -, mk, pp) and Revoke(-, mk,pp) which we denote by O. All oracles simply
run the relevant algorithm except for the Certify and Revoke oracles which additionally
maintain the list of revoked entities. The formal details are specified in the respective
oracles in Figure After the adversary has finished this query phase, it outputs a
challenge function F' and challenge input z*. The challenger runs Fnlnit for the chal-
lenge function and sets the chall flag to true. It then generates the challenge by
running ProbGen on z* and gives the resulting parameters to the adversary along with
oracle access again. However we want to emphasise again that since chall is set to
true, (Qrev Will no longer be updated. Eventually, the adversary outputs a result 6*
and wins if Verify successfully accepts the result (either correct or malformed) for a

server that was revoked when the challenge was generated.

Definition 3.5. The advantage of a PPT adversary in the REVOC game for a revocable

publicly verifiable outsourced computation scheme RPVC, for a family of functions F
1s defined as:

AV (12, F) = Pr [Exploc [RPVC, 1), F| = 1].

We say that the revocable publicly verifiable outsourced computation scheme RPVC is
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Expl{"°° [RPVC, 1%, F]

1: chall = false

2: QRev < €
(pp, mk) <s Setup(1*, F)
(F,z*) s A (pp)

3

4

5: pkp <s Fnlnit(F, mk, pp)

6: chall = true

7: (0Fg,Vkp ) <3 ProbGen(x*, pkp, pp)

8: 0" «s A°(0p 4, VkFpee, Pk, pD)

9: (y,79+) < Verify(0", vkp 2+, pp)

10: if (y,79+) = (y, (accept, S)) and (S € Qrev) then
11 : return 1

12: else return 0

OCertify(S’ F/a mk7pp)

1: if (chall = false) then Qrey ¢ QRev \ S
2 return Certify(S, F', mk, pp)

ORevoke (TeF/(w) ,mk, pp)

1: um <s Revoke(rg,,  ,mk,pp)
2: if (um #1 and chall = false) then Qrey ¢ Qrev U S

3: return um

Figure 3.5: The ideal revocation experiment ExpiF'o° [RPVC, 1, F]

secure with respect to revocation if for all PPT adversaries A, it holds that
AdvRFve (1Y, F) < negl(A).

3.3.1.3 Vindictive Server

This security notion of vindictive server is primarily motivated in the context of the
manager model where a pool of computational servers is available to accept a ‘job’
but they are distributed by the manager such that the client does not know a priori
the server identity to which the job was assigned. Since an invalid result can lead to
revocation, this reveals a new threat model (particularly if servers are rewarded per
computation). A malicious server may return incorrect results but attribute them to
a different server identity such that a potentially honest server is punished by being

revoked on the basis of the malicious server’s behaviour. The pool of available servers
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for future computations is therefore reduced in size and thus leads to a likely increase

in rewards for the malicious server since it may get assigned more work.

The notion of vindictive servers is formalised in Figure 3.6l The game starts with
the challenger maintaining a list of currently registered entities QRreg, a list Qserver Of
servers for which the adversary was able to learn the signing key as well as initialising S
which represents the target server identity, initially set to L, until the adversary selects
its target identity. The game proceeds from here on similarly to the previous notions
except that, on line 8 and 10, the adversary chooses the target server identity S and
then generates an encoded output that the adversary hopes will lead to the revocation
of S.

The adversary is given oracle access to Fnlnit(-,mk,pp), Register(-,mk,pp),
Certify(+, -, mk, pp) and Revoke(:,mk,pp) which we denote by O. All oracles simply
run the relevant algorithm except for the Certify and the two additionally defined ora-
cles Register2 and Compute. The formal details are provided in the respective oracles
represented in Figure [3.6] In general, those oracles must ensure that the adversary is
never issued the signing key skg as the adversary would then be trivially able to act
like S and win the game. For the same reason, the adversary loses the game in line
9 if it has previously learnt the signing key skg for the target server chosen in line 8
meaning that S is listed on Qgerver- In line 10, the adversary is additionally provided
with access to a compute oracle QCOmPute (. ekg, skg, pp) which enables the adversary
to observe evaluation results generated by the target server S. This oracle basically

models the adversary observing S before attacking.

In more detail, the Register oracle outputs _L if it is queried with the target identity
S. Otherwise, if the queried server identity is not already recorded on the list of reg-
istered entities (Qreg, then the oracle adds the queried server identity to the lists QRreg
and Qgerver as it will issue a signing key skg. On line 8, the adversary is additionally
provided with a modified Register oracle. This Register2 oracle performs similarly to
the Register oracle but does not return the resulting signing key skg. However, it may
update the public parameters to reflect any additional registered entities within the
system. The adversary may query any identity to Register2 including S. The purpose
of this oracle is to model the adversary observing uncorrupted servers within the RPVC
system which it can target for revocation. Formally, this means the adversary is able to
enrol servers within the system but unable to learn any server specific secrets. Those
restrictions need to be considered in the oracles as if the adversary corrupts a server
and learns its secret signing key, then the adversary would be able to trivially output
an incorrect result and cause the server to be revoked. However, this would contradict

the aim of this notion which is to cause an honest, uncorrupted server to be revoked.
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Exp)""® [RPVC, 1%, F]

1: QReg + €

21 QServer < €

3: S+ 1

4: (pp,mk) s Setup(1*, F)

5. (F,z) s AORegister2 ()

6: pkp <s Fnlnit(F, mk, pp)

7: (0Fg,Vkp g ) <3 ProbGen(a*, pkp, pp)

8: S <5 AORESe2 (5 o Wkp e, pkE, DD)

9: if (S € Qserver) then return 0

10: 0% s AORegster2.Compute ki bk pp)

11: (y,79r) « Verify(0*, vkp o+, pp)

12: if (y,79+) = (L, (reject,S)) and (L« Revoke(tg+, mk,pp)) then
13 : return 1

14: else return 0

ORegister(S’ mk, pp) ORegisterQ (57 mk, pp)

1: if (S=S9) then return | 1: if (S,-) ¢ Qreg then

2: if (S,-) ¢ Qreg then 2 skg <—s Register(S, mk, pp)
3 skg s Register(S, mk, pp) 3: QReg < QRreg U (S, skg)
4: QReg — Qreg U (5, sks) 4 QSserver < Qserver U S

5 Qserver < Qserver U S 5: return 1

6: return skg
OCompute (g p ek 5, skg, pp)
1: if (F'=F) and (z = z*) then
2: return |
3: else return Compute(op g, ekp 5, skg,pp)

Figure 3.6: The ideal vindictive server experiment Exp y™P% [RPVC, 1%, F]

The oracles Register and Register2 are modified compared to the standard Register
oracle. Both oracles first check whether the queried server identity has already been
added to the list of registered entities (Qreg. If not, then both algorithms run the usual
Register algorithm and record the server identity and signing key to the list Qreg. In
case that the server was already registered then the Register oracle returns the stored

signing key whilst the Register2 oracle returns L. Thus, both oracles will generate

together a single singing key per server and output identical responses.
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In order to avoid a trivial win for the adversary in which the adversary simply forwards
prior outputs that were actually generated by S, we need to restrict queries to the
Compute oracle. The adversary is restricted to not being able to ask for the evaluation
key for the challenge computation F(z*) from S. Note that for all other servers than .S,
the adversary is able to run Compute itself using all parameters learnt from the other
queries.

Finally, the adversary wins if the challenger believes that S generated the encoded

output which does not verify correctly and therefore revokes S.

Definition 3.6. The advantage of a PPT adversary in the VINDS game for a revocable

publicly verifiable outsourced computation scheme RPVC, for a family of functions F
1s defined as:

AV (1), F) = Pr [Bxpl™™S [RPVC, 1Y, F| — 1].

We say that the revocable publicly verifiable outsourced computation scheme RPVC is

secure with respect to vindictive servers if for all PPT adversaries A, it holds that
Adv Y Wpye(1*, F) < negl()).

3.3.1.4 Vindictive Manager

The notion of vindictive manager is a natural extension of the public verifiability no-
tion to the manager model where a vindictive manager may attempt to provide a client
with an incorrect answer. In this notion, clients may subscribe to a pool of servers
managed by a manager. However, the manager may not wish to be responsible for
incorrect results in order to avoid losing business and also may not have the required
resources to re-compute a malformed result. Thus, occasionally, the manager may try

to send an incorrect result to the client on purpose claiming that it is correct.

We note that instantiations may vary depending on the level of trust given to the
manager. For example, a completely trusted manager may simply return the result to
a client, whilst an untrusted manager may have to provide the full output from the
server so that the client can perform the full verification step as well. Note that in
this case, security against vindictive managers will reduce to security against public
verifiability since the manager would need to forge an encoded output that passes a
full verification step. Here in our framework, we consider a middle ground where the

manager is semi-trusted but the clients would still like a final, efficient check.
The ideal notion of security against vindictive manager is defined in Figure The

game starts with the challenger initialising the system as usual. The adversary receives

the resulting parameters and is given oracle access to Fnlnit(-, mk, pp), Register(-, mk, pp),
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Expy""M [RPVC, 1%, F]

1: (pp,mk) <s Setup(1*, F)

2: (F,z*) +s.A°(pp)

3: pkp s Fnlnit(F, mk, pp)

4: S<+sUp

5: skg <s Register(S, mk, pp)

6: ekpgs <s Certify(S, F, mk, pp)

7: (0pgr,Vkpy) <3 ProbGen(z*, pkp, pp)

8: Op(e+) s Compute(op+,ekr,s, sks, pp)

9: (Y Topie)) <5 A2 (0Far, Op(ar), Vhp o, kP, pD)
10: if (y,70,,.,) # (L, (reject, S)) and (y # F(2”)) then
11 : return 1
12: else return 0

Figure 3.7: The ideal vindictive manager experiment Exp 4™ [RPVC, 1%, F]

Certify(-, -, mk, pp) and Revoke(-,mk, pp) which we denote by O. Each oracle simply
runs the relevant algorithms. After the adversary has finished its query phase, it out-
puts a challenge function F' and challenge input x*. The challenger runs Fnlnit and
outputs the public delegation key. In the next step, the challenger randomly selects
a server identity from the space of all identities Uip for which the challenge will be
created. The challenger runs Register and Certify for this server, creates a problem
instance by running ProbGen on z* and finally runs Compute on the generated encoded
input. The adversary is then given the encoded input, the verification key, the encoded
output from Compute, the usual parameters, as well as the usual oracle access as de-
tailed above, and eventually outputs the result y which corresponds to 6p(,«) and an

acceptance token Thp (o) The adversary wins if the challenger accepts this output and
y # F(a%).

Definition 3.7. The advantage of a PPT adversary in the VINDM game for a revoca-
ble publicly verifiable outsourced computation scheme RPYVC, for a family of functions
F is defined as:

Advxl’ygp\gc(l)‘,f) — Pr [EprINDM [RPVC, 1)\,]__} . 1]

We say that the revocable publicly verifiable outsourced computation scheme RPVC is

secure with respect to vindictive managers if for all PPT adversaries A, it holds that
Advypve(1t, F) < negl().
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3.3.2 Restricted Security Properties

In this section we present the actual restricted security properties which we can prov-
ably achieve with the current primitives. In more detail, using the current primitives,
we cannot achieve the ideal notion of security for public verifiability, revocation and
vindictive manager. We are therefore required to introduce slightly weaker versions of
these security notions in order to reflect the similar restrictions placed on our construc-
tion by employing an IND-sHRSS indirectly revocable KP-ABE scheme as introduced
in Section Since we use this primitive in a black-box manner, any achievement
with finding a fully secure primitive with the same functionality should easily lead to

achieve ideal security for our suggested notions.

These restricted security variants require up to two additional restrictions on the ad-
versary. Namely, a selective and a semi-static restriction. In more detail, firstly, a
selective restriction requires the adversary to choose the set of inputs for the challenge
stage before seeing the public parameters. This notion stands in contrast to the ideal
notion where the adversary can declare the set of inputs after it has seen the public
parameters as well as accessed the oracles to the system. This restriction has similarly
been used in many ABE schemes throughout the literature to give a heuristic level of
security when the ideal notion is difficult to achieve as it allows to initialise the system
with a particular attack target in mind.

Secondly, a semi-static restriction requires the adversary to declare a challenge list R of
servers that must be revoked from the system before ProbGen generates the challenge
encoded inputs and before the adversary is provided with oracle access. This restriction
is related to the revocation mechanism of the revocable KP-ABE scheme and means
that oracles are able to refuse to perform oracle queries that would lead to trivial wins
for the adversary, for example by issuing functional evaluation keys for servers that
should be revoked during the challenge time period. To formally accommodate this
semi-static restriction, we need to add some additional steps to each security notion.
In more detail, the challenger defines the parameter ¢ which models the underlying
system time and is initially set to 1, and the second parameter is QQrey Which is a list
comprising all currently revoked server identities during the current time period. Note
that QRrey is initialised to be empty when the system is set up describing that no server
has been revoked yet.

Whenever a revocation query has been made to the system both parameters are usually
updated. The time parameter is incremented for every revocation query indicating that
keys from prior time periods may no longer be valid. For the parameter Qrey, every
revocation query means that servers are added to the list if it was queried with a
rejection token (reject,-), and it can possibly mean that servers are removed from the
list in case they are re-certified for a function. Note that unless a server is added or

removed from QRrey, the revocation list remains consistent over all consecutive oracle
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queries modelling a realistic system evolution. Recall that the semi-static restriction
forces the adversary to choose a list of revoked servers R for the challenge time period.
Note that if the current list of revoked servers Qrey for the challenge time period t*
is not a superset of R, i.e. there exists a server that the adversary claimed would be
revoked but actually is not revoked, then the adversary loses the game to avoid a trivial
win since the adversary has not made a suitable sequence of oracle queries.

To avoid other trivial wins we need to restrict the adversary’s oracle queries such that
it cannot obtain both a secret key and an update key, which together form a valid
evaluation key for a server that is revoked at the challenge time. Otherwise, if the
adversary can form a functional evaluation key it can evaluate the encoded input and
output a correct response. However, a revoked server would not have such an ability

in practice.

In the IND-sHRSS game [I7], update keys are associated with a particular time period
and queries can be made for arbitrary time periods. However, in our RPVC setting, we
consider an interactive protocol and as such require that time increases monotonically.
The adversary in the IND-sHRSS game selects a time period for the challenge as well
as the challenge input. However, in our security notions, we parametrise the adversary
on the number of queries ¢ it requests to the oracles and define security over all choices
of q. In particular, we restrict the adversary to make ¢; < g queries to the Revoke oracle
in its first oracle query phase. After ¢; queries have been made the challenge needs to
be generated. Since the time parameter is only incremented whenever a Revoke query
has been made, the challenge occurs when t* = ¢, and hence the challenger may select

t* as its challenge time in a reductive proof.

In order to remove the above restrictions we would require, on one hand, a fully secure
indirectly revocable KP-ABE scheme to overcome the selective restriction, and on the
other hand, an adaptive notion of revocation to overcome the semi-static restriction.

However, currently instantiating such a primitive is an open problemm

3.3.2.1 Selective Public Verifiability

In Figure [3.8] we define a selective notion of public verifiability. The only difference
between the selective notion and the ideal notion, represented in Figure is that in
the selective notion the adversary is required to provide its challenge inputs F' and z*
before the challenger runs Setup. Otherwise, the game proceeds identical to the ideal
notion.

Note that in this security notion, the semi-static restriction is not required since the

revocation mechanism is not part of the winning condition.

! Attrapadung and Imai [17] defined a notion with adaptive queries but did not provide an instan-
tiation.
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Expi{ "V [RPVC, 1%, F|

1: (Fz*) s AQ1*, F)
2: (pp,mk) s Setup(l’\,}')

3: pkp <s Fnlnit(F, mk, pp)

4: (Opgr,vkpgr) & ProbGen(z*, pkr, pp)

5: 0% <5 A% (0ppr, VR or, DkF, D)

6: (y,7ox)  Verify(0", vkpz, pp)

7. if (y,7e+) # (L, (reject,S)) and (y # F(2*)) then
8: return 1

9: elsereturn 0

Figure 3.8: The selective public verifiability experiment Exp® V"V [RPVC, 1}, F]

Definition 3.8. The advantage of a PPT adversary in the SPUBVERIF game for
a revocable publicly verifiable outsourced computation scheme RPVC, for a family of

functions F is defined as:
Adv e (14, F) = Pr |Expi{ VP I RPVC, 1/\,./7} — 1]

We say that the revocable publicly verifiable computation outsourced scheme RPVC is
secure with respect to selective public verifiability if for all PPT adversaries A, it holds
that

AdvTEET (1Y, F) < negl(N).

3.3.2.2 Selective, Semi-static Revocation

In Figure we consider the selective, semi-static notion of revocation. Recall from
Section that the winning condition against the security notion was formalised
in terms of the challenger accepting any result formed by a revoked entity. Since re-
vocation is a central requirement in the winning condition, we require here both the

selective and semi-static restrictions to accommodate the IND-sHRSS game.

The game begins with the adversary selecting the challenge function F' and challenge
input x* to be outsourced. The challenger now initialises an initially empty list of cur-
rently revoked entities Qrey as well as a time parameter ¢. Next, the challenger runs
Setup and Fnlnit to initialise the system and to derive the public delegation key pkp for
the function F'. The adversary receives all public parameters and is required to output

a list R of servers that need to be revoked when the challenge is created. In the next
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Exp°""°° [RPVC, 1}, F, g
1 (Fa) s AN Fqr)

2: QRev ¢« €

3: t+1

4: (pp,mk) <s Setup(1*, F)
5: pkp s Fnlnit(F, mk, pp)
6: R+« A(pkr,pp)

7: A(pkr,pp)

8: if (R € Qrev) then return 0

9: (0pg,vkpyr) s ProbGen(z*, pkr, pp)

10: 0% <5 A9 (0p 4, Vkpae, pkr, pp)

11:  (y,79~) < Verify(0*, vkp ., pp)

12: if (y,79+) = (v, (accept, S)) and (S € R) then
13 : return 1

14 : else return 0

(QCertify(S7 F/, mk, pp)

1: if (FF=Fand S¢R) or (t=¢q and R Z Qrev \ S) then return |

2: QRCV <~ QRCV \ S
3: return Certify(S, F', mk, pp)

ORevoke (TQF’(Z) ,mk, pp)

1: t+t+1
2: if (TgF,m = (accept,-)) then return L
3: if (t=¢q and R € Qrey U S) then return L

4: QRev — QRev us
5: return Revoke(rgF,(m),mk’,pp)

Figure 3.9: The selective, semi-static revocation experiment
Expievoc [RPVC, 17, F, q]

step, line 7, the adversary is given oracle access to Fnlnit(-, mk, pp), Register(-, mk, pp),
Certify(+, -, mk, pp) and Revoke(-, mk, pp) which we denote by O. The oracles simply
run the usual algorithms except for queries to the Certify and Revoke oracles, which
the challenger replies to accordingly as specified in Figure [3.9] The challenger needs
to ensure that the revocation list Qrev is permanently kept up-to-date by adding and
removing the queried entities. In case of revocation the challenger needs to ensure that

the time parameter is incremented to the next step and requires that no issued keys
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will lead to a trivial win. The latter part is handled by the Certify algorithm which
does not issue evaluation keys ekr g for the challenge function F' and a server S that

may not be revoked at the time the challenge is generated.

Recall that the adversary is, due to the semi-static restriction, parametrised to make
exactly ¢; revocation queries and the time parameter is only incremented during the
revocation algorithm. Thus, the challenge time period occurs when ¢t = ¢;. Following
the second restriction of the Certify oracle in Figure [3.9] an evaluation key for a server
S should not be issued if requested during the challenge time period ¢ and if there
exists any server (other than S which is about to be certified) within the system that
according to the adversary’s chosen challenge revocation list R should be revoked but
has not actually been revoked, i.e. not listed in Qrey. Intuitively, this restriction means
that Certify issues a valid and functional evaluation key within the current time period
and such a key can only be disabled by revoking the particular server which on the
other hand then leads to the requirement of incrementing the time period. Increment-
ing the time may be a problem if the challenge time period is already reached after
q: Revoke queries. Our particular construction may reveal generated update material
via Certify from the latest revocation procedure that enables the evaluation keys to be
functional for the current time period. If such update material is issued then this leads
to any non-revoked evaluation key being updated for the current challenge time period
q: and therefore can be used to perform computations and return valid results that
are accepted by the challenger. Therefore, if such an updated key belongs to a server
that was listed on R, then this would count as a trivial win for the adversary since the
adversary claimed that this server would be revoked for the challenge time period but

was not revoked.

Whenever the Revoke oracle is queried in Figure first the time parameter ¢ will
be incremented and the oracle returns L if the queried token corresponds to an ac-
ceptance token (accept,-) which reflects that no server needs to be revoked. Since
the time parameter ¢ is incremented for each query made to the oracle, the adversary
may query acceptance tokens to Revoke in order to progress the system time without
altering the revocation list if desired. However, in case a query is made at the challenge
time period ¢t = ¢, the challenger must return L if the chosen challenge revocation list
R is not a subset of the current revocation list including the queried S as it is about
to be revoked. In other words, the algorithm outputs L if there exists a server on the
challenge revocation list R that should be revoked, other than S, but is not on the
list of currently revoked servers (Qrey. This requirement is needed in order to avoid
a trivial win for the adversary, since otherwise the adversary can request an updated
evaluation key for a server listed on R which enables the adversary to create a valid

result which will be accepted by the challenger as it was generated by a non-revoked
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server.

The adversary finishes its oracles query phase (line 7) after making a polynomial number
of queries ¢, including ¢; many Revoke queries, and does not return a value other than
signalling to the challenger that it may proceed with the remainder of the game. The
challenger checks that all queries made by the adversary have indeed generated a list
of currently revoked servers that is a superset of the challenge revocation list R. If this
is not true, the challenger aborts the game and the adversary loses as it was not able
to choose its queries or the list R appropriately. Otherwise, the challenger continues
with the game and generates the challenge by running ProbGen on z* and provides
the resulting encoded input to the adversary. The adversary is again provided with
oracle access as above and eventually outputs its guess 8*. The adversary wins if the
challenger accepts any result 6%, i.e. a correct or malformed response, as a valid result
from any server that was revoked at the time of the challenge which were at least the

ones chosen by the adversary on the list R.

Definition 3.9. The advantage of a PPT adversary in the SSSREVOC game for a
revocable publicly verifiable outsourced computation scheme RPVC, for a family of

functions F is defined as:
AQVERBE (1, 70 = Pt [Bxps e [RPVE, 1 F. g 1]

We say that the revocable publicly verifiable outsourced computation scheme RPVC is
secure with respect to selective, semi-static revocation if for all PPT adversaries A, it
holds that

Advf‘f?%%‘{,%c(l/\, F,q) < negl(\).

3.3.2.3 Selective Vindictive Manager

Recall that the security notion of vindictive manager is a natural extension of the pub-
lic verifiability notion to the manager model where a vindictive manager may attempt
to provide a client with an incorrect answer. Note that the winning condition of vin-
dictive manager, as in the notion of public verifiability, does not rely on the revocation
mechanism and therefore we only require the selective restriction for this security no-

tion. In Figure we formally consider the selective notion of vindictive manager.

The game starts with the adversary selecting its challenge function F' and challenge
input z*. The challenger initialises the system as usual by running Setup and Fnlnit for
F. Tt then randomly selects a server from the space of server identities Uip for which
the challenger generates the challenge parameters for the adversary. The challenger

runs Register and Certify for the chosen server and challenge function, runs ProbGen
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Exp}""M [RPVC, 1%, F]

12 (Fa*) <s AN F)

2:  (pp,mk) «s Setup(1*, F)

3: pkp s Fnlnit(F, mk, pp)

4: S<sUmp

5: skg +s Register(S, mk, pp)

6: ekpg <s Certify(S, F, mk, pp)

7: (0pg,Vkp ) <3 ProbGen(z*, pkp, pp)

8: Op(g+) s Compute(op+,ekr,s, sks, pp)

9: (Y Tope,) <5 A2 (0Far, Op(ae), Vhp o, ki, pp)
10: if (y,70,,.,) # (L, (reject,S)) and (y # F(2*)) then
11 : return 1
12: else return 0

Figure 3.10: The selective vindictive manager experiment ExpS/™"™ [RPVC, 1%, F]

on the challenge input, and finally runs Compute to output an encoded output 0p(,»).
The adversary is provided with all public parameters, the encoded input or .+« and
its verification key vkp g+, the encoded output 0p(,+) as well as access to the oracles
Fnlnit(-, mk, pp), Register(-, mk, pp), Certify(-, -, mk, pp) and Revoke(-, mk, pp) which we
denote by O. The adversary eventually outputs the result y which corresponds to
Op(.+) and an acceptance token TOp (ar) - The adversary wins if the challenger accepts
this output and y # F(x*).

Definition 3.10. The advantage of a PPT adversary in the SVINDM game for a
revocable publicly verifiable outsourced computation scheme RPVC, for a family of

functions F is defined as:
AdVTRRYL (1), F) = Pr [Expi ™™ [RPVC, 1), F| = 1]

We say that the revocable publicly verifiable outsourced computation scheme RPVC is
secure with respect to selective vindictive managers if for all PPT adversaries A, it
holds that

Adv)ERYe (17, F) < negl()).
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3.4 Construction

In this section we provide an instantiation of a RPVC scheme. Our proposed construc-
tion follows the principles of Parno et al. [118] (summarised in Section which
uses key-policy attribute-based encryption (KP-ABE) in a black-box manner to out-
source the computation of a monotone Boolean function. We restrict our attention
to Boolean functions, and in particular the complexity class NC! which includes all
circuits of depth O(logn) [12] where n corresponds to the number of gates. Thus,
functions we can outsource can be built from common operations such as AND gates,
OR gates, NOT gateﬂ equality and comparison operators, arithmetic operators and
regular expressions. Note that our scheme only evaluates Boolean functions with single
bit output and therefore seems slightly limitedﬂ However, it is possible to outsource
the evaluation of functions with n-bit outputs by outsourcing n different functions each

returning a single bit in the ¢th position, where 1 <17 < n.

Let us recall from Section the basic underlying principles required for a PVC
construction. Only instantiating a single ABE scheme leads to a PVC protocol with a
one-sided error since a computational server is able to return L in response to a com-
putational request and therefore the verifier is not able to determine whether F'(z) =0
or whether the server intentionally misbehaved and refused to decrypt. To overcome
this issue, we need to restrict the possible set of functions we can evaluate to be the
family of Boolean functions closed under complement F as well as we need to initialise
a second ABE scheme. In more detail, if the function F' belongs to F then the com-
plement function F(x) = F(x) @ 1 also belongs to F. The client then encrypts two
randomly chosen messages mg and m; under the same attribute representation of the
input and the server must decrypt each ciphertext using the keys associated with access
structures encoding F' or F respectively. Since exactly one of F and F will be satis-
fied by any given input, exactly one message (plaintext) will be successfully returned
during the decryption procedure which enables the client to determine whether F'(x)
is 1 or 0 according to the order of the well-formed response as detailed in equation .

As discussed earlier in this chapter, we aim to enhance current PVC proposals and
provide within our RPVC model the possibility to evaluate multiple functions in a se-
cure manner. Recall that the original scheme from Parno et al. is only initialised for a
single function. Therefore, it is necessary to initialise a new system in case the client
wishes to outsource the computation of a different function. Parno et al. may partially

overcome this limitation with introducing the notion of multi-function VC (Definition

2We are able to use NOT gates by swapping to the non-monotonic ABE scheme by Ostro-
vsky et al. [112]

3If we are interested to evaluate different function families then we will require different constructions
from that presented here for Boolean functions.
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2.38) offering the possibility to handle multiple functions. However, the drawback of
this solution is that it only works in the non-publicly verifiable setting, and the public

verifiable setting is left as an open problem.

Our proposed solution moves towards a solution for multi-function PVC but is ulti-
mately only an intermediate step towards a solution to the above problem. In contrast,
we take a slightly different point of view compared to Parno et al. and require that
the clients encode their input per computation they outsource. We introduce a simple
encoding trick which enables servers to be certified for multiple functions and this also
prevents the server from misusing the evaluation keys. Furthermore, we also apply
this trick in order to restrict the client’s input only being evaluated for the specified
function the client wishes to evaluate. We also wish to accommodate multiple servers

within our model that are certified to compute multiple functions.

In the remainder of this section, we discuss the necessary technical details we use for
our RPVC construction and provide details of our encoding trick and describe how we
are able to handle multiple certified servers within the system. Finally, we provide the

instantiation details and state our main theorem.

3.4.1 Technical Details

We use an indirectly revocable KP-ABE scheme for a class of monotone Boolean func-
tions F closed under complement (cf. Section which comprises of the algorithms
ABE.Setup, ABE.KeyGen, ABE.KeyUpdate, ABE.Encrypt and ABE.Decrypt. We mainly
chose this notion as our building block as it enables us to implement the revocation
mechanism for our model and since the client’s device is computationally weak, the
indirect revocation mechanism reduces the client’s workload as she is not required
to maintain the revocation list. We also use a signature scheme with algorithms
Sig.KeyGen, Sig.Sign and Sig.Verify, and a one-way function g. Let U be the universe
of attributes for the indirectly revocable KP-ABE scheme which we need to slightly
extend compared to the original definition as stated in Section In more detail,
let U = Uit UUD UUtime UUF be the universe of attributes for the indirectly revocable
KP-ABE scheme. It is formed as the union of the following sub-universes, where Uy,
consists of the attributes that form characteristic tuples for input data, Up comprises
attributes representing entity identifiers, Ume comprises attributes representing time
periods issued by the time source T and finally U/ comprises attributes that represent

functions in F.

3.4.1.1 Handling Multiple Servers

The scheme of Parno et al. required a one-key IND-CPA notion of security for the

underlying KP-ABE scheme since it only permitted the evaluation of a single function.
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This is a more relaxed notion than considered in the vast majority of the ABE literature
where the adversary is limited to learning just one decryption key. Parno et al. could
use this property due to their restricted system model where the client is certified for
only a single function per set of public parameters which requires the client to set up

a new ABE environment per function and server.

Within our system model, we aim to accommodate multiple computational servers
being also certified for multiple functions and as such the adversary is provided with
a KeyGen oracle which enables to request and learn polynomial many decryption keys
for different servers and different functions. The scheme needs to ensure that collusions
between servers holding different decryption keys can be prevented as well as that a
malicious server is not able to use a decryption key for a particular function to claim
a computational result for another function and have the result accepted by the client.
Collusions can be prevented by the IND-CPA security of the ABE scheme. In order
to prevent the misuse of decryption keys for multiple functions we introduce our simple

encoding trick in the next section.

3.4.1.2 Handling Multiple Functions

Recall that Parno et al. introduced the notion of multi-function VC in the non-publicly
verifiable setting but requires a somewhat more complex notion of KP-ABE with Out-
sourcing as introduced by Green et al. [90]. In this thesis, we take a different approach
in order to handle multiple functions on the same input data within a single PVC
system for multiple servers and only require a simple encoding trick. We believe that
in practical environments it is unrealistic to expect a server to compute just a single
function, and we also believe that it is a reasonable cost expectation to prepare an
encoded input per computation, as long as the associated cost of doing so is relatively
low, especially given that the input data to different functions may well differ. Thus,
whereas Parno et al. use a more non-standard and complex primitive to enable this
functionality, we require only a simple encoding trick which allows servers to possess
different evaluation keys for multiple functions in the publicly verifiable setting and we
only require the standard and well-studied multi-key notion of security considered in

the literature.

First we remark that the PVC construction of Parno et al., as summarised in Sec-
tion [2.7.3] suffers a straightforward attack in case one extends the scheme by providing
the adversary with a KeyGen oracle to provide access to multiple evaluation keys. In
more detail, the client would encrypt as usual two randomly sampled messages both
under the attribute representation of the input within different ABE schemes. The ma-
licious server must successfully decrypt one of these messages by using its evaluation

key, which comprises the ABE decryption keys of some function G and its complement
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G, since either G or G is satisfied by the input data. Thus, even if the malicious server
does not hold an evaluation key for F', it can still successfully decrypt one message
and return the result of G(x) claiming it to be the correct outcome of F'(x) which the
client accepts since the verification check (equality check using a one-way function g)

was successful.

To overcome this attack and to use more standard primitives when handling multiple
functions in the publicly verifiable setting, we now describe our simple encoding trick.
Let us define a bijective mapping A: F — Ur that maps functions from the function
family F of a RPVC scheme to attributes in the sub-universe Ur. Our encoding
trick basically adds a conjunctive clause, i.e. we add an additional AND gate, to each
monotone Boolean function F' € F. This resulting function label also needs to be
present in the input attribute set such that this input can only be used for a particular
function in order to prevent a misuse of evaluation keys since using a different evaluation
key would lead to the policy not being satisfied by the input attributes. In more
technical terms, we encode the monotone Boolean function F' in a decryption key for
the policy F' A A(F) and similarly encode the complement function F in a decryption
key for the policy F' A A(F). Finally, the client wishes to restrict the evaluation of
her input data z exclusively for F. Thus, we need to add the label A(F) € Ur also
to the attribute set A, encoding her input data x resulting in a representation of the
input data as A, U A(F). Note that decryption will only be successful if and only
if the policy is satisfied by the input data and additionally the same label is present
in both the policy and input data. This function label prevents the above mentioned
attack since a malicious server that is certified for multiple functions cannot use an
evaluation key for some function G computing on some data intended for F. More
precisely, the decryption components within the evaluation key are associated with
G A A(G) and G A A(G), whereas the client initially specified her input data being
associated with the function label for F, i.e. A, UA(F). Neither policy is satisfied as
the label A(G) is not present in the attribute set representing the input and therefore
the malicious server cannot return any correct message that convinces the client to
accept the computation. In our setting, we also require the client to perform the
ProbGen procedure per computation as the function label may differ in case the client
wishes her input to be evaluated for a different function. On the other hand, if the
client wishes to receive an evaluation on some new input data for the same function,
she can just change the input data and keep the function label.

As a result of the above, and unlike the single function notion of Parno et al., we are

able to provide the adversary with oracle access in our security games.

3.4.2 Instantiation Details

Our RPVC scheme operates in the following way.
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1. Setup, presented in Algorithm 1, first forms the attribute universe as well as

establishes public parameters and a master secret key by calling ABE.Setup twice.
We require to establish two distinct ABE schemes to overcome the one-sided error
in the evaluation and also to enable the security proofs to go through. Informally,
one system will be linked to the function F' and one to the complement function
F. The public parameters and master secret keys for the respective ABE systems

are distinguished with a superscript 0 or 1 respectively.

This Setup algorithm initialises a time source T[] Tt also initialises a two-
dimensional array of registered servers Lpes indexed by server identities. The
purpose of this array is to store required public information about the certified
servers within the system. For each server S, Lreg[S][0] stores the respective
signature verification key while Lreg[S][1] stores a list of functions the server is
authorised to compute. The algorithm also initialises a list of revoked servers

LRey that is initially empty as no server has been revoked from the system yet.

Finally, the public parameters pp are defined to contain both sets of ABE param-
eters mpk‘gBE and mpkkBE, the array Lreg and the time source T such that each
entity within the system is able to check the current time period. The master
secret key mk comprises the ABE master secret msk%BE and msk‘}\BE as well as

the list of revoked servers Lyey.

Note that the public parameters may be implicitly updated throughout the ex-
ecution of all algorithms of a RPVC scheme accommodating any changes in the

system population.

Algorithm 1 (pp, mk) & Setup(1*, F)

1: U Uaer YUUID U Uiime UUF

2:  (mpkQgg, mskigg) <s ABE.Setup(1*,U)
3: (mpkipg, mskipg) s ABE.Setup(1*,U)
4: for S € Up do

5 Lreg[S][0] < €
60 Ll {6}
7: endfor

8: LRey ¢ €
9: Initialise T
10: pp < (mpkgBEv mpk}xBEa LReg, T)

0 1
11: mk < (mskapg, mskagg, LRev)

AT can be seen as a counter that is maintained in the public parameters or a networked clock from
which the time period may be efficiently sampled as ¢ < T.
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2. Fnlnit, presented in Algorithm 2, simply outputs the public parameters and is the
same for all functions. This step is not required in our particular construction,
but we retain the algorithm for consistency with prior definitions as well as for

generality as other instantiations may require this step.

Algorithm 2 pkp < Fnlnit(F, mk, pp)

1: pkp < pp

3. Register, presented in Algorithm 3, creates a public-private key pair by calling
the KeyGen algorithm of the digital signature scheme. The algorithm provides
the server with its own secret signing key and updates Lgeg[S][0] to store the
verification key for S. This ensures that a server is not imitated and maliciously

revoked.

Algorithm 3 skg <& Register(S, mk, pp)

1: (sksig, vksig) < Sig.KeyGen(lA)
2. Sk‘s — Sk‘Sig

3: LReg[S][0] < Lreg[S][0] U vksig

4. Certify, presented in Algorithm 4, aims to generate an evaluation key ekp g for
a function F' enabling a server to compute this function on behalf of the client.
The algorithm first removes the server from the list of revoked entities and then
updates the server’s array and includes the function F to the list of functions the
server is authorised to compute. It then checks the current time period ¢ from the
time source T and calls both the ABE.KeyGen algorithm and the ABE.KeyUpdate
algorithm twice. Recall that we want to prevent a server that is certified for two
different functions F' and G (that differ on their output) from using the key for
G to recover the plaintext and claiming it as a result for F'. To prevent this,
we use the encoding trick from Section and add an additional function
attribute label A(-) to the policy that corresponds to the function. Thus, we
run the two ABE algorithms once with the policy for the function and function
label F' A A(F') using ABE system parameters with superscript 0, and once with
the policy for the complement function and function label F' A A(F) using ABE

system parameters with superscript 1.

Finally, the evaluation key is formed by the decryption keys and two update keys

for the current time period.
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Algorithm 4 ckrpg & Certify (S, F, mk, pp)

1: LRev ¢ LRev \ S

Lieg[S][1] < Lreg[SIA] U F

3: t+ T

4: skQpg ¢ ABE.KeyGen(S, F A A(F), mskSgg, mpkipg)
5: skipp <s ABE.KeyGen(S, F A A(F), mskxpg, mpkipg)

N

6: uk}__,<sABE.KeyUpdate(Lgey,t, mskipg, mpkipg)
7 Uk’imv,t <s ABE.KeyUpdate(Lgev, t, mskapg, MpkApg)

. 0 1 0 1
8: ekrs < (skapg; Skapg; UkLRev,t’UkLRev7t)

5. ProbGen, presented in Algorithm 5, aims to create an encoded problem instance
o, that the server can use to evaluate the function as well as preparing a verifica-
tion key that enables anyone to verify the server’s computational result. The algo-
rithm first samples the current time period ¢ from the time source T in the public
parameters pp. It then samples two messages mg and mi of equal length uni-
formly at random from the message space. The algorithm calls the ABE.Encrypt

algorithm twice each generating a ciphertext.

The first ciphertext cg is formed by encrypting message mg under the attribute
representation A;UA(F') of the input data and the function label A(F') € Ur. The
function label itself is an attribute representing the function for which the input
may be evaluated. Furthermore, the encryption algorithm requires the current
time period ¢ and the public parameters mpkOABE for the first ABE system for
finally forming cyp. The second ciphertext ¢; is formed similarly by encrypting
mi under the attributes A, U A(F'), the current time period ¢ and the public
parameters mpk}XBE for the second ABE system. Both ciphertexts together form

the problem instance (or encoded input) or, and will be sent to the server.

The algorithm also prepares a public verification key vkp,. The key is simply
generated by applying a one-way function ¢ to the each randomly sampled mes-
sage and also includes a copy of Lreg from the public parameters that enables to
check whether the list is modified between the current time period and the time

of verification (e.g. a server is revoked).
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Algorithm 5 (op,,vkr,) & ProbGen(z, pkr, pp)

1: t«T

2: (mg,mq) s M x M

3: ¢ <s ABE.Encrypt(mq, (A, U A(F)),t, mpklgg)
4: ¢ <s ABE.Encrypt(my, (A, U A(F)),t, mpkipg)
5: opg 4 (co,c1)

6: UkF,a: — (g(mO)vg(ml)aLReg)

6. Compute, presented in Algorithm 6, is performed by a server S and aims to return
the result of the evaluation of a function on some input data. The server parses
the problem instance op, and attempts to decrypt each ciphertext individually
by using ABE.Decrypt. The server tries to decrypt cg by using the appropriate
material associated to the first ABE system in the public parameters and the
evaluation key, i.e. it uses skgBE, Uk%Rev,t and mpkgBE, and returns dg. Similarly,
the server attempts to decrypt c¢; by using the appropriate material related to the
second ABE system, i.e. it uses skkBE, ukiRev’t and mpk}%BE, and returns d;. Note
that the two plaintexts will follow the principle of a well-formed computational
response as detailed in equation ([2.1)). It returns (do,d1) = (myg, L) if F(z) =1
or (do,dy) = (L,mq) if F(z) = 0. After the decryption procedure, the server uses

its personal signing key and signs the plaintexts including its own identity.

The server finally forms the computational result 0,y comprising the two plain-

texts, the server identity and the server’s signature on the output.

Algorithm 6 0, & Compute(or y, ekr s, sks, pp)

1: Parse op, as (co,c1)

2: do < ABE.Decrypt (co, skapg, uky . 1 mpkipg)
3: dy < ABE.Decrypt (c1, skjpg, ukl, ¢ mPkApE)
4: ~<sSig.Sign(do,d1, S, skg)

5: Op@) « (do,d1,S,7)

7. Verify, presented in Algorithm 7, determines whether the returned computational
result is valid or not. The algorithm first parses the computational result 6p )
as (do,dy,S,7) and the verification key vkr, as (g(mo), g(m1), Lreg). It checks
whether the function F' is listed in Lreg[S][1] meaning that the server that gen-
erated the computational result is authorised to compute F'. If this check fails,

the result is immediately rejected.
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If the check was successful, the verifier continues with verifying the server’s sig-
nature on the computational result using Sig.Verify to check its validity which
assures that the result was indeed generated by S. Those checks ensure whether
the list Lreg in the public parameters and the one stored in the verification key
are identical and thus have not been modified throughout the execution of the
scheme. In case the signature verification fails, the result is immediately rejected.
Otherwise, the verifier continues with verifying whether the returned plaintext
is correct. The verifier starts with applying the one-way function g to the first
entry dp and compares the result with the first entry of the verification key. If
both values match (i.e. g(mg) = g(dp)) then the verifier accepts the result and
is able to determine following equation that the computational result y
corresponds to 1. If this is the case then it also creates an acceptance token
Mgy = (accept, S) indicating that the server indeed performed the computa-
tion correctly. If both values do not match (i.e. g(mg) # g(dp)) then the verifier
applies the one-way function g to the second entry d; and compares the result
with the second element of the verification keyE] In case this is a match (i.e.
g(m1) = g(d1)) then the verifier accepts the result and following equation
she is able to determine that the computational result y corresponds to 0 and

also outputs an acceptance token 7y, . = (accept,S). If neither comparison is

(@)
successful the verifier rejects the result and reports S for revocation by forming

a rejection token 7y, = = (reject,S).

Note that this algorithm can be run by any entity since the computational result

and verification key are publicly available.

Algorithm 7 (y,7q,,,) < Verify(0p (), vkrz, pp)

1: Parse Op(y) as (do,d1,S,v) and vkp, as (g(mo), g(m1), Lreg)
2: if F' € Lreg[S][1] then
3: if accept < Sig.Verify ((do, d1,.5), 7, Lreg[S][0])

4: if g(mo) = g(do) return (y < 1,79, ,, < (accept,S))

5 elseif g(mi) = g(di) return (y < 0,79, < (accept,S))
6: else (y <L,79,,, < (reject,S))

7: endif

8: endif

9: endif

10: return (y <L, 7, < (reject,S))

8. Revoke, presented in Algorithm 8, aims to revoke misbehaving servers by re-

®Note that g(L) =1.
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distributing fresh evaluation keys to all non-revoked servers. If the algorithm
) = (reject,S) for a server S, the KDC

first removes all functions from the list Lreg[S][1] such that the server is no longer

receives as input a rejection token 7y,

authorised to perform any computations and additionally adds the server to the
list of revoked entities Lrey. The algorithm then refreshes the time source T and
samples the new time periodﬁ Next the ABE.KeyUpdate algorithm is run twice,
i.e. it is run once for each ABE system. The algorithms generate new update
key material for the current time period with respect to the revocation list Lyey.
Finally, for all non-revoked servers within the system, the KDC refreshes and

redistributes the updated evaluation keys.

If the algorithm receives a token not specifying any server to be revoked it returns

1 indicating that the algorithm did not update any keys.

Algorithm 8 um & Revoke(TgF(I),mk:,pp)

1: if 7, = (reject, S) then
2: Lpeg[S][1] < {€}

3: LRrey < LRev U S

4: Refresh T

5: t« T

6 uk:OLRSWt <s ABE.KeyUpdate(Lgev, t, mskpg, mpkpg)
7: ukp,,.., s ABE.KeyUpdate(Lgey, t, mskjpg, mpkipg)
8: for S’ € Uip do

9: Parse ekr s/ as (skpg, SkApE, “k%mv,t—lvu’figev,t—l)
10 ekp,s  (skApg, SkApg, Wkl UKL, 1)
11 : endfor
12 : return um < {ekp s }s ey
13: else
14 : return |

Theorem 3.11. Given an indirectly revocable KP-ABE scheme secure in the sense
of indistinguishability against selective-target with semi-static query attacks (IND-
SHRSS) for a class of monotone Boolean functions F closed under complement, an
EUF-CMA secure signature scheme and a one-way function g. Let RPVC be the re-
vocable publicly verifiable outsourced computation scheme as defined in Algorithms 1-8.
Then RPVC is secure in the sense of selective public verifiability (Figure @, selec-
tive semi-static revocation (Figure , vindictive servers (Figure @) and selective

vindictive managers (Figure .

SIf the time source is a counter then refreshing leads to incrementing the time period.
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Informally, the proofs of selective public verifiability and selective vindictive man-
agers rely on the IND-SHRSSS security of the underlying indirectly revocable KP-ABE
scheme and the one-wayness of the function g while the proof of revocation only relies
on the IND-sHRSS security. Security against vindictive servers relies in the EUF-
CMA security of the digital signature scheme such that a vindictive server cannot
return an incorrect result with a forged signature claiming to be formed by an honest
server. Note that the chosen message attack is required since the vindictive server could

act like a client and submit computation requests to get a valid signature.

In the description of the Setup algorithm (cf. Algorithm 1) we already discussed that
we require to initialise two distinct ABE systems. This is mainly in order to overcome
the possible one-sided error in the protocol in case only a single system is initialised
as well as to enable the security proofs to go through. Recall that we link one system
with the function F and the other system with the complement function F. To avoid
the adversary to trivially win in the security proofs, we need to restrict the type of
oracle queries the adversary can form when querying a KeyGen oracle. In particular,
we require that the adversary cannot query a KeyGen oracle for a function that is
satisfied by the challenge input (attribute set). Thus, we require to initialise two ABE
systems where one is maintained by the challenger and hence requires oracle access and
one is handled by the adversary itself. We need to choose these systems carefully such
that the system maintained by the challenger is associated to the unsatisfied function

F or F and hence appropriate keys can be obtained by querying the KeyGen oracle.

3.5 Proofs of Security

In this section we prove Theorem by providing the full proofs of security for selec-
tive public verifiability, selective semi-static revocation, vindictive servers and selective

vindictive managers.

3.5.1 Selective Public Verifiability

Lemma 3.12. The RPVC scheme defined by Algorithms 1-8 is secure in the sense
of selective public verifiability (Figure @) under the same assumptions as in Theo-
rem [3.111

Proof. Suppose Arpvc is an adversary with non-negligible advantage against the se-
lective public verifiability game (Figure when instantiated by Algorithms 1-8. We
begin by defining the following three games:

e Game 0. This is the selective public verifiability game as defined in Figure |3.8

e Game 1. This is the same as Game 0 with the modification that in ProbGen,

we no longer return an encryption of mgy and m;. Instead, we choose another
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equal length random message m’ # mg, m; and, if F(2*) = 1, we replace ¢; by
the encryption of m’, and otherwise we replace c¢y. In other words, we replace
the ciphertext associated with the unsatisfied function with the encryption of
a separate random message unrelated to the other system parameters, and in

particular to the verification keys.

e Game 2. This is the same as Game 1 with the exception that instead of choosing
a random message m’, we implicitly set m’ to be the challenge input w in the

one-way function inversion game.

The proof partially follows in the fashion of Parno et al. [I1§] and we aim to show
that from the point of view of the adversary Game 2 is indistinguishable from Game
0 except with negligible probability. Thus, this means that an adversary against the
selective public verifiability game can be run against Game 2. We then finally show
that if an adversary has a non-negligible advantage against Game 2 then the adversary

can invert a one-way function.

Game 0 to Game 1. We begin by showing that there is a negligible distinguish-
ing advantage between Game 0 and Game 1. Suppose otherwise, that Arpyc can
distinguish the two games with non-negligible advantage §. We then show that it is
possible to construct an adversary Aapg that uses Agpyc as a sub-routine to break
the IND-sHRSS security of the indirectly revocable KP-ABE scheme. We consider a
challenger C playing the IND-sHRSS game (Figure with Aagg, and AaBg in turn
acts as a challenger for Agrpvc. Given the above parameters the entities interact in the

following way.
1. Agrpvc declares its choice of challenge function F' and challenge input x*.

2. Aapg first computes F'(z*) = r and transforms the challenge input from Agpvyc
into its own challenge input for the IND-sHRSS game. It sets 2* = A« U A(F)
where A(F) € Ur corresponds to the attribute representing the challenge function
F. Finally, Aapg also sets its challenge for the time period t* = 1 for the IND-

SHRSS game and sends both challenge parameters z* and t* to the challenger
C.

3. C runs the ABE.Setup algorithm to generate mpk gy, mskgp and sends mpk gy
to AABE.

4. Aapg initialises its target revocation list R which is initially empty and sends
it to C. Next, Aapg runs RPVC.Setup in such a way that the ABE system
maintained by the challenger C is used as the ABE system with parameters
(mpk\ g, mskl\zg). The main reason for this is to avoid a trivial win for Aapg
in the IND-sHRSS game. In more detail, since Axpg does not receive the se-

cret parameters msk,pp generated by C, the adversary Aagg is required to issue
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queries to oracles handled by C in order to generate valid parameters for Arpvc.
However, we require to restrict Axgg from querying the KeyGen oracle for a func-
tion that evaluates to 1 on the challenge input z*. This prevents the decryption

of the challenge ciphertext and thus avoids a trivial win by the adversary.

Recall that in the RPVC.Certify algorithm (cf. Algorithm 4), one decryption key
for a function F' is generated using the parameters (mpkOABE, mskgBE) associated
with the first initialised ABE system, while another decryption key is generated
encoding the complement function F using the parameters (mpkkBE, mskkBE)
related to the second ABE scheme.

Depending on the outcome of the initial computation F(z*) = r we need to
ensure that the challenger C and adversary Aapg are in possession of the correct
parameters. In more detail, if F(2*) = 1, then the policy F A A(F) will be
satisfied by Aapg’s (transformed) challenge input 2* = Az« U A(F). Therefore,
Aapg cannot make any KeyGen oracle queries to C for the policy FAA(F). In this
case, it is required that we ensure that the ABE system parameters maintained
by the challenger corresponds to (mpk:}XBE, msk}XBE) and the ones maintained by
Aagg correspond to (mpk:OABE, mskgBE). Thus, Aapg is able to generate a key
for F' A A(F) itself and queries to challenger’s KeyGen oracle are not trivially
satisfied by the input.

On the other hand, if F(z*) = 0, then the complement policy F' A A(F) may not
be queried to the KeyGen oracle as this would lead to a trivial win. Following
the RPVC.Certify algorithm (cf. Algorithm 4), then the decryption key associated
with the complement function uses the parameters (mpk/kBE,msk/kBE) and as
such we need to ensure that Aapg maintains those parameters and the challenger

maintains the parameters (mpkQ g, mskgg)-

Thus, we need to ensure that the challenger maintains the parameters

(mpk\gg, msk)\zp) where r = F(x*).

Now Appg simulates running the RPVC.Setup algorithm (cf. Algorithm 1) with
the exception that when ABE.Setup is called on line 2 and 3 it sets mpk\zp to
be the parameter provided by the challenger, and implicitly sets msk),zp to be
that held by the challenger.

5. Aapg runs RPVC.Fnlnit as detailed in Algorithm 2.

6. Aae must generate a challenge problem instance for Arpyc as the output of
RPVC.ProbGen. To do so, Aapg samples three distinct, equal length messages
mg, mq and m’ uniformly at random from the message space. Aapg provides my
and my as its choice of challenge for the IND-sHRSS game to C, and receives
back the encryption, ct*, of one of these messages (my for b* & {0, 1}, where b*

was chosen by the challenger), under attributes z* and time ¢*. More formally
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this is et* & ABE.Encrypt(mys, z*, t*, mpk’, ). It needs to assign ct* to be one of
the ciphertexts ¢ or ¢ that form the challenge problem instance (encoded input)
oFg using the correct ABE system parameters. Aapg chooses a random bit
s & {0,1} which intuitively corresponds to its guess for the challenger’s choice
of b*. Therefore,

o If r =0, then Aapg sets ¢ to be ct* and randomly generates the remaining

ciphertext as
d & ABE.Encrypt(m’, z*, t*, mpkipg)-

It sets vk = g(ms) and vk’ = g(m’).

e If r =1, then Aapg randomly generates the ciphertext as
¢ & ABE.Encrypt(m/, 7%, t*, mpkQpp),

and sets ¢ to be ct*. Tt sets vk = g(m’) and vk’ = g(ms).
Finally, Aapg sets opa+ = (¢, ) and vkp g = (vk, vk, LReg).

7. Arpvc receives all outputs from the above RPVC.ProbGen algorithm, and then

is provided with oracle access to which Aapg responds in the following way:

e Queries to RPVCFnlInit and RPVC.Register are performed as specified in Al-
gorithms 2 and 3.

e Queries of the form RPVC.Certify(S, F', mk, pp) are handled by Aapg run-
ning Algorithm 4 with the exception that the ABE.KeyGen and
ABE.KeyUpdate algorithms for the ABE system with the parameters main-
tained by the challenger are replaced by queries to the respective oracles
provided by C. Aapg queries the ABE.KeyGen oracle in order to obtain a

decryption key sk} . Here we need to distinguish two cases.

If r = 0, the query is formed over the parameters of the first ABE system
and is of the form OKCen(S F' A A(F'), mskSQpp, mpkQpg). If r = 1, then
the query is formed over the parameters of the second ABE system and is of
the form OXeveen( g F A A(F"), mskigg, mpkigg). The challenger returns
for both cases a valid decryption key unless the challenge input z* satisfies
the queried policy. Note that in case the queried function F’ does not
correspond to the challenge function F' then due to the bijective mapping
A the attribute function labels do not coincide, i.e. A(F') # A(F). Thus,
neither of the possible queries to the KeyGen oracle will be satisfied. On the
other hand, since we chose the ABE system maintained by the challenger

to be unsatisfied for F', any query for F' will be rejected. Hence, if F' # F,
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then the first clause of the “if” statement in the KeyGen oracle of the IND-
SHRSS game (Figure will never be correct and therefore the challenger

will always return a valid decryption key in response to a query.

In order to generate a valid update key UkERevyt’ Aape makes a query
to  the ABE.KeyUpdate oracle which are of the form
OKeyUpdate(T o t, mskigr, mpkipg). The challenger returns a valid up-
date key if the current queried time period ¢ does not coincide with the
challenge time period t* which Aapg chose to be 1 and if the queried revo-
cation list Lrey contains the challenge target revocation list R which Aapg
chose initially to be empty. Since R = ¢ is a subset of any revocation list
LReyv, the second clause of the “if” statement in the KeyUpdate oracle of
the IND-sHRSS game (Figure will not be satisfied and therefore the

challenger will always return a valid update key.

e Queries of the form RPVC.Revoke(TgF(x),mk, pp) are handled by Aapg run-
ning Algorithm 8 with the exception of generating an update key ukERewt on
line 6 and 7 which will be replaced with respective queries to the KeyUpdate
oracle provided by C. AaBe  queries the oracle for
OKeyUpdate(1p ¢, msk)y g, Mpk\pr) and the challenger returns a valid key
if the queried time period t does not correspond to the challenge time period,
i.e. t # 1, and if the queried revocation list does not contain the challenge
target revocation list R. Since Aapg chose R to be empty, the second clause
of the “if” statement in the KeyUpdate oracle will not be satisfied and the

challenger returns a valid update key.

8. Eventually Agrpvyc finishes its query phase and outputs a guess #*. Let Y be the
non-_L plaintext contained in 6*. If g(Y') = g(ms), Aapg outputs a guess b’ = s.
Else, Aapg guesses b/ =1 — s.

Note that if s = b* (the challenge bit chosen by C in the IND-sHRSS game in step 6),
then the distribution of the above coincides with Game 0 since the verification key
comprises g(m') and g(ms) where m’ and mg are the two plaintexts corresponding to
the ciphertexts of the encoded input for which Agrpyc recovers exactly one. Otherwise,
if s = 1 — b* then the distribution coincides with Game 1 since the verification key
comprises the one-way function g applied to a legitimate message m’ and a random

message mi_g that is unrelated to both ciphertexts.
Now, we consider the advantage of this constructed adversary Aapg playing the IND-

SHRSS game for the revocable KP-ABE scheme. Recall that by assumption, Agrpyvc

has a non-negligible advantage J in distinguishing between Game 0 and Game 1, that
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is

Arpvc Arpvc

Pr [ExpGame 0 [ch, 1&?} o 1} —Pr [ExpGame 1 [RPvc, 1&?} = 1} ] >

where Expﬁ';g%i [RPVC 12, f] denotes the output of running Agrpyc in Game i.

Now we derive the probability of Aapg guessing b* correctly and it follows:
Pr[t) = b*] = Pr[s = b*] Pr[b) = b*|s = b*] + Pr[s # b*] Pr[b) = b*|s # b*]

* 1 *
9(Y) = g(ms)ls = 0] + 5 Pr[g(Y) # g(ms)|s # b]

Pr [ExpGame 0 [RPVC, 1*,]—“} = 1} n % (1= Pr[g(Y) = g(my)|s # b*])
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)
-

2
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> %(5 +1)
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5
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Since 4 is assumed to be non-negligible, g is also non-negligible. If Agpyc has advantage
0 at distinguishing these games then Aapg can win the IND-sHRSS game with non-
negligible probability. Thus since we assumed the ABE scheme to be IND-sHRSS
secure, we conclude that Agrpyc cannot distinguish Game 0 from Game 1 with non-

negligible probability.

Game 1 to Game 2. The transition from Game 1 to Game 2 is to simply set the
value of m’ to no longer be random but instead to correspond to the challenge w in
the one-way function inversion game (Figure . We argue that the adversary has no
distinguishing advantage between these games since the new value is independent of
anything else in the system except the verification key g(w) and hence looks random
to an adversary with no additional information (in particular, Agpyc does not see the

challenge for the one-way function as this is played between C and AaBg).
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Final Proof. We now show that using Agpvc in Game 2, Aapg can invert the one-
way function g — that is, given a challenge z = g(w) Aapg can recover w. Specifically,

during ProbGen, Aapg chooses the messages as follows:

e if F'(x*) = 1, we implicitly set mj to be w and the corresponding verification key
component to be z = g(w). We randomly choose my from the message space and

compute the remainder of the verification key as usual.

e if F'(x*) = 0, we implicitly set mg to be w and set the verification key component
to z = g(w). my is chosen randomly from the message space and the remainder

of the verification key is computed as usual.

Now, since Arpvc is assumed to be successful, it will output a forgery comprising the
plaintext that was encrypted under the unsatisfied function (F or F). By construc-
tion, this will be w (and the adversary’s view is consistent since the verification key is
simulated correctly using z). Aapg can therefore forward this result to C in order to
invert the one-way function with the same non-negligible probability that Agrpvc has

against the selective public verifiability game.

We conclude that if the ABE scheme is IND-SHRSS secure and the one-way function
is hard-to-invert, then the RPVC as defined by Algorithms 1-8 is secure in the sense
of selective public verifiability. O

3.5.2 Selective, Semi-static Revocation

Lemma 3.13. The RPVC scheme defined by Algorithms 1-8 is secure in the sense of
selective, semi-static revocation (Figure under the same assumptions as in Theo-

rem [Z11.

Proof. In this proof, we aim to perform a reduction from the the selective, semi-static
revocation game (Figure to the IND-sHRSS security of the underlying revoca-
ble KP-ABE scheme (Figure . We wish the prove this reduction by achieving a
contradiction and therefore we assume that Agrpyc is an adversary with non-negligible
probability against the selective, semi-static revocation game when instantiated by Al-
gorithms 1-8. We show that we can construct an adversary Aapg that uses Arpvc as
a sub-routine to break the IND-sHRSS security of the indirectly revocable KP-ABE
scheme. Let C be a challenger playing the IND-sHRSS game with Aagg, and AaBg
acts as a challenger for Arpyc. Given the security parameter A, the function family
F and the number of queries ¢; the adversary Arpvc makes to the Revoke oracle, the

entities interact in the following way.
1. Agrpvc declares its choice of challenge function F and challenge input x*.

2. Aapg initialises an (empty) list Qrey of currently revoked entities and sets the

current time period to t = 1. Next, Aapg transforms the challenge input from
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Arpvc into its own challenge input for the IND-sHRSS game. It sets A* = A,+«U
A(F) where A,~ is the attribute encoding of the challenge input and A(F) € Ur
corresponds to the attribute representing the function F'. Finally, Aapg also sets
its challenge for the time period t* = ¢ for the IND-SHRSS game and sends
both challenge parameters to the challenger C.

3. C runs ABE.Setup to create (mpk,pp, msk,pp) and sends the public parameter

4. Axpg simulates running the RPVC.Setup algorithm (cf. Algorithm 1) as specified
with the exception in line 2 where the first ABE system is initialised. There,
AABE sets mpk:gBE to be mpk,pp which was generated by the challenger, and
mskOABE is implicitly set to be the secret parameters held by C. Since Aagg does
not possess mskpp, it will make use of oracle queries to C whenever mskgBE is

required.
5. Aapg runs RPVC.Fnlnit as detailed in Algorithm 2.

6. Arpvc receives all public parameters pkr and pp and chooses a challenge target

revocation list R which Aagg receives and forwards to its challenger C.

7. Arpvc may now perform oracle queries which Aapg handles as follows:

e Queries to RPVC.Fnlnit and RPVC.Register are run as written in Algorithms 2
and 3.

e Queries of the form RPVC.Certify(S, F’,mk,pp) are handled by Axpg by
running the Certify oracle as specified in Figure If the queried function
F’ corresponds to the challenge function F and if the queried identity S is not
listed on the challenge target revocation list, i.e. S ¢ R, then Axgg returns
1 to Arpvc. Note that otherwise, the adversary would be issued with
an evaluation key that will not be revoked at the time of the challenge and
therefore would trivially win. Aapg also returns L if the current time period
t is equal to the challenge time period ¢; and if there is a server (other than
S) that is not currently revoked but should be revoked in accordance with
Arpvc’s challenge target revocation list R. Otherwise, i.e. if this check failed
and the oracle has not returned L, it removes S form the list of currently
revoked entities QQrev and simulates running Certify. This is simulated by
running Algorithm 4 as detailed above with the exception of line 4 and 6
where the query needs to be passed to C since it only possesses the valid

parameters.

In more detail, in order to simulate line 4, Axpg queries C for OKeY&en (S /A
A(F'),mskQ g, mpkQpg). C returns the decryption key unless the policy
F' N A(F") is satisfied by A* and S ¢ R. Observe that the policy will never
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be satisfied unless F’ = F (since A is a bijective mapping and A(F”) needs
to be present such that the policy is satisfied). Hence, C will always return
a valid key if F' # F.

On the other hand, if the queried function F' = F, then by the checks
performed by Aapg at the beginning of the Certify oracle (Figure , S
is included on R (else 1 would have been returned prior to this point).
Therefore, even if the challenge function is queried, C will return a key. In
particular, note that C never returns L in a manner inconsistent with that

expected by Arpvc in accordance with the Certify oracle.

In order to simulate line 6, Aapg makes a query to

OKeyUpdate (Qp o 1, mskQ g, mpkQpg)- C returns a valid update key unless

the current time period t is the challenge time period ¢; and the queried

revocation list does not contain the challenge target revocation list R. How-

ever, if this was the case then Aapg would already have returned L by the
w

second clause of the “if” statement in the Certify oracle. Therefore, C shall

always return an update key which Aapg can use in the execution of Certify.

e Queries of the form RPVC.Revoke(TgF(z),mk,pp) are handled by Aapg by
running the Revoke oracle as specified in Figure Whenever a call is
made to the Revoke oracle, Aagg first increments the time period ¢t. If
the token does not identify a server to revoke, it outputs L (as would the
Revoke algorithm). Following line 3 of the oracle specification, in case the
current time period corresponds to ¢ (i.e. the maximal number to Revoke
queries), then Axpg returns L if QRrey does not contain all servers listed on
the challenge target revocation list R. Otherwise, S is added to QRrey. AABE
now simulates running the RPVC.Revoke algorithm by running Algorithm 8
as specified with the exception of line 6. To simulate this line, Asgg needs
to make a query to C of the form OX&YUPdate(Qp ot mskQpp, mpkSgg). C
returns a valid update key unless t = ¢; and the queried revocation list does
not contain the challenge target revocation list R. However, if this would be
the case, then Axgg would have returned L above, and so a valid update

key is returned which Aagg can forward to Arpvc.

8. Eventually (after ¢, Revoke queries), Arpyc finishes its query phase. Aapg checks
if Arpvc has made suitable Revoke queries. If there exists an entity in R that is

not currently revoked (listed in QRrev), it returns 0 and aborts immediately.

9. Aae must now generate a challenge for Agrpyvc. Aar chooses three distinct,
equal length messages mg, m; and m’ uniformly at random from the message
space. It then sends mg and my to C as its choice of challenge for the IND-sHRSS
game. C chooses a random bit b* & {0,1} and returns

ct* & ABE.Encrypt(mys«, A%, g1, mpkQgp). AaBr sets ¢ = ct*, generates ¢ &
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ABE.Encrypt(m/, A*, ¢, mpk}\BE) and forms the challenge problem instance o g+ =
(¢c,c'). Aapg selects a bit s & {0,1} and forms the verification key as vkp« =
(g(ms), g(m'), Lreg). Note that s intuitively corresponds to Aapg’s guess for b*.

10. Agrpvc receives the resulting parameters from ProbGen and is again provided with
oracle access. These queries are handled in the same way as before, and Agrpvc

eventually outputs its guess 6*.

11. Let Y be the non-L plaintext returned in 6*. If g(Y) = g(ms), AaBE guesses
b = s. Else, Aag guesses V' =1 — s.
If g(Y) = g(m'), Aapg makes a random guess b’ = b < {0,1} since Agpyc did
not forge a result for either mg or my and therefore is of no use for Aapg in order
to break the IND-sHRSS game.

Now we consider the advantage of Aapg playing the IND-sHRSS game. By assump-
tion, Arpvc has a non-negligible advantage § against the selective, semi-static revoca-

tion game. It follows

Pr[t) = b*] = Pr[t/ = b*|s = b*] Pr[s = b*] + Pr[t) = b*|1 — s = b*| Pr[l — s = b7|

|
= Prlg(Y) = glmy)|s = b*| Px[s = '
T Prlg(Y) # g(my)[1 — 5 = 0| Pr[l — s = ]
+ Prlg(Y) = g(m)[b = 5] Prfb = b
= S Prlg(Y) = glmy)ls = 1] + 5 Prig(Y) # g(mo)[1 — 5 = b’
£ 5 Prlg(Y) = g(m') b= ]
= %(Pr[g(Y) = g(ms)|s = b*] + (1 — Pr[g(Y) = g(ms)[1 — s = b"])
+ Prlg(Y) = g(m')[b = "]
= 2 (Prlg(v) = glma)ls = 0] — Prla(¥) = glm.)[1 — s = b
+ Prlg(Y) = gm/)[b = ] + 1)
1
= 5(5 +1)
Hence,
/ * 1
Advy,,, > [Pr[t = b — 2‘
> ‘;(5 1) - ;‘
B )
=5
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Since § is non-negligible, % is also non-negligible. If Arpyc has advantage § at break-
ing the selective, semi-static revocation game then Aagg can win the IND-sHRSS
game with non-negligible probability. However, since the ABE scheme was assumed
IND-sHRSS secure, such an adversary Agrpyc cannot exist. Therefore, we conclude
that that if the ABE scheme is IND-SHRSS secure then RPVC as instantiated by

Algorithms 1-8 is secure in the sense of selective, semi-static revocation. O

3.5.3 Vindictive Servers

Lemma 3.14. The RPVC scheme defined by Algorithms 1-8 is secure in the sense of
vindictive server (Figure @ under the same assumptions as in Theorem |3.11).

Proof. For a contradiction let us assume that Agpyc is an adversary with non-negligible
advantage against the vindictive server game (Figure when instantiated by Algo-
rithms 1-8. We show that an adversary Agij; with non-negligible advantage ¢ in the
EUF-CMA signature game (Figure can be constructed using Agrpyvc as a sub-
routine. Agj, interacts with the challenger C in the EUF-CMA security game and
itself acts as the challenger for Agrpvc in the security game for vindictive servers for a
function F as follows.

The basic idea is that Agjs can create a RPVC instance and play the vindictive server
game with Agrpyc by executing Algorithms 1-8 itself. Asg;; will guess a server identity
that it thinks the adversary Agrpyc will select to vindictively revoke. The signature
signing key that would be generated during the Register algorithm for this server will
be implicitly set to be the signing key in the EUF-CMA game and any Compute oracle
queries for this identity will be forwarded to the challenger to compute. Then, assuming
that Agis guessed the correct server identity, Arpvc will output a forged signature that
Asig may output as its guess in the EUF-CMA game. Given the security parameter

and the the function family F, the entities interact in the following way.

1. The challenger C (in the EUF-CMA game) initialises an initially empty list Q
of messages queried to the Sig.Sign oracle. It runs Sig.KeyGen(1) to generate a
challenge signing key SK and verification key VK. C sends VK to Asig.

2. Agjg starts with initialising two empty lists. The fist list QRreg records all regis-
tered entities within the system as well as a list QQgerver Which records all entities
for which the adversary has learnt a signing key. Asjs also initialises the target
server identity S to be L. Furthermore, Asig chooses a server identity from Uip
denoted as S. This identity is Agis’s guess of the (final) target server identity
S that Arpvc will choose at some later point in the game. Note, if this guess
will be correct, then any signing operations related to S can be performed using
the oracle provided by C and hence when Agrpyc attacks this server identity, its
output can be used to break the EUF-CMA game.
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3. Asig runs RPVC.Setup and provides the resulting public parameters to Arpvc.
Arpvc is also provided with oracle access which Ag;, can respond in the following

way:

e All queries to the oracles Fnlnit, Certify, Revoke and the additional oracle

Register2 are handled as specified in the respective algorithm;

e Queries made for servers that do not correspond to Agis’s guess, i.e. S # g,
to the Register oracle are handled by Agj; running the Register oracle as
specified in Figure A query to the oracle returns L if the query is for
the target server identity S. If, on the other hand, queries are made for
servers that match to Agi’s guess, i.e. S = S’, then C aborts the game to
avoid a trivial win for Agi,. This is the case because Arpyc may not choose
its target server S to be a server for which it previously learnt the signing key
and which are recorded on the list Qgerver- Therefore, Arpyc cannot choose
S =S8=25and hence, As;ig’s choice of target server identity was wrong and
thus the EUF-CMA challenge parameters were embedded incorrectly in the

reduction.

4. Eventually, Arpyc finishes its query phase and outputs its choice of challenge

function F' and challenge input x*.

5. Agig runs RPVC.Fnlnit as detailed in Algorithm 2. It also runs RPVC.ProbGen on
the challenge input x* as specified in Algorithm 5.

6. Agrpvc is provided with the resulting parameters and is given again oracle access

which is handled as above.

Agrpvc eventually outputs its choice for a target server identity S. Agi, returns
0 if Agrpvc has previously queried this identity in the Register oracle and thus
the identity was listed on Qserver-

7. If S # 5, then Agj, outputs L since it has guessed incorrectly the server identity.
Otherwise, Agrpvc continues with access to the provided oracles as before and
additionally receives access to a Compute oracle as specified in Figure[3.6] Agrpvc
submits queries to the Compute oracle of form Oc°mp“te(ch/7I, ek‘F,S, skg, pp) for
some computation F’(z) which does not correspond to F(z*). Recall that this
oracle enables Arpvyc to observe S before attacking. If S # S then Asig simply
follows Algorithm 6 using the decryption and signing keys generated during the
oracle queries. Otherwise, if S = S then Asig does not have access to the signing
key SKg. Thus, it runs the ABE.Decrypt operations correctly to generate plain-
texts dyp and dp, and submits m = (do, dy, g) as a Sig.Sign oracle query to C. The
challenger adds m to the list Q and returns v < Sig.Sign(m, SK), which Ag;g

uses to return 0p(,) = (do, d1, S, 7).
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*

8. Agrpvc finally outputs 0* = (df,d}f,S,~) which appears to be an invalid result
computed by S. Thus, RPVC.Verify will output a reject token for S, i.e. 7y« =
(reject,S), and accept < Sig.Verify((d§,ds,S),v, VK). Thus, v is a valid
signature under key SK.

9. Agig outputs m* = (d, df, S) and v* = v to C.

Note that the Compute oracle was not simulated for the computation F(z*) due to
the “if” statement (line 1) in the oracle (cf. Figure since Agj, did not make any
query to the Sig.Sign oracle provided by C. Thus the forgery (m*,v*) outputted by
Agig satisfies the requirement in the EUF-CMA game (Figure that m* ¢ Q.

We argue that, assuming S = S (i.e. Agjg correctly guessed the challenge identity) then
Agig succeeds with the same non-negligible advantage § as Arpyvc. We assume that
n = |Up| is polynomial in the security parameter (else the KDC could not efficiently
search the list Lreg). The probability that Asg;, correctly guesses S=29is % and

1
ACIVASig > —Advy

RPVC

>

SRR

We conclude that, since n is polynomial in the security parameter, if Agrpyc has a
non-negligible advantage in the vindictive servers game (Figure then Agig has the
same advantage in the EUF-CMA game, but since the signature scheme is assumed
EUF-CMA secure, Agpyc may not exist. O

We note that we lose a polynomial factor in the advantage due to having to guess the
server S that the adversary will attempt to revoke. This factor could be removed if we
formulated the security model in a selective fashion such that Agrpyvc must declare up
front which server it will target, and then Agj, can implicitly set the signing key for
that server (in the Register step) to be the challenge key in the EUF-CMA game and

forward any Compute oracle requests to the challenger.

3.5.4 Selective Vindictive Manager

Lemma 3.15. The RPVC scheme defined by Algorithms 1-8 is secure in the sense
of selective vindictive manager (Figure under the same assumptions as in Theo-
rem [311]

Proof. Since the notion of vindictive manager is a natural extension of the public
verifiability notion in the framework of the manager model, the following security proof
follows similar to the proof of Lemma We begin by defining the following three

games:
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e Game 0. This is the selective vindictive manager game as defined in Figure[3.10

e Game 1. This is the same as Game 0 with the modification that in ProbGen, we
no longer return an encryption of mgy and m;. Instead, we choose another random
message m’' # mg, my and, if F(x2*) = 1, we replace ¢; by the encryption of m/,
and otherwise we replace cg. In other words, we replace the ciphertext associated
with the unsatisfied function with the encryption of a separate random message
unrelated to the other system parameters, and in particular to the verification

keys.

e Game 2. This is the same as Game 1 with the exception that instead of choosing
a random message m’, we implicitly set m’ to be the challenge input w in the

one-way function game.

We aim to show that from the the adversary’s point of view Game 2 is indistinguishable
from Game 0 except with negligible probability. Thus, this means that an adversary
against the selective vindictive manager game can be run against Game 2. We then
finally show that if an adversary has a non-negligible advantage against Game 2 then

the adversary can invert a one-way function.

Game 0 to Game 1. We begin by showing that there is a negligible distinguish-
ing advantage between Game 0 and Game 1. Suppose otherwise, that Arpyc can
distinguish the two games with non-negligible advantage 0. We then show that it is
possible to construct an adversary Aapg that uses Arpvc as a sub-routine to break
the IND-sHRSS security of the indirectly revocable KP-ABE scheme. We consider a
challenger C playing the IND-sHRSS game (Figure with Aapg, and Aapg in turn
acts as a challenger for Arpyc. Given the above parameters the entities interact in the

following way.

1. Agrpvc declares its choice of challenge function F' and challenge input x*.

2. Aagg first transforms the challenge input from Agpyc into its own challenge
input for the IND-sHRSS game. It sets a* = A« U A(F) where A(F) € Ur
corresponds to the attribute representing the challenge function F'. Finally, AsBg
also sets its challenge for the time period t* = 1 for the IND-sHRSS game
and sends both challenge parameters to the challenger C. Aagg also computes
r = F(z*) which will determine which of the two ABE systems will be used for
functions and which for the complement functions. This is required since C will
not issue a decryption key for a function satisfied by the challenge input and so
Aagg must be sure that it will only be queried for the non-satisfied function. In

the following, let us use the notation F;. as follows:

e Ifr=0then F, =F and F}_, = F
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o Ifr=1then F, = F and F;_, = F.
That is, we choose r such that F.(z*) = 0.

3. C runs the ABE.Setup algorithm to generate mpk g, mskgr and sends mpk g
to AABE.

4. Aagpg initialises an empty challenge target revocation list R.

5. Aapg then simulates running RPVC.Setup by running Algorithm 1 as written,
with the exception that one of the sets of ABE system parameters is assigned to
be those generated by the challenger. Recall that r = F/(z*). Aagg sets mpk)\pp
to be the public parameters issued by C and msk zy is implicitly set to be that
held by C. It runs ABE.Setup to generate mpk}g;E, msk}ggg as usual.

6. Aapg runs RPVC.Fnlnit as detailed in Algorithm 2. Later Aapg needs to output
a challenge encoded output and therefore it needs to simulate a computation
server. To do so, Aapg first needs to pick a server identity from the space Uip
uniformly at random and runs the Register algorithm as detailed in Algorithm 3
to register S. Aapg then needs to simulate running the Certify algorithm for S
and challenge function F'. However, Aapg does not hold the full master secret key

mk and therefore is required to make appropriate oracle calls to the challenger.

Aapg will run Algorithm 4 as specified with exceptions to queries to KeyGen and
KeyUpdate oracles for which the challenger’s parameters are necessary. In more
detail:

o skl pp is generated by issuing an oracle query to the ABE.KeyGen oracle
of the form OX&¥Cen(S F. A A(F), mskygg, mpkigg). C will return a valid
decryption key unless 2* € F,. AA(F) and S ¢ R. Tt is clear that S is never
listed in R as the list was chosen to be empty and therefore the second clause
in the “if” statement in the KeyGen oracle (Figure is always satisfied.
However, r was specifically chosen such that F,.(z*) = 0. Hence, z* ¢ F,
and z* = Ay« UA(F) ¢ F, A A(F). Thus, C will always be able to return a
valid decryption key sk} pp-

° 51{5}637;3 is generated by Aapg running ABE.KeyGen using msk:}g{E for the
function Fy_, A A(F) as usual.

e uky ., is generated by making a query to the ABE.KeyUpdate oracle of the
form OKXeyUpdate([ o ot mskh g, mpkipg)- C will return a valid update key
unless the current time period ¢ is the challenge time period t* and R Z Ley.
Note that t* was chosen to be 1 and since no Revoke queries were requested,
the time period ¢ indeed corresponds to t*. On the other hand, the list R

was initially chosen to be empty and therefore it is indeed a subset of Lrey
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(both lists are empty). Therefore, the second clause in the “if” statement in
the KeyUpdate oracle (Figure is never satisfied and thus C will always

return a valid update key uky .

e uky " , is generated by Axpg running ABE.KeyUpdate using mskygp, as

usual.

7. Aapg must generate a challenge problem instance for Arpyc as the output of
RPVC.ProbGen for either Game 0 or Game 1. To do so, Aapg samples three
distinct, equal length messages mg, m; and m’ uniformly at random from the
message space. Aapg provides mg and mq as its choice of challenge to C, and
receives back the encryption, ct*, of one of these messages (mp« for b* & {0,1},
where b* is chosen by the challenger), under attributes x*, time ¢* and public
parameters mpkjpg. It needs to assign ct* to be one of the ciphertexts ¢ or ¢
that form the challenge problem instance (encoded input) op .+ using the correct
ABE system parameters. Aagg chooses a random bit s & {0, 1} which intuitively

corresponds to its guess for the challenger’s choice of b*. Therefore,

o If r =0, then Aapg sets ¢ to be ct* and randomly generates the remaining

ciphertext as
& ABE.Encrypt(m/, z*, t*, mpkipg)-

It sets vk = g(ms) and vk’ = g(m’).

o If r =1, then Aapg randomly generates the ciphertext as
¢ & ABE.Encrypt(m/, 7%, t*, mpkQpp),

and sets ¢’ to be ct*. Further it sets vk = g(m/) and vk’ = g(ms).
Finally, Aapg sets opa+ = (¢, ) and vkp g = (vk, vk, LReg)-

8. Aapg now simulates the server S performing the computation to output Gp(x*)
by running algorithm 6 as specified, since valid keys have been generated for S

in the preceding steps.

9. The resulting values o+, Op(;+), VEFs~, pkr and pp are sent to Arpyc that is

also additionally provided with oracle access to which Aapg responds as follows:

e Queries to RPVC.Fnlnit and RPVC.Register are performed as specified in
algorithms 2 and 3.

e Queries of the form RPVC.Certify(S, F',mk,pp) are handled by Aapg run-
ning algorithm 4 with the exception that the ABE.KeyGen and
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ABE.KeyUpdate algorithms for the ABE system with the parameters main-
tained by the challenger are replaced by queries to the respective oracles

provided by C.

Aape queries the ABE.KeyGen oracle in order to obtain a decryption key
skhgp With queries of the form OKYCen(S F! A A(F'), msklgg, mpkipg)-
The challenger returns a valid decryption key unless the challenge input z*

satisfies the queried policy.

Note that in case the queried function F’ does not correspond to the chal-
lenge function F' then due to the bijective mapping A the attribute function
labels do not coincide, i.e. A(F’) # A(F). Thus, neither of the possible
queries to the KeyGen oracle will be satisfied. On the other hand, since we
chose the ABE system maintained by the challenger to be unsatisfied for F',
any query for F will be rejected. Hence, if F' # F, then the first clause
of the “if” statement in the KeyGen oracle of the IND-sHRSS game (Fig-
ure [2.3)) will never be correct and therefore the challenger will always return

a valid decryption key in response to a query.

In order to generate a valid update key “kERev,t’ Aage makes a query
to  the ABE.KeyUpdate oracle which are of the form
OKeyUpdate(LReV,t,mskgBE,mpk:gBE). The challenger returns a valid up-
date key if the current queried time period ¢ does not coincide with the
challenge time period which Axgg chose to be 1 and the queried revocation
list LRrev contains the challenge target revocation list R which Axpg chose
initially to be empty. Since R = € is a subset of any revocation list Lgrey,
the second clause of the “if” statement in the KeyUpdate oracle of the IND-
SHRSS game (Figure will not be satisfied and therefore the challenger

will always return a valid update key.

e Queries of the form RPVC.Revoke(T(;F(I) ,mk,pp) are handled by Aapg run-
ning Algorithm 8 with the exception of generating an update key ukzchwt on
line 6 and 7 which will be replaced with respective queries to the KeyUpdate
oracle provided by C. Aapg queries for OXe&YUPdate(1p o ¢ mskh pi mpkipg)
and the challenger returns a valid key if the queried time period ¢ does not
correspond to the challenge time period, i.e. t # 1, and if the queried re-
vocation list does not contain the challenge target revocation list R. Since
Aapg chose R to be empty, the second clause of the “if” statement in the
KeyUpdate oracle will not be satisfied and the challenger returns a valid

update key.

10. Eventually Arpyc outputs its guess for the non-1 value Y and T0p(a)- Ifg(Y) =
g(ms), Aapg outputs a guess b’ = s. Else, Axpg guesses b =1 — s.
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Notice that if s = b* (the challenge bit chosen by C in the IND-sHRSS game), then
the distribution of the above coincides with Game 0 since the verification key com-
prises g(m’) and g(ms) where m’ and mg are the two plaintexts corresponding to the
ciphertexts of the encoded input for which Agrpyc recovers exactly one. Otherwise,
if s = 1 — b* then the distribution coincides with Game 1 since the verification key
comprises the one-way function g applied to a legitimate message m’ and a random

message mi_p+ that is unrelated to both ciphertexts.

Now, we consider the advantage of this constructed Aapg playing the IND-sHRSS
game for the revocable KP-ABE scheme. Recall that by assumption, Agpyc has a

non-negligible advantage ¢ in distinguishing between Game 0 and Game 1 — that is

Pr [ExpGame 0 [RPVC, 1A,f} N 1} —Pr [ExpGame 1 [RPVC, 1A,f} = 1} ] >6

Arpvc Arpvc

where ExpGame i [RPVC 12, f] denotes the output of running Agrpyc in Game i.

Arpvc

Now we derive the probability of Aspg guessing b* and it follows:

Pr[t) = b*] = Pr[s = b*] Pr[b) = b*|s = b*] + Pr[s # b*] Pr[b) = b*|s # b*]
= S Prlg(V) = glma)ls = ] 4 5 Prlg(Y) # g(m,)|s # b']
—-Pr [Exp;;;;nv%o [vac, 1A,f} - 1} + % (1 - Pr[g(Y) = g(ms)|s # b))

5

r [Expc’z“me 0 [RPVC, 1)‘,}"} — 1}

Arpvec

Arpvec

2
1
T2
+ (1 —Pr [ExpGame 1 [vac, 1*,f} N 1})
1

/N N~

Pr [Expﬁgggﬂ [vac, ﬂ,f} = 1}

2

g

— Pr [ExpGame 1 [RPVC, 1A,f} = 1} + 1)

Arpvec

> (54 1)

N

Hence,

Since J is assumed to be non-negligible, % is also non-negligible. If Agpyc has advantage

0 at distinguishing these games then Aapg can win the IND-sHRSS game with non-
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negligible probability. Thus since we assumed the ABE scheme to be IND-sHRSS
secure, we conclude that Agrpyc cannot distinguish Game 0 from Game 1 with non-

negligible probability.

Game 1 to Game 2. The transition from Game 1 to Game 2 is to simply set the
value of m’ to no longer be random but instead to correspond to the challenge w in
the one-way function inversion game (Figure . We argue that the adversary has
no distinguishing advantage between these games since the new value is independent
of anything else in the system bar the verification key g(w) and hence looks random
to an adversary with no additional information (in particular, Agpyvc does not see the

challenge for the one-way function as this is played between C and Aapg).

Final Proof. We now show that using Agpvc in Game 2, Aagg can invert the one-
way function g — that is, given a challenge z = g(w) Aapg can recover w. Specifically,

during ProbGen, Aagg chooses the messages as follows:

o if F'(x*) =1, we implicitly set m; to be w and the corresponding verification key
component to be z = g(w). We randomly choose my from the message space and

compute the remainder of the verification key as usual.

e if F(z*) =0, we implicitly set mg to be w and set the verification key component
to z = g(w). my is chosen randomly from the message space and the remainder

of the verification key computed as usual.

Now, since Arpyc is assumed to be successful, it will output a forgery comprising the
plaintext that was encrypted under the unsatisfied function (F or F). By construc-
tion, this will be w (and the adversary’s view is consistent since the verification key is
simulated correctly using z). Aapg can therefore forward this result to C in order to
invert the one-way function with the same non-negligible probability that Agrpvc has

against the selective vindictive manager game.

We conclude that if the ABE scheme is IND-SHRSS secure and the one-way function
is hard-to-invert, then the RPVC as defined by Algorithms 1-8 is secure in the sense

of selective vindictive manager. O

Overall Theorem follows as a Corollary of Lemmas 3.15

3.6 Conclusion

In this chapter, we have introduced the new notion of revocable publicly verifiable
outsourced computation (RPVC) and provided a rigorous framework that we believe
to be more realistic than the purely theory oriented models of prior work, especially

when the KDC is an entity responsible for user authorisation within a organisation. We
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believe our model more accurately reflects practical environments and the necessary
interaction between entities for PVC. Each server may provide services for many dif-
ferent functions and for many different clients. Additionally, in our model, any clients
may submit multiple requests to any available servers, whereas prior work considered

just the single server case.

The consideration of this new model leads to new functionalities as well as new se-
curity threats. We have shown that by using a revocable KP-ABE scheme we can
revoke misbehaving servers such that they receive a penalty for misbehaving. We have
extended previous notions of security to fit our new definitional framework, introduced
new models to capture additional threats (e.g. vindictive servers using revocation to
remove competing servers), and provided a provably secure construction. We believe
that this work is a useful step towards making PVC practical and provides a natural

set of baseline definitions from which to add future functionality.

As mentioned throughout the chapter, we believe that for future work it would be
interesting and beneficial to investigate the construction of a fully secure indirectly
revocable KP-ABE scheme with adaptive queries. Such a scheme would allow to over-
come the limitations of the selective and semi-static notions which are forced upon our
security models given the current primitives.

Furthermore, achieving a notion of output privacy via the informally discussed mecha-
nism of blind verification is yet another interesting problem which would enhance the

usability of our RPVC framework in practice.
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Publicly Verifiable Delegable Com-
putation
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In this chapter, we investigate a different mode of publicly verifiable com-
putation. We study the problem in which an untrusted server holds a data
set in such a way that any client can ask the server to compute a func-
tion on any input portion of the data set. We show that ciphertext-policy
attribute-based encryption can provide this novel mode of computation and
see that this setting has natural applications such as verifiable queries on re-
mote data and verifiable MapReduce operations. The results of this chapter

appear in the full online version of [6].

4.1 Introduction

With the emergence of cloud computing, where clients and businesses rent computation
and storage resources from powerful cloud service providers, it is of great importance to
ensure the correctness of computations and the integrity of stored data. Let us consider
the following example scenario. A server possesses a static (authenticated) data set D
consisting of data points. For instance, each data point could correspond to a measured
temperature at fixed time intervals, e.g. every day at midday. The server now wishes
to specify a list of functions F for which it is willing to let entities query the data
set. Here, for example, the server could specify one function to compute the average
temperature over a portion of the data set, whereas another function could evaluate
the standard deviation. A client could now request the evaluation of a function from F
on the server’s data set in order to receive a result for which the client wants to ensure

correctness. However, as the data owner wishes to keep the data set confidential the
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crucial task is to ensure that verification of the result is successful even without the

client knowing the data.

In this chapter, we model the above scenario and introduce the notion of publicly ver-
ifiable delegable computation which we simply abbreviate as VDC. This proposal can
be considered as a reversed model to the problem of publicly verifiable outsourced
computation (PVC), where clients outsource requests for computations on their own
input data, as discussed in the previous chapter. In VDC, servers play the role of the
data owner possessing a static database over which any client can request computa-
tions/queries to be performed. Hence, compared to PVC, the entity relationship is
more akin to the traditional client-server model. In the previous chapter, we have seen
that key-policy attribute-based encryption can be used to provide a mechanism of prov-
ing correctness of an outsourced computation. Here, in this chapter, we study whether
ciphertext-policy attribute-based encryption (CP-ABE) lends itself in any meaningful
way to the setting of outsourced computation. Note that CP-ABE is a reversed notion
of KP-ABE where the association of attribute sets and policies to ciphertexts and keys
are simply reversed. We answer in the affirmative and show that CP-ABE can be em-
ployed to build such a VDC scheme. We may embed the static data set in a server’s
secret key whilst the computation of functions can be requested by creating ciphertexts
using public information. In order to keep the data set confidential, as well as enabling
the client to query on any subsets of the data set, we let the server publish a unique de-
scription of each data point in form of a label. It suffices for the client to select servers
and data based only on the knowledge of these labels. The scheme enables clients to
publicly verify the computational results. Referring back to the battlefield example
from Chapter |3] local servers within a coalition may offer soldiers to query their stored
data. However, it is of great importance that soldiers in the proximity of the querying
soldier may also verify the returned result since the outcome may also influence their
own decisions. In case the results are of sensitive nature the querier needs to employ a
VC scheme that provides output privacy. Furthermore, we discuss that VDC has some
natural applications. For example, VDC enables to construct verifiable MapReduce
operations for parallel computing problems, and can also be used to perform verifiable

queries on remote databases without accessing the data itself.

The efficiency requirement for VDC is also very different from PVC: unlike PVC, out-
sourcing a computation is not merely an attempt to gain efficiency as the client never
possesses the input data and therefore cannot execute the computation herself (even
with the necessary resources). Thus, VDC does not have the stringent efficiency require-
ment present as in PVC. Recall that in PVC outsourcing and verifying computations
are required to be more efficient than performing the computation itself in order to

make outsourcing computations worthwhile. The efficiency requirement is simply that
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verification of a result is more efficient than computing it. We believe that CP-ABE
behaves reasonably well in this setting. More precisely, our solution achieves constant
time public verification and the size of the query depends on the function F', while the
size of the server’s response depends only on the size of the result itself and not on the

input size which may be large, particularly when querying remote databases.

Related Work

Work from the realm of authenticated data lends itself to the framework of verifi-
able computations over outsourced data (albeit for specific functions only). Backes
et al. [2I] introduce a framework using privacy-preserving proofs over authenticated
data outsourced by a trusted client that enables other entities to execute computations
over the outsourced data. In more detail, a trusted source produces and authenticates
some data which is given to the (untrusted) server. Other entities are able to request
computations on this authenticated data and also efficiently verify the results whereas
they should not learn more than the computational result. In particular, the client
should not learn the data itself. The solution presented in [2I] makes use of homo-
morphic MACs and succinct non-interactive arguments (SNARGs) [75), [108]. Similar
results are presented in [137] using public logs. It is notable that the solutions in [21],
[33] and [114] achieve public verifiability, and we note that the scheme in [114] only

achieves it for specific set operations.

Chung et al. [53] introduce the concept of memory delegation where a client uploads her
memory to a server that can update and compute a function F' over the entire memory.
In contrast, the model we propose in this chapter does not consider the client to be the
data owner and we can enable computations to be performed on any subset of the input
data, but are restricted to the static data case. Backes et al. [22] consider a client that
outsources data and requests computations on a data portion. The client can efficiently
verify the correctness of the result without holding the input data. Most works require
the client to know the data in order to verify [73] 29, [33] 113]. Verifiable oblivious
storage [9] ensures data confidentiality, access pattern privacy, integrity and freshness
of data accesses. Etemad and Kiip¢ii [64] show how to handle different types of queries
on hierarchical authenticated data structures. Ahn et al. [3] present a framework for

computing on authenticated data using the notion of P-homomorphic signatures.

Organisation of Chapter

In Section[4.2] we describe and provide a formal definition of our model of publicly verifi-
able delegable computation and we discuss some example applications, e.g. MapReduce,
in which our model can be applied. Next, in Section we define security in terms of
public verifiability for our model and provide in Section an example construction of

VDC based on ciphertext-policy attribute-based encryption. In Section 4.5, we show

123



4.2 Publicly Verifiable Delegable Computation

that our given construction is secure according to the introduced security model. We
conclude the chapter in Section

4.2 Publicly Verifiable Delegable Computation

In this section, we introduce a new PVC mode of computation called publicly verifiable
delegable computation (VDC). The model introduces a change in roles regarding the
data ownership. In more detail, in VDC the server initially holds a data set (gathered
over time or given by a trusted source) which it makes available for querying of specific
functions and the client is able to efficiently verify the result without ever having pos-
sessed the data set herself. Thus, this model reverses the roles of data owner compared
to Chapter

We now first informally describe our VDC model. The scheme uses similarly to Chap-
ter |3| the notion of a key distribution centre (KDC) that handles the expensive pre-
processing operation and distributes the keys but is not responsible for performing
any computations itself. In more detail, a VDC scheme for a family of functions F
comprises n computational servers S;, ¢ € [n]. Each server owns a static data set D;
consisting of k; elements (D; = {z; ; }?i:l) and also specifies a list of functions F; C F
that it is willing to compute on (specified) portions of the data set. To enable clients
to query specific portions of the data, S; publishes a unique descriptive label I(z; ;) of
each data point x; ; € D;. Note that, to preserve confidentiality of the server’s data
set from the client, the labels should not reveal the value of the data, but may reveal
the semantic meaning of such data. The KDC authenticates the server’s data set by
providing an evaluation key ekp, s, to S;. This key enables \S; to compute any function
Fin F; on its data set D;. Clients can request computations of any function F' € F; on
any set of data points X C D; (as long as X € Dom(F)) by specifying the respective set
of labels {I(zi;)}+,; ;ex. Note that the function has | X| inputs, e.g. if X = {x1, 22,75}

then the server computes the function F'(xy,xo,x5).

One could suggest that a server S; just simply caches the results of computations F' € F;
on its data set. However, this is an unattractive solution as the choice of specific data
points X that are acceptable for each computation may vary and as such the number

of results that need to be cached could be large.

In Figure [4.1, we illustrate the entity population and respective interaction between
the entities within the VDC model.
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4.2 Publicly Verifiable Delegable Computation

Figure 4.1: Operation of a VDC scheme

4.2.1 Formal Definition

A VDC scheme for a family of functions F begins with a key distribution centre (KDC)
running Setup to produce public parameters and a master secret keyf_-] Furthermore,
the KDC also registers each server S;, by providing an individual private signing key
skg,, and publishes a public delegation key pkr for each function of interest F' € F.

Each server S; registers their interest in performing computations on their data set D;.
This enrolment process is done by the KDC using the Certify algorithm to issue a sin-
gle evaluation key ekp, s, enabling S; to perform computations on D;. Note that this
implicitly also enables S; to compute on any subsets of D;. Each data owner (server)
specifies a list of functions F; C F that they are willing to evaluate on their data sets.
However, not all data points in the data set x; ; € D; may be appropriate for each
function. Therefore, we define the set of functions F; to consist of elements represented
in the form (F, Uzi’jeDom( ) l(@i,;)) listing the function and the associated permissible

inputs.

The client executes the ProbGen algorithm to request a computational result from a
server. The client specifies a function F' € F; and a set of data points X C Dom(F)
represented by their unique labels {I(; )}z, ;ex. The algorithm outputs an encoded
input or x and a verification key vkr x that enables anyone to verify the computa-
tional result later. In the Compute algorithm a server S; uses its evaluation key ekp, s,
and the encoded input to output an encoded result fp(x) corresponding to the compu-
tational result F'(X).

Finally any entity can verify the correctness of 0 x) using vkp x. Verification outputs
the result y = F(X) indicating that the computation was performed correctly, or else
y =1 showing that the computational response is malformed. More formally this is

captured in the following definition.

Definition 4.1. A publicly verifiable delegable computation (VDC) scheme comprises

'Backes et al. [2I] make use of a trusted source which can be thought of as the trusted KDC in our
model.
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4.2 Publicly Verifiable Delegable Computation

the following algorithms:

1. (pp,mk) & Setup(1*, F) : this randomised algorithm is run by the KDC to ini-
tialise the system. The inputs are the security parameter X and the family of

functions F;

2. pkp & Fnlnit(F, mk, pp) : this randomised algorithm is run by the KDC to gen-
erate a public delegation key pkp allowing clients to request computations of a
function F € F;

3. skg, & Register(S;, mk, pp) : this randomised algorithm is run by the KDC to
enrol a server S; within the system. It generates the server’s personalised signing

key skg,;

4. ekp,.s, & Certify(Si, Di, {1(zi5) }a; e, Fi mk, pp) : this randomised algorithm is
run by the KDC to generate an evaluation key ekp, s, enabling the certified server
S; to perform computations of all functions F' € F; C F, chosen by the server.
Those computations can be performed on the server’s input data D; = {xw}f;l

consisting of k; data points each uniquely labelled by l(z; ;);

5. (opx,vkrx) & ProbGen(F, {U(xij) }a; jex,Pkr,pp) © this randomised algorithm
is run by the client to request a computation of the function F evaluated on a set
of data points X C D; owned by the server S;. The inputs are the function F,
a set of labels identifying each data point x; ; € X that the client wishes I to be
evaluated on, as well as the public delegation key pkr and the public parameters

pp. The algorithm outputs an encoded input or x and a public verification key

UkF,X-

6. Or(x) & Com pute(or x, ekp, s;, sks,, pp) : this randomised algorithm is run by the
server S; to compute F(X). The inputs are the encoded input o x, an evaluation
key ekp, s, enabling S; to compute on its data set D;, the server’s signing key
sks, and the public parameters pp. The algorithm outputs an encoded output
Or(x) representing F'(X).

7.y < Verify(0p(x), vkr x,pp) : this algorithm can be run by any entity. The in-
puts are the encoded output O xy produced by S;, the verification key vkp x and
the public parameters pp. The algorithm produces an output y = F(X) if the
result was computed correctly, or else y =1 indicating that the computation was

performed incorrectly.

In our VDC scheme we do not consider the mechanism of revocation but observe that
an indirectly revocable CP-ABE scheme could be employed in a similar fashion to the
indirectly revocable KP-ABE scheme as presented in Chapter [3] Although not explic-
itly mentioned, the KDC may update the public parameters pp during any algorithm
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and execution in order to reflect any changes in the entity population as e.g. servers
may be added or granted the ability to perform computations for additional functions.
Note that in the algorithm ProbGen, the data itself is not needed in order to form a
computational request for the server. The respective unique labels suffice as the client

never owned the data in the first place herself.

A VDC scheme is correct if verification succeeds with overwhelming probability when

all algorithms are run honestly. More formally this can be represented as follows.

Definition 4.2. A publicly verifiable delegable computation scheme is correct for a
family of functions F if, for all functions F' € F, servers S; and respective input data
sets D;, and all computational inputs X C D;, where X € Dom(F), the following holds:

Pr((pp, mk) < Setup(1*, F),
pkr < Fnlnit(F, mk, pp),
skg, & Register(S;, mk, pp),
ekp, s, < Certify(S;, D;, {l(xij) }2: jeDis Fi, mk, pp),
(0Fx,vkrx) < ProbGen(F, {I(2;)}s, e x. PEF, PP),
Or(x) & Compute(or x, ekp,.s;, sks;, pp),
F(X) « Verify(0px), vkrx, pp)]
=1 — negl(\).

4.2.2 Possible Applications of VDC

We briefly discuss two example applications where our notion of VDC could be applied.

MapReduce [61] (or Hadoop) is a programming model for the parallel processing of
large computations using a cluster or grid of computers (nodes) which can take
advantage of the locality of data to decrease transmission costs. Each worker
node computes a sub-problem on a portion of the data and reports to a manager
who combines the results. VDC enables verifiable MapReduce such that only valid
results are combined. The manager acts as the KDC to distribute evaluation keys
for partitions of the data to workers, and then requests multiple sub-problems to

be solved over this partitioning.

Note that in the setting of MapReduce, the set of permissible functions F; could
indeed correspond to the full set F since the client is the original data owner of
the entire input data and provides each server with only a static portion of input
data.

Verifiable queries on remote databases. Servers may also act as remote database

providers and register with a KDC to provide a verifiable querying service. Any
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client may use public information to query any function allowed by the server
on these databases. Data is remotely stored and a client sees nothing more than
the results of queries, which they are assured to be correct. Alternatively, in
this setting, the data owner could act as the KDC to outsource its data to an
untrusted server. Due to the public delegation and verification properties, other
data users can query the outsourced data and verify the correctness of the results.
The data owner does not need to retain any knowledge of the data after it has

been outsourced.

4.3 Security Model

In the context of VDC we consider security in the sense of public verifiability represented
as a game-based notion in Figure This notion ensures that a server is not able
to return a malformed response without being detected even if it has corrupted other
servers and holds verification keys, as well as even if the client or verifier never possessed
the input data themselves. The notion can be seen as a natural extension to the one
discussed in Section and since we do not consider revocation in this framework, we

do not require the other security notions as in Section

4.3.1 Public Verifiability

In Figure |4.2] we present the security notion of public verifiability. The game begins
with the challenger C initialising the system and providing the resulting public pa-
rameters pp to the adversary A. The adversary is provided with oracle access to the
functions Fnlnit(-, mk, pp), Register(-, mk, pp) and Certify(-,-, -, -, mk, pp), which we de-
note by 0. The adversary A selects the challenge inputs consisting of the challenge
function F, the challenge data set X* and the respective labels [(x;) for each data
point x; € X*. Note that as the adversary owns the challenge data set X* it may addi-
tionally query the Certify oracle for a data set D O X*. Next the challenger initialises
the challenge function F' by running Fnlnit outputting the respective key pkr. The
challenger C then outputs a challenge by executing ProbGen on the challenge function
and input labels. The adversary receives the resulting parameters from the challenger
and is again provided with oracle access as above. A wins if it produces an encoded

output that verifies correctly but does not correspond to the actual result F'(X™*).

Definition 4.3. The advantage of a PPT adversary in the PUBVERIF game for a
VDC construction, for a family of functions F is defined as:

AVESFET (1Y) = Pr [Expl ™V [VDe, 1), F| 1]

A VDC scheme, VDC, is secure against public verifiability if for all PPT adversaries
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ExpiUBVERIF [VDC, 1>\7]:]

1: (pp,mk) <s Setup(1*, F)

20 (B, X" {l(x))}a,ex) <=5 A% (pp)

3: pkp <s Fnlnit(F, mk, pp)

4: (opx+,vkpx+) <s ProbGen(F, {I(7})}s,ex+, Pkr,pp)
5: 0% s AO(UF,X*,ka,X*,pk:F,pp)

6: y < Verify(60*,vkp x, pp)

7: if (y#1l) and (y # F(X™)) then

8: return 1

9: elsereturn 0

Figure 4.2: The public verifiability experiment Exp"*V*** [VDC, 1}, F|

A, it holds that

Advi?S\DZERIF(l)‘) < negl(\).

4.4 Construction

4.4.1 Overview

In this section, we provide a construction of a VDC scheme. Our VDC scheme is based
upon ciphertext-policy attribute-based encryption and enables the computation of the
family of (monotone) Boolean formulas closed under complement, operating similarly
to the RPVC scheme as introduced in Chapter

The client will choose a random message from the message space M to act as a verifica-
tion token and encrypt this using a CP-ABE scheme under the Boolean function F' to
be evaluated. Each server S; receives a decryption key for a set of attributes encoding
the data D; that they hold. Note that the following decryption procedure proceeds
similarly to the basic PVC principles as summarised in Section In more detail,
the server attempts to decrypt the ciphertext and learns the chosen message if and only
if F(D;) = 1. By the security of the CP-ABE scheme, the server learns nothing about
the message if F'(D;) = 0 since this corresponds to an access structure that is not sat-
isfied. Thus, if the correct message is returned, the client is convinced that F(D;) = 1.
If, however, F'(D;) = 0, the decryption will return L. This is insufficient for verification
since any server can return L to convince a client of a false negative result and therefore

the protocol suffers the same one-sided error problem as the scheme in Section [2.7.3]
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To overcome this problem, we produce two CP-ABE ciphertexts. As in the previous
chapter, one ciphertext corresponds to F', whilst the other ciphertext corresponds to
the complement function F' = F(X) @ 1 which always outputs the opposite result to
F for Boolean functions. Thus, if F(D;) = 0 then, necessarily, F((D;) = 1. Hence, the
server’s key for data D; will decrypt ezxactly one ciphertext and the returned message
will distinguish whether F or F was satisfied, and therefore the value of F(X), where
X C D;. Note that each function is encoded in terms of attributes, and is specific to
each input, i.e. the encoding of a function F' will differ to compute F(X) and F(X') as
the input data set comprises different unique labels specifying data points. However, if
the function F' is encoded in terms of the data set X but is then evaluated on an input
set X’ D X the server simply evaluates the function only on data points in X and
discards all other data points that belong to X’. Thus, the computation remains the
same and outputs F(X). Similarly to equation (2.1]), a well-formed response (do, d1)
in VDC satisfies the following:

(do. dy) (mo, L), ?fF(Di) 1 (4.1)
(J_,ml), lfF(Dl):O

If the returned plaintext does not match one of the randomly chosen random messages
then the server has returned an incorrect result. Note that if both returned results cor-
respond to L also indicates that the server returned an incorrect result but a rational

malicious server would never return this.

Public verifiability is achieved by publishing a token comprising the output of a one-way
function g applied to each sampled plaintext. Any entity can apply g to the server’s
response and compare this result with the published token to check correctness. The
public parameters contain next to the public key a list about registered entities within
the system. That is a two-dimensional array Lreg (indexed by server identities) where
the first dimension, Lreg[S;][0], contains a signature verification key, whilst the second

dimension, Lgreg[S;][1], lists all functions and labels for which S; is certified.

Let U = Uity U U U U be the universe of attributes for the CP-ABE scheme. It is
formed over the union of three sub-universes, where U, consists of the attributes that
form characteristic tuples for input data, U is a disjoint (from Upt,) universe repre-
senting unique labels [(x; ;) for each attribute, and Uip comprises server identities. We
assume in our instantiation that the algorithms check, in case it is applicable, that all
functions and input data are formed over Uy, and each additionally contains exactly
one attribute/clause over the label universe ;. To encode an n-bit binary input string
T = T1T2... Ty, as an attribute set A, we define Uager = {x1,%2,...,xn} of n attributes
and let x; € A, if and only if the ith bit of the input string is 1, i.e. A, = {x3 : x; = 1}.
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Note that the inputs to our computations are sets of data points X C D; owned by
the server. We can think of the set X being the concatenation of the bit string repre-

sentation of each data point x; ; € X and so we can encode X in the same way as above.

We consider adversaries that have access to multiple keys and therefore must ensure
that a key for different data sets cannot produce a valid looking response. We do this,
similarly to the previous chapter and label each data point z; ; with a unique label I(z; ;)
that is valid across the entire system, and assign each label with an attribute in ;.
Note that we refer for simplicity to these attributes as I(z; ;) too. The decryption key
for a data set D; is formed over the attribute set (A4, UUxi,jeDi [(z;;)). During ProbGen
for a computation F'(X) on a subset of the data set X C D;, we first need to sample
two random messages mg and mq of equal length. The employed CP-ABE encryption
algorithm uses the access structure encoding of the conjunction (F' A /\xme < U(z4,5)) to
encrypt mg obtaining the first ciphertext cy. The same procedure can be applied for
the complement function F, i.e. a second CP-ABE encryption algorithm is executed
using the access structure encoding of the conjunction (F A /\:cm-e (i ;) to encrypt
my obtaining the second ciphertext ¢;. Thus, the CP-ABE decryption algorithm only
succeeds if F'(D;) = 1 and all labels I(z; ;) for z; ; € X are matched in the key and
ciphertext. Note that since we wish to evaluate a subset X of a data set D;, F'(D;) =1
implies that F'(X) = 1 where the decryption procedure ignores the remaining z; ; ¢ X.
Note that a generated secret key for a different data set D; which does not contain X
as a subset will not include the correct labels and thus cannot be used for an attempt
to compute F(X).

Our instantiation of VDC is somewhat more efficient than that for PVC since we do
not require to setup two independent ABE systems and thus need to perform two
(expensive) key generations. The client needs to perform roughly the amount of work
of executing the computation twice by herself in order to prepare the encoded input.

That is, she needs to prepare the access structure encodings (F A /\l‘ijex l(xi’j)> and

(F A /\xij ex l(:viyj)) which will be used in the encryption algorithms to prepare the
encoded input. However, we believe that this is an acceptable workload for the client as
she never possessed the input data sets herself and wishes to learn the computational

result F'(X) from the server.

4.4.2 |Instantiation Details

Let CP-ABE = (ABE.Setup, ABE.KeyGen, ABE.Encrypt, ABE.Decrypt) define a CP-ABE
encryption scheme over the universe U for a class of Boolean functions F closed under
complement. We also make use of a signature scheme with algorithms Sig.KeyGen,
Sig.Sign and Sig.Verify, and a one-way function g. Then Algorithms 1-7 define a VDC

scheme for the class of functions F which works as follows:
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1. Setup, presented in Algorithm 1, first forms the attribute universe U for the
function family /. The attribute universe comprises of all input labels and server
identities. The algorithm then calls the ABE.Setup algorithm in order to initialise
the CP-ABE scheme. Next it initialises a two-dimensional array Lreg indexed
by the server identities. For each server S;, the first dimension of the array
LReg[Si][0] stores a signature verification key for S; and the second dimension
LReg[Si][1] stores a list of functions that S; is willing to compute. Note that Lyeg
is initially empty. The output of the algorithm consists of the public parameters
pp and the master secret mk for the VDC system. The public parameters consist
of the master public key mpk , gy, of the CP-ABE scheme and the array Lregs. The

master key comprises of the master secret key msk,pp of the CP-ABE scheme.

Algorithm 1 (pp, mk) & Setup(1*, F)

1: U Upey UU UlD

2:  (mpkapg, mskapg) s ABE.Setup(1*,U)
3: for S; € Up

4: Lreg[Si][0] + €

5:  Lreg[Sil[1] = {¢}

6 : endfor

70 pp <+ (Mpkapg; LReg)

8: mk < msk,pg

2. Fnlnit, presented in Algorithm 2, simply outputs the public parameters for the
VDC scheme and is therefore the same for all functions. This step is not par-
ticularly required in our construction as we make use of a public-key CP-ABE
scheme but we retain the algorithm for consistency with prior definitions as well

as for generality as other instantiations may require this step.

Algorithm 2 pkp < Fnlnit(F, mk, pp)

1: pkp < pp

3. Register, presented in Algorithm 3, registers a potential server’s interest in offering
computations. This is achieved by creating a key pair using the digital signature
Sig.KeyGen algorithm. The resulting signing key skgi, is issued to S; while the
verification key vks;q is added to the first dimension of the public array Lgeg such

that anyone can verify signatures produced by .S;.
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Algorithm 3 skg, & Register(S;, mk, pp)

10 (sksig, vksig) s Sig.KeyGen(1*)
2: skg, < sksig
3: LReg [SZHO] — LReg [Sz][O] U UkSig

4. Certify, presented in Algorithm 4, certifies a server S; for offering to execute
computations of functions in the set F; C F on its data set D;. The data
set contains k; data points x; ; and each element is uniquely expressed by an
attribute I(x; ;) € Uj. The algorithm first adds the pair (F, Umm-eDom(F) U(zij))
to the array Lreg[S;][i] for each function F' € F;. This publicises to prospective
clients what functions F' the server S; is willing to compute on any set of its
data points z; ; € D; € Dom(F'). The algorithm outputs a CP-ABE decryption
key skapg,p, for the data set D;. This key is formed over the attribute set
(Ap, U Uzi,jeDi l[(z;;)) and the evaluation key ekp, g, is set to be the CP-ABE
decryption key.

Algorithm 4 ekp, 5, < Certify(S;, Dy, {{(2; ) }a:,eD,, Fis mk, pp)

1: for F € F;

20 Lreg[Sil[1] ¢ Lreg[SJIU(F, | (@)
x4,;€Dom(F)

3: endfor

4: skapg,p, < ABE.KeyGen((Ap, U U Uz j)), mskagg, mpkagg)
zi,;€D;

5 ekDi,Si — SkABE7Di

5. ProbGen, presented in Algorithm 5, chooses two equal length messages mg and mq
uniformly at random from the message space. For a computational request the
algorithm needs to form two CP-ABE ciphertexts ¢y and ¢; that encrypt the cho-
sen messages under the policies (F A /\mi,jeX l(x”)) and (FA /\xi,jeX l(x”)>
respectively, and X C D;. Those two ciphertexts form the encoded input or x.
The verification key vkp x is created by applying a one-way function g to each

message and g allows the key to be published.
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Algorithm 5 (op x,vkr x) & ProbGen(F, {l(x; )}z, ;e x,PkF, pp)

1: (mo,m1) —s M x M

2: ¢ <s ABE.Encrypt(my, (F' A /\ U(z5,5)), mpkagg)
miy_jGX

3: ¢ <5 ABE.Encrypt(my, (F A /\ U(zi;)), mpkagg)
x;;€X

4 OF X — (Co,Cl)

5: vkpx < (g9(mo), g(m1), Lreg)

6. Compute, presented in Algorithm 6, first attempts to decrypt both ciphertexts
using the issued evaluation key ekp, s,. Decryption succeeds only if the function
evaluates to 1 on the input data set X, i.e. the policy is satisfied. Since F
and F output opposite results on the input data set, this ensures that exactly
one plaintext will correspond to a failure symbol L. It then signs the resulting
plaintexts using the server’s signing key skg,. Finally the algorithm outputs the
encoded output containing the recovered plaintexts, the server’s identity and its

signature.

Algorithm 6 05y, & Compute(or x, ekp, s, sks,, pp)

1: Parse opx as (cg,c1)

2: dy < ABE.Decrypt (co, €kp, s,, mpkapg)
3: dy < ABE.Decrypt (c1,ekp,.s;, mpkapg)
4: s Sig.Sign(dy,ds, Si, sks;)

5: Opx) < (do,dy, Si, )

7. Verify, presented in Algorithm 7, first parses the encoded output Opx) as
(do,d1, Si,y) and the verification key vkr x as (g(mo), g(m1), Lreg). The algo-
rithm first checks whether the function F is listed in Lreg[Si][1], i.e. the respective
server that generated the computational result is authorised to compute F. If

this check fails, the result is immediately rejected.

If the check was successful, the verifier continues with verifying the signature
using the signature verification key vkgi, stored in Lgeg. In case the signature
is accepted, it applies the one-way function g to each plaintext in 6p(y) and
compares the results to the components in the verification key. If either compar-
ison is successful, this indicates that the server has indeed recovered a message.

Otherwise, it shows that the server provided a malformed response. Note, if my
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was returned then F(X) = 1, and otherwise if m; was returned then F(X) =0
following equation (4.1)).

Algorithm 7 y « Verify(0p x), vkr,x, pp)

1: Parse 9F(X) as (d07d15 Sia,y) and UkF,X as (g(m()),g(ml), LReg)
2: if F € Lpeg[Si][1] then
3: if accept < Sig.Verify (do, d1, Si, v, Lreg[S:][0])

4: if g(mp) = g(dp) return y + 1

5 elseif g(m) = g(d;) return y < 0
6 : else y <L

7 endif

8: endif

9: endif

10: returny L

Theorem 4.4. Given an IND-CPA secure CP-ABE scheme for a class of Boolean
functions F closed under complement, a one-way function g, and a signature scheme
secure against EUF-CMA. Let VDC be the verifiable delegable computation scheme
as defined in Algorithms 1-7. Then VDC is secure in the sense of public verifiability

(Figure [4.9).

Informally, the proof relies on the IND-CPA property of the underlying CP-ABE
encryption scheme and the one-wayness of g. It proceeds by showing that an adversary
is not able to observe whether the plaintext has been altered for the unsatisfied function
F or F. Thus, the verification key can be the one-way function challenge g(w) and we
can set the plaintext implicitly to be w. A successful adversary finally returns w to

break the one-wayness of g.

4.5 Proof of Security

In this section we present the full proof of Theorem The proof partially follows the
same principles as the proof of Lemma in Chapter [3] The main proof differences
occur by using CP-ABE here rather than KP-ABE.

Proof. Suppose Aypc is an adversary with non-negligible advantage against the public
verifiability experiment (Figure when instantiated with Algorithms 1-7. We begin
by defining the following three games:

e Game 0. This is the public verifiability game as defined in Figure [4.2
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4.5 Proof of Security

e Game 1. This is the same as Game 0 with the modification that in ProbGen,
we no longer return an encryption of mg and m;. Instead, we choose another
equal length random message m’ # mg,my and, if F(X*) = 1, we replace ¢
by ABE.Encrypt(m/, (F A /\xi,jeX l(z5)), mpkpg). Otherwise, we replace cq by
ABE.Encrypt(m/, (F A Na.jex (i), mpkygg). In other words, we replace the
ciphertext associated with the unsatisfied function with the encryption of a sepa-
rate random message unrelated to the other system parameters, and in particular

to the verification keys.

e Game 2. This is the same as Game 1 with the exception that instead of choosing
a random message m’, we implicitly set m’ to be the challenge input w in the
one-way function game (Figure [2.8)).

We show that an adversary with non-negligible advantage against the public verifiability

game can be used to construct an adversary that may invert the one-way function g.

Game 0 to Game 1. We begin by showing that there is a negligible distinguishing
advantage between Game 0 and Game 1. Suppose otherwise, that Aypc can distin-
guish the two games with non-negligible advantage §. We then construct an adversary
Aapg that uses Aypc as a sub-routine to break the IND-CPA security of the CP-
ABE scheme. We consider a challenger C playing the IND-CPA game (Figure
with attribute universe U with Aapg, that in turn acts as a challenger in the public

verifiability game for Aypc:

1. C runs the ABE.Setup algorithm on the security parameter and universe U to

generate mpk ,pp and msk,pp. The challenger gives mpk,pp to AaBE.

2. Aapg now simulates running VDC.Setup such that the outcome is consistent with
mpk . It initialises the list Lreg and sets pp = (mpkpp, Lreg). The master
key mk is implicitly set to msk,pg.

3. Avypc is provided with the public parameters pp and oracle access to the following
functionalities, which are handled by Aapg.

e VDC.Fnlnit(-, mk, pp) and VDC.Register(-, mk, pp) can be executed as speci-
fied in Algorithms 2 and 3.

e VDC.Certify(,, -, -, mk, pp) can be run in order to generate the evaluation key
ekp, s, for a queried data set D;. To do so, Aapg makes use of the KeyGen
oracle OX®YGen ip the CP-ABE game. First, it updates LReg according to the
specified procedure in the first two lines of the Certify algorithm. Aapg then
sets the attribute data set D to be (ADiUUmi,]-GDi l(z; ;)) and makes an oracle
query to the challenger C of the form OXevGen (E,mk,pp). The challenger

generates a CP-ABE decryption key sk if and only if D ¢ A*. C may

ABE,D
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4.5 Proof of Security

generate the key ekp, s, since A* is still {#}, and provide Aapr with the
key.

4. Aypc outputs the function F, its input data set X* and unique labels {I(z;)}

corresponding to the data points x; in X* as its challenge parameters.
5. Aagg also runs VDC.Fnlnit as given in the construction, cf. Algorithm 2.

6. To generate the challenge input, Aagg begins by choosing three random equal

length messages mg, m1 and m’ from the message space.

Now Aapg needs to choose its challenge access structure A* for the CP-ABE
IND-CPA game. First, it computes r = F(X*). If r = 0, Aapg sets A* =
(F'A Ny, exs Uxj)). Else it sets A* = (F A Na;ex+(x5)). Next it sends A* and
the messages mg and m; to C as its challenge parameters for the CP-ABE game.
We note that A* is a valid challenge access structure as the only queries made
to the KeyGen oracle OK®¥Gen of the CP-ABE IND-CPA game were initiated
by queries to the Certify oracle Ot handled by Aapg. Note that due to the
unique labels {/(z;)}.,ex~ present in the access structure, no requests to the
Certify oracle for input data points in X’ C X* would result in a KeyGen query
for attributes that satisfy A*. If the oracle is queried for X’ O X* then we can
observe that A* was chosen specifically such that it is unsatisfied on this input.
Thus, KeyGen is never queried for an attribute set that satisfies A*, and therefore

the challenge is valid.

C chooses a random bit b and returns ct* < ABE.Encrypt(mp, A*, mpkpg). AABE
samples a random bit ¢ which intuitively corresponds to its guess for the the

challenger’s choice of b.
o If r =1 (that is, A* = (F A Na,ex+1(x;5))); AaBE generates
c & ABE.Encrypt(m/, (F A\ 1(z;)), mpkapp)
CE]'EX*

and sets ¢ = ct* (formed over A* by C). It also sets vk = g(m’) and
vk = g(my).

e Else r = 0, and Aapg sets ¢ = ct* and computes

¢ & ABE.Encrypt(m/, (F A J\ 1(z;)), mpkagg)-
T;EX*

It sets vk = g(my) and vk’ = g(m/).
Finally, Aagg sets op x+ = (¢, ) and vkp x+ = (vk, vk’, LReg)-

7. Aag sends the output from ProbGen along with the public information to Avpc

that is also given oracle access to which Aapg responds as follows.
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e VDC.Fnlnit(-,mk, pp) and VDC.Register(-,mk,pp) can be executed as de-
tailed in the construction, cf. Algorithm 2 and Algorithm 3.

e VDC.Certify(-,-,,-,mk,pp): To generate the evaluation key for the queried
attribute set D;, Aapg follows the same procedure as specified in step
However, we note that by the definition of the access structure A*, D satisfies
A* only if X* C D;. This follows from the uniqueness of the labels within the
whole system as it holds that {l(z;)}s;ex+ C {l(%i;)}z; ;en,;- Additionally
it follows that D; must satisfy either F' or F as chosen in A*. However, this
was chosen specifically such that X* (and therefore D;, as F will simply
select the elements of X* to evaluate on) does not satisfy the function, and

therefore D ¢ A* and C may generate the key, which Aapg will receive as

ekp;,s;-

8. Eventually, Aypc outputs 0p(x+) which it believes is a valid forgery, i.e. that the

output will be accepted yet does not correspond to the correct value of F(X™).

9. AaBg parses Op(x+) as (d,d’, S;,7). One of d and d’ will be L (by construction)
and we denote the other value (non-1) by Y. Observe that, since Aypc is
assumed to be a successful adversary against public verifiability, the non-_1 value,
Y, that it will return will be the plaintext m; since the challenge access structure
was always set to be unsatisfied on the challenge input. Thus, if g(Y') = g(my),
AaBEg outputs a guess b’ =t and otherwise guesses b/ = (1 —t).

If t = b (the challenge bit chosen by C), we observe that the above corresponds to Game
0 since the verification key comprises g(m’) where m’ is the message a legitimate server
could recover, and g(my) where my, is the other plaintext.

Alternatively, ¢t = 1 — b and the distribution of the above experiment is identical to
Game 1 since the verification key comprises the legitimate message and a random

message mj—; that is unrelated to the ciphertext.

Now, we consider the advantage of this constructed adversary Aapg playing the IND-
CPA game for CP-ABE. Recall that by assumption, Aypc has a non-negligible advan-

tage 0 in distinguishing between Game 0 and Game 1, that is

Avpc Avbc

‘Pr [ExpGame 0 [VDC, 1*,f} - 1} _Pr [ExpGame 1 [VDC, 1&?} N 1} ‘ > 6

Game i
Avpc

where Exp [VDC AN F ] denotes the output of running Aypc in Game i.
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The probability of Aapg guessing b correctly is:

Pr[t/ = b] = Pr[t = b] Pt/ = b|t = b] + Pr[t # b] Pt/ = bt # b]

= S Prlg(Y) = glmo)lt = 8] + 3 Prlg(Y) # glma)lt #
- %Pr [Exp§ame © [vpe, 1 F| - 1] + % (1= Pr[g(Y) = g(my)[t # b))
= %Pr [Expf{sg:je 0 [VDC, 1’\,.7:} — 1}
+ % (1 _Pr [Expﬁggice 1 [VDC, 1A,f} - 1})
- % (Pr [Expﬁjgg;f 0 [VDC, 1%?} = 1}
~ Pr[ExpGamet [Vpe, 1 F| - 1] +1)
> %(6 +1)
Hence,
Adva,,, > [Prlp=1] - ;'
> ’;(5 1) - ;‘
_9
.

Therefore, if Aypc has advantage § at distinguishing these games then Aapg can
win the IND-CPA game for CP-ABE with non-negligible probability. Thus since we
assumed the CP-ABE scheme to be secure, we conclude that Aypc cannot distinguish
Game 0 from Game 1 with non-negligible probability.

Game 1 to Game 2. The transition from Game 1 to Game 2 is simply to set the
value of m’ to no longer be random but instead to correspond to the challenge w in the
one-way function inversion game. We argue that the adversary has no distinguishing
advantage between these games since the new value is independent of anything else
in the system bar the verification key g(w) and hence looks random to an adversary
with no additional information (in particular, Aypc does not see the challenge for the

one-way function as this is played between C and Aapg).

Final Proof. We now show that using Aypc in Game 2, Aspg can invert the one-
way function g — that is, given a challenge z = g(w) we can recover w. Specifically,

during ProbGen, we choose the messages as follows:

e if F/(X*) =1, we implicitly set m; to be w and set the verification key component

vk! = z = g(w). We choose mg randomly from the message space and compute
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the remainder of the verification key as usual.

e if F(X™*) =0, we implicitly set mg to be w and set the verification key component
vk = z = g(w). We choose m; randomly from the message space and compute

the remainder of the verification key as usual.

Now, since Aypc is assumed to be successful, it will output a forgery comprising the
plaintext encrypted under the unsatisfied function (F' or F'). By construction, this
will be w and the adversary’s view is consistent since the verification key is simulated
correctly using z. Aapg can therefore forward this result to C in order to invert the
one-way function with the same non-negligible probability that Aypc has against the
public verifiability game.

We conclude that if the CP-ABE scheme is IND-CPA secure and the one-way function
is hard-to-invert, then VDC as defined by Algorithms 1-7 is secure in the sense of public
verifiability. O

4.6 Conclusion

In this chapter, we have introduced the notion of publicly verifiable delegable compu-
tation as a new mode of computation within the PVC setting. In particular, we have
shown that ciphertext-policy attribute-based encryption can be used to achieve VDC
in a similar fashion to how we used revocable KP-ABE to construct RPVC in Chap-
ter |3} The obtained system model reverses the role of the client and server as the data
owner compared to the previous mode. In RPVC, the data owner is the client who
employs a server to evaluate a function on her data since she does not have the neces-
sary resources herself. In VDC, on the other hand, the server acts as the data owner
making the data available for specific queries, and the client can request a computation

and verify the correctness of the result even if the client never possessed the data herself.

We have presented a rigorous framework and a provably secure construction within our
security model. Furthermore, we discussed relevant natural applications of VDC and
showed that the use of alternative attribute-based encryption primitives can be also

used to provide a proof method.

In future work, we would like to compare the solution of Backes et al. [21] using SNARGs
and homomorphic MACs as a proof method of correct computation to ours more closely
and investigate whether ABE provides SNARG functionality. Another interesting di-
rection would be to investigate methods to allow dynamic updates of the data owned
by the servers as a result of computations. In our model, the cost of outsourcing a
computation depends on the functions and thus it would be interesting to focus on

reducing this cost.
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In this chapter we present a scheme that unifies the introduced proposals
of the previous chapters of this thesis capturing the modes of RPVC and
VDC within a single instantiated system. Furthermore, we introduce an-
other mode of publicly verifiable computation that enables us to enforce
(graph-based) access control policies over the delegators, servers and ver-
ifiers. We make use of a novel variant of dual-policy attribute-based en-
cryption to instantiate the unified umbrella scheme called hybrid publicly

verifiable computation. The results of this chapter appear in [6].

5.1 Introduction

Throughout this thesis so far, we enriched the achievable functionalities for publicly
verifiable outsourced computation schemes. In Chapter |3 we have extended the PVC
construction of Parno et al. [I18] to accommodate a revocation mechanism into the
realm of PVC to revoke misbehaving servers from the system built on a revocable
KP-ABE scheme [I7]. In Chapter 4, we changed the setting and considered a reversed
system model, compared to Chapter [3] wherein servers hold some data sets and make
them available for public, verifiable querying. Technically, this was achieved by switch-
ing the attribute-based encryption scheme, which acts as a proof mechanism, from
KP-ABE to CP-ABE. Thus, the VC schemes that arise can be seen as large, multi-user
systems comprising many servers and delegators. However, in such systems, the indi-

vidual user requirements may be diverse and thus require different forms of outsourced
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computations.

Let us consider the following scenarios: (i) employees with limited resources (e.g. using
mobile devices when out of the office) need to delegate computations to more powerful
servers. The workload of the employee may also involve responding to computation re-
quests to perform tasks for other employees or to respond to inter-departmental queries
over restricted databases; (ii) entities that invest heavily in outsourced computations
could find themselves with a valuable, processed data set that is of interest to other
parties, and hence want to selectively share this information by allowing others to query
the data set in a verifiable fashion; (iii) database servers that allow public queries may
become overwhelmed with requests, and need to enlist additional servers to help (es-
sentially the server acts as a delegator to outsource queries with relevant data). Finally,
(iv) consider a form of peer-to-peer network for sharing computational resources — as
individual resource availability varies, entities can sell spare resources to perform com-
putations for other users or make their own data available to others, whilst making

computation requests to other entities when resources run low.

Current PVC solutions (including the ones introduced in the previous chapters) do not
handle these flexible requirements particularly well; although there are several different
proposals in the literature that realise some of the requirements described above, each
requires an independent (potentially expensive) setup stage. Thus, in this chapter, we
unify these previous notions under an umbrella framework which we call hybrid publicly
verifiable computation (HPVC) which is a single mechanism with the associated costs
of a single setup operation and a single set of system parameters to be published and
maintained that simultaneously satisfies all of the above requirements. In other words,
we provide a system that is configured to support the modes RPVC and VDC depend-
ing on the individual user requirements. We show that yet another form of attribute-
based encryption, namely dual-policy attribute-based encryption (DP-ABE) [19] (cf.
Section , can be used to instantiate our HPVC system. DP-ABE has not at-
tracted much attention in the literature, which we believe is mainly due to applications

for this primitive being less obvious than for the single-policy schemes.

We also introduce another mode of computation, namely RPVC with access control.
Motivated in the above setting of multi-user VC systems, we may wish to (i) restrict the
computations that may be outsourced by delegators; and (ii) restrict the computations
a server may perform as it is generally unlikely that all participating entities within
the system have uncontrolled access to all functionalities. We show that by using the
full power of DP-ABE, i.e. using both forms of access policies simultaneously, we can
also enforce access control policies over the computations a server may perform in our
HPVC system.
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Related Work

In independent and concurrent work, Shi et al. [129] considered a similar use of DP-ABE
to combine keyword search on encrypted data with enforcing access control policies.
Two more notable works that have considered access control related to the VC setting
are the following. Clear and McGoldrick [55] considered access control policies over
delegators only and in a non-verifiable, multi-input outsourced computation setting
using homomorphic ciphertext-policy ABE and fully homomorphic encryption. Xu
and Tang [143] also addressed the necessity for access control in the setting of verifiable
computation, but limited their scope to non-public verifiable computation (i.e. not the

full multi-user setting) enforcing access control on delegators only.

Organisation of Chapter

In Section [5.2] we describe and provide a formal definition of our hybrid publicly veri-
fiable computation model and we discuss the possible different modes of computation
the scheme supports. Next, in Section [5.3], we define the main security notions for our
model. In order to implement the revocation functionality, we first develop a new form
of DP-ABE including the ability to revoke misbehaving entities and prevent them to
decrypt further ciphertexts. Thus, in Section[5.4] we combine the revocation techniques
from the indirectly revocable KP-ABE scheme (cf. Section we used in Chapter
with the DP-ABE scheme [19] as summarised in Section to define and construct
a new primitive called revocable key DP-ABE scheme. In the same section, we pro-
vide all relevant details including a definition, security model, as well as a concrete
construction and full proof of security. In Section we use the recently constructed
primitive in a black-box manner and provide an example construction of HPVC. This
is followed, in Section by showing that our given construction is secure according
to the introduced security models. We conclude this chapter in Section

5.2 Hybrid Publicly Verifiable Outsourced Computation

In this section, we define our umbrella framework called hybrid publicly verifiable out-
sourced computation (HPVC). This is a single system that supports multiple modes of
computation with the associated cost of a single setup operation and system parame-
ters. We follow the previous chapters and enable a single KDC to initialise an HPVC
system that provides different functionalities for many clients with diverse requirements.
The presented unified (umbrella) construction, as detailed in Section is based on a
novel use of DP-ABE (cf. Section . Given that DP-ABE conjunctively combines
KP-ABE and CP-ABE, we observe that by using special (“dummy”) attribute tokens,
we can also only implement KP-ABE and CP-ABE if necessary. Entities within an
HPVC scheme may play the role of both delegators and servers dynamically as re-

quired depending on the activated mode of computation. In more detail, our HPVC
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scheme captures the following modes of computations:

e Revocable PVC: in this setting, clients with limited resources outsource com-
putations on data of their choice to more powerful, untrusted servers using only
public information. This framework may accommodate multiple servers simulta-
neously within the system offering computations-as-a-service and they are able
to compute multiple different functions. Servers may try to cheat to persuade
verifiers of incorrect information or to avoid using their own resources. Misbehav-
ing servers can be detected and revoked so that further results will be rejected
and they will not be rewarded for their effort. This model was introduced in
Chapter

e Publicly Verifiable Delegable Computation: in this setting, servers are the
data owners and make a static data set available to clients for verifiable querying.
Clients request computations on subsets of the data set using public, descriptive
labels and are able to efficiently verify the results even if the clients never owned
the data themselves. This model was introduced in Chapter

¢ RPVC with Access Control: in this setting, we wish to restrict the set of
servers that may perform a particular computation. The set of servers that may
evaluate a computation for a client can therefore be restricted based on factors

such as sensitivity of input data or physical server location.

The last framework of RPVC with access control has not yet been formally introduced
within this thesis. We believe that such a model is highly beneficial in many situations
to limit the sets of entities that can view input data and results. Additionally, it is also
highly unlikely that all clients within a system (or an organisation) have identical and
uncontrolled access to all functionalities. A more detailed discussion about the individ-

ual modes, and in particular the third mode of computation, is provided in Section[5.2.3]

Note that such an HPVC scheme provides us with a flexible solution handling diverse
client requirements within a large system where individual workflows may require differ-
ent forms of outsourced computation. Thus, it is possible within the HPVC framework
that entities may play the role of both delegators and servers as required. For example,
let us consider a large company with many different departments that have contracted
cloud service providers offering computation-as-a-service. Employees can now use those
providers to outsource large computations but they may themselves need to provide
results from inter-departmental queries on local databases. Thus, an employee who
basically acts as a server in the VDC mode and is overwhelmed with local queries can
then change to the RPVC mode to contract a more powerful server to perform the
computation on their behalf. Such diverse requirements can be easily handled within
our HPVC system.
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5.2.1 Informal Overview

An HPVC system for a family of functions F begins (as before) with the key distribu-
tion centre (KDC) initialising the system by producing public parameters and a master
secret key. For each function of interest F', the KDC derives the appropriate delegation
key pkr. Then the KDC registers entities S; that wish to act as a server within the

system by providing each with an individual private signing key skg,.

In the next step, the server receives an evaluation key ek(gy)s, that, depending on
the mode the algorithm is run in, either enables the evaluation of the function O or
the evaluation of input data . Recall from the previous chapters that we aimed to
provide the server with the possibility to evaluate multiple functions and wished to
restrict specific input data to only being evaluated by specific functions. Thus, we have
introduced a simple encoding trick by issuing specific attribute labels. Now, in the
Certify algorithm where the server is issued with an evaluation key, the set of labels L;
the server chooses depends on the chosen mode. In more detail, the set of labels L;
in the modes RPVC and RPVC-AC uniquely represent the function F' that a server is
certified to evaluate, and in the mode VDC the set of labels uniquely represents data
points contained in the data set D; held by S;. In either mode, the server also specifies

a list of computations JF; that it is willing to compute.

A delegator now runs the ProbGen algorithm where depending on the mode the respec-
tive inputs slightly differ. The delegator provides a set of labels Lr x C L; where, as in
the previous algorithm, those labels represent in the modes RPVC and RPVC-AC the
function F' that should be computed on the provided input, and in the mode VDC the
labels represent the data points X C D; (X C Dom(F)) that should be computed on.
The algorithm finally outputs an encoded input o(,s) and the respective verification

key vk, g)-

In the Compute algorithm, a server may use the encoded input and its evaluation key
to compute an encoded output corresponding to the computational result F(X). The
verification algorithm Verify inputs the encoded output, verification key and public
parameters and outputs a value y and a token TOp(x) - The token indicates whether
the result is correct and adds the server identity. If verification failed, the token is
sent to the KDC which then revokes the server to prevent it from performing further
computations within the system and hence incurs a penalty. Otherwise, the returned

value y is accepted as the correct result.

5.2.2 Formal Definition

We now present a formal definition of all necessary algorithms for an HPVC scheme.
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Definition 5.1. An hybrid publicly verifiable outsourced computation (HPVC) scheme

for a family of functions F comprises the following algorithms:

1. (pp,mk) & Setup(1*, F) : this randomised algorithm is run by the KDC to es-
tablish public parameters pp and a master secret key mk for the system. The
inputs are the security parameter X\, and the family of functions F that may be

computed;

2. pkp & Fnlnit(F, mk, pp): this randomised algorithm is run by the KDC to gener-
ate a public delegation key, pkr, allowing entities to outsource, or request, com-

putations of F;

3. skg, & Register(S;, mk, pp): this randomised algorithm is run by the KDC to
enrol an entity S; within the system to act as a server. It generates a personalised

signing key skg,

4. ek, & Certify(mode, S;, (0, 1), L;, F;, mk, pp): this randomised algorithm is
run by the KDC' to generate an evaluation key ek(q y) s, enabling the entity S; to
compute on the pair (0,4). The algorithm also takes as input the mode in which
it should operate, a set of labels L;, a set of functions F;, the master secret key

as well as the public parameters;

5. (O(w,s) VEws)) & ProbGen(mode, (w,S), Lr x,pkr,pp): this randomised algorithm
is run by an entity to request a computation of F(X) from S;. The inputs are
the mode, the pair (w,S) representing the computation request, a set of labels
Lrx C L;, the delegation key for F' and the public parameters. The algorithm

outputs an encoded input o, sy and a verification key vk, s);

6. Op(x) & Compute(mode, 0., 5y, €k(0p),s;» ks, pp): this randomised algorithm is
run by an entity S; to compute F(X). The inputs are the mode, an encoded
input o, s), an evaluation key ek y) s, and a signing key for S;. The algorithm
outputs an encoded output Op(x) representing F(X);

7. (y,TgF(X)) < Verify(0p(x), vk(w.s), pp): this algorithm is run by any entity that
wants to verify whether the result was computed correctly or not. The inputs are
the encoded output Op(x), the verification key vk, s) and the public parameters.
The algorithm outputs the actual result y. If the result y corresponds to F(x) it

additionally creates a token () = (accept, S;) indicating that the result was

)
correctly computed. Otherwise, the resulty corresponds to 1 and it creates a token

M) = (reject, S;) indicating that the result is malformed and S; misbehaved;

8. um & Revoke(TgF(X),mk,pp): this randomised algorithm is run by the KDC
inputting the token from the verification process, the master secret key and public

parameters. If Topx) = (reject,S;), the algorithm revokes all evaluation keys

146



5.2 Hybrid Publicly Verifiable Outsourced Computation

ek(..),s, of the server S; by rendering them non-functional and thereby preventing
S; from performing any further evaluations within the current system. The update
material um consists of a set of updated evaluation keys {ek( y g/} which are

issued to all servers. Otherwise, in case Tpx) = (accept, S;) then the algorithm

)
outputs L indicating that no update was necessary.

Although not explicitly stated, the KDC may update the public parameters pp during

any algorithm in order to address any changes in the entity population.

We say that an HPVC scheme is correct if the verifying party almost certainly accepts
the returned result generated by a non-revoked server using a valid generated verifi-
cation key and encoded output given the non-revoked server used a valid generated
encoded input and evaluation key in each of the respective modes. More formally this

can be represented as follows.

Definition 5.2. An hybrid publicly verifiable outsourced computation (HPVC) scheme
is correct for a family of functions F if, for all attribute sets w and ¥, for all access
structures O and S defined for a computation F(X), for F € F and X € Dom(F), if
we O andp €S, and for all non-revoked servers S;, then the following holds:

Pr[(pp, mk) < Setup(1*, F),
pkp & Fninit(F, mk, pp),
skg, & Register(S;, mk, pp),
ek(ouy).s, < Certify(mode, S;, (O, ), Ly, Fi, mk, pp),
(O(w,s) VE(w,s)) & ProbGen(mode, (w,S), Lr x,pkr, pp),
Or(x) & Com pute(mode, 0, 5), €k(0,),5:5 5K5;5 PP);
y « Verify(0p(x), vk(w.s), PP),
um & Revoke(TgF(X> ,mk,pp)]

=1 — negl(N).

5.2.3 Modes of Computation

In this section, we discuss in more detail the requirements and approaches needed to
enable a specific mode of computation. As mentioned before, our HPVC scheme is
generically defined in terms of objective and subjective policies (O and S respectively)
as well as objective and subjective attribute sets (w and 1 respectively). The value of
these parameters determine in which mode the algorithms are executed. In Table
we specify these parameters and relate them to their respective mode. We define two
additional parameters Ty and Tg which are required in case we run the HPVC system

in a specific mode. For the moment it suffices to interpret them as “dummy” objects
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mode O P w S
RPVC F) X (05
VDC T}y D {70} F
RPVC-AC F S X P
mode L; Lrx Fi
RPVC {i(F)} {i(F)} {F}
VDC {l(xi,j)}l‘i,jEDi {l(xi7j)}xi,j€X {(Fv {l(xi,j)}xi,jEDom(F))}FGJ:
RPVC-AC {L(F)} {L(F)} {F}

Table 5.1: Parameter definitions for different modes of computation

which are able to satisfy {To} € {{To}}. With this interpretation it is possible that we
set the objective policy O = {{To}} which is always trivially satisfied by the objective
attribute set w = {Tp} as above. This similarly holds for Tg. We use these parameters
in order to “disable” either the objective or subjective part within our HPVC system
to run the system in one of the possible modes. More details about these parameters
can be found in Section [5.5

5.2.3.1 RPVC

In order to run the system in the RPVC mode (as introduced in Chapter , we only
require to input the objective policy O and the objective attribute set w. Therefore, the
objective policy is set to be the function F' and the objective attribute set corresponds
to the input X to outsource the computation of F(X). Note that the input set X
only contains a single input data point x which is chosen specifically per computation.
Since we wish here to run the system in the RPVC mode, the unneeded subjective
parameters S and 1 correspond to the dummy parameter Ty such that S is trivially
satisfied by . Furthermore, the set of functions JF; chosen in Certify corresponds in this
mode simply to the function F’, and the sets of labels L; and Lr x both just comprise
a single element labelling F'. In more detail, this label [(F') corresponds to the label
derived from the bijective mapping A: F — Ur defined in Section

5.2.3.2 VDC

In order to run the system in the VDC mode (as introduced in Chapter , we only
require to input the subjective policy S and the subjective attribute set . Here,
the subjective policy S represents the function F' whilst the subjective attribute set ¢
corresponds to the data set D; held by server S; comprising k; data points. Similarly to
the previous mode, the unneeded objective parameters Q and w are set to correspond
to the dummy parameter Ty such that O is trivially satisfied by w. In this mode,
the set of functions F; chosen in Certify corresponds to the set of functions a server is
willing to let a client query on its data set along with the labels of each permissible

input for the function. The set L; contains labels that label each data point x;; € D;
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held by the server, whilst the set Lr x specifically contains labels of data points for a

particular computation.

5.2.3.3 RPVC-AC

Before explicitly detailing the requirements to run the system in the RPVC-AC mode,
let us first motivate the necessity for an access control framework in the realm of pub-

licly verifiable outsourced computation.

In the previous chapters of this thesis, we have extended the system model to accom-
modate a large pool of servers and delegators. As with any multi-client setting, we
may wish to control access to resources in a verifiable computation system. In [5], we
show that not only is this setting of multi-user VC well-suited to the cryptographic
enforcement of access control policies, but that such policies fulfil a natural and vital
role in protecting outsourced computations. Specifically in the setting of multi-user
VC, we may wish on one hand to restrict the computations that may be outsourced by
delegators, and on the other hand to restrict the computations a server may perform.
The first need stems from separation of duties and the observation that, within an
organisation, it is extremely unlikely that all users have equal, uncontrolled access to
all functionalities. We may restrict the set of delegators that may outsource a compu-
tation to those that are authorised to compute it (if given sufficient resources) by the
organisation’s policies. The second requirement arises from the fact delegators may not
authenticate servers beforehand and have less control over which servers may operate
on their data. The sensitivity of the data or other requirements, such as the physical
location or resources of the server, may limit the servers that should be permitted to
perform the computation.

Another motivation for access control in the VC setting is that computational services
may be charged for (e.g. in subscription-based utility computing [85, 122]) and that
service providers may offer different levels of services to different clients (e.g. different
levels may provide access to different functions or computational resources). We must

ensure that only valid subscribers may access each tier of service.

In many multi-user settings for access control to stored data [32) [125], servers enforce
access control policies by authenticating users and granting or denying access based on
access control lists or capability lists. This approach is not appropriate in the multi-user
VC setting since the servers are assumed to be untrusted and may have a huge interest
in violating the policies. We instead use a cryptographic enforcement mechanism for
access control policies where cryptographic keys are used to protect objects and restrict
access, thus here the access control mechanism reduces to the appropriate distribution
of keys to authorised entities. In [5], we use the trusted key distribution centre (KDC)
as introduced in Chapter |3| for our RPVC model and extend its duties to instantiate
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the access control mechanism, i.e. we additionally require it to issue keys appropriate
to the access control policy that enable read and write access to certain components
of the system. For example, input data for particular functions may be protected such

that only authorised servers may read the data and hence perform the computation.

Note that in our RPVC scheme in Chapter [3] the KDC already implicitly provides
some access control in the sense that servers are certified to perform specific functions
through the generation of evaluation keys. However, no access control is applied to
delegators — any entity can outsource an evaluation of any function for which the
KDC has published delegation information (essentially due to the use of asymmetric
cryptographic primitives). Cryptographic enforcement mechanisms are particularly ap-
propriate when the objects and policies are relatively static such that additional keys
need not be generated and objects need not be re-encrypted as those are rare events.
In the context of VC, we may assume that the set of functions that may be evaluated
is fixed (a given VC construction can implement a specified family of functions) and
that the input data to each function is also static (limited to the set of ‘valid’ inputs
to that function). Thus, the set of objects (function evaluations in VC) is static, and
policies will primarily be specified in terms of these computations. Thus multi-user VC

is a very natural setting in which to use cryptographic access control.

We consider in [5] graph-based policies where “objects” to be protected are not data
files, as in traditional access control policies, but outsourced computations and their
results. Here the underlying entity population comprises the sets of delegators C, com-
putational servers S, and verifiers V. In detail, we discuss and specify concrete policies
that restrict (i) which functions a delegator may delegate, (ii) which computations a
server may evaluate, and (iii) which outputs a verifier may read. In our context, to
enforce policies restricting the computations that may be delegated to a server, a del-
egator must use an appropriate key to encrypt the input data. Without the correct
encryption, the input will be just discarded by the server. The enforcement of policies
for performing computations is achieved by distributing keys to servers that can be
used to decrypt encrypted inputs. Without decryption, the server will be unable to
read the input data and evaluate the function. The enforcement of (read) policies on
outputs uses cryptographic access control in a more conventional fashion, i.e. results

are published and protected via encryption with an appropriate key.

In order to realise the policies, we require a security labelling function. We define a
security labelling function in terms of a mapping A: CUSUVUQ — L where C,S and V
are the respective sets from the entity population, O is the family of computations that
may be outsourced and (L, <) is a poset of security labels. Note that in this context

we refer to computations as o = (F, X, aux) € O where each computation o specifies all
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required information in order to formulate the access control policy, i.e. the function F
to be computed, the input data X, and any other relevant contextual informations are
denoted by auxE] This security labelling function assigns a label from L, representing
the security classification (clearance), to each delegator, server and computation in the
system. The access control policy requires that A(E) > A(o) for an entity F € CUSUV
attempting to evaluate a computation o € O. Note that different types of policy can be
achieved by different choices for the sets O and L. In [5], we discuss in detail delegation
and computation policies, i.e. policies over functions and policies over function inputs,

as well as verification policies.

Figure 5.1: Example poset L = 2{F:¢H} for RPVC with access control

Let us provide here an example discussion about an access control policy over functions,
i.e. we examine the case where policies are formulated purely in terms of the functions
being computed. Thus, in this example objects correspond to functions O = F and
security labels are represented as sets of functions L = 27 . In simple terms, we associate
each delegator C' and server S with a set of functions A(C') € F and A(S) C F
respectively. We define a correctness criterion that states that C' should be able to
prepare inputs for all functions F' € A(C) (and similarly for S), i.e. entities should
be able to perform all operations that they are authorised for. The security criterion
requires A\(C), A(S) D A(o) in order to delegate or compute F' respectively, and that a
set of unauthorised entities cannot collude to perform an operation that any of them
could not perform alone.

More formally, we define the set of security labels L to be 2 (the power set of all con-
sidered functions). Then, A(C') C F defines the set of functions that a delegator C' may
outsource an evaluation of, A(S) C F denotes the functions a server S may compute,
and A(o) = {F'} labels the computation of F' € F. Then, for any X,Y € L we define
an order relation < such that X <Y if and only if X € F,Y C F and X € Y. The

'This notation for computations was chosen in reference to their role as protected objects in the
access control system.
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corresponding Hasse diagram with F = {F, G, H} is shown in Figure Any entity
E authorised for A\(F) is, by the correctness criterion, authorised to operate on all
computations such that A(o) < A(E). For example, in Figure an entity authorised
for the set A\(E) = {F,G} is authorised for the functions F' and G as expected. Each
label [ € L will be associated with a key x;. To outsource a computation o of F'(X), C
prepares the encoding of X using the key k, = {F'} which, by the security criterion, C'
knows if and only if A(C) > A(0), i.e. if and only if {F'} € A(C). To compute F(X), S
uses the corresponding key r,. As before, S may do this if and only if {F'} € A(S5).

Furthermore, we presented in [5], a definition of a RPVC scheme with access control as
well as relevant novel security notions for the scheme. Finally, we provided a concrete
example instantiation based on the RPVC scheme as introduced in Chapter [3] In order
to enforce the policies in the instantiation, we make use of a key assignment scheme
(KAS) that assigns an appropriate key to each label. Thus, each entity is provided
with a key corresponding to their respective label, and they may derive keys for all

descendants.

Now we turn our attention to the case of running our HPVC scheme in the RPVC-
AC mode. In contrast to the previous discussion on access control, we are able to
slightly relax the access control framework within HPVC. The framework retains public
verifiability and public delegability but we limit the use of access control policies to
be restricted on the set of servers that may compute a given outsourced computation.
Informally, we use the objective policy O to evaluate an outsourced computation as in
the RPVC mode whilst we additionally use the subjective policy S to enforce access
control on the server. Servers receive an evaluation key ek (g ) s in which the objective
policy corresponds to a function F and the subjective attributes correspond to a set
of descriptive attributes describing their authorisation rights s, where s C Uyyn and
Uautn 1S an attribute universe that is solely used to authorisation. Using the above
terminology of the security labelling function, a server receives the label \¢(S) =
(F, s) where A\“(-) denotes a computation policyﬂ The ProbGen algorithm for HPVC
inputs the objective attributes which correspond here to the input data X and the
subjective policy corresponds to an authorisation policy P C 2Yauth \ {()} which specify
the necessary required authorisation attributes to perform the computation. In terms of
the security labelling function, the label for the computation o corresponds to )\C(o) =
(X, P). A server may produce a valid output that will be accepted by the verification

algorithm if and only if s € P, i.e. the server satisfies the authorisation policy.

2Nodes for empty sets are excluded from the figure.
3In [5], we differentiate between computation policies over delegators and servers, denoted by A (-),
and verification policies over delegators only, denoted by AV (-).
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5.3 Security Models

In this section we discuss the security notions we wish to achieve in our HPVC frame-
work. In more detail, we can achieve security in the sense of public verifiability, re-
vocation and authorised computation. Those notions follow the same motivations as
discussed in the previous chapters. We require, as in Chapter [3| to include some addi-
tional restrictions on the games that are placed from our current rkDPABE primitive
(which we introduce in Section [5.4)) which acts as our main building block for our HPVC
construction in this chapter. For brevity, we do not discuss further the respective ideal
notions of security but it is straightforward to adapt those notions from Chapter [3| by

accommodating some additional HPVC parameters.

5.3.1 Selective Public Verifiability

In Figure[5.2] we define a selective notion of public verifiability. This notion is a combi-
nation of the public verifiability notions introduced in Chapters [3]and [4] to formalise in
the HPVC model that no server is able to return a malformed result for a computation

without being detected.

Expi{ VP [HPVC, 1%, F]

1: (w*,0%9*,S* Lpx-,mode) s A(1*, F)

2:  (pp,mk) s Setup(1*, F)

3: if mode = VDC then (F + S*, X* < ¢*)

4: else (F+ O, X" + w")

5: pkp s Fnlnit(F, mk, pp)

6: (o*,vk™) s ProbGen(mode, (w*,S*), L x+, pkr,pp)
7: 0% s A°(c*,vk*, pkp, pp)

8: (y,7e~) < Verify(0*,vk™, pp)

9: if (y,79~) # (L, (reject,S)) and (y # F(X™)) then
10 : return 1

11: else return 0

Figure 5.2: The selective public verifiability experiment Exp®fEVERF [HPVC, 1A, F|

The game begins with the adversary first selecting its challenge parameters. Note that
the adversary chooses the mode it wishes the challenge to be generated in and the re-
spective labels necessary for this mode. Furthermore, the adversary outputs choices for
w*, O*, ¥* and S*, despite only w* and S* are used to form the challenge input. This

notation was used mainly for notational convenience to allow us to define the challenge
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computation in terms of F' and X™ in line 3 or 4 depending on the mode. However, we
want to stress that this information can also be learnt from the set of labels L x+ and
the chosen mode of computation. Thus, this notational convenience does not weaken

the game since the information has been already determined by the adversary’s choices.

After the adversary has chosen the parameters, the game proceeds with the challenger
running Setup to initialise the system and Fnlnit to return the public delegation key
pkr for the chosen challenge function. The challenger continues with running ProbGen
on the challenge inputs to output a challenge for the adversary. The adversary receives
the challenge and public information and is given oracle access to Fnlnit(-, mk, pp),
Register(-, mk, pp), Certify(-,-, (-,-),-, -, mk,pp) and Revoke(-, mk, pp) which we denote
by O. All oracles simply run the relevant algorithm. Finally, the adversary wins the
game if it is able to create an encoded output that verifies correctly but does not encode
the correct value F'(X).

Definition 5.3. The advantage of a PPT adversary in the SPUBVERIF game for
an hybrid publicly verifiable outsourced computation scheme HPYVC, for a family of

functions F is defined as:
Advf{%‘%@gm(l)‘,f) =Pr [ExpfoBVERIF [HPVC, 1>\7]__} N 1}

We say that the hybrid publicly verifiable outsourced computation scheme HPVC is
secure with respect to selective public verifiability if for all PPT adversaries A, it
holds that

AdVEET (12, F) < negl()).

5.3.2 Selective, Semi-static Revocation

The notion of revocation requires that, if a server is detected as misbehaving, meaning
that a server S; returns a result such that the verification algorithm Verify outputs
(L, (reject,.S;)), then any subsequent computations by S; should be rejected, even if

the result may be correct.

In Figure [5.3] we define a selective, semi-static notion of revocation which is similarly
defined to the notion in Section As in the previous game, this notion starts
with the adversary choosing its challenge parameters which the challenger can parse to
determine F" and X*. The challenger maintains a (initially empty) list QRrey of currently
revoked entities as well as the current time period ¢ which can be incremented during
Revoke oracle queries. The game proceeds with the challenger running Setup to initialise
the system and Fnlnit to return the public delegation key pkp for the chosen challenge

function. After this, on line 8, the adversary needs to declare (before receiving oracle
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Exp{*"™V°° [HPVC, 1Y, F, qi]

(w*, 0%, ¢p* | S*, Ly x+,mode) s A(1*, F, q;)
if mode = VDC then (F + S*, X* + ¢*)
else (F + 0", X* + w*)

QRov < €

t+1

(pp, mk) s Setup(lA,]:)
7: pkp <s Fnlnit(F, mk, pp)

(S I VN

(=2

8: R+ A(pkr,pp)

9: A°(pkp,pp)

10: if (R € QRrev) then return 0

11: (0*,vk”™) <s ProbGen(mode, (w*,S*), Lg x+, pkF, pp)

12: 0% s A9 (0", vk*, pkp, pp)

13: if ((y, (accept, S)) < Verify(0*,vkp .+, pp) and (S € R)) then
14 : return 1

15: else return 0

OCertify (mode, Sia (@7 1/})7 Li’ E’ mk’ pp)

1: if (Lpx-CL;and S; ¢ R) or (t=q; and R Z QRey \ Si) then return L

2: QRev — QRev \ Si
3: return Certify(mode, S;, (0O, ), L;, F;, mk, pp)

ORevoke (Tepl(x) 7 mk, pp)

1: t4+t+1
2: if (79, ,, = (accept,-)) then return L
3: if (t=¢q and R € Qrev U S;) then return L

4: QRev — QReV U Si
5: return Revoke(7y,, ., mk,pp)

Figure 5.3: The selective, semi-static revocation experiment
Exp3*tV°¢ [HPVC, 1%, F, ;]

access) a list R of servers to be revoked at the time period where the challenge will be
generated which we assume will be at time period ¢;. The adversary is then provided
with oracle access to Fnlnit(-, mk, pp), Register(-, mk,pp), Certify(-,-,(,-),-,-, mk, pp)
and Revoke(-, mk,pp) which we denote by O. Certify and Revoke oracle queries are
handled as specified in Figure The adversary finishes its oracles query phase (line

9) after making a polynomial number of queries ¢, including ¢; many Revoke queries,
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and does not return a value other than signalling to the challenger that it may proceed
with the remainder of the game. The challenger checks that all queries made by the
adversary have indeed generated a list of currently revoked servers that is a superset of
the challenge revocation list R. If this is not true, the challenger aborts the game and
the adversary loses as it was not able to choose its queries or the list R appropriately.
Otherwise, the challenger continues with the game and generates the challenge by
running ProbGen. The adversary wins the game if it outputs any result, i.e. a correct
or malformed response, as a valid result from any server that was revoked at the time

of the challenge.

Definition 5.4. The advantage of a PPT adversary in the SSSREVOC game for an hy-
brid publicly verifiable outsourced computation scheme HPVC, for a family of functions
F is defined as:

Advﬁ?&%\ﬁ%c(ﬂ,]:, qt) = Pr [ExpffSREVOC HPVC, N, F, qt] — 1].

We say that the hybrid publicly verifiable outsourced computation scheme HPVC is
secure with respect to selective, semi-static revocation if for all PPT adversaries A, it
holds that

AdvEIRNE (1N, F, i) < negl(\).

5.3.3 Selective Authorised Computation

In Figure we define a selective notion of authorised computation. This notion en-
sures that only a server that satisfies an additional authorisation policy in the encoded
input should be able to perform a given computation on this encoded input. Thus, in
contrast, a result generated by an unauthorised server should always be rejected even

if the result is correct.

The game begins with explicitly setting the mode of computation to RPVC-AC and the
adversary chooses the parameters for the game accordingly as otherwise the parameters
would not be meaningful. Those parameters consist of a challenge function F', challenge
input X*, the authorisation policy P and the respective function labels for this mode.
The game proceeds with the challenger running Setup to initialise the system and Fnlnit
to return the public delegation key pkp for the chosen challenge function. It continues
with the challenger running ProbGen to create the challenge for the adversary. The
adversary receives the challenge and public information and is given oracle access to
Fnlnit(-, mk, pp), Register(-, mk,pp), Certify(-,-, (-,-),-,-, mk,pp) and Revoke(:, mk, pp)
which we denote by O. All oracles simply run the relevant algorithm with the exception
of Certify queries which are separately specified in Figure The Certify oracle returns
L if the queried attribute set 1 satisfies the authorisation policy P, as otherwise the
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EXpilAUTHCOMP [/HPVC, 1)\’]:]

1: mode = RPVC-AC

2: (F,X* P {I(F)}) <s A(1*, F)

3: (pp,mk) «s Setup(1*, F)

4: pkp s Fnlnit(F, mk, pp)

5: (0%, vk*) <s ProbGen(RPVC-AC, (X*, P), {I(F)}, pkF, pp)
6: 0 «s A9 (o™ vk*, pkp,pp)

71 (y,7") < Verify(0*, vk™, pp)
8
9

if 7 # (reject,) then
return 1

10 : else return 0

O (RPVC-AC, Sy, (F, ), {{(F)}, Fi, mk, pp)

1: if (¢ € P) then return L
2: return Certify(RPVC-AC, S;, (F,v),{l(F)}, Fi, mk, pp)

Figure 5.4: The selective authorised computation experiment
ExpiAUTHCOMP [HPVC, 1>\7f]

adversary would be able to trivially produce a valid response as an authorised entity.
The adversary wins the game if it outputs a result and token that is accepted by a

verifier.

Definition 5.5. The advantage of a PPT adversary in the SAUTHCOMP game for
an hybrid publicly verifiable outsourced computation scheme HPYVC, for a family of

functions F is defined as:
AV (1), F) = Pr [Expipvmcow [upve, 1, F| 1]

We say that the hybrid publicly verifiable outsourced computation scheme HPVC is
secure with respect to selective authorised computation if for all PPT adversaries A,
it holds that

AdvEESENT (1Y, F) < negl(A).

5.4 Revocable Dual-policy Attribute-based Encryption

Dual-policy attribute-based encryption, as described in Section [2.3.4] was introduced by
Attrapadung and Imai [19] and conjunctively combines KP-ABE and CP-ABE such
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that both the secret decryption key and the ciphertext comprise an access structure and
an attribute set. The same authors [I7] have also introduced the notion of revocation
in ABE schemes (cf. Section which we already have seen in Chapter [3| leads to
a PVC scheme which can revoke misbehaving servers from the system. Recall that
the notion of revocation supports two different modes, namely direct revocation and
indirect revocation. The former notion enables a client to specify a revocation list at
the point of encryption such that periodic re-keying is not necessary but the encryptors
must have the knowledge of the specific (current) revocation list. On the other hand,
indirect revocation requires a time period to be specified at the point of encryption and
needs an authority that issues update key material at each time period in order to en-
able entities to update their key to stay functional during the time period. Throughout
this thesis we have focused on the mode of indirect revocation, mainly as it minimises
the client’s workload as she is not required to maintain a synchronised revocation list.
This mode is implemented in the KP-ABE setting by amending the policy including an
entity identifier and by embedding the current time period into the ciphertext. Update
keys are issued only to non-revoked entities at each time period. Note that only the
combination of a secret key with an update key for a time period forms a functional

evaluation key that is able to decrypt a ciphertext formed using the time period.

In this section, we aim to implement a revocation mechanism for a DP-ABE scheme.
However, in this context, we are able to embed the revocation mechanism into the KP-
ABE functionality or the CP-ABE functionality. Recall that decryption in DP-ABE
is only successful if and only if both attribute sets satisfy their corresponding access
structure. Thus, in order to prevent the decryption functionality to be successful,
it suffices that at least one attribute set does not satisfy the corresponding access
structure. Here we present a formal definition of a revocable DP-ABE scheme using

indirect revocation in the key-policy.

5.4.1 Formal Definition

In the following we provide a formal definition of a revocable key dual-policy attribute-
based encryption scheme. Recall from Section [2.3.4] that we refer to the access structure
associated to a decryption key as an objective access structure, denoted as O, and the
attribute set associated with a ciphertext is referred to as an objective attribute set,
denoted as w. Both the objective access structure and attribute set are associated with
the KP-ABE functionality. Similarly, we refer to the access structure associated with
a ciphertext as a subjective access structure, denoted as S, whereas we refer to the
attribute set associated to a decryption key as a subjective attribute set, denoted as
1. Thus, both the subjective access structure and attribute set are associated with the
CP-ABE functionality.
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An indirectly revocable key DP-ABE scheme defines the universe of attributes to be
U = Uity UU U UID U Ugime U To U Ts. In more detail, Uyt is the “normal” attribute
universe for describing ciphertexts and forming access policies, U; contains a set of
attributes (disjoint from Uae,) that uniquely label each function and each data item,
Uyime comprises attributes for time periods, and Uip contains attributes encoding entity
identities. To and Tg are additional (“dummy”) attributes that efficiently enable the
DP-ABE scheme to either function as a KP-ABE scheme or CP-ABE scheme. In Sec-
tion [5.5] we discuss in more detail how those dummy attributes influence the execution

of the different modes of computations within our unified HPVC construction.

More formally, an indirectly revocable key DP-ABE scheme is presented in the following

definition.

Definition 5.6. A revocable key dual-policy attribute-based encryption (rkDP-ABE)

scheme consists of the following algorithms:

e (pp,mk) & Setup(1*,U) : this randomised algorithm takes as input the security
parameter and the universe of attributes U and outputs public parameters pp and

master secret key mk;

o ctius) & Encrypt(m, (w,S), t,pp) : this randomised encryption algorithm inputs
a message m, an objective attribute set w, a subjective policy S, the current time
period t € Uiime and the public parameters pp. It outputs a ciphertext ct(, ) that

is valid for time t;

® skig (0,4) & KeyGen(id, (0, ), mk, pp) : this randomised key generation algorithm
takes as input an identity id € Uip, an objective access structure O, a subjective
attribute set 1, as well as the master secret key mk and public parameters pp. It

outputs a secret decryption key skig (0,y)s

o ukp & KeyUpdate(R, t, mk,pp) : this randomised algorithm takes a revocation
list R C Urp containing the identities of revoked entities, the current time period t,
as well as the master secret key mk and public parameters pp. It outputs updated
key material ukpt which makes the decryption keys skig (0,y), for all non-revoked
identities id ¢ R, functional to decrypt ciphertexts encrypted for the time period
t:

e pt « Decrypt(ct(,s) s (w,S), skid,0,u), (O, ¥), ukr, pp) : this decryption algo-
rithm takes as input a ciphertext ct(,g); formed for the time period t and the
associated pair (w,S), a secret decryption key skiq (0, for an entity id and the
associated pair (0,1), an update key ukpy for the current time period t and the
public parameters pp. The algorithm outputs a plaintext pt which corresponds to
the correct message m, if and only if the objective attributes w satisfy the objec-

tive access structure QO and the subjective attributes ¥ satisfy the subjective access
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structure S and the value of t in the update key matches the one specified during

encryption. If not, pt outputs L.
Correctness of a revocable key DP-ABE scheme is defined as follows.

Definition 5.7. A revocable key DP-ABE scheme is correct if for all m € M, all
id € U, all R C Up, all access structures Q,S C 2Yatr \ {0} all attribute sets
W, C Uagtr and all t € Ugime, if w € O and tp € S and id ¢ R, it holds that

Pr[(pp, mk) & Setup(1*,U),
Ct(ws),t & Encrypt(m, (w,S), t, pp),
skig, 0. < KeyGen(id, (O, ), mk, pp),
ukp ¢ & KeyUpdate(R, t, mk, pp),
m < Decrypt(ct(,s).t: (W, S), skid,(0,4), (O, ¥), ukpr,t, Pp)]
=1 —negl(A).

5.4.2 Security Model

The security model for a rkDP-ABE scheme is a natural extension of the IND-sHRSS
security notion for an indirectly revocable KP-ABE scheme (cf. Section [2.3.2) and the

security notion is presented in Figure [5.5
Definition 5.8. The advantage of a PPT adversary in the IND-SHRSS game for a
revocable key DP-ABE construction RKDPABE is defined as:

AdvREERS e (1) = Pr [Exply D188 [RCDPABE, 1 U 1] - %

We say that the revocable key DP-ABE scheme is secure in the sense of indistin-
guishability against selective-target with semi-static query attack (IND-sHRSS) if for
all PPT adversaries A, it holds that

AdvRppaABe (1) < negl(X).

5.4.3 Construction of a rkDP-ABE scheme

Our revocable DP-ABE scheme will be based on a combination of DP-ABE [19], which
itself is a combination of CP-ABE [142] and KP-ABE [R9], and an ABE scheme sup-
porting revocation [I7]. We represent a subjective access structure S by a linear secret
sharing scheme (LSSS) which we denote by (M, p) and represent an objective access
structure O as a LSSS denoted by (N, ).

Let Us and U, be the universe of subjective and objective attributes respectively. The

objective attribute universe comprises disjoint sub-universes N/, 7, M and Ujp referring
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Expl P1RSS [RKDPABE, 1M, U]
10 (%, (W, ) «s A1, U)
2:  (pp,mk) s Setup(1*,U)
3: R<+s A(pp)

KeyGen/ ) KeyUpdate ¢ —
(mo’ ml) g AO (+,-,mk,pp) (+5+,mk,pp) (R7pp)

4
5: if (Jmg| # |m1|) then return 0
6
7

b+s{0,1}
ct* <s Encrypt(myp, t*, (w*,S*), pp)

8. b« AOKeYGe"(w(-:-)mk,pp)VOKey”pda‘e(-mmk»pp)(Ct*,Rpp)
if b’ = b then

10 : return 1

11: else return 0

OKeyGen(id7 (@’ w)’ mk;7pp)
if (w* € 0) and (¢ € S*) and (id ¢ R)) then

return |
else KeyGen(id, (0, v), mk, pp)
return skig ,y)

—_

- W N

OKeyUpdate(R’ t, mk:, pp)
if (t=1") and (R Z R) then

return L

—_

else KeyUpdate(R, t, mk, pp)

- W N

return ukp

Figure 5.5: The IND-SHRSS experiment Exp'} PSHRSS [RKDPABE, 11, U]

to standard ABE attributes, time periods, messages and entity identities respectively.
Urp is set to be the set of leaves in a complete binary tree X = {1,...,n}. Without
loss of generality, we assume that 7 N X = () (e.g. by using a collision resistant hash
function and using distinct prefixes to map elements from 7 and X’). The attribute
set for the rkDP-ABE scheme is defined to be U = Us; UlU,. Let us define m to be the
maximum size of a subjective attribute set assigned to a key, i.e. we restrict [¢)| < m,
and similarly define n to be the maximum size of an objective attribute set associated
with a ciphertext, i.e. |w| < n. Furthermore, we denote the maximum number of rows
of a subjective access structure matrix M to be Iy max. Now let m' = m + g max — 1
and n’ = n — 1. Finally, let d be the maximum of |Cover(R)| for all R C Up, where
Cover(R) is defined as in Section We construct each algorithm of the rkDPABE
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scheme as follows:

1. Setup(1*,U): The algorithm picks random exponents v,a € Zy, and a generator
g € G. It defines three functions Fy: Z, — G, F,: Z, —+ G and P: Z, — G by

randomly choosing hg, ..., hm/,q1, ... Qn/, U1, - - ., ug and setting
m/ . n/ . d .
Fu@) =[]nry, F@=][«" P =][ur. (5.1)
§=0 §=0 §=0

The public parameters are defined as
pp = (gae(g7g)vagaah0a'"ahm’aq1a-"7Qn’au1a--~aud)-

For each node label z € X in the tree, it randomly chooses a, € Z, and 7, € Z,

to define a first degree polynomial f,(z) = azz + ary + 7. The master key is

mk = ('7, «, {aza Tm}rGX)'

2. Encrypt(m, (w,S),t,pp): The encryption algorithm takes as input a LSSS access
structure (M, p) for the subjective policy S and an objective attribute set w C U,.
Denote the dimensions of M as [; X ks matrix. The algorithm randomly chooses
values s,y2,...,Yk, € Zp and sets w = (S,y2,...,Yk,). It computes \; = M; - u
(for : =1,...,l5), where M; is the vector corresponding to the ith row of M. The
ciphertext is then computed as ct(,g); = (C, C(l),{C,gQ)}k@,, {Ci(g)}izlw.,ls,C(‘l)),

where

C=m-(eg,9))’, o = g5,
P = F,(k)*, C¥ = g™ Ey(p(i) ",
cW = p(t)®.

Intuitively, C masks the message by a group element in the target group of the bilin-
ear map formed from the master secret v and an encryption secret s (to randomise
the encryption procedure). Decryption will have to compute this mask to recover
the message.

CM provides the encryption secret s. C,(f) embeds each attribute in the objective set

w into the ciphertext, incorporating the encryption secret s such that attributes from
prior ciphertexts cannot be combined with this encryption. Similarly, Ci(g) embeds
the subjective policy S into the ciphertext using the shares of s divided according
to S, i.e. s is shared over the set of attributes such that any set of attributes that
satisfies S can reconstruct the encryption secret s. Finally, C'* links the encryption
secret (and hence this particular ciphertext) to the specified time period ¢ such that
an update key for ¢ is required to decrypt the ciphertext; this enables the revocation

mechanism.
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3. KeyGen(id, (0, ), mk,pp): The key generation algorithm takes as input a LSSS
access structure (N, 7) for the objective policy @ and a subjective attribute set
1 C Us. Let the dimensions of N be denoted by [, x k,. The algorithm also takes
an identity id € Uip which is a leaf in the binary tree.

For all € Path(id), the algorithm shares f,(1) using the LSSS (N,7). To do
so, it randomly chooses z;2,...,2z%, € Zp and sets vy = (fo(1), 222, -, 2z k,)-
For i = 1,...,l,, it calculates the share 0,; = IN; - vz, where IN; is the vector

corresponding to the ith row of V.
The algorithm then randomly chooses 74.1,...,741, € Z, and 1, € Z, for all x €
Path(id), and outputs the private key

skig,(Nm) = ((DSB, D;(,fi))mePath(id),i:I,...,loa (Dx, {D](f)}kew)xePath(id)),

where

Intuitively, 7, and r;; for each z € Path(id) randomises the key for the user id
so that users may not collude. D, and DSZ) allow use of these random key values
during decryption. Dg(fl) embeds the shares of f,(1) = a, + ar, + 7 such that only
the authorised sets according to @ may reconstruct f,(1). Finally, D,(f) embeds the
attributes in v with the randomness chosen for this particular key. By linking these
parameters to the path in a tree, only users for whom a valid update key has been
issued (i.e. the non-revoked users) will be able to make use of these parameters to
compute f,(1) for a node x; f,(1) is required as it contains the master secret ~y

which is used to cancel with the ciphertext component C' to recover the message.

4. KeyUpdate(R,t,mk,pp): The algorithm first computes Cover(R) to find a minimal
node set that covers U \ R. For each x € Cover(R), it randomly chooses r, € Z;, and
sets the update key as ukr; = {Ua(;l), UQEQ)} , Where

’ x€Cover(R)

Ul = glsOpiy= U@ =g
Intuitively, each update key component is randomised by r, and linked to a partic-
ular node x in the tree (covering only non-revoked users). P(t) embeds the current
time period which will match with the ciphertext component C. We also embed

a point of the polynomial f,(¢); given this point, and the point f,(1) (which can be
(2)

.0

tive attributes w), one can perform Lagrange interpolation to recover the point f,(0)

recovered from the decryption key components D™ given a satisfying set of objec-

which will yield use of the master secret + to cancel with the ciphertext component
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C.

5. Decrypt(ct(ys)4) (W, S), skig (0,4), (Q,9), ukr, pp): The decryption algorithm takes

as an input the ciphertext ct,, s) ; which contains a subjective access structure (M, p)
for S and a set of objective attributes w, and a decryption key skig (n r) which
contains a set of subjective attributes 1) and an objective access structure (N, ) for
O. Suppose that ¢ satisfies (M, p), the set w satisfies (N, 7), and that id ¢ R (so
that decryption is possible).
Let I; = {i: p(i) € ¥} and I, = {i : w(i) € w}. The algorithm computes sets of
reconstruction constants {(, u;) }icr, and {(4, ;) }ie1, using the LSSS reconstruction
algorithm. Since id ¢ R, the algorithm also finds a node = such that = € Path(id) N
Cover(R). Finally, it computes the following

M (e (€.0.) < (c0.03) )
C.
jel, e(cffg.),D;f;) e<C<4>,U§E2)>

We verify the correctness of the decryption as follows. Let us write the decryption

=m.

computation as C- -, where K = (K’)ﬁ (K”)ﬁ, and then consider each part in turn.
Intuitively, C’ is similar to a standard ABE decryption operation to match attributes
to policies, whilst K’ and K” combine the two components of a functional decryption
key (namely, a secret key and an update key) and perform a Lagrange interpolation to
form a group element e(g, ¢)*tem=) = (g, g)*7 - e(g, 9)**"=. The second part of this
product will be the result of computing C’ whilst the first will cancel with C' to leave

only m.
o — Zl;[ (e (Cz'(g),Dm> e (C(1)7D§EZ)))M

=TT (e (6 Eutptin .7 ) - e ™. Euloi))™)) "
i€l

=TI (¢(9:90" - € (g, Fu(p(@)) ™" - (g, Fulp(@)**) "
i€l

=e(g,9)""" Diers HiXi

= e(g,9)*"*

In the above expression, the second equality follows by substituting the values from the
construction; the third equality follows from the properties of bilinear maps; the fourth

equality simply moves the product into the exponent; and the final equality follows

164



5.4 Revocable Dual-policy Attribute-based Encryption

from the reconstruction constants of the LSSS, namely that ) ;c; i\ = s.

@ om) \"” _ e
. (P2.c) N7 1 (e(g%ﬂ(w(g)) vig >) )
Jels \© (Cff)r(jw Dila)) e N e(Eo(m(j)), g"7)

=11 (e(gag)a‘”’js : e(g7FO(7r(j)))Tw,j,S)l/j

jel, e (g, Fy(m(j)))=i*

—e (97 g)SZ]‘e]o ViOz,j — e(g, g)sz(l)

In the above expression, the second equality follows directly from the construction; the
third one follows from the properties of bilinear maps; the fourth equality stems from
moving the product into the exponent; and the last one follows from the set of LSSS

reconstruction constants with Zjelo Vjog; = fo(l) = az + ary +7.

(1)
K= (T.00) e (¢ OP@Ey ¢*) (9,90 e (g, Pl)™)
e (c(4>, U;Z)) e(P(t)*,g") e(g, P(t)+*)

= e(g, g)/*"

Then, it follows

L 1
K = (K71 (K") 7 = (e(g,9)" M) (e(g, 9)0%) ™

— (6(9, g)s)f:c(l)ﬁ-i-fm(t)ﬁ

Notice that fz(1)%5 + fa (t)ﬁ is in fact a Lagrange interpolation for the two points
(1, f2(1)), (1, fx(¢)) for the first degree polynomial f,. Thus, fx(l)ﬁ + fx(t)ﬁ =
f2(0) = ar, + . Hence, K = (g, g)*®=t7). Combining all of these results, we obtain
the result of the decryption operation

C/

C.?:m‘e(g,g)s'y' 6(979

)asrz )asrz

e(g,9 _
e(gv g)s'y ’ €(g, g)asrz

S . 5.
clg, gy 99

5.4.4 Security Proof

Theorem 5.9. The rkDPABE construction is secure with respect to indistinguishability
against selective-target with semi-static query attack (IND-sHRSS), as specified in
Figure assuming that the decisional g-BDHE problem is hard.

The proof follows from a combination of [17] and [I8] with some adjustment in the
simulation of the private keys. We show that if an adversary can win the IND-SHRSS
game with advantage e with a challenge subjective access structure matrix of size [} x kJ,
then a simulator with advantage € in solving the decisional ¢-BDHE problem can be

constructed, where m + k} < q.

165



5.4 Revocable Dual-policy Attribute-based Encryption

Proof. Suppose, to achieve a contradiction with Theorem that there exists an ad-
versary A that has an advantage € in attacking the rkDPABE scheme. We build a
simulator B that solves the decisional ¢-BDHE problem (see Definition in G. Re-
call that we abbreviate g“j by g;. The simulator B is given a random ¢-BDHE challenge
(9,0 Ygaq Z) where y, . o = (91,---,9q, Gg+2; - - -, 92¢) and Z is either e(gq+1,h) or a
random element in Gy. B acts as the challenger for A in the IND-sHRSS game as

follows.

1. A begins by selecting its challenge parameters (t*,w*,S*) where S* is represented
by a LSSS (M*, p*). Let the matrix M™* be of size [} x k%, where m + k¥ < ¢ and

let I¥ = ls max and |w*| = n.

2. B now simulates running Setup for the rkDPABE scheme, and embeds the chal-
lenge policy into the public parameters. It first chooses 7/ & Ly, sets g% = g1 =
g%, and implicitly defines v = 4/ + a9*! by defining

e(9,9)" = e(91,94) - €(9,9)" = e (9% 9") - (g,9)”
= e(g, ) """

It then must define the polynomials Fy, F, and P (as in [I7] and [I8]). To define
Fy, B begins by defining Fy(x) = ¢?*), where p is a polynomial in Z,[x] of degree
m—+1%5—1 which is implicitly defined in the following manner. It chooses kX +m+1
polynomials po, ..., prr4m in Zp[z], each of degree m + 5 — 1, such that for all
x = p*(i) for some i (i.e. all x in the image of p*, of which there are exactly [}

since p* is an injective mapping):

My, for j € [1,k]
pi(z)=q , (5:2)
0 for j € [k5 + 1,kf +m)]

The polynomial pg is chosen randomly, and for all other x (not in the image of
p*), pj is defined randomly by randomly choosing values at m other points. By
writing the coefficients of each polynomial as p;(z) = Z?:glg_lpﬂ -z, one can
define the polynomial p(z) to be
ki+m
p(z) = Z pj(z)a’. (5.3)

J=0

Then, B sets h; = Hfigm g?j’i for i € [0,m +1; —1]. Finally, as we assumed
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¥ = ls max, note that m' =m+lgmax — 1 =m+15 —1

=0
i
m' [ki+m *
= H
=0
i
m [kE+m *
=0 7=0
kX4
— gZJ omZZ”opg ital
k;+m j
— gzj:() pj(z)a
= g"@),

The first equality in the above expression follows from equation (5.1)) whilst the
second follows by the above definition of h;. The third equality is obtained by
definition of g; = g%’ and the last one follows by equation (5.3)).

To define Fy,, B randomly picks a polynomial f'(x) = Z?;ol fj’-xj in Zy[z] of degree
n—1. It then defines f(z) = [[1c(x—k) = Z?:_& fjz? (which can be computed
entirely from w*); note that f(x) = 0 if and only if « € w*. It defines ¢; = gf7gf/

for j = [0,n — 1]. Using the above we can finally compute

n—1
xJ
Fo(z) = [] ¢/
j=0
i

n—1
= H 97’ 'gfj
j=0

2o fiw | S e
£(2) (@),

:gq

=g
To define P, B defines

ply) =y (-t = Zpgy
This ensures p(t) = 0 if and only if t = t* for ¢t € T, and that for z € X, p(z) # 0

since we assumed 7 N X = (.

B then randomly picks a degree d polynomial p(y) = Z?:() pjy’ in Zpy[z] and lets
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uj = (g“)ﬁfgpj for j =0,...,d. Thus we can compute

yJ

d :
a ] —0 b5y’ gzjzo piy?

(g“)p(y)g o), (5.4)
The public key pk for the rkDP-ABE scheme is defined to be

pk = (gae(ghg)fyvgaah()a"'7hm’7q17~"7QH’7u17'-'7ud>7

which is given to A. Note that the randommness of the ¢-BDHE challenge
(9, P, Yga,4Z) and the independently chosen randomness used in the construc-
tion of the polynomials p;, f’, and p ensure the public parameters are distributed

as expected.

3. A declares its list R and is then given oracle access to the KeyGen and KeyUpdate
functions. Let Xz = {z € Path(id) : id € R}. For each node label z € X in the

tree, B randomly chooses a, € Z, and implicitly defines

a,—ary, —v ifreXs
az =14 ° =7 R (5.5)
a, - 51 ifax ¢ Ap
Hence,
f:()=a,+ar, +y=a, —ary, —y+ar, +v=a, if v € X5 (5.6)
ary — vy

fo(t") = agt™ + ary +v = (al, — W+ ary +y=ayt* ifx¢ Xp (5.7)

t*

To simulate KeyGen queries for an objective access structure (N, ), a subjective

attribute set ¢ and an identity id, we consider the following cases:

e (w*€Q)and (deR):
For each z € Path(id), note that since id € R, = € Xg. Hence, from (.6),
B can compute f;(1) for all z € Path(id). B can therefore compute the key
components precisely as in the construction by sharing the value of f,(1).
e (W*¢Q0)and (deR):
For each = € Path(id), note that, since id € R, = € Xg. Hence, from ,
B can compute f,(1) for all z € Path(id).
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B randomly chooses r, € Z,. It then lets D, = g"*, and for all k € ¢
lets D,(f) = F,(k)"* as in the construction. Recall that the dimensions of N
are [, X ko,. Since w* does not satisfy N for this case of the query, and by
Proposition there exists a vector ap = (a1,...,ax,) € Z];O such that
a; = —1 and Nj - az = 0 for all ¢ where (i) € w*.
B randomly chooses z; ..., 2, € Zp and defines v, = (0,25,9,..., 2, )-
It then implicitly defines a vector vy, = —(a,)ag + v’ (by using (5.2)) which
will be used for creating the share of f,(1) = v+ ary + a, (note that the
first element of v, is indeed f(1) by (5.6)), as in our construction.
Now, for all i such that 7(i) € w*, B randomly chooses r,; € Z, and
computes DSZ) = ¢g"»i and

D) = gNeve (i)

_ gNi~(vm+(a’z)am)FD(7T(i))7"z,i
= g™Nive Fy(m (i),

where the last equality holds because IN; - a; = 0. Note that 0, ; = IN; - v,
(2)

i is of valid form.

in our construction and hence D

For all other i, where 7 (i) ¢ w*, B randomly chooses 7/, ; € Z;,. Observe that

N; - vz = N - (—(ay)ag + v),)
= N; - (v, — (a},)az)

Note that, unlike [18], due to our definition of a,, we do not have a term in
a9t here, and B can generate Dﬁ) = glNive F (7(4)) ¢ and Dg(ﬁll) = g"=i.
e (v ¢S*) and (id ¢ R) :

For each = € Path(id), B does the following. Since 1) does not satisfy M*, by
Proposition there exists a vector wy = (w1,..., wkr) € Zl;g such that
wy = —1 and M - wg = 0 for all ¢ where p(i) € ¥*. Now, by our definition
of pj(x) in (5.2)), we have that (p1(z),...,pr:(2)) - (w1,..., wgs) = 0.

B then computes one possible solution of variables wgx 1, ..., Wgr 4y, for the

system of || equations: for all x € 9

(pl(x)7 LI apk:-ﬁ-m(l‘)) . (wla “e. 7wk§+m) - 07

which is possible as || < m.
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B then randomly chooses r}, € Z, and implicitly defines

t* t*
Ty =Tl 4wy ~al +wy ol
v tr—1 t*—1

*
S < > g tktm)41

tr—1

/ * L
by setting the key D, = g" Hlxzsztm(gqﬂfk)wk(t*’l) = g"™=. Then, since
v=7"+a?"! and as z ¢ X5, we have

fx(l) =7+ ary +ax

=~"+a®™ 4 ar, +ay

ary —
Zv'+aq+1+arx+a;—g;7*’y
t—1

g
=9 +a,+ t—*+aq“ +(a(——)rs

tr—1 t*
27'+a;+g+aq+1+(a< = )(r;—l—wl <t*—1> ol

t* 1 t* (k* ) 1
— — S—&—m—i—
+“’2<t*—1>'0‘q LR ’”(t*—l)ﬂq ' >>

*

= +a, + +aq+1+a<

/
s > 7l 4+ wiad T+ wyal

t*

4+t wk;+maq_(ks+m)+2

-1 .
= +al, + tl* +a ( = ) w4 - W gyl T2

where the a4t! term in v has cancelled out using Proposition and the
third equality followed from using equation (5.5)). The simulator now ran-

domly chooses z;2,...,2;k € Z, and implicitly lets the vector
Vo= (y+ary+az,222,..., zx,ko) as in the construction.
B also randomly chooses 74.1,...,74, € Z, and computes for i = 1,...,[,

the key Dgi = g"»i. The other keys are computed in the following way. We

have
ki4m Ny,
2 ’ A / PRSP . .
D;(pz) =g et g H (9g—k+2)"* 'HQNWZ]FO(W(z))’"W
k=2 j=2

which can be computed since gq41 is not required and, by collecting the
exponents, it can be verified that Dﬁ) = glNive L F(m (i),
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Recall that (p1(k), ..., prrym(k)) - (wi,..., Wrs4rm) = 0 for all k € 9.

kX 4m pj(k)
Dl(fg) = pro®) H Q;Z H (9gr1—ktj)""
j=1 k€[1,ks+m] k]
ki+m '
= (g @ T (g
j=1
kX +m _ K m _
- H (grz)pj(k)aj = (g'") j—o  Pj(k)a’
j=0

_ (grm)P(k) = F,(k)",
where the second equality holds by observing that

D]E;S) — D]E;?’) (gq+1)(p1 (k)»"wpk§+m(k))'(w1"“7wk§+m)

since (gg41)® o Prgem )it in) = (g 11)0 =1 (see [18]).

e (w*¢0)and (v €S*) and (id ¢ R) :
For each = € Path(id), B randomly chooses 1, € Z,. It then lets D, = g™,
and for all k£ € ¢ lets D,E:?’) = Fy(k)™ as in the construction. Recall that the

dimensions of N are [y X kg. Since w* does not satisfy N for this case of the
query, and by Proposition there exists a vector ap = (a1,...,ax,) € Z';O

such that a; = —1 and N; - a, = 0 for all i where 7(i) € w*.
B randomly chooses z; 5, ..., 2, ;€ Zp and defines vy, = (0,259,..., 2, )-
It then implicitly defines a vector vy = —(a), — 52 + ary + 7)ag + v,

which will be used to create the share of f;(1) = v+ ary + a, (note that
the first element of v, is indeed f,(1) by (5.5)), as in our construction.
Now, for all i such that 7(i) € w*, B randomly chooses r,; € Z, and

computes Dg(clz.) = ¢"#i and
Da(32,1) = gNiu'vc,cFo(ﬂ(Z'))Tx,i — gNi'vao(T((Z'))rx’i’

where the last equality holds because IN; - az = 0. Note that o, ; = IN; - vg
(2)

My is of the valid form.

in our construction and hence D
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For all other 4, where (i) ¢ w*, B randomly chooses 7, ; € Z,. Observe that

ary —
N; v, = N - (— <ag—§*7+am+7> am+v;>

ary — (' +a?th)

.<— (a; = +a7’x+(’yl+aq+1)> am—i-v;)

’ / / 1 1

=N; v, —|a,+7 t—*—i—l ap | + | 72 t—*—l N;-az | o
= i Qg | 4

contains a term in a?t! and hence we cannot compute this value (as a9t!
is the gap in the ¢-BDHE game). Instead, we will use the r;; term in
F,(m(i))"=i to cancel the unknown value a?"!. B implicitly defines r,; =
i = % To do so, it defines

1 1 N;-ax f'(x(i))
D(Q) _ (”(F_1>Ni‘aw_(t7+1) ) )
T, 91

gNe(va= (@t (F+1)))as [ ()75,

To see that Dg(fl) is valid, we observe

2 _ (F+1)Nicaz  (2)  —(+1)Ni‘aa
Da:,i - qutrl ' XA q+1t '
_ gtgﬁ"rl)Ni'az .g;m(t%—l)Nram 'gNi-(vﬂ’cf(ag+'y’(%*+l)))am

—(E+1)Nirae —(7+1 Nj-ae ' (7(i)
. <g (t +1) a g (t ) FCIO)) 'FO(Tr(i))T;,i

q+1 1
—a<#+1)Ni~aa,
_ gNive (gé‘(ﬂ(i))gf’(ﬂ(i))> T By (i)Y
7a(ti*+l)Ni-am
= gV Fy(m(i)) ™ TG00 Fy(m(i)) =
= g™Nie - Fy(m(i)) =,

where the second last equality follows from equation ([5.4)).
B also defines

()i

1) _ T (@)

. Tw.i
Dyi =99 =g

Note that f(m(i)) # 0 since 7(i) ¢ w*, and so Dg(cll) and Dfl) are well defined.
To simulate KeyUpdate queries for time period ¢ and revocation list R, we consider

the following cases:
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et=t"and RC R:
For each x € Cover(R), B chooses a random 7, € Z, and computes Uél) =
(g% )P(t*)" and v = g". Both keys are valid since R C R and thus for
all € Cover(R) we have z ¢ Xg. Hence, by (5.7), fo(t*) = alt*.

o t£th:
For each = € Cover(R), B chooses a random 7/, € Z,

— If x € Cover(R) N A%, it defines

, FONED
UM = (g%)(g7") 170 (g77) 17 gy PO P2y

1—-t

UP) = (') (9q) 7O

Note that p(t) # 0 for t # t* so this is well defined. We claim that these

keys look valid according to the construction with implicit randomness
a?(1—t)

pE)+I—t"

Note that, in this case, € A% and hence by (/5.5

Ty =T —

fx(t) =agt+ary; +v= (CL; — Qary —’y)t—}—oﬂ‘x —+
=alt+ary,(1—t)+~'(1—1t)+a™(1-1).

Then,

UM @ gl=® Pty

) ga;t—i-arx(1—t)+'y’(1—t)+aq+1(1—t) GOz got)re

g

~(1— t)gaq+1(1—t)garz(1—t) ap(t)rz p(t)rs

@ga;tgyu_t)gaqﬂ(1_t)ga(1_t)r' —a(1-t)B  ap(t)r’,

g g
g gp(t)rx g

(4 )ga tg'y (1— t)gaqﬂ(pt)P( )r;ga(lft)r;gfa(lft)Bgfaﬁ(t)Bgfp(t)B

9

—ap(t) B —p(t)B

—g tg v (1= t)gaq“(l—t)p(t) = g® a(l-t)r; ey P(t)Bg—Ba((l—t)-iraﬁ(t))

()g sty ¥ (1— t)gaq+1(1_t)P( £)r xg a(1—t)r!,

ad( ad(1— .
PO G (goy~ (G ) (1-0+5)

a9(1-t)

_g g ¥ (1= t)gaq'*‘l(lft)P(t) £ g a(l—t)r! ey ()(m)(ga)f(aq(lft))

al(1-t)

_ ekt (10 0t (1=0) ppyrt a0t =20 (G5 et 10

L gt (120 p(pyri gali=trt =) (%)

p(t)(1—t)
’ ’

= (g%)" (g7 )17 (g]7) 0 g POT P2y,
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Note that equality (1) follows by construction and (2) uses f,(t) from
above and equation (5.4)). Equality (3) follows by replacing r, with

r!, — B and equality (4) follows from using (5.4). Equality (5) is valid
a?(1—t)

by using B = m

Then,

, _al(1-t)

Um(2) = grx = ngg p(t)+1—t

= (g")(gg) FOFT.

Hence, these keys look valid according to the construction.

— If x € Cover(R) \ X, it defines

_p)(+55)
UM = (%) (g7 ) F D (g) =g, " P(oy

T

1+

U = (g7%)(gq) "

In this case, by (5.5), a; = a, — *5—~. By a similar argument as

above, these keys look valid according to the construction with implicit
aq(1+ti*)

randomness Ty = 'I"lx — —W
T

4. A selects two messages mg and my. B chooses b & {0,1} and creates a ciphertext
C=my-Z-elh,g"),CY = h, and for k € w* we write C’,?) = p'@ . We
write h = g° for some unknown s. The simulator then chooses random elements
yé,...,y}c: € Zp and lets y’' = (O,yé,...,ygz). It defines C’Z.(?’) = (g)Miv .
(gs)_/po(p*‘(i)) fori=1,...,I, and C¥ = (gs)p(t*), to implicitly share the secret s

via the vector
/ 2 / k-1 /
Ve = (8,50 + ¥y, s” + y5, ..., sa*s +ykg).

We claim that if Z = e(gq41,h) then the created ciphertext is a valid challenge.
The validity of C(Y) = h = ¢® comes from the implicit definition of h. To see that
C is valid, recall that v = ' 4 a?*!. Then,

C=my-Z e(h,g") =my-elggr1,h) - e(h,g") = my-e(g,9)°" -e(g,9)""

=my - e(g,9)* 7T = my - e(g, 9).

For all k € w*, we defined f(k) such that f(k) =0, and hence
C’,(f) = 1’0 = (g)F'®) = (g/ W gl (B))s = F (k)e.

q
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Fori=1,....,0I', we have
) sy lgy

OO — (g )Miy . (g7) o0 @)

k*

k3 _ s .
_ (ga)Mi*'yl H gMi*,jSO‘J . (gs>*PO(P*(i)) H(gs)fMi*,ja]
j=1 J=1
= g () P = g ()

Finally, since p(t*) = 0, we have C) = (g%)P(t") = ((g2)P(") gr(t"))s = P(t*)s.

5. The challenge ciphertext is given to .4 along with oracle access which is handled
as in Step

6. A eventually outputs ' € {0,1} as its guess of b. If b = b’ then B outputs 1 to
guess that Z = e(gq+1, h). Otherwise, B outputs 0 to guess that Z is random.

If (9,7, Yga4 Z) is sampled from Rppup then Pr(B(g,h,y, .4, Z) — 0] = & since A
was given a malformed challenge and hence can only guess the value of b. On the
other hand if (g, h, Yga.q0 2 ) is sampled from Pppyp then we formed a valid challenge
ciphertext and, as A is assumed to have non-negligible advantage € in the IND-sHRSS
game, |Pr[B(g,h,y, .4, Z) = 0] — | > e. It follows that B has advantage at least € in
solving ¢-BDHE problem in G. However, we assumed that this problem is hard, so an

adversary with non-negligible advantage in the IND-sHRSS game cannot exist. O

5.5 Construction

In this section we provide a construction of an HPVC scheme for a family F of mono-
tone Boolean functions closed under complement using a revocable key dual-policy ABE
scheme RKDPABE in a black box manner comprising the algorithms DPABE.Setup,
DPABE.Encrypt, DPABE.KeyGen, DPABE.KeyUpdate and DPABE.Decrypt. We also use
a signature scheme with algorithms Sig.KeyGen, Sig.Sign and Sig.Verify, and a one-way
function g. Let U = Uptty U U U Up U Ugime U To U T be the universe of attributes
acceptable by the revocable key dual-policy ABE scheme, formed as the union of the
following sub-universes, where Uy, consists of the attributes that form characteristic
tuples for input data, U be a set of attributes (disjoint from Uptt,) that uniquely label
each function and each data item, Uip comprises attributes representing entity identi-
fiers, Uyime comprises attributes representing time periods issued by the time source T
and finally To and 715 represent the objective dummy attribute and subjective dummy

attribute respectively.

We encode as usual Boolean functions in terms of access structures over Uqitr. Com-

putations with n-bit outputs can be built from n Boolean functions returning each bit
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in turn. We can handle negations by either building rkDPABE from non-monotonic
ABE [112] or by adding negated attributes to the universe [I42]. We choose to use the
latter approach and add negated attributes to Uyit,. Thus, for the ith bit of a binary
input string X = z1...x,, we define attributes Ag{m‘ and A}(’i € Uytir and X is encoded
as Ax = {Aﬂ(Z € Untty = T3 = j}-

In more detail, the dummy attributes To and T3 play generally a crucial role in a DP-
ABE scheme as they efficiently enable a DP-ABE scheme to function as either KP-ABE
or CP-ABE [19]. For KP-ABE, the subjective policy corresponds to S = {{Ts}} and
is satisfied by the subjective attribute 1 containing the special attribute Tg. Thus, S
is trivially satisfied and decryption (in KP-ABE) only depends on the objective policy
and attributes. Similarly, the same holds for CP-ABE where the objective policy corre-
sponds to O = {{To}} that is trivially satisfied by the objective attribute w containing
the special attribute To. As discussed in Section [2.7.3] and Section [3.4] we require to
establish two distinct ABE schemes to overcome a possible one-sided error in the ver-
ification stage. Thus, we initialise two distinct rkDP-ABE systems over & and hence
we define a total of four additional dummy attributes where T3, 79 relate to the first
rkDP-ABE system, and T(l), TS1 relate to the second rkDP-ABE system. As summarised
in Table the function corresponds in the modes RPVC and RPVC-AC to O = F
and S = {{T{}}. Thus, the complement function for those modes can be defined as
O =F and S = {{T}}}. Similarly, it follows for the mode VDC that O = {{T3}} and
S = F, and the the complement can be defined as O = {{T}}} and S = F. Each mode
operates by encrypting a pair of randomly chosen messages and issuing keys such that
the recovery of one message implies whether the encryption of a message was linked to
F or F, and thus whether F(X) =1 or 0. Ciphertext indistinguishability ensures that

an adversary cannot cheat by returning the other message.

Our HPVC scheme operates in the following way.

1. Setup, presented in Algorithm 1, first forms the attribute universe i/ and ini-
tialises two rkDPABE schemes over the universe. It further creates an empty
two-dimensional array Lreg to list registered entities, a (empty) list of revoked
entities Lyey as well as a time source T (e.g. a networked clock or counter) to
index update keys. The algorithm finally outputs the public parameters pp and
master secret key mk comprising of public and secret rkDPABE parameters re-
spectively. Furthermore, the public parameters also contain Lges and the dummy
attributes enabling a client to flexibly switch between the modes of computations
by disabling certain parts of the rkDPABE scheme while the master secret key
additionally contains the list of revoked entities Lrey. Note that the public pa-
rameters may be implicitly updated throughout the execution of all algorithms

of an HPVC scheme accommodating any changes in the system population.
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Algorithm 1 (pp, mk) & Setup(1*, F)

1o U Unper YU Ul U Ugime U To U Ty

21 (mpklgg, mskigg, TS, TY) <—s DPABE.Setup(1*,U)
3: (mpkigg, mskipg, 7o, Ta) <—s DPABE.Setup(1*,U)
4: for S; € Up do

5: LReg[Si][0] + €
6 : Lreg[Si][1] + {e€}
7: endfor

8: LRey ¢ €
9: Initialise T
10 : pp (mpkgBEh mpkkBEa T87 Té)7 Té7 TleRega T)

0 1
11: mk < (mskagg, mskigg, LRev)

2. Fnlnit, presented in Algorithm 2, sets the public delegation key pkp (for all func-
tions F') to be the public parameters for the system (since we use public key
primitives). This step is not required in our particular construction, but we re-
tain the algorithm for consistency with prior definitions as well as for generality

as other instantiations may require this step.

Algorithm 2 pkp & Fnlnit(F, mk, pp)

1: pkp < pp

3. Register, presented in Algorithm 3, creates a public-private key pair by calling
the KeyGen algorithm of the digital signature scheme. The algorithm provides
the server with its own secret signature key and updates Lreg[S;|[0] to store the
verification key for S;. These prevent servers being impersonated and wrongly

revoked.

Algorithm 3 skg, & Register(S;, mk, pp)

10 (sksig, vksig) < Sig.KeyGen(1*)
2: skg, < sksig
3: LReg [SZHO] — LReg [SZ][O] U UkSig

4. Certify, presented in Algorithm 4, aims to generate an evaluation key ek g y) s, for
aserver S;. The algorithm first adds an element (F,{J;cp. 1) to the list Lreg[Si][1]
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for each F' € F;. This publicises the computations that S; can perform (either
functions in RPVC and RPVC-AC modes, or functions and data labels in VDC).
The algorithm removes S; from the revocation list, gets the current time period
from T and generates a decryption key for (O, Ay UU,c, 1) in the first DP-ABE
system and Ay, is the attribute set encoding 1. The additional attributes for the
labels [ € U; ensure that a key cannot be used to evaluate computations that do
not correspond to these labels. In RPVC and RPVC-AC, this means that a key
for a function G' cannot evaluate a computation request for F(X). In VDC, it
means that an evaluation key must be issued for a dataset D; that includes (at
least) the specified input data X. It is sufficient to include labels only on the
subjective attribute set without also adding them to the objective policy. As these
labels are a security measure against a misbehaving server, we amend the servers
key but need not take similar measures against the delegator. Delegators are then
able to specify the required labels in their created subjective policy. Those labels
need to be present in the server’s key for a successful evaluation (decryption).
The KDC should check that the label corresponds to the input to ensure that
a server does not advertise data he does not own. It also generates an update
key for the current time period to prove that S; is not currently revoked. In
RPVC and RPVC-AC modes, another pair of keys is generated using the second
DP-ABE system for the complement inputs.
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Algorithm 4 ek )5, ¢ Certify(mode, S, (O, ), L;, Fi, mk, pp)

1: for F € F;, do
20 LreglSil[l] « LreglSil[J U (F, |J D)

leL;
3: endfor
4: LRev < LRev \ Si
5: t<+ T
6: skipp s DPABE.KeyGen(S;, (0, Ay U | 1), mskR g, mpkpg)

leL;
7: uk}, . <s DPABE.KeyUpdate(Lgey,t, mskipg, mpkipg)
8: if (mode = RPVC) or (mode = RPVC-AC) then
9:  skjpg <s DPABE.KeyGen(S;, (0, Ay U | 1), mskipg, mpkip)

leL;

10:  ukp, s DPABE.KeyUpdate(Lgey,t, mskapg, mpkapg)
11: else

12:  skipgp <L

13: wkp, <L

14 : endif

. 0 1 0 1
15: ekpg < (Skapms SszBE,ukLRCV,t,ukLRCWt)

5. ProbGen, presented in Algorithm 5, aims to create a problem instance o, s) that

the server can use to evaluate the computation as well as preparing a verification
key that enables anyone to verify the server’s computational result. The algorithm
starts with choosing messages my and m; randomly from the message space.
The message my is encrypted with (A,,S A /¢ Lix [) in the first TkDPABE
system, whilst m is encrypted with the complement policy under either the first
rkDPABE system for VDC or the second one for RPVC and RPVC-AC depending
on the chosen mode of computation. Note that the attributes remain the same
as it is the same attribute T8 or input data X respectively. The algorithm also
prepares a public verification key vk, s). The key is simply generated by applying
a one-way function g to each randomly chosen message and also includes a copy of
LReg from the public parameters in case the list is modified between the current

time period and the time of verification.
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Algorithm 5 (0,5, Vk(us)) & ProbGen(mode, (w,S), Ly x, pkr, pp)

10 :

(mo,ml) —s M x M
t«T
¢ s DPABE.Encrypt(mo, (4w, S A /\ 1), t,mpkSzg)

l€eLp x
if (mode = VDC) then
c1 s DPABE Encrypt(my, (A, SA A\ 1),t, mpkQpy)

leLp x
else
c1 +s DPABE.Encrypt(my1, (A, S A /\ 0),t,mpkapg)
leLp x
endif

O(w,s) < (co,c1)

vks) < (9(mo), g(m1), Lreg)

6. Compute, presented in Algorithm 6, is performed by a server S; and aims to return
the result of the evaluation of a function on some input data. The algorithm
attempts to decrypt both ciphertexts of the problem instance o(,g), ensuring
that different modes of computation use the correct parameters.
succeeds only if the function evaluates to 1 on the input data X, i.e. the policy
is satisfied. Since F and F output opposite results on X, exactly one plaintext
will correspond to a failure symbol L. The server signs the results using its
personal signing key. Finally, the algorithm outputs the computational result

0r(x) comprising the two plaintexts, the server id and the server’s signature on

the output.

Algorithm 6 05y, & Compute(mode, 0, 5), k(0 ,),5:> 55, PP)

0 1 0 1
Parse o(,,5) as (co, ¢1) and ek(o,y),s, as (skapg, Skapw: UKL, ¢ UKL, ¢)

do + DPABE.Decrypt (co, sk g, uky,.. ¢, mpPkRpE)
if (mode = VDC) then

dy « DPABE.Decrypt (c1, sk g, vk, .»mPkBE)
else

dy + DPABE.Decrypt (c1, skapg, Uk, . »mPkApE)
endif
v <s Sig.Sign(do, d1, Si, sks,)
Or(x) < (do,d1,Si,7)
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7. Verify, presented in Algorithm 7, determines whether the returned computational
result is valid or not. The algorithm first checks whether the function F is listed
in LReg[S][1] to ensure that the server that generated the computational result is
authorised to compute F. If this check fails, the result is immediately rejected.
Next, the algorithm verifies the signature using the verification key for S; stored
in LReg. If correct, it applies the one-way function g to each plaintext in 0p(x)
and compares the results to the components of the verification key. If either
comparison results in a match (i.e. the server successfully recovered a message),
the algorithm creates an acceptance token 79, . = (accept, S;) indicating that
the server indeed performed the computation correctly. Otherwise the result is
rejected, and the algorithm creates a rejection token Topx) = (reject,S;) and
S; is reported for revocation. If mg was returned then F(X) = 1 as mgy was
encrypted for the non-complemented inputs. Otherwise m; was returned and
thus F'(X) = 0. Note that this algorithm can be run by any entity since the

computational result and verification key are publicly available.

Algorithm 7 (y, 79, ,) < Verify(0r(x), vk s), PP)

1: Parse Op(;) as (do,d1, Si,7) and vk, sy as (9(mo), g(m1), Lreg)
2: if F € Lpey[Si][1] then
3: if accept < Sig.Verify ((do, d1, S:), v, Lreg[Si][0])

4: if g(mo) = g(do) return (y <— 1,79, , ¢+ (accept,S;))

5 elseif g(m1) = g(d1) return (y < 0,79, , < (accept, S;))
6: else return (y <L, 7, ,, < (reject,S;))

7 endif

8: endif

9: endif

10: return (y <L, 7., < (reject,S;))

8. Revoke, presented in Algorithm 8, aims to revoke misbehaving servers by redis-
tributing fresh update keys to all non-revoked servers. The algorithm first checks
whether a server .S; should in fact be revoked, i.e. whether it received as input
a rejection token 7y, . = (reject,S;). If so, it deletes the list Lreg[Si][1] of
computations that S; may perform such that the server is no longer authorised to
perform any computations within the system. Additionally, it also adds 5; to the
revocation list Lrey, and refreshes the time source T and samples the new time
period. The algorithm then generates new update keys for all non-revoked enti-
ties such that non-revoked keys are still functional in the new time period and
distributes them accordingly. If the algorithm receives as input an acceptance

token indicating that there is no need to revoke any server since computations
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were performed correctly, it outputs L.

Algorithm 8 um & Revoke(TgF(X),mk,pp)

1: if 7, ., = (reject, S;) then
Lyeg[Si][1] = {€}

3: LReV — LReV U Sz

4: Refresh T

[\

5: t« T

6:  uky, ,<+sDPABE.KeyUpdate(Lgey,t, mskQpg, mpkapg)
7 if (mode = RPVC) or (mode = RPVC-AC) then

8: ukp,,. . . +s ABE.KeyUpdate(Lgey, t, mskjpg, mpkjpg)
9: endif

10 : for S’ € Uip do
11: Parse ekp,s/ as (sk{pg, Skapg, UkD ., 11> WKL, 1 1)
12 ekps < (skXpps SkApms “k%mv,ta ukiReWt)
13 : endfor
14 : return um < {ekr s} s’y
15: else
16 : return |

Theorem 5.10. Given an IND-sHRSS secure rkDPABE scheme for a class of mono-
tone Boolean functions F closed under complement, an EUF-CMA secure signature
scheme and a one-way function g. Let HPVC be the hybrid publicly verifiable out-
sourced computation scheme as defined in Algorithms 1-8. Then HPVC is secure in
the sense of selective public verifiability (Figure , and selective semi-static revoca-
tion (Fz'gure and selective authorised computation (Figure .

5.6 Proofs of Security

In this section we present the full proof of Theorem by providing proofs of secu-
rity for the notions of selective public verifiability, selective semi-static revocation and

selective authorised computations.

5.6.1 Selective Public Verifiability

Lemma 5.11. The HPYVC scheme defined by Algorithms 1-8 is secure in the sense
of selective public verifiability (Figure under the same assumptions as in Theo-
rem 5. 10
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Proof. Note that this proof is a combination of the proofs presented in Sections
and The reduction follows similarly and we basically update the notation to ac-

commodate an HPVC scheme.

Suppose Appyc is an adversary with non-negligible advantage against the selective
public verifiability game (Figure when instantiated by Algorithms 1-8. We begin
by defining the following three games:

e Game 0. This is the selective public verifiability game as defined in Figure [5.2

e Game 1. This is the same as Game 0 with the modification that in ProbGen, we
no longer return an encryption of mg and my. Instead, we choose another random
message m’ # mg,my and, if F(X*) = 1, we replace ¢; by the encryption of m/,
and otherwise we replace cg. In other words, we replace the ciphertext associated
with the unsatisfied function with the encryption of a separate random message
unrelated to the other system parameters, and in particular to the verification

keys.

e Game 2. This is the same as Game 1 with the exception that instead of choosing
a random message m’, we implicitly set m’ to be the challenge input w in the

one-way function game.

We show that from the adversary’s point of view Game 2 is indistinguishable from
Game 0 except with negligible probability. This means that an adversary against the
selective public verifiability game can be run against Game 2. We then finally show
that if an adversary has a non-negligible advantage against Game 2 then the adversary

can invert a one-way function.

Game 0 to Game 1. We begin by showing that there is a negligible distinguish-
ing advantage between Game 0 and Game 1, both with parameters (HPVC, 1}, F).
Suppose otherwise, that Appyvc can distinguish the two games with non-negligible ad-
vantage §. We then show that it is possible to construct an adversary Aapg that uses
Apnpvc as a subroutine to break the IND-sHRSS security of the (indirectly) revocable
key DP-ABE scheme formalised in Figure [5.5] Note that we only focus on the modes
RPVC and VDC, and the mode RPVC-AC can be seen as a special case of the mode
RPVC as we can assume the adversary being authorised to evaluate a challenge com-
putation. We consider a challenger C playing the IND-sHRSS game (Figure with
AaBE, and Aagg in turn acts as a challenger for Agpyc. Given the above parameters

the entities interact in the following way.

1. Appyc declares its choice of challenge parameters (w*, O*,¢*,S*, Lp x+,mode)
including a set of labels Lr x+ and the mode of computation mode detailing in

which mode the challenge needs to be generated.
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2. Aapg must send a challenge attribute set and policy (w, g), and a challenge time
period ¢ to the challenger as Aapg’s challenge input for the IND-sHRSS game
of the rkDP-ABE scheme. Recall from Table [5.1] that in case mode = VDC the
challenge subjective policy S* corresponds to the function F' and the subjective
attribute set ¢ corresponds to the challenge input data X* C D;. Also following
Table in case mode = RPVC the challenge objective policy O* corresponds
to the function F' and the objective attribute set w corresponds to the challenge
input data X*. In either mode, the other challenge input parameters correspond
to either dummy attributes or dummy policies, and these dummy policies are
trivially satisfied by the dummy attributes (cf. Section . As usual, Aapg
computes r = F(X™).

e If mode = VDC, we need to set the challenge input pair to the IND-sHRSS
game of the rkDP-ABE scheme such that the pair is not satisfied by the
challenge input X* and thus need to set S to be unsatisfied.

— Ifr=1: we set
& = Au = {To},
and

S=8A N\ L=FA{l(@ij)}e, ex+

€Ly x*
— If r =0: we set
& = Ay = {To},
and

S=S*A /\ i =F N{Uzij)}ta, ex

ljeLF,X*

e If mode = RPVC, then we set
a - Aw* - AX*?
and

S=s'A N L={TA{E)

ljeLF,X*

Finally, Aagg also sets its challenge (@,S) for the time period ¢ = 1 for the
IND-sHRSS game and sends all challenge parameters to the challenger C.
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3. C runs the DPABE.Setup algorithm to generate mpk,pp, mskypp and sends

mpk gy to AABE-

4. Aapg initialises its target revocation list R which is initially empty and sends it
to C, and simulates running HPVC.Setup such that the outcome is consistent with
the previously generated mpk,gp. If mode = VDC, it sets mpkOABE — mpk,pg
as provided by the challenger and implicitly sets mskgBE < mskpp- Note
that any use of msk:OABE will be simulated using oracle calls to the challenger. If
mode = RPVC, it sets mpk)ypp < mpk,pp as issued by C, and implicitly sets
mskl\gp < msk,gp to be the key held by the challenger. In either case, Aspg
executes DPABE.Setup itself to generate a second DP-ABE system.

5. Aagg runs HPVC.Fnlnit as detailed in Algorithm 2.

6. Aagg must generate a challenge problem instance for Agpyc as the output of
HPVC.ProbGen. To do so, Aapg samples three distinct, equal length messages
mg, m1 and m’ uniformly at random from the message space. Aagpg provides my
and mq as its choice of challenge to C, and receives back the encryption, ct*, of
one of these messages (my« for b* < {0, 1}, where b* is chosen by the challenger),
under the challenge attribute set and policy (&,g) and challenge time period
. More formally, ct* & DPABE.Encrypt(mys, (@,S), 7, mpk,gg). It needs to
assign ct* to be one of the ciphertexts ¢ or ¢ that form the challenge problem
instance (encoded input) or x+ using the correct ABE system parameters. Aapg
chooses a random bit s < {0, 1} which intuitively corresponds to its guess for the

challenger’s choice of b*.

e [f mode = VDC, we need to distinguish the following cases.

— If r =1, AsBg generates

c & DPABE.Encrypt(m/,@,8* A~ N\ 1, £, mpkQipg)

leLF,X*

and sets ¢/ = ct*. It also sets vk = g(m’) and vk’ = g(ms).

— If r =0, Aapg sets ¢ = ct* and generates

¢ & DPABE.Encrypt(m/, 3,8 A N\ 1, T mpkQpp)-

lj GLF,X*

It also sets vk = g(ms) and vk’ = g(m/).

e If mode = RPVC, Aapg sets ¢ = ct* and generates

¢ & DPABE.Encrypt(m/,&,§ A /\ 1.8, mpkipg).
leLF,X*
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It also sets vk = g(m’) and vk’ = g(ms).

Finally, Aapg sets op x+ = (¢, ) and vkp x+ = (vk, vk', Lreg).

7. Agpvc receives all outputs from the above HPVC.ProbGen algorithm, and then

is provided with oracle access to which Aapg responds in the following way:

e HPVC.Fnlnit(-, mk, pp) and HPVC.Register(-, mk, pp) are executed as speci-
fied in Algorithms 2 and 3.

e HPVC.Certify(mode, S;, (0,1), L;, F;, mk, pp) : in order to generate an eval-
uation key for the queried parameters, Aapg needs to request queries to the
KeyGen oracle in the rkDP-ABE game formalised in Figure AABE up-
dates first the usual list entries and then sets O’ = O and ¢’ = Ay, VU e, b
and requests an oracle query to the challenger for OXYeen (S, (O, '), mk, pp)
as specified in Figure [5.5] The challenger shall generate a rkDP-ABE de-
cryption key if and only if @ ¢ QO or ¢’ ¢ S or S; € R. Note that S; ¢ R is
fulfilled since we chose R to be empty. By construction, the condition v’ € S
is satisfied only if the labels {l;};er, 2 {lk}ieLp x«- As specified above, if
the labels do not satisfy this relation then ¢/’ ¢ S and the challenger may
generate the key, which Axgg will receive as skOABE.

If, on the other hand, the labels do satisfy this relation then we have the

following cases depending on the chosen mode.

— If mode = VDC, then from the above relation {lk}lkeLp,x* C {lj}ier;
it follows that {I(w;)}s, ex* € {l(%ij)}z, ;en; and thus it follows that
X* C D;. Thus, this means that by the uniqueness of the labels within
the system, Agpyc has requested an evaluation key for a superset of the
challenge input set X*, i.e. the set D; that contains the challenge input
set X* and possibly some more additional data points. If X* C D;,
then the data set D; must satisfy either F' or F in order to satisfy S.
However, S was chosen in such a way that it is not satisfied by X™* and
thus also not by D;. Hence, the challenger may generate a valid key
which Aagg stores as skgBE.

— If mode = RPVC, then (as specified in Table both sets L; and
Lp x~ are singleton sets. Thus, from {l;};,cr, 2 {lk}lkeLF,x* it follows
that L; = Lrpx» = {l{(F)}. By the uniqueness of the labels within
the system, it then follows that O = O* which means that Agpyc has
requested an evaluation key for the challenge function F. However, in
step 4, the challenger got assigned the ABE system with master secret
key mskjpp such that O* is not satisfied by the challenge input w.
Therefore, also Q' is not satisfied either by the challenge input @ and
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hence the challenger may generate a valid key which Aapg stores as
sk pg-
Aapg needs further to make queries to a KeyUpdate oracle (OKeyUpdate ¢ 1,0
challenger in order to obtain an update key. The challenger returns a valid
key if and only if t # ¢ or R C Qrey. Observe that the second condition is
satisfied since R = € and hence is a subset of Qrev. Hence a challenger may
generate a valid update key.
Also if mode = RPVC, then Aapg additionally generates a secret key skiE:E
by itself using the parameters of the second DP-ABE system which it owns
for the pair (0, ).

. HPVC.Revoke(TgF(X),mk,pp) : whenever a Revoke query is requested, AaBg
executes Algorithm 8 as specified except it requires to make a KeyUpdate
oracle query to the challenger for the update key that relates to the ABE
system owned by C. If mode = RPVC, this is the key wkj ., and if
mode = VDC, this is the key uk:% .~ The challenger may create a valid

Rov, ©
update key if and only if t £ ¢; or R C QQRrev. Since R was defined to be an
empty list and hence is a subset of QQrev the challenger may always return

a valid update key.

Eventually Agpvc finishes its query phase and outputs a guess 6* which it believes
to be a valid forgery.

8. AaBg parses the guess 6% as (d,d’, S;,7). One of the values d and d’ will be L
(by construction) and we denote the other value (non-1) by Y. Observe that,
since Agpyc is assumed to be a successful adversary against selective public
verifiability, the non-_L value, Y, that it will return will be the plaintext mg since
the challenge access structure was always set to be unsatisfied on the challenge

input. Thus, if g(Y) = g(ms), Aapg outputs a guess b’ = s and otherwise guesses
b =(1-2s).

Notice that if s = b* (the challenge bit chosen by C in the IND-sHRSS game in Fig-
ure , then the distribution of the above coincides with Game 0 since the verification
key comprises g(m') and g(ms) where m’ and ms are the two plaintexts corresponding
to the ciphertexts of the encoded input for which Agpyc recovers exactly one. Other-
wise, if s = 1 — b* then the distribution coincides with Game 1 since the verification
key comprises the one-way function g applied to a legitimate message m’ and a random

message mi_p+ that is unrelated to both ciphertexts.

Now, we consider the advantage of this constructed Aapg playing the IND-sHRSS
game for the revocable key DP-ABE scheme. Recall that by assumption, Appyc has
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a non-negligible advantage ¢ in distinguishing between Game 0 and Game 1, that is

Anpvec Aunpvc

Pr [EXpGame 0 [HPVC, 1&?} = 1} —Pr [ExpGame 1 [HPVC, 1*,;} - 1} ‘ > 5

where Expﬁ'ﬁlﬂf]‘zi [HPVC AN F ] denotes the output of running Aypyvc in Game i.

Now we derive the probability of Aapg guessing b* correctly. It follows:

Pr[t) = b*] = Pr[s = b*| Pr[b) = b*|s = b*] + Pr[s # b*] Pr[b) = b*|s # b*]

oY) = glm)ls = ] + 3 Prlg(V) # g(m,)|s # b

",

g

Anpvc

r [ExpGame 0 [%Pvc, 1&?] = 1}
(1 —Prg(Y) = g(ms)[s # 0*])

r [Expc’alme 0 [’HPVC, 1)‘,]-"] — 1}

Anpvc

U ool

(1 —Pr [ExpG’ame 1 [HPVC, 1/\,.7-"} — ID

Anpvc

NCY I N ) (SO N (S RO

Aupvec

AN N~

Pr [EXpGame 0 [%Pvc, ity f] = 1]

g

— Pr {ExpGrame 1 {HPVC, 1)‘,.7:] — 1] + 1)

Anpvc

> (54 1)

N

Hence,

Since ¢ is assumed non-negligible, % is also non-negligible. If Agpyc has advantage §
at distinguishing these games then Aapg can win the IND-sHRSS game with non-
negligible probability. Thus since we assumed the ABE scheme to be IND-sHRSS
secure, we conclude that Agpyc cannot distinguish Game 0 from Game 1 with non-

negligible probability.

Game 1 to Game 2. The transition from Game 1 to Game 2 is to simply set the
value of m’ to no longer be random but instead to correspond to the challenge w in
the one-way function inversion game (Figure [2.8). We argue that the adversary has no

distinguishing advantage between these games since the new value is independent of
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anything else in the system except the verification key g(w) and hence looks random
to an adversary with no additional information (in particular, Agpyc does not see the

challenge for the one-way function as this is played between C and Aapg).

Final Proof. We now show that using Appvc in Game 2, Aapg can invert the one-
way function g — that is, given a challenge z = g(w) Aapg can recover w. Specifically,

during HPVC.ProbGen, Aapg chooses the messages as follows:

e if F(X*) = 1, we implicitly set m; to be w and the corresponding verification
key component to be z = g(w). We randomly choose mg from the message space

and compute the remainder of the verification key as usual.

e if F(X*) =0, we implicitly set mg to be w and set the verification key component
to z = g(w). my is chosen randomly from the message space and the remainder

of the verification key computed as usual.

Now, since Appyc is assumed to be successful, it will output a forgery comprising the
plaintext that was encrypted under the unsatisfied function (F or F) that evaluates
to 0. By construction, this will be w (and the adversary’s view is consistent since the
verification key is simulated correctly using z). Aapg can therefore forward this result
to C in order to invert the one-way function with the same non-negligible probability

that Appve has against the selective public verifiability game.

We conclude that if the rkDP-ABE scheme is IND-sHRSS secure and the one-way
function is hard-to-invert, then the HPVC as defined by Algorithms 1-8 is secure in

the sense of selective public verifiability. O

5.6.2 Selective, Semi-static Revocation

Lemma 5.12. The HPVC scheme defined by Algorithms 1-8 is secure in the sense of
selective, semi-static revocation (Figure under the same assumptions as in Theo-
rem 5. 100

Proof. Note that this proof follows in a similar manner to the proof presented in Sec-

tion and we mainly update the notation to accommodate an HPVC scheme.

In this proof, we aim to perform a reduction from the the selective, semi-static re-
vocation game (Figure to the IND-SHRSS security of the underlying revocable
key DP-ABE scheme (Figure [5.5). We wish the prove this reduction by achieving a
contradiction and therefore we assume that Appyc is an adversary with non-negligible
probability against the selective, semi-static revocation game when instantiated by
Algorithms 1-8, and making ¢; Revoke queries. We show that we can construct an

adversary Aapg that uses Agpyc as a sub-routine to break the IND-sHRSS security
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of the indirectly revocable key DP-ABE scheme. Note that as in the previous proof,
we only focus on the modes RPVC and VDC, and the mode RPVC-AC can be seen
as a special case of the mode RPVC as we can assume the adversary being authorised
to evaluate a challenge computation. Let C be a challenger playing the IND-sHRSS
game with Aapg, and Aapg acts as a challenger for Agpvc.

1. Arpvc declares its choice of challenge input parameters
(w*, 0%, ¢*,S*, Lp x+,mode) for a challenge computation F'(X*) including a set
of labels Lg x+ and the mode of computation mode detailing in which mode the

challenge needs to be generated.

2. Aapg initialises an (empty) list Qrey of currently revoked entities and sets the
current time period t = 1. Next, Aapg needs to form its own challenge input for
the IND-sHRSS game. Aapg sets its challenge for the time period ¢ = ¢;, and
it forms @ = Ay« and S = S* A /\ljeLF,X* l;. Finally, it sends (t, (Q,g)) to the

challenger.

3. C runs the DPABE.Setup algorithm to generate mpk,pp, mskypp and sends

mpk ypp to AABE.

4. Apgg simulates running HPVC.Setup such that the outcome is consistent with
the previously generated mpk,pgp from C. It executes the algorithm as detailed
with the exception of line 2, since msk‘OABE and mpk‘DABE were already generated

by the challenger.
5. Aapg runs HPVC.Fnlnit as detailed in Algorithm 2.
6. Appvc chooses a challenge revocation list R, which Aapg forwards to C.

7. Agpvc is provided with oracle access to which Aagg responds in the following

way:

e HPVC.Fnlnit(-, mk, pp) and HPVC.Register(-, mk, pp) are executed as speci-
fied in Algorithms 2 and 3.

e Queries of the form HPVC.Certify(mode, S;, (0, ), L;, F;, mk,pp) are han-
dled by Aapg by running the Certify oracle as specified in Figure AABE
executes Algorithm 4 as detailed except lines 6 and 7, as these rely on
the master secret key mskOABE held by the challenger. In order to sim-
ulate line 6, Aapg requires to make a KeyGen oracle query of the form
OXexGen(g, (0, Ay U User, ) mskQ gg, mMpklpg). The challenger responds
by running the KeyGen oracle as detailed in Figure [5.5] which returns a
valid key if and only if & ¢ O or Ay UU, ¢, I € S or S; € R. Now
if (Ay UUjer, I € S) is fulfilled then the challenger can return a valid
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decryption key. By construction, we observe that the condition ¢ € S is sat-
isfied only if {lx}i,er;, 2 {lj}i;eLp v By the uniqueness of the label within
the system this implies L x+~ C L;. However, in this case, the first condition
in the “if” statement in the Certify oracle in Figure [5.3|is satisfied and thus
Aapg would have returned | without querying KeyGen if S; ¢ R to avoid
certifying Appvc for the challenge computation. If (Ay UU, o1, Ik € g) is
satisfied at the point of making a KeyGen query, then S; € R, and thus the
challenger can respond to all queries made to it during this phase with a

valid key.

In order to simulate line 7, Axpg makes a query to the challenger of the
form (’)KeyUpdate(QRev, t, mskgBE, mpk;gBE). Here the challenger responds as
detailed in Figure which returns a valid update key if and only if ¢ # ¢
or B C Qrey. Recall that Axpg chose t = ¢, and at the point of calling
the KeyUpdate oracle, the list of currently revoked entities corresponds to
QRev < QRev \ Si- Therefore, if the challenger returns L in response to this
query, then Axpg would already have returned L as a response to the Certify
oracle (Figure as a result of the second condition in the “if” statement.

Hence, for all queries made to the challenger, a valid update key is returned.

e Queries of the form HPVC.Revoke(Tgmx*),mk:,pp) are handled by Aagg by
running the Revoke oracle as specified in Figure In order to simulate run-
ning the algorithm, Aapg executes Algorithm 8 with the exception of line 6.
Here Aapg is required to make KeyUpdate oracle calls to the challenger of
the form OKeyUpdate(Qp o ¢ mskdyp, mpkQpp). Note that the Revoke ora-
cle in Figure returns | if t = ¢ and R € QRey \ Si. This corresponds
directly to the conditions that C cannot form a valid update key through a
KeyUpdate oracle call (Figure since t =t and R Z Qrev.- However, since
S; was already removed from the list of currently revoked entities QRrev, C
can form a valid update key and Aapg can simulate the remainder of the

algorithm.

8. Eventually (after ¢, Revoke queries), Appyc finishes the query phase. Aapp
checks if Agpvc has made suitable Revoke queries. If there exists an entity in R

that is not currently revoked (listed in QRey), it returns 0 and aborts immediately.

9. Aape must now generate a challenge for Agpyvc. Aagg chooses three distinct,
equal length messages mg, m; and m’ uniformly at random from the message
space. It then sends mg and my to C as its choice of challenge for the IND-sHRSS
game. C chooses a random bit b & {0,1} and returns
ct* & ABE.Encrypt(mp«, @, S* A /\ljeLp,x* lj,%v,mpk:OABE). AABE sets ¢ = ct* and
generates depending on the chosen mode the second ciphertext. If mode = VDC,

then ¢ & ABE.Encrypt(m’,@,S* A /\leLFX* lj,%v,mpk:gBE). In case mode =
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RPVC, then ¢ <~ ABE Encrypt(m/, &, §*AA, cp,. . lj: & mpkpp)- Finally, Aapp
forms the challenge problem instance o* = (¢, ). Aapg selects a bit s < {0,1}
and forms the verification key as vk* = (g(ms),g(m’), Lreg). Note that s intu-

itively corresponds to Aapg’s guess for b*.

10. Appyc receives the resulting parameters from ProbGen and is again provided
with oracle access. These queries are handled in the same way as previously, and

eventually Apgpyc outputs its guess 6*.

11. Let Y be the non- L plaintext returned in 6*. If g(Y) = g(ms), Aapg guesses
b = s. Else, Apgg guesses b’ =1 — s.

If g(Y) = g(m'), Aapg makes a random guess b = b < {0,1} since Appyc did

not forge a result for either mg or my and therefore is of no use for Axpg in order
to break the IND-sHRSS game.

Now we consider the advantage of Aapg playing the IND-sHRSS game. By assump-
tion, Agpvc has a non-negligible advantage § against the selective, semi-static revoca-

tion game. It follows

Pr[t) = b*] = Pr[b) = b*|s = b*] Pr[s = b*] + Pr[t) = b*|1 — s = b*] Pr[l — s = b*]

|
= Prlg(¥) = glm,)|s = b Prls = )
+Prlg(Y) # glmo)[1 — s = B Pell — s = "]
+Prlg(Y) = g} b = ] Prfb = b
— 3 Prlg(¥) = glm.)ls = b + 3 Prlg(¥) # glm)|1L — s = b'
45 Prlg(Y) = glm') b= ]
= %(Pr{g(Y) = g(ms)|s = 0" + (1 = Pr[g(Y) = g(m;)|1 — s = b"])
+ Prlg(Y) = g(m)lb = b))
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Hence,

/ * 1
Adv g, > Pr[bzb]—i
1 1
> |=(0+1)—=
RGOSR

i

2

Since ¢ is non-negligible, g is also non-negligible. If Agpyc has advantage § at breaking
the selective, semi-static revocation game then Axgg can win the IND-sHRSS game
with non-negligible probability. However, since the indirectly revocable key DP-ABE
scheme was assumed to be IND-sHRSS secure, such an adversary Agpyc cannot exist.
Therefore, we conclude that if the revocable key DP-ABE scheme is IND-sHRSS secure
then HPVC as instantiated by Algorithms 1-8 is secure in the sense of selective, semi-

static revocation. O

5.6.3 Selective Authorised Computation

Lemma 5.13. The HPVC scheme defined by Algorithms 1-8 is secure in the sense
of selective authorised computation (Figure under the same assumptions as in

Theorem [5.10.

Proof. In this proof, we aim to perform a reduction from the selective authorised com-
putation game (Figure to the IND-sHRSS security of the underlying revocable
key DP-ABE scheme (Figure . We wish to prove this reduction by achieving a
contradiction and therefore we assume that Agpyc is an adversary with non-negligible
probability against the selective authorised computation game when instantiated by Al-
gorithms 1-8. We show that we can construct an adversary Aapg that uses Aypyc as a
subroutine to break the IND-sHRSS security of the indirectly revocable key DP-ABE
scheme. Note that the notion of selective authorised computation is only meaningful
as long as the system is run in the RPVC-AC mode. Let C be a challenger playing the
IND-sHRSS game with Aapg, and Aapg acts as a challenger for Agpvc.

1. Agpvc begins by declaring its choice of challenge input parameters for the RPVC-
AC mode consisting of F', X*, the authorisation policy P and the function label

{1}

2. Aapg needs to form its own challenge input for the IND-sHRSS game. Thus,
Aapg sets its challenge for the time period t = 1, and it forms @ = Ax+ and
S = PA{I(F)}. Finally, it sends (£, (©,S)) to the challenger.

3. C runs the DPABE.Setup algorithm to generate mpk,pp, msk,gp and sends

mpk pp to AABE-

193



5.6 Proofs of Security

4. Aapg simulates running HPVC.Setup such that the outcome is consistent with
the previously generated mpk, gy from C. It executes the algorithm as detailed
with the exception of line 2, since msk%BE and mpk%BE were already generated
by the challenger. Aapr chooses an empty list of currently revoked entities R

and sends it to the challenger.
5. Aagg runs HPVC.Fnlnit as detailed in Algorithm 2.

6. Aapg must now generate a challenge for Agpvc. Aapg chooses three distinct,
equal length messages mg, m; and m’ uniformly at random from the message
space. It then sends mg and my to C as its choice of challenge for the IND-sHRSS
game. C chooses a random bit b & {0,1} and returns
ct* & ABE.Encrypt(my, &, P A{I(F)},1, mpkdpr)- AABE sets ¢ = ct* and gener-
ates itself the second ciphertext by encrypting m’ as ¢ < ABE.Encrypt(m/, @, P A
{I(F)},t,mpklpgp). Finally, Aapg forms the challenge problem instance o* =
(¢,). Aapg selects a bit s <& {0,1} and forms the verification key as vk* =
(g(mg), g(m’), Lreg). Note that s intuitively corresponds to Aapg’s guess for b*.

7. Agpvc receives the resulting parameters from ProbGen and is provided with oracle

access to which Aapg responds in the following way:

e HPVC.Fnlnit(-, mk, pp) and HPVC.Register(-, mk, pp) are executed as speci-
fied in Algorithms 2 and 3.

e Queries of the form HPVC.Certify(RPVC-AC, S;, (F,v),{l(F)}, Fi,mk, pp)
are handled by Aapg by running the Certify oracle as specified in Figure[5.4
In case the queried set of subjective attributes ¢ satisfy the challenge au-
thorisation policy then Aapg returns 1. Otherwise, Aspg executes Algo-
rithm 4 as detailed with the exception in lines 6 and 7, as these rely on
the master secret key mskgBE held by the challenger. In order to sim-
ulate line 6, Aapg requires to make a KeyGen oracle query of the form
OKeyGen (G, (F, Ay U UlkeLi Ik), mskQ g, mpkdgE). The challenger responds
by running the KeyGen oracle as detailed in Figure which returns a valid
key if and only if W ¢ O or Ay Ul cp, Ik & S or S; € R. However, for the
query to have been made to KeyGen, Axpg must not have returned L in the
Certify oracle request in Figure and therefore ¢ ¢ P, and hence ¢ ¢ S.
Therefore, the challenger can always return a valid decryption key S]COABE.
In order to simulate line 7 in the Certify algorithm, Aapg makes a query to
the challenger of the form OXeYUPdate(Qp o ¢ msklp, mpkQpy). Here the
challenger responds as detailed in Figure [5.5 which returns a valid update
key if and only if ¢ # ¢ or R C QRev. Since R was initially chosen to be
empty and thus R C QRey for any Qrey. Therefore, the challenger can create
a valid update key.
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e Queries of the form HPVC.Revoke(T(;F( x%)> mk, pp) are handled by Axpg ex-
ecuting Algorithm 8 with the exception of line 6. Here Aapg is required to
make KeyUpdate oracle calls to the challenger of the form
OKeyUpdate(Qp o t, mskQ g, mpkQpg). The challenger returns a valid up-
date key through a KeyUpdate oracle call (Figure if and only if ¢ # ¢ or
R C QRey. Since R was initially chosen to be empty and thus R C R for
any R and in particular Lge,. Therefore, the challenger can always create a

valid update key.

8. Eventually Aypvyc finishes its oracle query phase and outputs its guess 8* which
corresponds to the result of F'(X™*) protected by an authorisation policy P. Note

that Agpvc never received a key for a set of authorisation attributes s € P.

9. As 6* should appear valid, by construction it should contain a non-L plaintext
which we denote by Y. If g(Y) = g(ms), Aapr guesses b’ = s. Else, Aapg
guesses b’ =1 — s.

If g(Y) = g(m’), Aspg makes a random guess b’ = b < {0,1} since Agpyc did

not forge a result for either mg or my and therefore is of no use for Aapg in order
to break the IND-sHRSS game.

Now we consider the advantage of Aapg playing the IND-sHRSS game. By assump-
tion, Agpyc has a non-negligible advantage ¢ against the selective authorised compu-

tation game. It follows

Pr[t) = b*] = Pr[t) = b*|s = b*] Pr[s = b*] + Pr[b) = b*|1 — s = b*| Pr[l — s = b|

g
+Prlg(Y) # glmy)|1 — s = B Pr[1 — s = b
+Prlg(Y) = glm") b = 0] Prfp = ]
= S Prlg(Y) = glmy)ls = b7 + 5 Prlg(Y) # g(mo)[1 — 5 = '
45 Prlg(Y) = g(m') b= ]
= %(PT[Q(Y) = g(ms)ls = 0] + (1 = Prig(Y) = g(ms)[1 —s = b"])
+ Prlg(Y) = g(m)lb = )
1
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Hence,

/ * 1
Adv g, > Pr[bzb]—i
1 1
> |=(0+1)—=
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Since ¢ is non-negligible, g is also non-negligible. If Agpyc has advantage § at breaking
the selective authorised computation game then Axpg can win the IND-sHRSS game
with non-negligible probability. However, since the indirectly revocable key DP-ABE
scheme was assumed to be IND-sHRSS secure, such an adversary Agpyc cannot exist.
Therefore, we conclude that if the revocable key DP-ABE scheme is IND-sHRSS
secure then HPVC as instantiated by Algorithms 1-8 is secure in the sense of selective

authorised computations. O

5.7 Conclusion

In this chapter, we have introduced an umbrella notion for PVC called hybrid publicly
verifiable outsourced computation. HPVC supports three different modes of computa-
tion (RPVC, VDC, and RPVC-AC) that we have introduced throughout this thesis so
far, and thus meets diverse user requirements of a large multi-user system. In other
words, our model enables entities to request computations from other users, restrict
which entities can perform computations on their behalf, perform computations for
other users, and make data available for queries from other users, all in a verifiable
manner. We provide an instantiation of HPVC built from a novel use of DP-ABE.
DP-ABE has previously attracted relatively little attention in the literature, which we
believe to be primarily due to its applications being less obvious than for the single-
policy ABE schemes. Whilst KP- and CP-ABE are generally considered in the context
of cryptographic access control, it is unclear that the policies enforced by DP-ABE are
natural choices for access control. Thus an interesting side-effect of this chapter is to
show that additional applications for DP-ABE do exist.

In future work, one may further investigate our revocable DP-ABE scheme to compare
the efficiency of revoking the key- and ciphertext-policies. Furthermore, it would be
beneficial to investigate techniques in order to enable the stored data at the server to
be updated.
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In this chapter we use verifiable outsourced computation techniques from the
previous chapters to enable a wider family of queries in verifiable searchable
encryption. We introduce a scheme based upon ciphertext-policy attribute-
based encryption that permits a user to verify that search results are correct
and complete. Our scheme also permits verifiable computational queries
over keywords and specific data values, that go beyond the standard key-
word matching queries, to allow functions such as averaging or counting

operations. The results of this chapter appear in [7].

6.1 Introduction

With the emergence of cloud computing, it is now common practice for data owners
to outsource their data to public servers providing storage on a pay-as-you-go basis.
This can reduce the costs of data storage compared with that of running a private data
centre (e.g. hardware, construction, air conditioning and security costs), making this a
cost effective solution. If the server is not fully trusted and the data is of a sensitive
nature, the data owner may wish to encrypt the data to ensure confidentiality. Un-
fortunately, this prevents the efficient retrieval of specific portions of the data as the

server is unable to identify the relevant information.

The above setting has been studied intensively in recent years. For example, searchable
encryption as introduced in Section addresses this issue by indexing the encrypted

data in such a way as to allow a server to execute a search query (formed by the data
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owner or an authorised data user) over the encrypted data and return the identifiers
of any file that satisfies the search query. In this chapter, we study whether techniques
from the area of publicly verifiable outsourced computation lend themselves in any
meaningful way to the setting of searchable encryption. We answer in the affirma-
tive and show that techniques from publicly verifiable delegable computation (VDC)
as developed in Chapter [4] can be used to build a verifiable searchable encryption
(VSE) scheme that is able to handle a wider class of queries compared to current VSE
approaches. Concretely, we use CP-ABE to build an extended verifiable searchable en-
cryption (EVSE) scheme and embed the static data set (documents) in a server’s secret
key whilst the queries can only be requested by authorised users being in possession
of a secret user key. In more detail, the server holds an outsourced database from the
data owner which is made available for being searched over by authorised users. It is
crucial to have a verification mechanism in this context since the users querying the
database never possessed the data themselves and wish to obtain an assurance that the
server has not cheated by returning malformed search results. Note that by employing
techniques from Chapter [d we achieve the scheme being publicly verifiable enabling
anyone to verify the correctness and completeness of the query results but the scheme
is not publicly delegable.

By adapting techniques from VDC to VSE, our scheme is able to perform a wider
family of queries including some types of computations. We can form the following

queries.

e More expressive queries: our scheme supports queries such as boolean formulas
involving conjunctions, disjunctions and negations, threshold operations, polyno-

mials, arbitrary CNF and DNF formulas, and fuzzy searchE

e Evaluation of computations: our scheme supports the evaluation of some com-
putations over the encrypted data, such as averaging and counting operations.
As well as assigning keywords to label data, we propose to also assign keywords
representing certain data values that may be computed over (either in the form

of single keywords or as a string of keywords encoding binary data).

Related Work

The scheme by Zheng et al. [148] also uses ABE primitives in their construction. This
scheme is able to achieve multi-level access, where users can be restricted to searching
only certain parts of the database. Keywords are grouped with respect to their access
control policies, and the search time is linear in the number of groups. However, their
scheme is restricted to only achieve a single keyword equality search. Sun et al. [136]
introduced a dynamic SE scheme that can support conjunctive queries and is based

upon ABE in order to create the indexes. Each user in the system has a separate

!Depending on the choice of underlying ABE scheme; see Section
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public key to create their indexes which can be added to the server at anytime. This
scheme uses a combination of bloom filters and signatures to achieve verifiability of
search results. Curtmola et al. [57] extended the SE system model to allow multiple
users to query the data, using broadcast encryption to manage user access privileges.
We will make use of broadcast encryption in a similar way to authorise users to query
data stored at the server. Abdalla et al. [I] raised the issue of building a searchable
encryption scheme that enables a user to form more advanced queries, such as Boolean
formulas for keywords. The schemes presented in [37, 84, [116] also provide solutions
towards this issue by enabling users to form queries for conjunctive combinations of
keywords, range queries, and subset queries. We believe that our work also contributes

to achieving richer query functionality on encrypted data.

Organisation of Chapter

In Section we describe and provide a formal definition of our verifiable search-
able encryption model with extended functionalities and discuss the possible types of
queries that are captured by our scheme. Next, in Section we define three notions
of security that are relevant in our context, and in Section we provide an exam-
ple construction of EVSE based on ciphertext-policy attribute-based encryption. In
Section we show that our given construction is secure according to the introduced
security models. We conclude this chapter in Section

6.2 Extended Verifiable Searchable Encryption

In this section, we introduce a model for verifiable searchable encryption using verifiable
computation techniques from the previous chapters in order to enable a wider family of
queries, and some types of computations, to be performed over outsourced encrypted

data with (publicly) verifiable query results.

6.2.1 Informal Overview

Our system model comprises the same entity population as previously considered in
the literature, i.e. it comprises a data owner, a remote storage server, and a set of
authorised data users. The data owner wishes to outsource documents and controls
which additional users are able to query its encrypted data. Following the accepted
format used in searchable encryption, queries may be formulated over keywords which,
for example, may identify documents that are associated with a given set of keywords.
However, in our setting, we also allow computational queries of functions in the class
NC*, which consists of Boolean functions computable by circuits of depth O(logn)

where each gate has a fan-in of two, over encoded data values.
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As a motivating practical scenario for our work, consider workgroups within an organ-
isation. The manager or system administrator acts as the data owner for the organisa-
tion and outsources a shared encrypted database to a remote server. Authorisation is
granted by issuing a secret key to each user within the organisation which is required
when creating a query token gtg (or trapdoor) for a particular query Q. The token is
sent to the server that evaluates the query on the encoded index to generate a search
result 6. We allow any entity to verify the correctness and completeness of the re-
sult and thus achieve public verifiability. That is, we also permit the server to verify
correctness to avoid the rejection problem (cf. Section , where a server may learn

some useful information by observing if results are accepted.

Throughout this chapter, we assume a strict separation between queriers (the data
owner and users) and the remote server storing the data. We do not enable the server
to issue queries itself since it would trivially be able to learn the encoding of the index
and queries. In contrast, legitimate users know this encoding and are able to obtain

meaningful results.

6.2.2 Formal Definition

An EVSE scheme for a family of queries F begins with the data owner initialising the
scheme by running Setup to create the public parameters and the master secret key.
The data owner wishes to outsource data D which is considered to be a collection of n
documents. Prior to outsourcing, the data owner specifies a pre-index for D, denoted
by d(D), which assigns a set of descriptive labels to each document, for example key-
words contained in the document or specific data values that may be computed upon.
The encoded form of the data, including the descriptive labels, is referred to as the
index of D and generated by running the algorithm Buildlndex. The algorithm outputs

the index Zp and the data owner stores it at the server.

In order to be able to form a valid query, a data owner first authorises a user by issuing
her with a secret key. An authorised user executes the Query algorithm to request a
search over the encrypted data from the server. The user specifies a query Q) and uses
the authorisation key, and the algorithm outputs the query token gtg for @) as well as
a verification key vkg that enables anyone to verify the search result. In the Search
algorithm the server S uses its index Zp and the encoded query token to output an

encoded search result 6g corresponding to the actual underlying result.
Any entity is able to verify the correctness of 6 using vkg. Verification outputs the

result r = Q(4(D)) indicating that the search was performed correctly, or else r =1

showing that the search result is malformed.
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Given that the data owner enrolled multiple users to query its outsourced database, it
may well be desirable that misbehaving users, or in terms of the above example where
users may leave an organisation, are prevented from further querying the database and
as such being revoked from the system. In order to revoke a user the data owner could
simply initialise a new system and provide each authorised user within this system
with a new secret key. However, this is an expensive solution given that the data
owner needs to invest a large amount of resources to process the data and keys yet
again. Thus, in our scheme revocation is based on provided states between authorised
users and the server, i.e. the states serve as a proof that each entity within the system
is authorised to form queries. In case a user is revoked, the data owner simply updates

and re-distributes the respective states to all non-revoked entities.

Note that we slightly change algorithm names for our scheme compared to “classical”
searchable encryption schemes to accommodate the blend between searchable encryp-
tion and publicly verifiable outsourced computation. Our multi-user (single-server)

EVSE scheme is more formally captured in the following definition.

Definition 6.1. An extended verifiable searchable encryption (EVSE) scheme com-

prises the following algorithms:

1. (mk,pp) & Setup(1*,U) : this randomised algorithm is run by the data owner to
initialise the system. It takes as input the security parameter A and a universe
of attributes U representing keywords and data points. The algorithm outputs the
data owner’s master secret key mk that is used for further administrative tasks
and public parameters pp, both of which are provided to the remaining algorithms

where required;

2. (Ip, sts, sto) < Buildindex(8(D),1(§(D)), G, mk, pp) : this randomised algorithm
is run by the data owner to output a searchable index Tp for the data D, as well
as a server state sty and data owner state stoﬂ The algorithm uses as input the
master secret key and public parameters, the pre-index of the data 6(D) and a
unique label [(6(D)) representing the pre-index, as well as the set G of authorised

users;

3. skiq & AddUser(id, G, mk, pp) : this randomised algorithm is run by the data
owner to authorise a user id to enable them to form wvalid queries for querying
the data. The algorithm authorises a user id by issuing them a secret key skiq.
The inputs are a user id, the current set of authorised users, as well as the public

parameters and master secret key;

4. (qtg,vkQ) & Query(Q, sts, sto, skiq, pp) : this randomised algorithm is run by an

authorised user using its secret key, public parameters and both states to generate

2The data owner shares its state with each authorised user and thus st, = st,. For simplicity we
will only use the notation sto.
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a query token qtg for a query Q she wishes to search for over the data. It further

also outputs a public verification key vkg;

5. g & Search(Zp, qtq, sts, sks, pp) : this randomised algorithm is run by the server
to execute a query specified by the query token qtg on the index Ip. It generates

an encoded result O¢g which can be returned to the querying user or published;

6. r < Verify(6g,vkq, pp) : this algorithm can be run by any entity. The inputs are
the encoded output 6¢g produced by the server, the verification key vkg and the
public parameters pp. The algorithm produces an output r = Q(6(D)) if the search
was performed correctly, or else r =1 indicating that the search was performed

incorrectly;

7. (stl, st) & RevokeUser(id, G, mk, pp) : this randomised algorithm is run by the
data owner using its master secret key to revoke a user’s authorisation to form
further queries. It does so by generating new server and data owner states and

distributes them accordingly.

Although not explicitly mentioned, the data owner may update the public parameters
pp during any algorithm in order to reflect any changes in the entity population as
new users may have been added and granted the ability to perform searches over the
outsourced database. The algorithms AddUser and RevokeUser can be run at any point
in the scheme after the system was initialised and the index was created. Note that we

assume throughout this chapter that the server does not collude with revoked users.

An EVSE scheme is correct if there is a negligible probability that verification does not
succeed when all algorithms are run honestly. More formally this can be represented

as follows.

Definition 6.2. An extended verifiable searchable encryption scheme is correct for a
family of queries F if for all queries Q € F and all non-revoked entities, the following
holds:

Pr[(mk, pp) & Setup(l)‘,L{),
(Ip, sts, sto) < Buildindex(3(D), 1[(§(D)), G, mk, pp),
skiq < AddUser(id, G, mk, pp),
(qtq. vkg) <~ Query(Q, sts, sto, skid, pp),
0o & Search(Zp, qtq, sts, sks, pp),
r < Verify(6g, vkq, pp)
(st., st!) & RevokeUser(id, G, mk, pp)]
=1 — negl(\).
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Server

Figure 6.1: Operation of an EVSE scheme

We consider the following two main types of queries in this chapter:

e Keyword matching queries: Queries of this type have formed the basis of
most prior work in SE. Suppose there exists a universe (dictionary) of keywords.
Each encrypted data item is associated with an inder of one or more keywords
to describe the contents. Queries are formed over the same universe of keywords.
In this work, we permit Boolean formulas over keywords (e.g. ((a Ab) V c) where
a, b, c are keywords). We return an identifier for each data item whose associated
keywords in the index satisfy this formula. Thus we can perform very expressive

search queries over keywords.

e Computational queries: Queries of this type are similar to the operations
commonly discussed in the context of outsourced computation. We allow statis-
tical queries over keywords, e.g. counting the number of data items that satisfy
a keyword matching query, as well as operations over selected data values that
have been encoded using additional portions of the keyword universe. It is pos-
sible to encode the entire database in such a way to enable computations over
all data fields, but it would usually be more efficient to select a (small) subset of
fields that are most useful or most frequently queried. Clearly, keyword matching
queries can be seen as a special case of computational queries where the function

operator is equality testing.

We can also combine both the functionalities of the aforementioned query types and
provide mixed queries. For example, such a query could be formulated as finding the
average of data values contained in all documents associated with a particular keyword.
All presented types of queries are performed in a verifiable manner to ensure that results
are correct and complete. Furthermore, each type of query can be formed either by a
single, authorised user or by a set of authorised users that may each contribute different
clauses to the search query. We discuss this type of query more detailed in Section[6.4.4]
In Figure [6.1} we illustrate the entity population and respective interaction within our
EVSE model.
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6.3 Security Models

In the context of EVSE we consider three different notions of security, namely public
verifiability, index privacy and query privacy. As usual, we represent the security
definitions in terms of a game-based notion. Throughout the following, the notation
A© denotes the adversary being provided with oracle access to the following algorithms:
BuildIndex(-, -, -, mk, pp), AddUser(-, -, mk, pp), Query(:,-,-,-,pp) and Search(:,-, -, -, pp).
We assume that oracle queries are performed in a logical order such that all required

information is generated from previous queries.

6.3.1 Public Verifiability

In Figure 6.2 we present the notion of public verifiability. This notion ensures that a
server cannot cheat by returning an incorrect result without being detected. The game
begins with the challenger C initialising the system and providing the resulting public
parameters pp to the adversary A. The adversary is provided with oracle access as

detailed above. The adversary A selects the challenge inputs consisting of the challenge

ExpiUBVERIF [5V55, 1)\]
1: (pp, mk) <s Setup(1*, )
2: (Q,8(D"),1(6(D")), sts, sto) s A (pp)
3: G C Users
4: id <s Users
5: skig +s AddUser(id, G, mk, pp)
6: (qtg,vkg) <s Query(Q, sts, sto, skia, pp)
7. 0" +s A%(qtg, vkq, pp)
8: 1« Verify(0*,vkq, pp)
9: if (r#L1) and (r # Q(6(D*))) then
10 : return 1
11: else return 0

Figure 6.2: The public verifiability experiment Expl/?VFrIF [EVSE 1]

query @, the challenge pre-index &(D*), respective pre-index label I(§(D*)) as well
as server and data owner states. In the next step, the challenger runs AddUser on a
randomly chosen id from the user space enrolling a querier into the system by providing
them with a secret key. The challenger C then outputs a challenge by executing Query
on the challenge query. The adversary receives the resulting parameters from the
challenger and is again provided with oracle access as above. A wins if it produces

an encoded output that verifies correctly but does not correspond to the actual result
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Q(S6(D*)).

Definition 6.3. The advantage of a PPT adversary in the PUBVERIF game for an
EVSE construction, EVSE, is defined as:

AdVREYEE" (1Y) = Pr [Expl ™V [evse, 1] — 1.

An EVSE scheme, EVSE, is secure in the sense of public verifiability if for all PPT
adversaries A, it holds that

Adv A5 (17) < negl(M).

6.3.2 Selective Index Privacy

In Figure [6.3] we present the notion of index indistinguishability against a selective
chosen keyword attack, which ensures no information regarding the attributes is leaked
from the index. The game begins with the adversary outputting two sets of documents
Dy and D, that it wishes to be challenged on, with the restriction that |Dg| = |D;|. The
challenger runs Setup initialising the system and providing the resulting public param-
eters pp to the adversary A, and initialises a set G of authorised users. The challenger
selects a bit b uniformly at random selecting which set of documents to encode into the

index. Before the index is created, the challenger needs to create the pre-index from the

Expi{™rY [£VSeE, 1]

1: (Do, Dy) s A(1M,U)

2: if (|Do| # |D1]) then return 0

(pp, mk) <s Setup(1*,U)

b<s{0,1}

G C Users

(6(Dp),1(6(Dp))) < Encode(Dy)

(Zp,, sts, sto) <3 BuildIndex(6(Dy), 1(6(Ds)), G, mk, pp)
V s A°(Ip,, sts, pp)

if o/ = b then

10 : return 1

© 0 N O Utk W

11: else return 0

Figure 6.3: The selective index privacy experiment ExpS{X""*Y [EVSE, 1]

set of documents Dy. This is done using an Encode mechanism that takes the elements of

205



6.3 Security Models

Dy, as input and outputs the pre-index §(Dj) with respective label 1(5(Dy)) | The chal-
lenger then runs BuildIndex using §(Dj) and [(§(Dy)) to produce the index Zp,, which
is given to A. The adversary is then given oracle access to the following algorithms:
BuildIndex(-, -, -, mk, pp), AddUser(-,-, mk,pp), Query(-,-,-,-,pp) and Search(-,-,-, -, pp)
which we denote by O. However, we require the restriction that the query results
are identical for each index Zp,,Zp,, i.e. if g, < Search(Zp,, qtq, sts, sks,pp) and
0q, < Search(ZIp,,qtq, sts, sks, pp) then we need 6, = 0g,. After this query phase, A
outputs a guess b’ and wins the game if its guess corresponds to the randomly chosen
bit b. In other words, A wins the game if it can identify which document set (Dy or

Dy) was encoded into the index Zp, .

Definition 6.4. The advantage of a PPT adversary in the SINDPRIV game for an
EVSE construction, EVSE, is defined as:

Advi{?ﬁé‘é‘/(l)‘) =Pr [Expi{NDPRW [EVSE, 1/\] — 1] -5
An EVSE scheme, EVSE, is secure in the sense of selective index privacy if for all
PPT adversaries A, it holds that

AdviHEY (1%) < negl(N).

6.3.3 Selective Query Privacy

In Figure [6.4] we present the notion of selective query privacy that captures that the
queries themselves should not leak any information about the queries. Note the queries
only reveal the logical make-up (gates). This notion is formalised in a similar fashion
to the notion of index privacy (Figure[6.3)).

The game begins with the adversary outputting two queries (g and ()1 that use the
same gates. We denote the gate structure of a query @ by Ggo and require that
G, = 9Q,, otherwise the challenger aborts the game. The challenger runs Setup,
initialising the system and providing the resulting public parameters pp to the adver-
sary A. Additionally the challenger selects a bit b uniformly at random and initialises
a set G of authorised users. In the next step, the challenger runs BuildIndex using (D)
and [(6(D)) to produce the index Zp as well as the server and data owner state. The
challenger provides the index and server state to Agvsg. In the next step, the challenger
runs AddUser on a randomly chosen id from the user space providing the entity with
a secret key. The challenger uses an Encode mechanism in order to prepare the query
Qp that will be used as input to Query, and runs the algorithm outputting an encoded
query token gtg, and verification key vkg, that is provided to the adversary. The adver-

sary is then given oracle access to the following algorithms: BuildIndex(-, -, -, mk, pp),

3Encode is not required in our instantiation as the pre-indexes can be chosen directly from U as the
user knows the permutation II and the mapping from U’ to U; the adversary however does not.
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EXPZQUERYPRIV [5V85, 1>\]

10 (Qo, Q1) +s A(1MU)

2: if (Gg, # Gg,) then return 0

(pp, mk) <s Setup(1*,U)

b+s {0,1}

G C Users

(ZIp, sts, sto) <—s Buildindex(6(D),1(6(D)), G, mk, pp)
id <3 Users

skiq <—s AddUser(id, G, mk, pp)

9: Q< Encode(Qs)

10: (qtz,,vka,) s Query(Qy, sts, sto, skiq, pp)
11: b s Ao(qtéb, vkg, I, sts, pp)

12: if ¥ =b then

13 : return 1

co N O Ok~ W

14 : else return 0

Figure 6.4: The selective query privacy experiment ExpilQUERYPRIV [5 VSE, 1’\]

AddUser(-, -, mk, pp), Query(-,-,-,-,pp) and Search(-,-,-, -, pp) which we denote by O.
Eventually, after the query phase it outputs its guess ¥’ for b, and wins the game if the

guess was correct.

Definition 6.5. The advantage of a PPT adversary in the SQUERYPRIV game for an
EVSE construction, EVSE, is defined as:

| | 1
AQVERES™ (1) = Pr Bl [evse, 1] 1] - 3.

An EVSE scheme, EVSE, is secure in the sense of selective query privacy if for all
PPT adversaries A, it holds that

Adv;?ggg\gmv(l)\) < negl(A).

6.4 Construction

6.4.1 Overview

In this section, we provide a construction of an EVSE scheme and we base its instantia-
tion on a ciphertext-policy attribute-based encryption scheme. As shown in Chapter
CP-ABE can be used to verifiably request computations to be performed on data held
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by a server, and we referred to this mode of computation as VDC. In VDC, a trusted
key distribution centre (KDC) initialises the system and issues a CP-ABE decryption
key to the server pertaining to the data it holds. Here in the setting of EVSE, we use
a similar technique but have the data owner act as the KDC. Thus, we do not require
the data to be revealed to an external KDC and our underlying entity population cor-
responds to that in the searchable encryption literature. In our EVSE setting, the data
owner issues a CP-ABE decryption key to the server that corresponds to the index of
the data. The particular encoding method is described in Section [6.4.2]

We consider the family F of Boolean functions closed under complement, i.e. if F' € F
then F(X) = F(X)@1is also in F. A query @ is represented as a Boolean function of
keywords and computational data points. If a monotonic CP-ABE scheme is used then
queries can be comprised of AND and OR gates (and negation can inefficiently be han-
dled by including both a positively and negatively labelled attribute in the universe and
requiring the presence of exactly one of them in the query). A non-monotonic CP-ABE
scheme enables queries formed from AND, OR and NOT gates, which is a universal set
of gates, and fuzzy CP-ABE enables fuzzy keyword search. We can achieve all func-
tions in the class NC', which includes common arithmetic and comparison operators
useful in queries. An n-bit result can be formed by performing n Boolean queries, each
of which returns the ith bit of the output.

The query token gtg for a query @ € F comprises two CP-ABE ciphertexts for access
structures representing @ and Q € F respectively. To perform the search, the server
attempts to decrypt each ciphertext under the secret decryption key and outputs the
result. Each decryption succeeds if and only if the query evaluates correctly on the
pre-index. Any entity within the system may perform the verification operation using
the public verification key to determine the search result and whether the search was

performed correctly.
6.4.2 Data Encoding

Defining the Index

Searchable encryption schemes usually operate on the level of documents with lists of
keywords. In this chapter, we have moved more towards a practice-oriented setting
where we operate on databases. That is, we suppose the database D to be outsourced
comprises n documents, i.e. D = Dq,..., D,. In the following we discuss how to form a

pre-index 0(D), which represents the keywords and data fields that may be queried over.

Let us denote by D a dictionary of keywords that describes the documents within the

data. D alone suffices for keyword matching queries but for computational queries,
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we also need to be able to encode data values such that they can be input to queries
represented as access structures encoding Boolean functions. Thus, for each data field
x that may be input to a computational query, let the maximum size of the data value
be m, bits. We define m, additional attributes A1, Az2,..., Az m,, and define the
universe C = J,ep Ui Azi to be the union of these attributes over all data fields.
Let y be a value stored in the data field x and let the binary representation of y be
Yls -y Ym,- We view y as a characteristic tuple (cf. Section of an attribute set
A, C C, where Ay = {A;; : y; = 1}. In other words, we include an attribute for
position ¢ in the set if and only if the ith bit of y equals 1.

Finally, in order to enable the index for all n documents to be encoded within a sin-
gle CP-ABE key (and hence for computations to be performed simultaneously on all
documents), and to ensure that the correct index data is used for each query, we must
encode a labelling of the document that each attribute pertains to. We define our
attribute universe U for the CP-ABE scheme to be i = {DUC} x [n], i.e. we take n
copies of D and C and assume that all documents have the same fields. Each element
of {DUC} describes a particular keyword or data value, and each copy relates to a dif-
ferent document in D. We index each copy of an attribute w € {DUC} as {w;}}; and
then w; denotes the presence of w in document D;. In practice, it may be desirable to
use a ‘large universe’ CP-ABE scheme, wherein arbitrary textual strings are mapped to
attributes (group elements), e.g. using a hash function H. Thus, for a keyword or data
value w in the ith document, the attribute could be defined as H(wl|i). Finally, the
pre-index of the data D is a set of attributes §(D) C U. The index that is outsourced
will be a CP-ABE key generated over this attribute set.

Let us consider the following example that shows how we define the pre-index within our
system model. Suppose we have three documents D = D1, Do, D3 with the following

characteristics:
e Document 1: Keywords: Male, Vaccinated. Data: Age =7 = 1115.
e Document 2: Keywords: Female. Data: Age = 4 = 100-.
e Document 3: Keywords: Male, Vaccinated. Data: -

Then, we can define the dictionary of keywords that describes those documents as
D = {Male,Female,Vaccinated}.

To enable computational queries on the documents, we need to define three additional

attributes that provide us with
C= {AAge,la AAge,2> AAge,S}-
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Next we need to form our attribute universe as

U={DUC} x [n]
={Malepoci, Malepoco, Malepocs,
Femalepyc1, Femalepyco, Femalep,cs,
Vaccinatedp,c1, Vaccinatedpycn, Vaccinatedpecs,
A(Age,l),Docl? A(Age,1)7D0c27 A(Age,l),DocSv
A(Age,Q),Docl? A(Age,2)7D0527 A(Age,Q),Doc.'Sv

A(Age,.‘?:) ,Doc1s A(Age,S),Doc2 ) A(Age,S) ,Doc3 } :

We can now form the pre-index §(D) C U of the data D that represents the available

keywords and data fields. Thus, the pre-index corresponds to

(5(D) :{MaleDocla Vaccinatedpoci, A(Age,l),Doclv A(Age,Q),Doclv A(Age,3)7Docla
Femalepoca, A(Age,l),Doc27

Malepocs, Vaccinatedpocs},

and the index given to the server is a CP-ABE decryption key over this attribute set.

Hiding the Index

In general, CP-ABE schemes do not hide the attributes within the decryption key. This
is usually expected behaviour since CP-ABE is often used to cryptographically enforce
access control policies [67, 93] and it is natural to assume that an entity is aware of their
access rights. However, in this setting we are using CP-ABE not to protect objects
from unauthorised access, but instead to prove the outcome of a function evaluation
as in previous chapters. The decryption keys in our setting are formed over attributes
encoding the index of outsourced data, as opposed to encoding access rights. Since the
server should not learn any information about the data, including the index, we must

implement a mechanism by which the decryption key hides the associated attributes.

In many CP-ABE schemes, the public parameters comprise an ordered set of group el-
ements [142], each associated with an attribute from the universe. In more detail, that
is, for all © € U, choose t; & Zy, then form the encoded attribute set {9%}icy- Thus,
given a key (or ciphertext) that comprises g'¢, it is possible, based on the ordering of
this set, to determine the attribute ¢ € U/ it relates to. In addition, the attributes may
be listed in the clear, and attached to keys and ciphertexts to indicate which group
elements should be applied at each point. Clearly, this is unsuitable for our requirement
to hide the index.
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To this end, we first apply a random permutation to the universe of attributes U/
such that the position of the group elements within the ordered set does not reveal
the attribute string (unless the permutation is known). We then use a symmetric
encryption scheme to encrypt each attribute x € U under a key k, and instantiate the
CP-ABE scheme on this universe of encrypted attributes. Thus, without knowledge
of the key k, the server should be unable to determine the attribute z that a given
group element corresponds to. We assume that only the keywords or data items being
searched and computed over are considered sensitive, and not the logical make-up of

the Boolean function (in terms of gates).

6.4.3 Formal Details

The data owner initialises the system and encodes the data as an index which is pushed
to the server. Each authorised user will be issued with a personalised secret key enabling
them to form queries. Note that forming a query is similar to preparing a computational
request in VDC (cf. Section . In order to form a query @, a user chooses a message
uniformly at random from the message space M to act as a verification token, and
encrypt this using the CP-ABE scheme under the access structure encoding ). The
server attempts to decrypt the ciphertext and recovers the chosen message if and only
if Q(6(D)) = 1. Note that this decryption procedure proceeds similarly to the basic
PVC principles as introduced in Section By the indistinguishability security of
the CP-ABE scheme, the server learns nothing about the message if Q(d(D)) = 0
since this corresponds to an access structure not being satisfied. Thus, if a server
returns the correct message, the user is assured that the query evaluated to 1 on the
data. If, however, Q(d(D)) = 0, then decryption will return L. This is insufficient for
verification purposes since the server can return | to convince a user of a false negative
search result. Thus, the user must produce two CP-ABE ciphertexts to overcome this
one-sided error. As in the previous chapters, one ciphertext corresponds to the query
Q, whilst the other ciphertext corresponds to the complement query @Q (which always
outputs the opposite result to @ as the query is represented as a Boolean function).
Thus, if Q(6(D)) = 0 then, necessarily, Q(5(D)) = 1. Hence, the server’s key will
decrypt ezactly one ciphertext and the returned message will distinguish whether @ or
Q was satisfied, and therefore the value of Q(5(D)). A well-formed response (dg,d;)

from a server satisfies the following:

9

(mo, L), if Q(4(D)) =1
0.

(do, dl) =
(L,ma), if Q(4(D))

(6.1)

If the returned plaintext does not match one of the randomly chosen messages then the
server has returned an incorrect result. This is also the case if both returned results

are L but a rational malicious server would never return this.
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Public verifiability is achieved by publishing a token comprising a one-way function g
applied to each plaintext. Any entity can apply g to the server’s response and compare
with this token to check correctness.

Our adversarial model allows the adversary (and hence servers in our system) to hold
more than one index (key) as the data owner may have outsourced multiple data sets,
and therefore we must ensure that a key cannot produce a valid looking response
to a query on a different index. Similarly to the previous chapters, we achieve this
by labelling each pre-index with a label [(6(D)) and define an attribute for each label.
Then, for a pre-index §(D), the decryption key is formed over the attribute set (AspyU
1(6(D)))f] Recall that encoded data stored on the server’s side is a collection of n
documents, which we label Dy,...,D,. When making a query Q(d(D)), a sub-query
Q; may be formed for each document (e.g. to check if a given keyword is contained in
each document). In this case, during Query the CP-ABE encryption algorithm uses the
access structure encoding of the conjunction (Q; A I(6(D))) for i € [n]. A valid result
can only be formed by applying the sub-query to the specified document, which is also
labelled by D; € D. Thus, the CP-ABE decryption algorithm succeeds if and only if
the query is satisfied and the label [(§(D)) is matched in the key and ciphertext. Note
that a key for a different pre-index will not include the correct label and thus cannot
be used to compute search results for other data sets. Inputs to the Query algorithm

are assumed to be of this form.

6.4.4 Instantiation Details

Let CP-ABE = (ABE.Setup, ABE.KeyGen, ABE.Encrypt, ABE.Decrypt) define a CP-ABE
encryption scheme over the universe U for a class of queries F closed under com-
plement. Let S€= (SE.KeyGen, SE.Encrypt, SE.Decrypt) be a symmetric encryption
scheme secure in the sense of IND-CPA. Let BE = (BE.KeyGen, BE.Encrypt, BE.Add,
BE.Decrypt) be a broadcast encryption scheme that retains IND-CPA security against
a coalition of revoked users. Finally, let g be a one-way function, and let II and ¢ be
pseudo-random permutations (PRPs). Then Algorithms 1-7 define an EVSE scheme

for a class of queries F.

1. Setup, presented in Algorithm 1, aims to initialise the scheme. It starts with run-
ning BE.KeyGen to create a broadcast encryption key mkpg as well as SE.KeyGen
to output a symmetric encryption key ksg. It also chooses a random key k serv-
ing as the key to the PRP II. Since we aim to hide the index, we apply a PRP
II to the universe of attributes U such that the position of elements within the

ordered set does not reveal the attribute string and thus we obtain ¢’. We then

“Note that Aspy = 6(D). We chose to use this notation to emphasise that the key is formed over
the attribute set as well as to keep consistency throughout this thesis with the used notation in the
previous chapters.
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use a symmetric encryption scheme to encrypt each attribute in ¢4’ under a key
ksg obtaining an encrypted universe U. The algorithm then calls the ABE.Setup
algorithm in order to initialise the CP-ABE scheme on this universe of encrypted
attributes /. The output of the algorithm consists of the public parameters pp
and the master secret mk for the EVSE system. The public parameters consist
of the master public key mpk,pp of the CP-ABE scheme and U. The master
secret comprises of the master secret key msk,pp of the CP-ABE scheme, the
broadcast encryption key mkgg, the symmetric encryption key ksg as well as the
PRP II and its key k.

Algorithm 1 (mk, pp) <& Setup(1*, )

1: mkpg s BE.KeyGen(1*)
2:  ksp <s SE.KeyGen(1*)

3: ks {0,1}*

4: U + T (U)

5: foriel do

6 u; <3 SE.Encrypt (i, ksg)
7: endfor

8: U+ {ulicw

9:  (mskypg, mpkgg) <s ABE.Setup(1*,U)

10: pp < (mpkapg,U)

11: mk < (msksgg, MkBE, ksE, &, IT)

2. Buildindex, presented in Algorithm 2, aims to generate a searchable index in
form of a CP-ABE decryption key. This key is formed over the attribute set
(Aspy UL(6(D))) where Aspy expresses the pre-index J(D) of the outsourced
data D which corresponds to a set of attributes in the universe U that represent
the available keywords and data fields. The algorithm outputs the index which
is then given to the server. Next the algorithm samples a key j from {0,1}* that
is used to generate the server state sts. The server state simply consists of a
broadcast encryption of j and the set of authorised users that includes the server.
Finally the algorithm outputs an owner state st, which simply gets the key j

assigned. Note that this state is also provided to all authorised users within G.
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Algorithm 2 (Ip, st, st,) < Buildindex(d(D), [(§(D)), G, mk, pp)

1: ZIp <s ABE.KeyGen((Aspy UI(6(D))), mskapg, mpkagg)
j s {0,131
3: sty <s BE.Encrypt(G, j, mkgg)

[\

4: Sty

3. AddUser, presented in Algorithm 3, aims to enrol entities within the system.
To add an entity, the algorithm generates an entity key ukiq for the broadcast
encryption scheme running BE.Add. In case the entity is a user, then the user’s
secret key consists of the 5-tuple (uky,ksg, &, I1, st,) that enables her to form
queries as well as being able to link back search results to the outsourced data.
In case the entity is a server, it simply gets the entity key uks assigned as its

secret key.

Algorithm 3 skiq < AddUser(id, G, mk, pp)

1: ukijq <3 BEAdd(ld,kaE)

2: if id is a user then

3:  sky  (uky, ksg, K, 11, sto)
4: else

5: ske +— ukg

6: endif

4. Query, presented in Algorithm 4, aims to prepare the user’s search request which
is sent to the server. Before forming the search query token, an authorised user
first retrieves the latest server state sty and uses her user key uk, to recover ; If
jaé sto, then the algorithm aborts. Otherwise, a successful check indicates that
the user is in the correct state and thus authorised to form queries to search over
the outsourced database. When making a query (), we may form sub-queries @Q;
for each document of the database. Thus, for each sub-query @); the algorithm
chooses two equal length messages mg; and mq; uniformly at random from the
message space. To form a search request (a query token g¢tg,) the algorithm needs
to form two CP-ABE ciphertexts cp; and c1; that encrypt the chosen messages
under the access structures @; and Q; respectively. Those two ciphertexts form
the encoded query token gtg,, and the algorithm then encrypts them using a
PRP ¢ under key j outputting ;. Note that the user makes use of the PRP
in order to prove to the server that she possesses the valid current state and

thus is indeed authorised to send queries. The verification key vkg, is created
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by applying a one-way function g to each message and g allows the key to be
published. Finally the algorithm outputs the set of v; as the query token qtq,

and the set of verification keys as vkg.

Algorithm 4 (qtg,vkqQ) & Query(Q, sts, sto, Sku, pp)

10 j+ BE.Decrypt(sts, uky)
2: if j # sto, then return 0
3: fori=1to |Q| do

4: (moi,ma,;) s M x M

5: ¢o,; s ABE.Encrypt(mg;, Qi, mpkapg)
6: c1,; < ABE.Encrypt(m1 ;, Qi, mpkapg)
7: qtq, < (co,i,c1,i)

8: vi < ¢5(qto,)

9: vkq, < (9(mo,i), g(m1,:))

10 : endfor
11: qtg {%}‘ﬁ‘l
12: vkg + {kaq}li'l

5. Search, presented in Algorithm 5, evaluates the search on the database returning
a search result. The algorithm first decrypts the current server state sty with
its server key ukg to recover the key j. The algorithm uses the key j to recover
the query tokens by computing (b;l(%). Note that the key j currently used for
¢ is only known to the data owner and the set of currently authorised entities
(including the server), and thus this PRP evaluation determines whether the
request was formed by an authorised user and whether the server is authorised to
evaluate this request. Next the algorithm attempts to decrypt both ciphertexts
using the index Zp. Decryption succeeds only if the query evaluates to 1 on the
input database represented in terms of the pre-index, i.e. the access structure is
satisfied. Since @Q; and @Q; output opposite results on the pre-index, this ensures
that exactly one plaintext will correspond to a failure symbol 1. Finally the

algorithm outputs the set of all encoded search results denoted by 6.
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Algorithm 5 g & Search(Ip, qtq, sts, sks, pp)

1: j < BE.Decrypt(sts, uks)

2: fori=1to |Q| do

31 (qtq) < ¢5 ()

4: qig, = (o, 1)

5: dp,; < ABE.Decrypt(coi, Zp, mpkapg)
6 : dy ; < ABE.Decrypt(c1:, Zp, mpkapg)
7 0, < (do,i,d1,:)

8: endfor

9: 0o+ {00,112

6. Verify, presented in Algorithm 6, first parses each encoded output 6g, as (do;, d1 ;)
and each verification key vkg, as (g(mo,),g(m1;)). The algorithm applies the
one-way function g to each plaintext in 6, and compares the results to the compo-
nents in the verification key. If either comparison is successful, this indicates that
the server has indeed recovered a message. Otherwise, it shows that the server
provided a malformed response. Note, if mg; was returned then Q;(0(D)) = 1,
and otherwise if m1; was returned then Q;(6(D)) = 0 following equation (6.1)).

Algorithm 6 r < Verify(6q, vkqg, pp)

1: fori=1to |Q| do

2: if g(mo,;) = g(do ;) return r; <1

3: elseif g(mq ;) = g(dy ;) return r; < 0
4: else r + L

5: endif

6 : endfor

re {rh2

N

7. RevokeUser, presented in Algorithm 7, aims to revoke a user in case the data
owner wishes to cancel her authorisation. The algorithm samples a new key j’
and creates a new updated server state. The updated server state st, simply
consists of a broadcast encryption of 5/ and the set of authorised users (including
the server) excluding the user to be revoked. The algorithm also outputs an
updated owner state st. which simply gets the key j’ assigned. The data owner

sends st} to the server and to all non-revoked users st/.
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Algorithm 7 (st/, st') < RevokeUser(id, G, mk, pp)

10§ s {0, 1}
2: st <s BE.Encrypt(G\ id,j’, mkgpg)

3: st o« j

Theorem 6.6. Given an IND-CPA secure CP-ABE scheme, an authenticated sym-
metric encryption scheme and a broadcast encryption scheme, both secure in the sense
of IND-CPA, pseudorandom permutations 11 and ¢, and a one-way function g. Let
EVSE be the extended verifiable searchable encryption scheme defined in Algorithms 1—
7. Then EVSE is secure in the sense of public verifiability (Figure , index privacy

(Fz'gure and query privacy (Figure .

The formal security proofs can be found in Section

Note that in the algorithm RevokeUser the new state st. is given to the server that
uses it to replace the old state. Thus, for all subsequent queries, the server uses the
new key j/ when inverting the PRP ¢. Since revoked users (and unauthorised users)
are not able to recover j', with overwhelming probability, their queries will not yield
valid query tokens after the server applies csz_,l(%). In other words, users receive their
keys for the broadcast encryption scheme only when they are authorised to search by
the data owner. However, a user who has not joined the system yet could retrieve
(by sending a request) the current server state sts from the server, i.e. the broadcast
encryption of j/, but since the user does not possess a correct authorisation key she
will not be able to recover j/. Thus, the user is not able to form valid query tokens.
Similarly, this works for the case that a user is revoked as she cannot recover j’ because
she is not part of the authorised set of users. Note that even if a re-authorised user may
be able to recover out-dated values of j that were used throughout searches while she
was was revoked this does not provide the user with any advantage against the server
since the values are no longer of interest. Furthermore, note that upon receiving the
query token, the server only needs to evaluate the PRP in order to determine whether
a user is revoked. In case we wish to implement additional contextual access control
for authorisation, we can follow the discussion in Section and replace the PRP ¢

with a key assignment scheme as introduced in [5].

In terms of the number of rounds of communication required per search, our EVSE
scheme requires only one round of communication. The search time and size of the
search results in our scheme is linear in n, i.e. it is linear in the amount of data items
stored on the server. To this end, EVSE may be more suited to smaller databases to

prevent these features from being prohibitively expensive. Our scheme hides the access
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Scheme | Data type Query type Publicly | Leakage | Computations
Verifiable
[140] Static Ranked equality No AP,SP No
[104] | Dynamic Equality No AP No
[135] Static Conjunctive, Disjunctive No AP No
[136] | Dynamic Conjunctive No AP No
[133] | Dynamic Equality No AP, SP No
[148] Static Equality No AP No
[141] Static Fuzzy No AP, SP No
[70] Static Semantic No AP, SP No
[48] Static Equality No AP, SP No
[51] Static Conjunctive Yes AP, SP No
Conjunctive, Disjunctive,

Our | gtatic | Arbitrary CNF/DNF Yes Go Yes

scheme formulae, NC*

Table 6.1: Comparison of functionalities in searchable encryption schemes

pattern as all search results are of the same form, regardless of what type of query was
submitted.

As pointed out in Section [6.2.2] in some settings it might be desirable for multiple users
to form a joint query. For example, it could be that a query should be formed from
search terms arising from the expertise of multiple departments within an organisation.
Thus, each department could contribute additional terms to narrow the filter of search
results. Let us briefly consider three possible solutions to provide this functionality.
Firstly, one could use multi-input functional encryption [79] which extends CP-ABE
to permit multiple users to create partial ciphertexts and for a single key to decrypt
the union of these. Clearly, this provides a natural extension to our CP-ABE based
instantiation, but current constructions of multi-input FE require complex and expen-
sive primitives such as indistinguishability obfuscation. Instead, it could be possible
to assume all data users are provided with access to a shared common reference string
upon joining the system. This could simply be a random integer = along with a shared
hash key for a hash function H : Z, — Z,. Then, when forming a ciphertext, all users
compute £ = H (z) and use the new value of = as the secret encryption exponent for
a CP-ABE scheme. Thus, all users are essentially using the same random coins in a
distributed version of the CP-ABE encryption algorithm.

Another solution is based on the use of oblivious transfer to allow one distinguished user
to collect CP-ABE ciphertext fragments from all other users relating to their input.
One implementation of this requires an ABE scheme with the local encoding property
as described by Gordon et al. [8§].
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In Table we provide a brief comparison between our scheme and those in the lit-
erature as discussed throughout this chapter and in the background Section The
abbreviation AP stands for access pattern, SP stands for search pattern and Gg denotes

the gate structure of a query Q.

6.5 Proofs of Security

In this section we present the full proof of Theorem by providing proofs of security

for the notions of public verifiability, index privacy and query privacy.

6.5.1 Public Verifiability

Lemma 6.7. EVSE as defined in Algorithms 1-7 is secure in the sense of public veri-
fiability (Figure under the same assumptions as in Theorem .

Proof. This proof is similar to the public verifiability proof presented in Section
Suppose Agysg is an adversary with non-negligible advantage against the public veri-
fiability experiment (Figure when instantiated with Algorithms 1-7. We begin by

defining the following three games:
e Game 0. This is the public verifiability game as defined in Figure [6.2

e Game 1. This is the same as Game 0 with the modification that in Query, we
no longer return an encryption of mg and my. Instead, we choose another equal
length random message m’ # mg, my and, if Q(6(D*)) = 1, we replace ¢; by
ABE.Encrypt(m/,Q A 1(6(D*)), mpkpg)- Otherwise, we replace c¢o by
ABE.Encrypt(m/, QAL(6(D*)), mpkgg)- In other words, we replace the ciphertext
associated with the unsatisfied query with the encryption of a separate random
message unrelated to the other system parameters, and in particular to the veri-

fication keys.

e Game 2. This is the same as Game 1 with the exception that instead of choosing
a random message m’, we implicitly set m’ to be the challenge input w in the
one-way function game (Figure [2.8)).

We show that an adversary with non-negligible advantage against the public verifiability

game can be used to construct an adversary that may invert the one-way function g.

Game 0 to Game 1. We begin by showing that there is a negligible distinguishing
advantage between Game 0 and Game 1. Suppose otherwise, that Agyse can distin-
guish the two games with non-negligible advantage §. We then construct an adversary
Aapg that uses Agysg as a sub-routine to break the IND-CPA security of the CP-
ABE scheme. We consider a challenger C playing the IND-CPA game (Figure
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with attribute universe U with AaBE, who in turn acts as a challenger in the public

verifiability game for Agysg:

1. The challenger starts with initialising A* to be {#}. C continues by running
the ABE.Setup algorithm on the security parameter and attribute universe U to

generate mpk ,pp and msk,pyp. The challenger gives mpk,pp to AaBE.

2. Aae now simulates running EVSE.Setup such that the outcome is consistent

with mpk,pg- The master key mk is implicitly set to msk,pgg-

3. Agrvsg is provided with the public parameters and oracles access to the following

functionalities, which are handled by Aagg.

e EVSE.BuildIndex(-, -, -, mk, pp) can be run to generate the index for a queried
database D. To do so, Aaxpg makes use of the KeyGen oracle (OKeyGen
in the CP-ABE game. Aapg then sets the attribute data set D to be
(Aspy U (0(D))) and makes an oracle query to the challenger C of the
form OKeyGe”(ﬁ,mk,pp). The challenger generates a CP-ABE decryption

key sk if and only if D ¢ A*. C may generate the index Zp as, up to

ABE,D
this point, A* is still {(}, and provide Axpg with the key.

e All other oracles run according to their respective algorithms.

4. Agysg outputs the query @, its choice of pre-index 6(D*), the respective unique
label I(6(D*)) as well as the server and data owner states as its challenge param-

eters.
5. Aapg chooses the set of authorised users G.

6. Aapg chooses a random id from the user space Users which will be used as input
for the algorithm AddUser. It simulates running EVSE.AddUser for the chosen id
creating a valid key for the Query algorithm.

7. To generate the challenge input, Aapg begins by choosing three random equal

length messages mg, m1 and m’ from the message space.

Now Aapg needs to choose its challenge access structure A* for the CP-ABE
IND-CPA game. First, it computes r = Q(d(D*)). If r = 0, Aapg sets A* =
(Q AN I(8(D*))). Else it sets A* = (Q Al(6(D*))). Next it sends A* and the
messages mg and my to C as its challenge parameters for the CP-ABE game.
We note that A* is a valid challenge access structure as the only queries made
to the KeyGen oracle OXe¥¢en of the CP-ABE IND-CPA game were initiated by
queries to the BuildIndex oracle @Buildindex handled by Aae. Note that due to
the uniqueness of the labels present in the access structure, no requests to the

BuildIndex oracle for input documents D’ C D* would result in a KeyGen query
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8.

9.

10.

for attributes that satisfy A*. If the oracle is queried for D’ O D* then we can
observe that A* was chosen specifically such that it is unsatisfied on this input.
Thus, KeyGen is never queried for an attribute set that satisfies A*, and therefore

the challenge is valid.

C chooses a random bit b and returns ct* < ABE.Encrypt(mp, A*, mpk,pr). Upon
receiving ct*, Aapg chooses a random bit ¢ which corresponds to Aapg’s guess

for the challenger’s choice of b.

e If r =1, Aspg generates
¢ & ABE.Encrypt(m’,Q A L(8(D%)), mpkapg)

and sets ¢ = ct* (formed over A* by C). It also sets vk = g(m’) and
vk! = g(my).

e Else r =0, and Aagg sets ¢ = ct* and computes
¢ & ABE.Encrypt(m/, Q A L(8(D%)), mpkspg).

It sets vk = g(my) and vk’ = g(m/).
Finally, Aagg sets gtg = (¢, ) and vkg = (vk, vk').

Aapg sends the output from Query along with the public information to Agvsg,

which is also given oracle access to which Aspgg responds as follows.

e EVSE.BuildIndex(-, -, -, mk, pp): To generate the index for the queried database
D, Aapg follows the same procedure as specified in step[3] However, we note
that by the definition of the access structure A*, D satisfies A* only if the
unique labels in D and A* match. Furthermore, it follows that 6(D*) must
satisfy either Q or @ as chosen in A*. However, this was chosen specifically
such that §(D*) does not satisfy the query, and therefore D ¢ A* and C may

generate the key which corresponds to the index.

e All other oracles run according to their respective algorithms.

Eventually, Agysg outputs 68* which it believes is a valid forgery (i.e. that the
output will be accepted yet does not correspond to the correct value of Q(6(D*))).

Aapg parses 0% as (d,d’). One of d and d’ will be L (by construction) and we
denote the other value by Y. Observe that, since Agysg is assumed to be a
successful adversary against public verifiability, the non-1 value, Y, that it will
return will be the plaintext m; since the challenge access structure was always set
to be unsatisfied on the challenge input. Thus, if g(Y) = g(m¢), Aapg outputs a

guess V' =t and otherwise guesses b’ = (1 —t).
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If t = b (the challenge bit chosen by C), we observe that the above corresponds to Game
0 (since the verification key comprises g(m’) where m’ is the message a legitimate server
could recover, and g(my) where my, is the other plaintext).

Alternatively, t = 1 — b and the distribution of the above experiment is identical to
Game 1 (since the verification key comprises the legitimate message and a random

message mj_p that is unrelated to the ciphertext).

Now, we consider the advantage of this constructed adversary Aapg playing the IND-
CPA game for CP-ABE. Recall that by assumption, Agysg has a non-negligible ad-
vantage ¢ in distinguishing between Game 0 and Game 1, that is

‘Pr [ExpGame 0 [EVSE, 1A} - 1} —Pr [ExpGame 1 [EVSS, 1A} - 1} ‘ >5

AEVSE AEVSE

Game i

Avpe [SV&‘J , 1’\] denotes the output of running Agysg in Game i.

where Exp
The probability of Axpg guessing b correctly is:

Pr[t) = b] = Pr[t = b] Pr[b) = b|t = b] + Pr[t # b] Pr[t/ = b|t # b

= S Prlg(V) = glmo)lt = 8] + J Prlg(Y) # glma)lt #

2
_ %pr ExpGame 0 [evse, 1] 1] + % (1= Prlg(Y) = g(me)|t # b))
= %Pr [Expﬁ'&%io {EVSS, 1)‘} — 1}

+ % (1-Pr [Exp§ame t [evse, 1] 1))
= % (Pr {Expﬁg\%go [EVSS, 1’\] — 1]

~ Pr[Exp§ame ! [evse 1| 1] +1)
> %(6 +1).

Hence,
Adv ., = |Pr[b="b]— ;‘

1 1
> s+ -
ELARR
_9
-

Therefore, if Agysg has advantage § at distinguishing these games then Aapg can
win the IND-CPA game for CP-ABE with non-negligible probability. Thus since we
assumed the CP-ABE scheme to be secure, we conclude that Agysg cannot distinguish

Game 0 from Game 1 with non-negligible probability.
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Game 1 to Game 2. The transition from Game 1 to Game 2 is simply to set the
value of m’ to no longer be random but instead to correspond to the challenge w in the
one-way function inversion game. We argue that the adversary has no distinguishing
advantage between these games since the new value is independent of anything else
in the system bar the verification key g(w) and hence looks random to an adversary
with no additional information (in particular, Agysg does not see the challenge for the

one-way function as this is played between C and Aapg).

Final Proof. We now show that using Agysg in Game 2, Axpg can invert the
one-way function g — that is, given a challenge z = g(w) we can recover w. Specifically,

during Query, we choose the messages as follows:

e if Q(6(D*)) = 1, we implicitly set m; to be w and set the verification key com-
ponent vk’ = z. We choose mg randomly from the message space and compute

the remainder of the verification key as usual.

e if Q(6(D*)) = 0, we implicitly set mg to be w and set the verification key com-
ponent vk = z. We choose m; randomly from the message space and compute

the remainder of the verification key as usual.

Now, since Agysg is assumed to be successful, it will output a forgery comprising the
plaintext encrypted under the unsatisfied query (Q or Q). By construction, this will
be w (and the adversary’s view is consistent since the verification key is simulated
correctly using z). Aapg can therefore forward this result to C in order to invert the
one-way function with the same non-negligible probability that Agysg has against the

public verifiability game.

We conclude that if the CP-ABE scheme is IND-CPA secure and the one-way function
is hard-to-invert, then EVSE as defined by Algorithms 1-7 is secure in the sense of
public verifiability. O
6.5.2 Index Privacy

Lemma 6.8. EVSE as defined in Algorithms 1-7 is secure in the sense of index privacy
(Figure under the same assumptions as in Theorem .

Proof. Suppose Agysg is an adversary against the selective index privacy game (Fig-
ure when instantiated with Algorithms 1-7. We begin by defining the following

two games:

e Game 0. This is the selective index privacy game as defined in Figure 6.3

e Game 1. This is the same as Game 0 with the modification that we use a

random permutation in Algorithm 1 to construct u.
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As a first step of the proof, we show that there is a negligible function negl such that

AEVSE AEVSE

‘Pr [ExpG’ame 0 {EVSE, 1)‘} — 1} —Pr {EXpG‘a‘me 1 {51)85, 1)‘} — 1} ‘ < negl(A).

We use Agysg to construct a distinguisher D for the permutation II, and its goal is
to determine whether this permutation is “pseudorandom” or “random” by observing
whether Agysg succeeds. The distinguisher is provided with oracle access O to some
function which either outputs a pseudorandom permutation or random permutation
during any invocation. If the adversary Agysg succeeds then D guesses that its ora-
cle must be a pseudorandom permutation, whereas if Agysg does not succeed then D

guesses that its oracle must be a random permutation.

The distinguisher D starts by simulating the selective index privacy game for Agyvsg,
and queries the oracle O for any invocation in line 4 of the EVSE.Setup algorithm. The
game proceeds as specified and eventually Agysg outputs a bit o', and the distinguisher
outputs 1 if " = b indicating that the adversary wins and 0 otherwise.

Now if D’s oracle is a pseudorandom permutation, then the adversary’s view when run
as a sub-routine by the distinguisher is distributed identically to the adversary’s view
in Game 0, and hence

LB [D1-0(1%) — 1] = Pr [Exp§ame © [evse, 1] 5 1]

Similarly, it follows that if D’s oracle is a random permutation, then the adversary’s
view when run as a sub-routine by the distinguisher is distributed identically to the

adversary’s view in Game 1, and hence

IT <$ Perm

Pr [Df“')(ﬂ) = 1] — Pr [ExpGame 1 [SVSE, 1A} = 1} .

AgEvVsE
By the assumption that II is a pseudorandom permutation, it holds that
‘Pr [DH“(’)(l’\) = 1} —Pr [Dﬁw(ﬂ) = 1} ‘ < negl()\),

and hence it follows that the adversary’s advantage in distinguishing which game it

plays is negligible.

Reduction to IND-CPA. Now let Agysg be an adversary with non-negligible ad-
vantage d against Game 1. We then construct an adversary Asg that uses Agysg as a
sub-routine to break the IND-CPA security of the symmetric encryption scheme S€&.
We consider a challenger C playing the IND-CPA game (Figure with Agg, that

in turn acts as a challenger in Game 1 for Agygsg:

1. Agvsg chooses its two challenge data sets, namely Dy = (do,h do 2, ..., dojq) and
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10.

Dy = (di1,d1,2,...,d1,4) € U such that both contain the same number of elements
(|Do| = |D1|). Note that a rational adversary will always choose the two sets in
such a way that they differ by at least one element. Agysg submits these challenge
sets to Agg.

. Asg aborts the game in case the challenge data sets do not contain the same

number of elements and Agysg loses immediately.

. Asg simulates running EVSE.Setup and is provided with oracle calls to the LoR

encryption oracle by C. The adversary Agg passes both sets Dy and D; to the
challenger as its challenge input parameters for the IND-CPA game. In more

detail, the challenger handles the LoR oracle call in the following way.

e C samples a random bit b which it uses for the LoR encryption oracle.

e The challenger inputs every pair (do;,d1,;) € Do x Dy to the LoR oracle
OL°R(d07i,d1’i,kSE,Z) outputting challenge ciphertexts cty ;- All returned
ciphertexts then form the set D*.

. Asg simulates the ABE.Setup algorithm to generate mpk,pp, msk,py and sends

mpk pp to Agvse. It retains msk,pp and sets the public parameters to pp <
(mpk g, U).-

. Agg chooses a random bit b < {0,1}.

. Asg initialises the set of authorised users G from the user space.

Asg needs to create the attribute representation of the data set D*, i.e. it requires
to create a pre-index 6(D*) to encode it into the challenge index for Agysg. This
is done using the algorithm Encode, which takes as input the elements from the
challenge set D* and maps them to elements in U. Tt further also outputs an
attribute label for the pre-index [(6(D*)).

. Agg runs BuildIndex using the pre-index created in the previous step to create the

challenge index Zp+« for Agvsg. In more detail, Agg executes
Ip+ s ABE.KeyGen((Aspx) UI(6(D*))), mskpp, mpkpg) and provides Agysg
with the challenge index. BuildIndex continues as specified and generates sty and

sto. st is shared with Agysg and st, is retained by Agg.

. Agrvsg receives all relevant outputs from above, and then is provided with oracle

access to which Agg responds. All oracles are executed as specified in their
respective algorithm. The only relevant restriction is that Agysg cannot request
an index via a BuildIndex oracle query for the initial choice of data sets Dy and
Ds.

Eventually Agysg outputs its guess b’ for b.
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11. If b = b, then Agg guesses b = b as its guess for the IND-CPA game.

Else ¥ # b, then Agp makes a random guess b = b {0,1} since Agysg is of no
use for Agg to break the IND-CPA game.

Now we consider the advantage of Agg playing the IND-CPA game. By assumption,
Agrvse has a non-negligible advantage against the selective index privacy game, i.e.
Pr[t/ = b] > & + 3. Therefore it follows:

Prlb = b] = Pr[b = b’ = b] Pr[t/ = b] + Pr[b = b|t’ # b] Pr[t’ # b]
— Pr[b = b] Pr[t) = b] + Pr[b = b] Pr[b’ # 0]
Lo o |
:iPr[b _b]+§Pr[b %b]
- % (Prlt = b] + Pr[t' # b))
1 11y 1
>(6+5+5) =50+1).
Hence,
o~ 1
Adv g, > |Prb = ]—2‘
1 1
> ‘2(5+1)2‘
g
- <.

Since 4 is non-negligible, g is also non-negligible. If Agysg has advantage § at breaking
the selective index privacy game then Agg can win the IND-CPA game with non-
negligible probability. However, since the SE scheme was assumed IND-CPA secure,
such an Agysg cannot exist. Therefore, we conclude that if the SE scheme is IND-
CPA secure then EVSE as instantiated by Algorithms 1-7 is secure in the sense of

selective index privacy. O

6.5.3 Query Privacy

Lemma 6.9. EVSE as defined in Algorithms 1-7 is secure in the sense of query privacy
(Figure under the same assumptions as in Theorem .

Proof. This proof is very similar to the proof of Lemma We begin by assuming
that Agvsg is an adversary with non-negligible advantage against the query privacy
game (Figure when instantiated with Algorithms 1-7. We begin similarly to the

previous proof by defining the following two games:

e Game 0. This is the selective query privacy game as defined in Figure
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e Game 1. This is the same as Game 0 with the modification that we use a

random permutation in Algorithm 1 to construct u.

As a first step of the proof, we show that there is a negligible function negl such that

AgvsE AEVSE

‘Pr [Expc"'ame 0 [SVSE, 1>‘} — 1} —Pr [Expc"'ame 1 [EVSS, 1)‘} — 1} ‘ < negl(A).

We use Agysg to construct a distinguisher D for the permutation II, and its goal is
to determine whether this permutation is “pseudorandom” or “random” by observing
whether Agysg succeeds. The distinguisher is provided with oracle access O to some
function which either outputs a pseudorandom permutation or random permutation
during any invocation. If the adversary Agysg succeeds then D guesses that its ora-
cle must be a pseudorandom permutation, whereas if Agysg does not succeed then D

guesses that its oracle must be a random permutation.

The distinguisher D starts by simulating the selective index privacy game for Agvsg,
and queries the oracle O for any invocation in line 4 of the EVSE.Setup algorithm. The
game proceeds as specified and eventually Agysg outputs a bit &', and the distinguisher
outputs 1 if ¥’ = b indicating that the adversary wins and 0 otherwise.
Now if D’s oracle is a pseudorandom permutation, then the adversary’s view when run
as a sub-routine by the distinguisher is distributed identically to the adversary’s view
in Game 0, and hence

LB [DHNO(P) = 1} — Pr [Expﬁ’;\rf; 0 [EVSS, 1A} N 1} .
Similarly, it follows that if D’s oracle is a random permutation, then the adversary’s
view when run as a sub-routine by the distinguisher is distributed identically to the
adversary’s view in Game 1, and hence

Pr [Dﬁ(')(lk) = 1] — Pr [ExpGame 1 [EVSE, 1A} - 1} .

AEVSE

II <—$ Perm

By the assumption that II is a pseudorandom permutation, it holds that
‘Pr [D“M(ﬂ) = 1} —Pr [Dm)(ﬂ) = 1} ‘ < negl()),

and hence it follows that the adversary’s advantage in distinguishing which game it

plays is negligible.

Reduction to IND-CPA. Now let Agysg be an adversary with non-negligible ad-
vantage § against Game 1. We then construct an adversary Asg that uses Agysg as a
sub-routine to break the IND-CPA security of the symmetric encryption scheme S€.
We consider a challenger C playing the IND-CPA game (Figure with Asg, that
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in turn acts as a challenger in Game 1 for Agvsg:

1. Agvsg chooses its two challenge queries Qg and (1 with the restriction that the
gate structures match in both queries, i.e. Gg, = Gg,. Note that in case Gg, #
Go, then Agg aborts the game and Agysg loses immediately. The queries itself
are formed over attributes and a rational adversary will choose those queries in
such a way that they differ in at least one position. We denote the used attributes

for the challenge queries as qo = (¢0,1,90,2;---»90,¢) and ¢1 = (q1,1,41,2,---,q1,4) C
U, respectively. Agysg submits these challenge queries to Agg.

2. Asg simulates running EVSE.Setup and is provided with oracle calls to the LoR
encryption oracle by C. The adversary Agg passes both queries Qg and ()1 to the
challenger and the underlying attributes (of the queries) are used as its challenge
input parameters for the IND-CPA game. In more detail, the challenger handles

the LoR oracle call in the following way.

e C samples a random bit b which it uses for the LoR encryption oracle.

e The challenger inputs every pair (qo,i,q1,:) € go % ¢1 to the LoR oracle
OLoR(qoﬂ-, a1, kSE,g) outputting challenge ciphertexts ct; .. All returned ci-
phertexts then form the attribute set ¢* of the query Q*.

3. Asg simulates the ABE.Setup algorithm to generate mpk ,pp, msk,gp and sends
mpkpp to Agvsg. It retains msk,pp and sets the public parameters to pp <

(mpkspg,U).
4. Agg chooses a random bit b <~ {0,1}.
5. Asg initialises the set of authorised users G from the user space.

6. Agg runs Buildlndex to create the challenge index Zp for Agysg. In more detail,
Asg executes Ip <s ABE.KeyGen((Aspy Ul(d(D))), msk gy, mpkpg) and pro-
vides Agysg with the index. BuildIndex continues as specified and generates stg

and st,. sty is shared with Agysg and st, is retained by Agg.

7. Agg selects randomly a new identity id from the user space that it wishes to add

into the system. It runs AddUser to produce skiq.

8. Asg needs to prepare the query Q* such that it can be used as an input in the
query algorithm. This is done using the algorithm Encode, which takes as input

the elements and maps them to elements in U such that it forms a valid query QV

9. Agg inputs @ to the query algorithm Query and runs it as specified. The algorithm
outputs qt@ and vké which are both given to AgysEg.
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10. Agysg receives all relevant outputs from above, and then is provided with oracle
access to which Agg responds. All oracles are executed as specified in their
respective algorithms. The only relevant restriction is that Agysy cannot request

query tokens via a Query oracle query for the initial choice of challenge queries

Qo and Q1.

11. Eventually Agysg outputs its guess o’ for b.

12. If ¥’ = b, then Agg guesses b = b as its guess for the IND-CPA game.

Else b’ # b, then Agp makes a random guess b = b {0,1} since Agysg is of no
use for Agg to break the IND-CPA game.

Now we consider the advantage of Agg playing the IND-CPA game. By assumption,
Agrvse has a non-negligible advantage against the selective query privacy game, i.e.
Pr[t/ = b] > & + 3. Therefore it follows:

Pr[b = b] = Pr[b = bt/ = b] Pr[t/ = b] + Pr[b = b|b’ # b] Pt/ # b]
— Pr[b = b] Pr[t/ = b] + Pr[b = b] Pr[b/ # b]
= LBl =+ L Prll £
- % (Pelt = b] + Pr[t’ # b))

1 1 1 1
Hence,
-~ 1
Adv g, > |Prib=1b] — 2‘
1 1

> ‘2(5 +1)— 2’
6
T2

Since 4 is non-negligible, g is also non-negligible. If Agygg has advantage & at breaking
the selective query privacy game then Agg can win the IND-CPA game with non-
negligible probability. However, since the SE scheme was assumed IND-CPA secure,
such an Agysg cannot exist. Therefore, we conclude that if the SE scheme is IND-
CPA secure then EVSE as instantiated by Algorithms 1-7 is secure in the sense of

selective query privacy. O

6.6 Conclusion

In this chapter, we have introduced a model of multi-user verifiable searchable encryp-

tion with extended functionality enabling a querier to form a wider family of queries
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including some type of computations, i.e. we extended the expressiveness of queries
that can be achieved in VSE. With this work we have begun to consider the applica-
tion of VC techniques from Chapter 4] in the setting of searchable encryption. On the
searchable encryption side, this enables additional functionality in the form of compu-
tational queries (e.g. computing the average of outsourced data fields that are linked
to a specific set of keywords), whilst on the VC side, this introduces additional privacy
concerns regarding the outsourced data and computations. No other VSE schemes to
our knowledge are able to perform the range of search queries or include negation of
keywords in their search queries. Additionally our scheme leaks neither the access nor
the search pattern to the server whilst executing a search. The choice of using VC
techniques based on ABE stems from the natural correspondence between attributes
and keywords in an index. We provided an instantiation of EVSE based on CP-ABE

and presented relevant security models in this context.

In future work, we will investigate whether other forms of VC enable us to achieve
different classes of functionality and especially improve efficiency. We would also like
to consider a model whereby multiple data owners can store data on a server without
each having to initialise their own scheme. In practice, this could result in employing
the KDC from the previous chapters setting up the system and publishing public pa-
rameters that any data owner can use, but enabling each data owner to generate their
own CP-ABE decryption keys for the data they hold to authorise users to query their
data without the need to involve the KDC. Furthermore, our scheme currently only
supports static data and in future work we wish to investigate extending our scheme

to support a dynamic data set as in the schemes [104], 133, [136].
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Cloud Storage Proofs of Retrievabil-
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This chapter deals with the setting of providing provable data storage guar-
antees. One possible concept achieving such guarantees is known as proofs of
retrievability (PoR). We propose extensions and improvements to the cur-
rent PoR proposal in order to accommodate a more practical and applicable
framework. Thus, we introduce the notion of a storage container enabling
a client to store multiple different-sized files and propose a provably secure
instantiation checking retrievability of all files simultaneously. We discuss
different strategies a client can use in order to obtain a statement about
the retrievability from a server and finally evaluate the performance of our

scheme. The results of this chapter are currently under submission [97].

7.1 Introduction

Cloud service providers (CSPs) are gaining continuous importance over the last few
years as they offer various services in numerous application domains such as storage
services, computing services and key management services. Well-known examples of
providers are Amazon S3, Google Cloud Platform and Windows Azure. The huge suc-
cess of the cloud model is based on offering various benefits such as flexible scalability
and accessibility offered to companies and individuals to employ cloud services in a
cost effective manner. However, to fulfil the client’s expectation, the providers need to
build applications that are highly available. This can be a daunting process in prac-

tice. Therefore, the underlying key assumption for designing such applications is to
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assume that every component of the system will fail at some point in time. It is obvious
that based on this assumption, there is a need to create highly available services and

amongst other things we also require data consistency strategies for the cloud model.

Proofs of retrievability(PoR) [98, 126] offer such a strategy for the cloud’s storage
domain as they offer mechanisms in order to provide provable outsourced storage guar-
antees. We have introduced the concept of PoR in Section [2.8]and it has been subject to
a vast amount of research over the past decade. In PoR the guarantees are formulated
in terms of a checkable statement whether the client’s outsourced data is authentic
and retrievable. The first property expresses that the client wishes to verify that the
received data is correct whereas the latter property reflects the need to assure that no
data loss has occurred on the server. Unfortunately, CSPs do not offer those guar-
antees provably yet. Facing current trends where clients and companies produce and
outsource a vast amount of data every day [60] forces the provider to invest in a large
storage infrastructure as it seems to be common practice to produce triplicas (triple
replication) [8) [76] to compensate against data loss. To reduce the storage overhead
incurred by replicas, providers may transition to erasure codes [94, [102]. Therefore,
there is an actual need to employ PoR in the realm of cloud storage and increasing

their practicability will play a crucial role in the near future of cloud security.

CSPs offer cheap storage and computing solutions for clients. Thus, it is tempting for
a client to outsource all her (different-sized) files to a provider as it is easy to access the
files through various different (computational and storage restricted) devices. However,
by outsourcing the data, a client somehow loses the “control” over it and thus would
naturally wish to receive a provable assurance from a provider that the data is intact
and retrievable at any time. To provide such an assurance, a cloud service provider
could easily adapt the notion of a PoR into its architecture. Current PoR systems can
indeed provide such an assurance however, they are limited to check a single file at a
time. Thus, in this chapter, we introduce a new notion called cloud storage proofs of
retrievability (CSPoR) that is designed to efficiently provide an assurance that all files

are simultaneously retained by a server.

First, let us recall that current PoR schemes only provide a probabilistic assurance to
a client that the data is retained by arguing that deleted file blocks can be found with
overwhelming probability, i.e. a cheating server will be caught with very high probabil-
ity. In contrast, we believe that such an assurance does not suffice in practice where a
client wishes to receive a concrete retrievability assurance, i.e. an assurance that enough
portions of data are available such that reconstruction of the underlying (original) file
is possible. This assurance cannot usually be obtained with a single check but rather

requires several checks until the client checked sufficiently many data portions. Second,
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in case a verifier would reject a PoR instance, it currently seems that a client engages
in an immediate download of her file in order to protect the data from further harm,
reflecting a loss of trust in the provider. This “strategy” of downloading, however,
is impractical as already a detected single bit erasure may lead to a reject decision
within a PoR scheme and a client loses all benefits of outsourcing the data in the first
place. This propagates to an even bigger problem in our cloud storage scenario where
a client stores many different-sized files: already a small erasure in any one file would
then lead to download all files as a client is not aware which file(s) is corrupted, and
this behaviour renders the PoR functionality to be impractical for providing real-life
provable storage guarantee. However, we believe that both arguments are linked, and
show throughout this chapter that a CSPoR system is able to provide a retrievability
assurance about the files. We also discuss in detail different strategies that, on one
hand, provide the client with a flexible way to form valid PoR requests, and on the
other hand, provide a strategy to handle invalid instances differently than downloading
all files.

Our main contribution in this chapter is to introduce the new notion of Cloud Storage
PoR (CSPoR). Our scheme has the following features:

e our scheme captures the client’s need to store many (different-sized) files and
enables her to efficiently check whether all files (or any subsets) are still retained
by the server. To store several files we introduce the notion of a storage container

which represents the underlying storage structure of cloud storage systems;

e in order to obtain a retrievability assurance we need to perform several audit steps.
Therefore, we investigate the natural relation between the cost of computation
(choosing challenges) and communication (sending and receiving challenges and
replies respectively). We provide different strategies enabling the client to assess
the involved costs. Furthermore, we discuss a strategy, other than immediate
downloading of all files, that a client can employ in case a PoR verification has
failed;

e our solution is realisable in terms of an abstract API that encompasses cloud APIs
(e.g. from Amazon, Google and Windows) as special cases. Therefore, CSPoR
can be translated into the cloud storage framework without huge amendments
for the CSP;

e we evaluate the performance of CSPoR showing two examples where we out-
sourced per example 480 different-sized files. In the first example, the files are of
size at most 32 MiB with an overall outsourced file size of 7.5 GiB and our scheme
requires at most 7 seconds to obtain a retrievability assurance about those files.

In the second example, the outsourced files are of size at most 512 GiB where
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the overall outsourced storage volume is 65 TiB. Unfortunately, for large files the

performance suffers and it takes hours to check retrievability.

We provide a rigorous definitional framework for CSPoR that we believe more ac-
curately reflects real cloud environments than previously considered in the realm of
PoR.

Related Work

In a recent and concurrent work, Paterson et al. [I20] introduce a multiple server PoR
system capturing new security models as the underlying entity population is different
compared to classical PoR frameworks. The authors use the same idea of employing
a statistical hypothesis test in order to evaluate whether the responses of the prover
are sufficient to permit successful extraction. Since Paterson et al. consider a multiple
server PoR system where the success probability between different provers for the same
event may differ, the total number of successes follow a Poisson-binomial distribution

and thus they use different statistical techniques compared to our approach.

Organisation of Chapter

In Section we introduce our new system model framework for our cloud storage
PoR scheme. This new model leads to an updated and extended security model which
we discuss in detail in Section This is followed, in Section by a concrete
instantiation of our CSPoR scheme and the respective security proof. In Section
we discuss different audit strategies a client could use in order to check the files. In
Section[7.6 we provide a performance evaluation for our scheme showing that the scheme
behaves reasonably. We conclude the chapter in Section

7.2 Cloud Storage Proofs of Retrievability

The essential components of a cloud storage proofs of retrievability system are natu-
ral generalisations of “classical” PoR systems. We aim to enhance the current PoR
models to enable a client to store f multiple (different-sized) files FO . F) with a
provider. However, trivial extensions of known solutions do not support the multiple
files case well. In more detail, one may simply perform a separate PoR for each file
which is infeasible due to the increased workload which scales in the number of files
over all procedures and requires the client to check each file individually. Another
simple approach could be to concatenate all files into one file F = FD||F@)| .. ||F()
and execute a PoR scheme for the composed file F. Unfortunately, the type of ECC
encoding required in this context becomes the bottleneck rendering this approach to
be infeasible. One type of encoding over all files at once results in a processed file
of the form F = FO|F@)| .. [|[FD|PL-S) where P(L-f) denotes the added re-
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dundancy generated over the concatenation of the files. In this particular case it is
possible to use existing PoR notions, however they suffer other drawbacks such that
one should avoid using them. For example, in case one wishes to update a single file
F® e [f]:={1,...,f}, then she is required to download the whole processed file F
since the redundancy was generated over all files present in the concatenation and thus
makes updating files an expensive endeavour. Furthermore, in case a PoR check fails it
is unclear in which file(s) the error has occurred and thus forces the client to download
the whole processed file and therefore she looses her initial advantage of outsourcing the
files in the first place. Another type of ECC encoding results in obtaining a processed
file of the form F = FO|PMW|F@| PR .. ||FP|PY) where each original file F(),
i € [f], is initially processed before all files are concatenated and thus all parity parts
P are independent from each other. In this context, updating a file F(9) is easier since
we can solely download the required one while simultaneously this approach suffers the
small file problem. In more detail, if some file F() of the processed file F is small (e.g.
the file solely consists of a password) then there is a non-negligible probability that the
employed random checking mechanism does not examine this file at all and hence even
a successful PoR check does not provide sufficient assurance about the retrievability of
all files. Yet another drawback of this approach is that in case any file and respective

parity blocks are deleted then this specific file is completely irrecoverable.

We overcome the above problem using our new PoR notion called cloud storage proofs
of retrievability (CSPoR) scheme. In more detail, our scheme first enables a client to
store multiple different-sized files in a set of storage containers located at the cloud
service provider and the client may form an aggregated challenge query checking all
files simultaneously. The server evaluates the challenge query and returns verification

values which enable the client to form a PoR answer.

Following previous works on PoR, we also utilise an erasure-correction code (ECC) in
our system requirements. ECC is a process that adds redundant data to the original
data in such a way that a receiver may recover the processed data even when a number
of erasures were introduced, either during the transmission of the file, or while storing
the file. Furthermore, in the context of PoR, ECC boosts the probability to detect a
misbehaving server since the server is required to delete more data than the original
file initially consisted of in order to make the file irrecoverable. We require the ECC to
be a systematic code to maximise data output whilst also being a mazimum distance
separable (MDS) code which yields maximum reliability with a minimum amount of
storage overhead. We denote the erasure-correction code rate by 0 < p < 1 and note
that incorrect data can be recovered by the decoding procedure if no more than (1 — p)

of the data have been deleted. E| Reed-Solomon codes meet those properties for any

!One can think of (1 — p) as an abbreviation for (1 — p) - 100 percent where 0 < p < 1.
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size of code and data words. A notable fast variant like Cauchy-Reed-Solomon codes

[102] may be used to enhance the involved encoding time of processing the data.

We consider a rational malicious server that may try to delete bits, blocks, or rearrange
files in order to make storage space available and to obtain financial benefits. We call
this an adversarial erasure strategy in contrast to a purely random erasure strategy
which may lead to make the file completely irretrievable for a client. To prevent suc-
cessful adversarial erasure a client may encrypt and permute the parity part of the file,

for example cf. [14].

In the remainder of this section we introduce the notion of storage container which
is the underlying storage unit for our scheme. We also provide a generic definition of
CSPoR.

7.2.1 Storage Container

Let us first introduce the notion of a storage container which acts as a storage unit
being able to store multiple files within one location, also providing a client with a
file system structure. This notion is motivated upon real-world cloud storage practices
where common CSPs use a similar notion of storage containers called Buckets [8, 0]
or Blobs [109].

Let a storage container be denoted by & storing multiple arbitrary files F' € {0, 1}*.
Throughout this chapter, we assume that a client may possess several storage containers
&(©) hosted at a cloud service provider. This describes the client’s potential need to
handle different types of data in different storage containers, e.g. a client wishes to
store important documents separately from her picture library. This also captures the
common cloud storage practice where each storage container’s storage space (size) is
upper bounded by 6552“ which corresponds to the maximum number of storable files
within a container, and thus we need the possibility to create multiple containers. We
denote the total number of different storage containers by I' € N. The set of all storage

containers is denoted by S and is called a cloud storage.

7.2.2 Formal Definition of CSPoR

We now present a formal definition of CSPoR. This scheme enables a client to check
whether all files within a cloud storage are retained and retrievable from a cloud service

provider.

Definition 7.1. A cloud storage proofs of retrievability (CSPoR) scheme comprises

the following procedures:

° (pk,sk,@,aﬁ) & CSPoRSetup(1*): this randomised algorithm generates a
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public-private key pair and takes as input the security parameter A. Additionally,
it creates a cloud storage (i.e. a set of I storage containers) S = {6© | ce I}
and their set of respective associated unique identifiers é; = {61(:1) | c € [T}
Furthermore, some metadata 7 := {79 | ¢ € [T} is created for each storage

container;

. (.7?, ?,éﬁ) & CSPoRStore(sk,ﬁ, é;) : this randomised data storing algorithm
takes as input a secret key sk, é; and the set of all files F = {ﬁe(c> lce[l]} a
id

client wishes to store at the cloud service provider. FEach ﬁe@ consists of KG@ €

d id
N files that will be stored within a particular &©) where Fyo = {F®) | F) ¢
id
{0, 1}*, k € [KG(C)]
id
processed yielding the set of all processed files for this storage container fG(C) =
id
{Jr(k) | k€ [KGI ?Gi(g) = {T(k) ’
ke [Keffl)]} where each tag contains additional information (e.g. metadata) about
the processed file. Finally the algorithm outputs the set of all such processed files

F = {‘7?61((? | c € [I'}, tags 7 := {?61(? | c € [I']} and the updated cloud storage

} for ¢ € [I']. FEach file within each storage container gets

]} and a respective set of file tags is generated
id

&. The metadata ~ is also updated;

o 6 & [CSPoRVerify(pk, sk, 7', &iq) = CSPoRProve(pk, F',7',&)]: this challenge-
response protocol defines a protocol for proving cloud storage retrievability. The

prover algorithm takes as input the public key pk, the file tag set T := {?,6?(;) |

?’6%) ={r®) |k ¢ K/GF?}’C € I'} and the set of the processed files F' := {‘7?’6(? ]

ﬁéi(;) = {F® | ke Ké;i(;)},c € I}, where K’Gi(s) C [KGI(?] and T" C [I']. The
verification algorithm uses as input the key pair (pk, sk), the file tag set 7 and
identifiers é;. Algorithm CSPoRVerify outputs at the end of the protocol execu-
tion a binary value & which equals accept if the verification succeeds, indicating

the files in F' are being stored and retrievable from S, and reject otherwise.

At the beginning of the CSPoRSetup procedure, the involved parties agree on the storage
containers in the set &. Similarly, they agree on the files in the set F at the beginning
of the CSPoRStore procedure. Note this does not require the files being given in clear
within the agreement. An agreement could also consist of hashes of these files.

Note that the cloud storage S may already contain data from previously performed
CSPoRStore procedures. Furthermore, observe that F may not be exactly equal to F
but it must be guaranteed that F' can be recovered from F.

We wish to remark that the involved file tag set 7/ in the challenge-response protocol
can correspond to either the full set of file tags 7 or any subset of file tags that enable a

CSPoR scheme to flexibly check any subset of files by specifying the appropriate tags.
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Definition 7.2. We denote the challenge-response procedure
[CSPoRVerify(pk, sk, 7', &iq) = CSPoRProve(pk, F', 7, &)

by CSPoRP. A single challenge-response step of a CSPoRP is called an audit.

Our CSPoR scheme captures the same probabilistic assurance about the retrievability
of the data as classical PoR schemes. However, as mentioned in the introduction, such
a probabilistic assurance may not suffice in practice. Therefore, our scheme aims to
provide a retrievability assurance about the files, i.e. informally we need to sample a
certain minimum amount of file block information (depending on the file size and the
ECC rate) per file in order to be assured about the retrievability of the files. Basically,
to receive such an assurance we begin to execute CSPoRP several times on different
challenge inputs and we denote the output as the ith audit by J; € {accept,reject}.
Note that if the ith audit fails, i.e. §; = reject, then the CSPoRP procedure is alto-
gether not valid and outputs § = reject. However, even if some audit fails, this may
not reflect whether the data is actually deleted or if simply not enough valid file blocks
have been checked. Thus, we provide different audit strategies capturing, on the one
hand, approaches to form flexible verification requests depending on a client’s current
resources in order to evaluate whether the responses of the prover are sufficient to per-
mit successful extraction, and on the other hand, we discuss approaches a client can
employ to detect which file(s) have been corrupted in case an audit has failed. Those
approaches can be found in Section

Informally, a CSPoR protocol is correct if all processed files F outputted by the store
procedure will be accepted by the verification algorithm when interacting with a valid

prover. More formally this is captured as follows.

Definition 7.3. A CSPoR protocol is correct if there exists a megligible function negl
such that for every security parameter X\, every key pair (pk,sk) and set of storage
containers & with respective identifiers él\d and metadata 5 generated by CSPoRSetup,
for all sets of files F (containing files F*) € {0,1}*), and for all (.7?, T, é,‘y\) generated
by CSPoRStore, it holds that

Pr [ (CSPoRVerify(pk, sk, 7, él\d) = CSPoRProve(pk,]?’,ﬁj, @)) > accept]
= negl(A).
In Figure we illustrate the execution of a CSPoR scheme between a client and a
server as well as represent a model of a storage container &9, A client C' is able to
access the storage container held by a CSP S via a secure channel. The storage con-

tainer can contain an arbitrary set of files F which were uploaded by a client during a

CSPoRStore procedure, and a CSP may hold an arbitrary amount I" of storage contain-
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% CSPoR

Client C N\, |77~ 7777 L

Storage Container &(©)

Cloud Storage Provider S

Figure 7.1: Model of a CSPoR scheme with a detailed representation of a generic
storage container

ers. In more detail, F*) .= (F®)||7(0) for k € (K]
id

respective file tag stored in a storage container &(¢) located at a cloud storage provider.

denotes a processed file with

Note that in practice the processed files and file tags may be stored separately.

7.3 Security Model

In this section we discuss security within our CSPoR model. We do not explicitly
consider confidentiality of a file F', but assume that a client may encrypt the files before
the initiation of the CSPoR protocol. The adversary aims to convince a client with
overwhelming probability that the outsourced files are still fully intact and retrievable.
In the following we define the security notion of extractability for our CSPoR scheme

following existing security notions for PoR models as introduced in Section

Extractability

Intuitively, we wish to formalise and say that a CSPoR protocol is secure if any cheat-
ing prover that convinces the verification algorithm to accept is indeed storing all files
in F with a sufficient level of probability. In other words, we wish to guarantee that,
whenever a malicious prover is in a position of successfully passing a CSPoRP instance,
it must know the entire file content of all files. We now follow the PoR security for-
malisation from Section and extend it slightly to adjust the notion for our CSPoR
system. As in Section we require an extractor algorithm &(pk, sk, 7,P’) taking as
input the generated key pair, the set of file tag 7 as well as a description of the machine
implementing the prover’s role in the CSPoR protocol. The extractor’s output is the
set of files F. As noted above, the extractor is given (non black-box) access to P’ and
in particular can rewind it. Furthermore, we require that the algorithm is efficient, i.e.

&’s running time needs to be polynomial in the security parameter.
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Consider the following ewtractability game ExpEﬁTRACT [CSPOR, 1] between a mali-

cious adversary A, an extractor £, and a challenger C.

1. The challenger initialises the system by running CSPoRSetup to generate the
public and private key pairs. The public keys are provided to A. It also generates
a set of storage containers é, a set of respective storage container identifiers é; as

well as metadata for each storage container 4 which are all given to the adversary

A.

2. The adversary A is now able to interact with the challenger that takes the role
of an honest client. A is allowed to request executions to a CSPoRStore oracle

by providing, for each query, a set of files F= {ﬁ 50 | ¢ € [I']} and the storage
id

container identifiers é; basically indicate in which container the files should be

stored.

3. Likewise, A can request executions of the CSPoRP procedure for any set of files
on which it previously made a CSPoRStore query by specifying the corresponding
tags 7. In the procedures, the challenger will play the role of the honest verifier V
and the adversary the role of the corrupted prover, i.e. V(pk, sk, T, él\d) =A. In
the end of the execution the adversary is provided with the output of the verifier.
Furthermore, the CSPoRStore oracle queries and the executions of CSPoRP can

be interleaved arbitrarily.

4. Finally, the adversary outputs a set of challenge tags 7’ returned from some

CSPoRStore query and the description of a prover P’.

5. Run the extractor algorithm F' « & (pk, sk, 7', P') inputting the challenge tags 7’
and description P’ where £ gets black-box rewinding access to P/, and attempts

to extract the file content of all files as F'.

6. If Pr [ (V(pk,sk,?, é;) = 73’) — accept} > ¢ and I/ + F then output 1, else

Note that we say a malicious prover P’ is e-admissible if the probability that it convinc-

ingly answers verification challenges is at least €, i.e. if Pr { (V(pk, sk, T, é;) =P ) —

accept] > €. Here the probability is over the coins of the verifier and prover.

Definition 7.4. We say that a CSPOR scheme is e-extractable (or secure) if there
exists an efficient extraction algorithm & such that, for all PPT adversaries A it holds
that Pr {EprE&TRACT [CSPOR, 1Y — 1} is negligible in the security parameter.
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7.4 Construction

In this section we provide a concrete instantiation of CSPoR. We start by outlining our
main building blocks and then provide details about our instantiation. We choose to
build our construction upon the private-key PoR scheme of Shacham and Waters [126]
mainly due to its ability to handle an unbounded number of verification queries. In
case a better communication complexity is required, one may build upon the scheme
presented in [40]. However, in our particular case we believe that an unbounded num-
ber of verification queries is more beneficial since processing the files already involves
using the client’s valuable resources and it is not a task the client wishes to repeat reg-
ularly. Our CSPoR instantiation overcomes the identified limitations as discussed in
Section when employing existing schemes straightforwardly to prove retrievability

for multiple different-sized files simultaneously.

Building Blocks

Unless otherwise specified all operations are performed in the finite field F = Z,, where
p is a A-bit prime with A being the security parameter. As we instantiate a private-key
CSPoR system it suffices to make use of a symmetric encryption scheme and we set the
public key pk =_L. We make use of a pseudo-random function g: {0, 1}*x{0, 1}%ef — T,
where ¢t is the key length of the PREﬂ and a MAC scheme. Furthermore, we make
use of storage containers &(°), ¢ € [T, as introduced in Section

Specification of the CSPoRSetup Procedure

In the CSPoRSetup procedure the client derives its keys. First the client chooses a
random symmetric key Kenc & Kenc and a random MAC key Kmac & Kmac- The client
keeps the secret key sk = (Kenc, Kmac) and requests creating a cloud storage é, ie. a

set of storage containers located at the server S.

Specification of the CSPoRStore Procedure

The CSPoRStore procedure is initiated by a client holding files F' = {F s | ce [}
id

that she wishes to store in &. The following steps are carried out for each file F(*)

ke[K

&) Jeeqr); in parallel:

e First we apply an information dispersal algorithm (i.e. an erasure code) with code

rate p over the file F(*). The resulting processed file is denoted by F*);

e Next we process a processed file F*) into 7 € N blocks being s symbols long.
: k L. .
That is F*) = {fi(j)}’ where 1 <i<n,1<j<sandke€ [KGfS)]Ce[F]' Note

that s is constant for all files while the number of blocks 7 varies depending on

2Note that we use the shorthand g () (i) := 9(”1(027 7).
Fprf
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the respective underlying original file size. Each symbol fi(f) is encoded in terms

of elements in F;

e We sample uniformly at random a PRF key /{I(ﬁ & {0,1}%»rf. We also sample s
random elements from the finite field F which are kept private by the client, that

is agk), e ,agk) & F;

e Next we compute for each file block of an outsourced file ¢ € [n] an authentication

tag o; as follows

) —9g. (k) +ZOé(k ” e,
e Now we wish to compute a file tag 7(*¥) = HI\/IAC,{mc( (k)) where Ték) has the
form 7||Encrypt, (& ( peralk)H . ]]agk)>. Note that the cloud service provider

k). However, this does not enable the server to

will also receive each file tag 7
make use of the random elements as they are encrypted and it is not in possession

of the respective secret key but it only learns the size of the outsourced file.

Finally, the client combines all file tags into the set of tags T and all processed files
are aggregated as the set F and will be uploaded to the respective storage container

in GAB located at the cloud service provider. Each processed file itself is of the form

= (U1 4e™)

1<i<n1<j<s
Specification of the CSPoRP Procedure

The CSPoRP procedure consists of executing several audit steps to obtain an assurance
about the retrievability of the files. In Section we discuss various strategies a client
can follow in order to execute the audit steps. In the following we describe the technical
details of a single audit step (providing a reply §;) which will be repeated A times in
order to obtain a final answer § from the the CSPoRP procedure capturing our desired

assurance:

e The client first verifies the MAC on each 7(*) within 7. If the MAC is invalid the
client aborts the protocol and outputs 0. Otherwise, she parses all 7(¥) from 7 and

Uses Kene in order to recover k), K,(k% and a(k) . ,agk) for all k£ € [KG(C)]Ce[F];
id

e Next the client C generates for each file a challenge by picking a random subset
I®) Cg [a*)] of size (),

(k)

e Next C chooses for each i € I®) a random element from the finite field v &F
and aggregates this sampling per file to a set Q) = {(i, I/Z-(k))ief(k)} of size ((F).

All sets Q™) per storage container can be aggregated as QG(C) = {Q(k) | k €
id
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[Kg@],c € [I']}. Finally, C sends as her challenge the combined set over all
id

containers Q := {Qg | ¢ € [I']} to the server.
id

The cloud service provider now parses all files from F as { fi(f)} and {agk)}, and the

corresponding challenges Q) from Q. Then for 1 < j < s, the provider computes

u§k) Z Vi(k)fgc) and ok Z I/l-(k) a§k).
(i")eQ® (i")eQ®

This execution is repeated for all files in all storage containers contained in Q Then

S accumulates all responses and authentication tags as

ﬁlzzz Z Mgk)v'“vﬂszzz Z :ugk)a &::Z Z

cel] ke[KG<C)] ce[l] ke[K6<c)] ce[T k;e[K ©]
id id 1d

Finally, the client parses the provider’s accumulated response and checks

5;2 > > v 9(k> +Za | - (7.1)

cell ke[KGi(S)} (ivak))EQ(k)

If this equality check is successful, the verifier outputs §; = accept, and otherwise she

outputs reject.

If a check fails (6; = reject), a client assumes that the cloud service provider is mali-
cious and takes actions in either immediately downloading all files or follows another
strategy called reduced CSPoR as introduced in Section However, we want to
emphasise that downloading is very impractical as a client loses the advantage of out-
sourcing the files in the first place. Furthermore, we want to stress that if CSPoRP
is successful then we have obtained a retrievability assurance that all files in S are

retained by the cloud service provider.

Correctness of the Instantiation

Now we present that our above scheme is correct. Let the PRF key be msg and

@gk), e o™ & F be the secret coefficients for all k € [K (c)]ce[l"]. Let the file sym-

bols be denoted by { fl-j }, and the block authenticators are expressed as 9®) (i) +
pr

Z;zl agk) fi(f). For a prover that responds honestly to queries from @ such that
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e ~
Hj = ZCE[F] Zke[KG(C)} u§- ) and & = Zce[r} ZkG[KC(C)] o) then we have
id “id

25510 IRCES ib ol I SRR CrT
ce[l

kE[KGl(g)] CE[F] k‘E[KGfs)] (i,UEM)GQ(M

= Z Z Z I/l-(k (k) )+ Z 0" k)fl

CE[F] kE[KG.(@] (i,VZ-(k))EQ(k)

= IND SN D SUNVLPING R SENVED ST
kE[K (o] prf

cellTkelK o] \ Gr)e® Greqw =1

=3 2| X gl 3w

ce[l kG[K;(d] (7;71/2'(’“))6@(}9) (’L',l/gk))EQ(k)

= Z Z V gac) +Za(k/ﬁ] )
[

Kol \v")eQ®

which shows that verification is satisfied.

Now we formulate our main theorem capturing the security of our CSPoR scheme.

Theorem 7.5. If the MAC scheme is unforgeable, the symmetric encryption scheme
is semantically secure, and the PRF is secure, then no adversary (except with negligible
probability) against the extractability game EXTRACT of our CSPoR scheme ever causes
the verifier to accept a cloud storage proofs of retrievability protocol instance, except by

responding with correctly computed responses pij (1 < j <'s) and authentication tag o.

Proof. The security of our proposed scheme follows immediately from the security of
the private-key SW scheme [126] as we base our construction on their scheme and thus
inherit the security property. The only main difference in the proof is that we have to

ensure the correctness of the aggregated set of responses {ﬁ]}

First, we need to argue that the verification algorithm will reject answers except if the
answers {fi;} were computed correctly by the prover. This can be shown via a sequence
of games for which we argue that the adversary’s distinguishing advantage between two
consecutive games is negligible. The analysis follows via the same game hops as in [120]

while adapting the notion of having aggregated answers {71;} from all outsourced files.

Secondly, we need to argue that the extraction procedure can efficiently reconstruct a p

fraction of file blocks when interacting with a prover that provides correctly computed
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responses for a non-negligible fraction of the query space. The same arguments as
in [126] apply to our scheme. Here we only need to slightly change the proof details
when showing that a well-behaved e-admissible cheating prover P’ as the output of the
extractability game (cf. Section can be turned into an e-polite adversary B (imple-
mented as a probabilistic polynomial-time Turing machine). Note that we say an adver-
sary is e-polite if it responds with probability € to given queries () covering an € fraction
of the query- and randomness-tape space. P’ can be used to construct the adversary
B. For a query @, P’ interacts with the verifier according to V(pk, sk, T, él\d) =P 1If
the interaction is successful the responses (fi1, ..., is) will be written to its output tape
while a wrong interaction leads to writing L on the tape. Note that after £ interactions
we can represent all responses as a (k x s) matrix. Each time the adversary B runs
the prover P’ it is able to effectively rewind the prover. Since P’ is well-behaved a
successful interaction computes valid (f1, ..., iis) and given that P’ is e-admissible we
know that an e fraction of the answers are computed correctly. Having this we can
further follow SW and can represent the extractor’s knowledge by a row in the matrix
for each audit step, i.e. as (ﬁgt), e ,ﬁgt)) where ¢ € [A], and thus have sampled enough

information to permit successful extraction.

Lastly, we argue that following the ECC reconstruction property it suffices to positively
check any n blocks of a processed file consisting of 7 blocks to recover the original file
F®) with all but negligible probability. This is trivially fulfilled by employing Reed-
Solomon codes of rate p, since any p fraction of encoded file blocks suffice in order to
reconstruct the underlying file. Note, however, that this does not protect a client from
revealing correlations between the plaintext blocks and redundant blocks through the
access pattern. This can be avoided if a client encrypts and permutes the parity part
of the file following Ateniese et al. [14]. O

Armknecht et al. [I1] introduced the notion of an Outsourced PoR. In their model, an
external entity called an auditor joins the system and offers to audit the server on behalf
of a client whereas a client is able to efficiently check whether the auditor performs a
PoRP execution correctly. Their proposed scheme is also based upon the private-key
PoR scheme of [126]. Hence, by replacing the single-file scheme with a CSPoR scheme

leads to an outsourced CSPoR scheme.

7.5 Practicability of CSPoR

In this section, we discuss different audit strategies a client could use throughout a
CSPoRP procedure.
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7.5.1 Strategies for CSPoRP

As discussed throughout this chapter, we wish to specify concrete strategies a client
may use within a CSPoR system. Recall that a “standard” PoR provides the client with
a probabilistic assurance whether the data is retained or not. The usage of erasure-
correcting codes in the realm of PoR was introduced to boost the probability to detect
a malicious server as well as a mechanism to recover the original file in case some file
blocks are deleted. However, in practice a probabilistic assurance about the retained
data is not sufficient as it is not clear whether enough data is available to reconstruct the
file and thus we provide strategies that enable the client to obtain such an assurance.
We receive this assurance in case the client is able to determine that a sufficient part
of the file is retained by the server. Recall that a processed file F) consists of the
original file plus some redundancy specified via the ECC, i.e. F¥) consists of 7 = n/p.
Due to the ECC it suffices to sample any n from 7 blocks to recover the file using the
decoding algorithm. Thus, this property assures that a file is available if a client is able
to check successfully any n from 7 valid file blocks. Note that this holds as long as the
adversary does not delete more than (1 — p) - 100 percent of i outsourced data blocks.
However, we also wish to stress that in case a client detects that data has been deleted
repeatedly she would lose all trust in the cloud service provider and would decide to
change to a new provider. Since this would incur a financial penalty, we assume that

this is usually a rare event.

7.5.2 Audit Strategies for CSPoRP

In this section, we discuss different strategies that enable a client to obtain a retriev-

ability assurance about the original files through CSPoRP.

7.5.2.1 Workload Partition

In order to receive a retrievability-assurance, a client needs to execute several audit
steps (within CSPoRP) in order to obtain a valid proof. Therefore, we believe that it
would be beneficial for a client to be able to determine a priori the average number
of required audits to prove retrievability, i.e. we wish to derive a formula computing
the number of audits A based on a fixed challenge size . We show that this task is
related to a new variant of the well-known Coupon Collector’s Problem [124] to which
we provide a detailed solution and finally argue that this approach is a possible solution
for the above task. Furthermore, we also provide a solution for the reversed task, i.e.
we derive a formula that computes the appropriate challenge size given a pre-defined
number of audits A. We also show that a statistical hypothesis test may be used to

argue whether the received responses suffice to obtain the required assurance.

Recall that our scheme checks ¢ different file blocks per audit and generally a CSPoRP
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execution depends on n, 7, p, ¢, and A. Since p is given as a system parameter, we
can derive the size of the processed file using the code rate combined with the size of
the original file, and thus it remains to follow the above goal and compute the values
for £ and A. Recall, for each audit step the values for the challenge of size ¢ are
chosen randomly without replacement from the set of processed file blocks [ﬁ]ﬂ We
note that both values A and ¢ depend on each other. For example, if a client increases
the challenge size per audit then the required number of audits decreases as a client
checks more file blocks per request. Thus, this provides a client with a flexible trade-off

between communication and computation depending on her current resources.

Computing the Number of Audits

In this part, we aim to derive a formula that computes the (average) number of required
audits based on a fixed challenge size, the block identifiers for the original and pro-
cessed file as well as the erasure-correction code rate. Obtaining such a formula enables
a client to gain a priori knowledge about the necessary communication cost in order to
perform CSPoRP such that it provides an assurance about the data retrievability. In
other words, a client wishes to perform A audits of size £ in order to determine if any

n of n blocks are intact to be convinced that the original file is retrievable.

Computing the average required number of audits A can be expressed as a new variant
of the Coupon Collector’s Problem (CCP) [124].

Coupon Collector’s Problem

The classical CCP describes a solution to compute the required (average) waiting time
to obtain all coupons of a collection while drawing one coupon at a time whereas all
coupons appear equally likely. In our context, the waiting time corresponds to the
required number of audits, and the challenge size corresponds to the number of drawn
coupons at a time while the collection size corresponds to the total number of blocks
of a processed file, that is n. In order to derive our required (average) number of
audits from the CCP, we need to reformulate the above problem as follows. We wish
to compute the average waiting time A to obtain any partial collection of n coupons
from the full collection of size i while drawing ¢ coupons at a time with the restriction
that ¢ < n. Note that all coupons are drawn from the full collection, i.e. from the
set [n], and all coupons appear equally likely. In other words, we need to evaluate the
expected number of groups of coupons to obtain at least n different coupons. Ferrante
and Frigo [65] present a solution of yet another variant of the above problem where
they compute the waiting time to obtain all coupons of the collection while drawing

¢ coupons at a time. We follow their approach using kth order statistics to derive a

3This is mainly done to prevent an adversarial cloud service provider deleting queried blocks since
the probability of choosing the same block again is equally likely to sampling a new block.
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solution for our problem. A good overview about the Coupon Collector’s Problem can
be found in [66].

We begin by considering that coupons are drawn in groups of constant size ¢, where
1 < /¢ < n, with the types of items in any group of coupons being independent random
VariablesE] In our context, we require that each group does not contain more than one
coupon of any type. Thus, the total number of groups will be (i}) and each group G can
be identified with a vector (g1,...,g¢) € {1,...,n} with g; < gj41 fori € {1,...,0—1}.

Definition 7.6. We denote by qi the probability of drawing (at any given time) the
kth group of coupons in lexicographical order, where i € {1,..., (TZ)}

We consider the case of uniform probabilities and thus we have that the probability

corresponds for any group k to g = . We set V; to be a random variable which

n

equals the number of groups to be drawn in order to obtain the first coupon of type

i. Following Ferrante and Frigo [65], these random variables follow a geometric law
n—1
with parameter 1 — ( £ ) The random variables min(V;, V;) follow a geometric law
)
("
(%)
1

min(V;,,...,Vi,_,) having a geometric law with parameter 1 — —=<. Note that the

n

with parameter 1 — and this continues the same way up to the random variables

L
minimum of more random variables min(V;,,...,V;,) for £ > n — £ + 1 equals to the
constant random variable 1. Applying the Maximum-Minimum principle provides us

with the expected number of groups of coupons to complete the collection as

3 E[min(V;,, Vi,, ..., Vi, )] :<Z>i"ﬁ’)

1<i1 <in<...<ig <
:<Z> (’Z)—(% (7.2)

We denote by V5 the nth order statistic and following the usual convention we have
Viay = max(Vy,...Vs) and V() = min(V;,, ..., V) = min(Vy,...,V;). Then we can

derive the 2nd order statistic as

‘/(2) = Z min(%l""’%ﬁ—l)_(ﬁ_l)min(vla"'avﬁ)a

1<ii<..<ip_1<h

4Similarly to above, those groups of coupons are sampled randomly without replacement.
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and the 3rd order statistic can be obtained as

ip= > min(Vi,

1<in <..<if—2<

= Z min(V;,,.

1<i1<...<ij 2 <A
— (A —2) > min(V;, , .
1<i1 <. <ip—1<n
+ (i — 2) (7 — 1) min(V4,
= 1)(7— 2
Wmin(Vil, Vi)

= Z min(V;,,.

1<in <...<if—2<

w3 Vins)

"vViﬁ—l)

- Va)

LV

iﬁ72)
—G-2) Y min(,

v Vi 1)
1<i1 <. <ip—1 <R
n—1)(n—2
+(n)2(n)m1n(‘/17,‘/ﬁ)

The general formula can be derived for any 1 <n <n as

Vin

= Z min(V;,, .

1§’i1<...<iﬁ,(n,1)§ﬁ

—(n—(n—-1)) >

e 7%57(%1))

min(V;,, ..., V;ﬁ_m_m)
1<61 <<l (o)<t

n—m-1)n—-—(n—2 .
LT DE ) ey

1<01 <<y (n_3) <P

4 (=1 (n—(m-1)(n—(n—-2)).

19+

(= (n = (n— 1))

- n—1
"7‘/1’&72)_(“_2)‘/(2) - <~ _ >V(l)

s Vinnegy) T

(n—l)' min(Vl,...,Vﬁ)
n ~ .
; n—n+j—1 .
:Z (—1)J+1< . f > Z min(V;, ..., Vie_00)
jzl ] 1§’L’1<..‘<iﬁ_n+j§7~l
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We can finally compute the expectation as follows

E [X/(7)] = E [Viw)

n ~ .
, n—n+j5—1 .
=E Z (_1)J+1< i1 ) Z mln(Vil,...,Viﬁfnﬂ.)
7j=1 1§i1<...<iﬁ,n+j§ﬁ
n [ ~ .
, n—-n+j—1 .
_ (—1)7*1 < P > Z E [mln(Vil, ceey Wﬁ_nﬂ)]
i=1 | 1<) <oy <P
[Py Y ) ]
j=1 L g1 n=n+3/(,) - ("_("E””))

-O%[ N Dete]

=1

This expected value corresponds to the number of audits we initially aimed to compute,
ie. A =E[X,(7)]. However, the precise computation of this value involves a huge
amount of computation and thus renders a quick computation for a computationally
weak client to be infeasible. Thus, we wish to obtain an approximation for A. Starting
from a classical version of the CCP, we argue that each draw of a new set of coupons
(consisting of elements in the size of the challenge ¢) increases the overall amount of
drawn sets and is also likely to provide us with new coupons we have not seen before.
For example, in the first draw all coupons are new and have not been seen before.
However, in the next draws this changes since the drawn sets of coupons may contain
coupons that we have already seen before. We stop drawing new groups of coupons
after a total of n different coupons have been seen. The (constant) size of the drawn
sets of coupons plays a crucial role and thus results in a modulo operation in the
formula. Note that this approach does not take into account all possible overlaps of
the groups but results in an expected value which is very easy to compute and may
suffice as a good approximation. Since the expected value corresponds to the number
of block identifiers which have been sampled, we divide the value by the challenge size
£ to obtain the required number of groups and thus the number of audits. Hence, the

derived approximation for A can be expressed as

-1 . .
1 s=7— (imod ¢
- # (7.4)
{4 n—i

For practical usage, one may use [A’] for the number of audits.

Before providing an example to obtain a better understanding of the concept of audits,

we wish to emphasise that in order to form a PoR request the client needs to sample the

block identifiers uniformly at random, as opposed to only asking blocks which have not
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been queried before. This prevents the adversary from deleting blocks after they have
been queried, and the client ensures that all blocks are still equally likely to be checked
to prevent the adversary from cheating. We illustrate the concept of audits in form of
an example in Table The number of rows of a CSPoRP represent the number of
performed audits A while the number of bullets per row represents the challenge size
L.

CSPoRP|Audit Sampled Block Identifiers of F Overall Distinct Block
No. | No. [1]2][3[4]5]|6[7[8]9]10]11][12] Ids Requested B

1 o | o ° 3

1 2 ° ° 4
3 ° o | o 7T>6=n
1 ° ° e [|3

2 2 ° ° 6>6=mn
3 ° ° 8>6=n
1 ° ° 3

3 2 e (|4
3 ° . 6>6=n
1 ° ° 3

4 2 ° 4
3 ° d5<b6=n

Table 7.1: An example of four randomised CSPoRP procedures each consisting of three
audits using the same parameters

For the above example, we choose the original file F' to consist of n = 6 blocks and
the ECC code rate to be p = 1/2. Thus, the processed file F consists of n = 12
blocks and we choose the challenge size as £ = 3. Using equation , we compute the
average required number of audits in order to obtain a retrievability assurance about
the original file. We obtain A" = 2.3789 which becomes for a practical use [A’'] = 3.
As we chose £ = 3, we sample three different block identifiers per audit uniformly at
random from the set of processed block identifier. Those block identifier are illustrated
as a bullet e while in the following audit steps we use a small dot - to illustrate that
this block identifier has been already sampled. As soon as we sample enough available
blocks, i.e. B > n, CSPoRVerify should return accept indicating that enough block
information are obtained and F can be reconstructed, cf. Section [2.8] In the above
example, we present four randomised CSPoRP procedures for the same file showing
that the randomised sampling has an impact on the number of sampled block identifier
B. The first three CSPoRP procedures sample overall enough block identifier to ensure
that the file is retained by the cloud service provider. However, the last CSPoRP
procedure does not sample enough block identifier and CSPoRVerify returns reject.
Thus, either the file is corrupted and the client may not be able to reconstruct the file

even using the ECC decoding algorithm or the file is retained by the provider but the
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client was “unlucky” with the random sampling as too many same block identifier were
checked. Therefore, as a strategy, the client may run a new CSPoRP procedure and

increase the number of audits to ensure that it is more likely to query enough different
block identifier.

Computing the Challenge Size

In this part, we derive a formula that computes the challenge size ¢ for the query set
given a fixed number of audits A, the block identifiers of the original file n and of the

processed file 7.

Let us now derive an approximation for the challenge size ¢ starting from equation
(7.4). We can write n = ml + r where r < £, m € Ny, and thus it follows

{131 n—n—z{Q} Ile~fi—T41
E 7 _Ezl 7

gzmﬁ—i-r—r—i-z_gzmﬁ 1§n;z
—mz EZ (m+1)H

\—v—’ \—v—’
=mH, <Hp

A<

where H,, denotes the nth harmonic number and the term ¢ is an abbreviation for
(¢ mod ¢).

Let us remark that the first inequality {1} may evaluate to equality in case p = 1. This
means that the processed file corresponds to the original file and thus no redundancy
was encoded into the file. Note that the second inequality {2} evaluates to equality
if either f = n = n or £ = 1. Furthermore, in case we restrict ourselves to the case
n = 71, then in the above equation we would have 7 —7 < @ + 7 + 1. The “4+1” term
propagates to an additional term y := ZZ 1 ; in the above equation which results
later into a slightly different approximation of the upper bound. However, we do not
restrict ourselves to this case and can therefore proceed with the above and conclude
that

mH, <A< (m+1)H,. (7.5)

Rearranging the first inequality of equation (7.5)) yields a lower bound for ¢ as follows.

Recall that 7 = m¥f + r and therefore we obtain

mH, < A&
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since 7 < 1. This yields the lower bound to be

nHy,

arm -t

Next we rearrange the right inequality of (7.5]) to obtain an upper bound. We get

<

~| S

A _
A<(m+1)Hn<:>——1<%—

r
H, l

This yields the upper bound to be

nHy,

€<A_7H—Tl'

Note that, as mentioned above, in case n = n, the additional “+1” term results into a
slightly different upper bound with A — 2H,, in the denominator. However, altogether
it follows that the bounds for ¢ can be approximated as
nH,
A+ H,

nH,

<£<A_7Hn.

Finally, a good choice in practice would be to choose the arithmetic mean of the bounds,

that is
1/ nH, A H,
z_h (A+Hn+A—Hn)-" (7.6)

7.5.2.2 Statistical Hypothesis Testing

Another auditing strategy can be achieved by determining whether the success prob-
ability of a prover is sufficiently high. This can be done using a statistical hypothesis
test. In more detail, we wish to determine whether the average success probability £ of a
prover P is at least 1 where the success probability is defined as £(P) = Pr[P(Q) — §;]
and O represents the combined challenges for all files. Thus, we formulate the null

hypothesis as
Hy: E(P) < p
and the alternative hypothesis is formulated as
Hy: {(P) > p.

The goal is now to distinguish both hypotheses from each other. Suppose the client
sends k randomly chosen challenges to the server. E] If the server now has a success

probability &(P) then the number of correct challenge responses received from the

®Note that we can combine the statistical hypothesis test with the previous strategy “workload
partition”, i.e. the number of challenges k£ can be identical to the number of audits A.
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server follows the binomial distribution Binom(k,£(P)). Further let us assume that the
server’s failure rate is minimal and we note that if the average success probability is
high enough then extraction will be successful. Since the success probability &(P) is

unknown, we can estimate it using the k£ randomly chosen challenges to the server, i.e.

_ 5accept

where daccept = [{0i | 6; = accept,i € [k]|}|. Following standard literature in statistical
sciences [46], we know that the probability of the estimation corresponding exactly to
the success probability is 0, that is more formally Pr[f/(7?) = &(P)] = 0. Therefore, we
approach the problem by estimating a confidence interval CI for the success probability.
It follows

e, EPI P
- {5(7))' VEPIL_ePE } (77

where z;_, being the 1 — a quantile of a Normal(0,1) distribution and « is referred
to as the error level. The probability that the true success probability £ is covered by
CI is approximately v = 1 — « which is usually denoted as the confidence parameter.

Hence, we can reject the null hypothesis if

bi=——— >z, (78)

Note that if we are able to reject the null hypothesis, this enables us to argue that our
average success probability is significantly larger than p and therefore extraction of the

files should be successful.

Let us consider the following examples. First we fix u = 0.95 and the client sends
k = 1000 challenges to the server. We use the typical error level « = 0.05 and thus
20.95 — 1.6449.

daccept  &(P) CI J
Example 1 | 600 3/  [0.57428, 1) reject
Example 2 | 970  97/100 [0.95978, 1) accept

In Example 1, the client received 600 valid replies from a server and thus 5/(7?) = 3/5.
Using equation , we obtain a confidence interval in which the success probability
&(P) will be contained with a probability of 95%. Now we can use inequality to
check whether the null hypothesis may be rejected. It follows that 5 = —50.7833. Thus
8 % zp.95 and we cannot reject the null hypotheses as the success probability is low.
This means that extraction of the files will not be successful and CSPoRP will output

reject.
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Similarly, in Example 2, we have that the client receives 970 valid replies from a server
and thus 5/(73\) = 97/100. The client can compute the respective confidence interval
and derives 8 = 2.9019. Here 8 > 2p.95 and thus the null hypothesis can be rejected
and thus the success probability is significantly higher than u. Therefore, extraction

of the files will be successful and CSPoRP outputs accept.

Note that other approaches can also be considered to calculate the confidence interval.
A good overview of them can be found in [2]. For example, a well-known approach
was introduced by Clopper and Pearson [56] which uses a relationship between the
cumulative binomial distribution and the beta distribution in order to state an easy

formula to calculate the confidence interval.

7.5.2.3 Certificates

In this strategy the client wishes to receive a certificate from the server proving the
retrievability of her files. Note that this certificate is not meant to be a cryptographic
certificate. It is meant as a certificate that attests the validity and quality of the server
storing data appropriately. A certificate basically consists of a single audit step where
C chooses the challenge to be of size n, i.e. £F) = n®) for all k € [KGi(S)]' If CSPoRP is
successful the server may create a certificate indicating that the request was executed
correctly and thus leading to a valid proof stating the retrievability of the outsourced
data. Additionally, the server may include a time stamp to state the validity of the
certificate. Note that this certificate may be valid for a longer time interval than a usual
audit request (e.g. one month) and makes the server liable for any data loss within this

time interval.

7.5.2.4 Scheduled CSPoR

A different strategy could be implemented by a scheduled CSPoR. Here a client may
wish to perform CSPoRP within a specific time frame (e.g. five hours) or may addi-
tionally label the files with tags indicating their classification levels. For example, a
client may tag all her bank and insurance files with the classification level secret while
her music library is tagged with unrestricted. Since our CSPoR system also enables
to check any specified subset of the cloud storage, the client is able audit files with a
classification tag secret more frequently than files tagged with unrestricted to ensure

that data loss in valuable files is detected immediately.

7.5.3 Handling Erasure Detection Using CSPoR

In this section, we develop methods a client can use in case a CSPoRP execution has
failed and thus the outsourced data may be damaged but not yet irrecoverable. In this

context, we say that files are irrecoverable if more than (1 — p) of the data have been
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deleted, and thus the ECC decoding procedure cannot recover the underlying file.

7.5.3.1 Immediate Download

The approach of downloading all files in case an error is detected (that is, at least
one of the audit steps returned reject) is the most cautious one a client could follow.
It seems that this approach is the only strategy other PoR works have considered so
far. However, this approach has enormous drawbacks for a client. Since C does not
know which file contains an error she would be required to download all files within our
cloud storage model. This is impractical for a client and she loses her initial benefits
of outsourcing the files in the first place. In order to avoid downloading all files, we

present in the following section a different strategy called reduced CSPoR.

7.5.3.2 Reduced CSPoR

In case a CSPoRP procedure fails (that is, at least one of the audits returned reject)
we engage in a reduced CSPoR as we do not know in which file(s) an error occurred.
Here, we present the strategy reduced CSPoR where a client runs a b-ary search to
detect in which branch the CSPoRP failed. However, note that always all branches of a
node need to be tested, since multiple files may be damaged. In case the corrupted files
have been found, a download or repair can be initiated. Note that errors only occur
rarely compared to successful audits, and thus files are usually retrievable. Otherwise,
the client may subscribe to a new CSP. Note that simultaneously executed reduced
CSPoRP are slower than a single CSPoRP since we are required to increase the amount
of communication with the server in the number of simultaneously executed CSPoRP.
This is acceptable since we assume that errors only occur very rarely. In Figure we
provide two examples where each node represents a CSPoRP over all its children and
the leaves represent the respective files. A completely black node illustrates a corrupted
file whereas a thick black circled node represents a failed CSPoRP as an error occurred.
The left figure represents a scheme with no errors, thus a single CSPoRP is sufficient to
prove that all files are retrievable. The right figure contains errors in the files F) and
F©®_ Thus, the initial CSPoRP over all files will fail. To find the corrupted files, we
need to execute three CSPoRP at the same time, each over three different file sets. The
first and second check will fail and hence we know that an error must be in at least two
files. In order to locate the corrupted files, we execute six CSPoRP at the same time
over each leaf, i.e. an individual check over each file FI) to F6). This finally identifies
the corrupted files and the client can proceed to recover the damaged files. Note that
the client only needs to recover the corrupted files and can leave all intact files with the
server. Thus, with CSPoR the client still possesses the benefit of initially outsourcing
the files and in case an error is detected only a small number of files need to be fixed.
Another strategy could be to initially split the received responses from CSPoRProve

into subsets and compare the smaller replies to determine immediately which files may
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Figure 7.2: Illustration of the strategy reduced CSPoR

be corrupted. We believe that this may be an interesting strategy to investigate in

future work.

7.5.4 Communication Model

The above introduced CSPoR system can be translated straightforwardly into present
cloud architectures. This can be achieved by introducing procedures that capture the
communication steps between a client and a cloud service provider.

The expression
IT: [C:ing; S:ing] — [C: oute; S: outg)

denotes the event that a client C' and a provider S run an interactive protocol II where

iny and outy denote the input and output of entity X (either C or S), respectively.

In the following we describe the execution of the required procedures. Following the
order of our algorithms in Definition we first need to run the procedure Create
between C' and S in order to create a storage container GU) located at the server in
which the client stores her files. Note that a storage container is upper-bounded by
GI(I%X, i.e. C'and S need to engage in another Create procedure to create a new storage
container as soon as the storage capacity is reached or a client wishes to store different

types of data in different storage containers. In more detail, the procedure
Create: [C: pk; S: pk] — [C: Gi(g),fyc; S G(j),fyg]

takes no other inputs than the public keys of both parties and outputs the identifier 6( 7
to identify the storage container &) and a tag y¢ which contains metadata related to
&) for the client. The CSP initialises the storage container &) on its infrastructure

and obtains a tag vg as its output.

After the successful generation of a storage container a client wishes to store her files

by executing a Store procedure as follows
Store: [C': ﬁ,Gi(é); S 6(j)] — [C: R, 7; S: ]?,G(j),?].
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A client needs to provide as input her set of files F and the respective storage container
identifier Gi(g) to store the files in &U). The procedure outputs the set of processed
files 7 and the updated storage container & for the server. Furthermore, the client
receives a set k which contains keys for file dependent functions (e.g. MACs or PRFSs)
and a set of verification tags 7 which are computed on the client side. Those tags are

also provided to S and used to check consistency of the file sizes.

Finally, a client C' and cloud service provider S engage in a CSPoRP procedure.
CSPoRP: [C: 7,8; S:7,8] — [C: 6, S: L].

In this procedure, a client provides her file tags 7 and her respective set of storage
container identifier é;. Note that in general our CSPoR scheme enables a client
to check whether all outsourced files in & are intact and retrievable. However, it
is also possible for a client to check only a subset of her outsourced files by simply
choosing a subset of tags 7/ from 7. The server inputs S and the file tags 7. The
protocol run is accepted by the verifier if § = accept, or rejected otherwise. More
precisely, the CSPoRP procedure uses additional locally computed values in order to
be executed. Following our instantiation in Section a client prepares her challenge

set O according to the file tags 7 and sends the challenge set to S.
SendChallenge: [C: Q; S: 1] — [C: L; S: Q).

The server uses the challenge set and computes the authentication tags o and responses

1 as its replies which are returned to C.
Response: [C: L1; S: EAB,?,I] — [C:o,pu; St 1.

Finally, a client uses the authentication tags and response values to verify the CSPoRP
procedure as in Section The client outputs a binary decision value ¢ indicating
whether she accepts or rejects the CSPoRP procedure.

Realisation of Procedures

The introduced procedures are easily translated into current cloud architectures. We
assume that a CSP exposes to its client a standard interface offering a handful of com-
mands in order to execute some basic operations such as storing a file, downloading a
file, as well as other commands. To implement such an interface for our CSPoR system,
we can use currently employed APIs from Amazon [§], Google [87] or Microsoft [109].
Following those APIs, it suffices to use only two commands to implement the above
procedures for a CSPoR system in current cloud architectures, namely POST and GET.

These commands can achieve different functionalities by simply specifying different
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parameters as detailed in their respective APIs.

7.5.5 Dynamic Updates

Our CSPoR scheme can achieve dynamic updates in its simplest form which seems
to be inherent in current cloud storage implementations [8, 87, [109]. In more detail,
current architectures do not support updating specific blocks of an outsourced file
stored at a cloud service provider. Thus, a local file update on the provider’s side is
not possible, and a client needs to first retrieve the whole file, perform an update locally
and upload the updated file back to the provider. Following the notion of procedures
from Section this can formally be described as

Download: [C: 7" &,q; §: &] — [C: F®); §: 1].

Here, a client obtains the processed file F(¥) from the cloud service provider. Now she
first needs to use the ECC decoding algorithm to obtain the original file F(*). After
the file is updated locally by the client, she encodes F*) again with the ECC encoding

algorithm and uses the Store procedure to upload and store the file with the provider.

Note that most CSPs [8, 87, 109] also support versioning, i.e. the CSP still holds all
old version of the files even after the files have been updated, and a client is able to

retrieve any old version of the file by specifying a pointer in the command to the old
file.

7.6 Evaluation

In this section we evaluate the trade-off between computation and communication.
While the execution of each strategy can be different depending on each client’s in-
dividual resources, we provide an example execution of the above strategy “workload

partition”. We denote each specific execution of a strategy as an audit plan.

We evaluate the audit plan “Fixed Audits”. Another notable audit plan may be to
leverage a table with a column for each file and the number of audits for the largest
file is the number of rows. Then, instead of checking all files at the beginning, this

strategy may distribute the workload of checking the files more evenly.

Let us fix the following main parameters for this evaluation. Each file block consists
of s = 512 bytes (4096 bits) and each sector is a symbol in F. Hence, the size of two
blocks is one kibibyte (1 KiB, 1024 bytes). For simplicity, we store the files in only one
storage container (I' = 1) and choose the ECC rate p = 1/2.
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Audit Plan: Fixed Audits

In this audit plan we wish to execute a CSPoRP procedure within a (previously) fixed
number of audits and wish to evaluate the respective communication and computation
cost for the client and server. For simplicity, we assume the following file structure.
Each file F®) consists of n(¥) = 2% blocks, i.e. with increasing k we obtain a larger
file. In Table and Table we provide two example evaluations over 480 files with
different-sized files for various different fixed number of audits ranging from A = 1 to
A = 10000. Furthermore, the tables provide information about the sum of required
challenge sizes of all files and provide details about the respective overall communi-
cation cost (payload) from client to server (P[C' — S]), and vice versa (P[S — (),
for executing a CSPoRP. We also detail the portion of transmitted data in relation to
the overall outsourced data which we denote as Datasize% and finally we compute the
required time ¥ to execute a CSPoRP. Note, for simplicity, we omit disk read times

and possible latencies for a client and cloud service provider.

In Table we provide our first example evaluation and describe the procedure of

obtaining the respective values. The table describes an evaluation of 480 outsourced

l Data | A ] L Audit size | P[C — S] Datasize’ P[S—C] [ T |
180 files: 7.5 GiB | 1 | 7202070 54.0 MiB | 54.9 MiB 0.72 KB | 0.5 sec
480 files: 7.5 GiB | 5 | 5392050 41.1 MiB | 206 MiB 2.68 10 KiB | 2.6 sec
480 files: 7.5 GiB | 10 | 4105920 31.3 MiB | 313 MiB 4.08 20 KiB | 3.1 sec
480 files: 7.5 GiB | 30 | 2103150 16 MiB | 481 MiB 6.26 60 KiB | 4.8 sec
480 files: 7.5 GiB | 60 | 1214970  9.27 MiB | 556 MiB 7.24 120 KiB | 5.6 sec
480 files: 7.5 GiB | 120 | 658830  5.03 MiB | 603 MiB 7.85 240 KiB | 6 sec
480 files: 7.5 GiB | 180 | 452010  3.45 MiB | 621 MiB 8.08 360 KiB | 6.2 sec
480 files: 7.5 GiB | 500 | 169200  1.29 MiB | 645 MiB 8.4 0.98 MiB | 6.5 sec
480 files: 7.5 GiB | 1000 | 85680 669 KiB | 654 MiB 8.51 1.96 MiB | 6.6 sec
480 files: 7.5 GiB | 2500 | 34710 271 KiB | 662 MiB 8.62 4.89 MiB | 6.7 sec
480 files: 7.5 GiB | 6000 | 14730 115 KiB | 674 MiB 8.78 11.7 MiB | 6.8 sec
480 files: 7.5 GiB | 10000 | 8940  69.8 KiB | 682 MiB 8.88 19.6 MiB | 7 sec

Table 7.2: All parameters for a CSPoRP execution with 480 files with a total size of 7.5
GiB

files consisting of sixteen different files with increasing file sizes ranging from 1 KiB
to 32 MiB where we outsource 30 different files of each size, i.e. 30 times F = {F®) |
F®) € {0,1}*,k € [16]}. The overall number of file blocks can be computed as n =
303, n®) = 30(2"! — 2) and corresponds here to n = 3932100 blocks. Next we
apply the erasure-correcting code with rate p = 1/2 to the files and thus n = 2n.
Furthermore, we need to generate authentication tags o for each file block of all n
blocks. Thus, the overall number of blocks we outsource to a server consists of 4n
blocks which corresponds to 7.5 GiB. We calculate the challenge sizes for the respective
files using equation for different fixed number of audits and calculate the sum of
all challenge sizes of one audit as L := 30 2,166:1 k),
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Figure 7.3: Payload B from C to S for different number of audits for outsourced data
of size 7.5 GiB

In Figure [7.3] we illustrate the respective payload from a client to a cloud service
provider for different fixed number of audits in order to execute a CSPoRP procedure.
The figure shows that the entire payload for a client increases the more audit steps she
uses to execute a CSPoRP. This is the expected behaviour since we enable a client to
choose the number of audits depending on her current resources. Figure illustrates
that the more audit steps are performed the smaller is the size of a single audit step

itself. For example in Table we show that if a client chooses to check all outsourced
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Figure 7.4: Single audit size for different number of audits for outsourced data of size
7.5 GiB

files within a single audit step A = 1 then the challenge size corresponds to 54.9 MiB
whereas in case she wishes to check all outsourced files within ten thousand audit steps
A = 10000 the respective challenge size per audit step is only 69.8 KiBEl Thus, CSPoR
enables a client to flexibly choose the number of audits depending on her resources
(this may also depend on the device she uses) determining whether she samples small

or large challenges.

5The example with A = 1 corresponds to the discussed strategy of certificates as introduced in

Section “
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Figure 7.5: Payload B from S to C for different number of audits for outsourced data
of size 7.5 GiB

In Figure we illustrate the respective payload from a cloud service provider to a
client. The provider’s payload is very small compared to the client’s payload and ranges

from 2 KiB to 19.6 MiB as it only returns s 4+ 1 aggregated values per file.

In Figure[7.6] we illustrate the overall required time for executing a CSPoRP procedure
over 480 files of a total size of 7.5 GiB assuming a communication throughput of 100
MiB/s. Depending on the number of audits the required time to obtain a retrievability

assurance ranges between 0.5 seconds and 7 seconds.
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Figure 7.6: Required time ¥ for a full CSPoRP execution for different number of audits
for outsourced data of size 7.5 GiB

In Table [7.3] we provide our second example evaluation. Similarly to the previous
example, the table describes an evaluation of 480 outsourced files consisting of thirty
different files of increasing file size ranging from 1 KiB to 512 GiB, and we outsource
16 different files of each size, i.e. 16 times F = {F®) | F(*) ¢ {0,1}* k € [30]}. The
overall number of file blocks can be computed as n = 16 3., n®) = 16(2F+! — 2) and
corresponds here to n = 34359738336 blocks. Next we apply the error correcting code

with rate p = 1/2 to the files and thus 7 = 2n and we need to generate authentication
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l Data | A ] L Audit size [ B[C — S| Datasize% B[S — C]] < |

480 files: 65 TiB| 1 |65542267808 488.33 GiB |488.33 GiB 0.75 2 KiB 5000.47 sec

480 files: 65 TiB| 5 |55317309232 412.15 GiB| 2.012 TiB 3.14 10 KiB | 21101.88 sec
480 files: 65 TiB| 10 [46294897296 344.92 GiB| 3.368 TiB 5.26 20 KiB | 35320.2 sec

480 files: 65 TiB| 30 |28023896624 208.79 GiB| 6.12 TiB 9.56 60 KiB | 64141.61 sec
480 files: 65 TiB| 60 |17605552992 131.17 GiB| 7.69 TiB 12.01 120 KiB 80591 sec

480 files: 65 TiB| 120 |10098261536 75.24 GiB | 8.82 TiB 13.78 240 KiB | 92452.35 sec
480 files: 65 TiB| 180 | 7079565040 52.75 GiB | 9.27 TiB 14.49 360 KiB | 97223.03 sec
480 files: 65 TiB| 500 | 2728924896 20.33 GiB | 9.93 TiB 15.51 0.98 MiB |104100.22 sec
480 files: 65 TiB| 1000 | 1392163536 10.37 GiB | 10.13 TiB 15.83 1.96 MiB |106213.65 sec
480 files: 65 TiB| 2500 | 563732864 4.2 GiB | 10.25 TiB 16.02 4.89 MiB |107523.51 sec
480 files: 65 TiB| 6000 | 236020816 1.76 GiB | 10.30 TiB 16.1 11.7 MiB | 108041.87 sec
480 files: 65 TiB|10000| 141807840 1.06 GiB | 10.31 TiB 16.12 19.6 MiB |108190.99 sec

Table 7.3: All parameters for a CSPoRP execution with 480 files with a total size of 65
TiB

tags o for each of n blocks. Thus, the overall number of blocks we outsource to a
server consists of 4n blocks which corresponds to 65 TiB. We calculate the challenge
sizes for the respective files using equation (7.6)) for different fixed number of audits

and calculate the sum of all challenge sizes of one audit as L := 16 220:1 (k)

As in the previous example, in Figure [7.7] we evaluate the payload from a client to
a cloud service provider for different fixed number of audits in order to execute a
CSPoRP procedure. Figure [7.7] looks similar to Figure while the main difference is
that the client needs to sample more blocks per audit step since she outsourced larger
files and thus requires to check more blocks in order to obtain an assurance about the
retrievability of the files. Thus, the client’s payload ranges from approximately 0.5 TiB
to 10.31 TiB whereas before the maximum payload was 682 MiB.
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Figure 7.7: Payload B from C' to S for different number of audits for outsourced data
of size 65 TiB

In Figure [7.8] we illustrate as in the previous example that the more audit steps are
performed for a CSPoRP procedure the smaller is the challenge size of a single audit
itself.
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Figure 7.8: Single audit size for different number of audits for outsourced data of size
65 TiB

We illustrate in Figure the payload from the cloud service provider to a client. This
figure is exactly the same as Figure from the above example and thus the provider’s
payload does not change at all even if a client outsources more data. The reason is
that the provider needs always to compute s + 1 aggregated values per file which are

independent of the file size.
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Figure 7.9: Payload B from S to C for different number of audits for outsourced data
of size 65 TiB

Lastly, in Figure we evaluate the overall required time for executing a CSPoRP
procedure over 480 files of a total size of 65 TiB assuming a communication through-
put of 100 MiB/s. The performance of CSPoRP is in magnitudes slower than in the
above example due to the large outsourced files. Here the required time to obtain an
information-theoretical assurance ranges between 5000 seconds and 108190 seconds, or
in other words it takes between 1.38 hours and 30.05 hours. Thus, we conclude that
the performance of CSPoR is very good as long as a lot of small files are checked. In

future work, we wish to enhance the performance of the scheme for large files.
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Figure 7.10: Required time ¥ for a full CSPoRP execution for different number of audits
for outsourced data of size 65 TiB

7.7 Conclusion

We introduced in this chapter an extension to the traditional PoR concept which we
call a cloud storage proofs of retrievability scheme. A CSPoR enables a client to check
whether all outsourced files at a cloud storage provider are still intact and retriev-
able. Our model introduces and uses the notion of a storage container modelling the
underlying storage structure which plays a crucial practical role in today’s cloud ser-
vice provider’s infrastructure. We proposed an efficient instantiation of CSPoR based
on well-known constructions and argue in detail about possible strategies in order to
obtain a retrievability assurance about all files. Our proposed solution overcomes short-

comings in current models when a client wishes to audit all files simultaneously.

We evaluated the performance of the scheme and showed that, for example, CSPoR
can check the retrievability of 480 different-sized files (of size at most 32 MiB) in be-
tween 0.5 seconds and 7 seconds depending on the number of performed audit steps.
Unfortunately, the performance of the scheme gets of magnitudes slower as soon as we
outsource large files of size 512 GiB. We provide a discussion about the required API
to lift CSPoR into a cloud system (e.g. Amazon’s S3).

In future work we believe it would be interesting and beneficial to consider other entity
populations such as a multi-server scheme similarly to Bowers et al. [39] who considered
this case for PDP. This scenario has been recently considered by Paterson et al. [120]
in the realm of PoR, although limited to the single file case. We also envisage that the
case of multiple clients outsourcing a vast amount of files to a cloud service provider
being interesting to investigate as other concepts such as storage deduplication may
play a crucial role. Since the performance of CSPoR was of magnitudes slower as soon
as a client outsourced large files, it would be interesting to investigate ways to enhance

the performance. One possible solution may be to split large files in smaller ones.
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CHAPTER 8

Conclusion

In this thesis we have considered systems and solutions regarding the verification of

computations and data retrievability.

The main part of this thesis is devoted to the setting of publicly verifiable outsourced
computation which allows computationally weak devices to delegate computations to a
more powerful but yet untrusted server, and to verify the correctness of returned results
based on public information. It has been shown by Parno et al. [118] that KP-ABE

can be used as a verifiable proof mechanism for the satisfaction of Boolean functions
in PVC.

We began in Chapter [3|to consider the notion of PVC in a more practical framework in
which we accommodated multiple servers offering a computational service for multiple
functions simultaneously. Servers offering such a service may be rewarded per compu-
tation, and as such have an incentive to cheat by returning malformed responses rather
than devoting resources and time to compute a valid result. Thus, we implemented a
revocation mechanism into the PVC setting to remove misbehaving servers from the
system. This can be seen as a mechanism to save other delegators resources since they
do not need to waste their valuable resources by outsourcing to a misbehaving server

in the first place.

In Chapter [4f we considered a setting in which an untrusted server holds a data set in
such a way that any client can ask the server to compute a function on any input por-
tion of the data set. We showed that ciphertext-policy ABE can be used as a building
block in order to instantiate this mode of computation called publicly verifiable dele-
gable computation (VDC). This model can be seen as a reversed system architecture in
comparison to the proposal in Chapter |3} VDC is more akin to the traditional client-
server model and we showed that the model has some interesting possible applications

to verifiable queries to remote databases and verifiable processing of large data sets.

In Chapter [5| we brought together the previous notions and unified them into a sin-
gle publicly verifiable outsourced computation system called hybrid PVC. This model
only requires a single setup stage in order to provide a flexible outsourced computa-

tion solution capturing both previous systems. This was achieved by a novel use of
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dual-policy ABE which combines KP-ABE and CP-ABE. We briefly introduced yet
another mode of publicly verifiable computation in this chapter that enables us to en-
force (graph-based) access control policies over the delegators, servers and verifiers.
This mode was motivated on the observation that even in a publicly verifiable setting
it is unlikely that all entities will have unrestricted access to all functionalities of the

system and thus we may enforce access control policies to restrict the access accordingly.

In Chapter [6] we investigated the possibility of using techniques developed mainly for
PVC in the realm of verifiable searchable encryption. We introduced an extended verifi-
able searchable encryption scheme based upon CP-ABE and techniques from Chapter [4]
that permits a user to verify that search results are correct and complete. Our scheme
enables the client to perform a wider class of queries, i.e. it permits verifiable compu-
tational queries over keywords and specific data values, that go beyond the standard

keyword matching queries to allow functions such as averaging or counting operations.

In Chapter [7] we turned our attention to the setting of providing provable outsourced
data storage guarantees. We introduced a new proofs of retrievability (PoR) model
called cloud-storage PoR which enables a client to outsource multiple different-sized
files to a cloud service provider and we use homomorphic properties to efficiently check
whether all outsourced files are still retained and intact. This proposed extension aims
to provide a more practical approach to this problem and overcomes limitations in the
literature where only a single file can be checked. We discussed different strategies a
client may use in order to obtain a statement about the retrievability and also evalu-

ated the performance of our scheme.
Throughout this thesis we have emphasised in each chapter on possible future research

problems and we believe that both areas will continue being very active in the next

coming years.
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