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Abstract

We study a rating system in which a set of individuals (elge, ¢ustomers
of a restaurant) evaluate a given service (e.g, the restguvéth their aggregated
opinion determining the probability of all individuals te@ithe service and thus its
generated revenue. We explicitly model the influence matdbly a social network,
with individuals being influenced by the evaluation of thieirsted peers. On top
of that we allow a malicious service provider (e.g., theaesint owner) to bribe
some individuals, i.e., to invest a part of his or her expgateome to modify their
opinion, therefore influencing his or her final gain. We asalthe effect of bribing
strategies under various constraints, and we show underwghéitions the system
is bribery-proof, i.e., no bribing strategy yields a stsigiositive expected gain to
the service provider.

1 Introduction

Imagine to be the owner of a new and still relatively unknoestaurant. The quality

of food is not spectacular and the customers you have seam aoefonly limited to a
tiny number of friends of yours. Your account on Tripadvidras received no review
and your financial prospects look grim at best. There is o ealution to your
problems: you ask your friends to write an enthusiasticawvor you, in exchange for

a free meal. After this, Tripadvis8rlists your restaurant as excellent and the number
of customers, together with your profit, suddenly florishes.

Systems such as Tripadvi§grwhere a small proportion of customers writes re-
views and influences a large number of potential customersiabribery-proof each
restaurant owner - or the owner of whichever service - is tibtefer a compensation
- monetary or not - in exchange for positive evaluation, hg\dan impact on the whole
set of potential customers. Tripadviois based on what we call “Objective Rating”,
or O-rating: individual evaluations are aggregated into a single figwiegch is seen
by, and thus influences, every potential customer.

What we study in this paper is a system in which each indilidady receives the
evaluation given by the set of trusted peers, his or herdseand only this aggregated
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opinion influences his or her decision. This is what we ca#ir§®nalised Rating”, or
P-rating, which can be seen a generalisationdfrating in which influence has a
complex network-structure. So, while in the caselsfrating the restaurant owner
knows exactly how influence flows among the customers, thightmot be the case
with P-rating.

Our contribution We analyse the effect of bribing strategies in the cage-ebting
andP-rating under various constraints, depending on the presence tfroass who
do not express any opinion and the knowledge of the netwotkdgervice provider:
the exact network is known, the network is known but not thet@mers’ exact posi-
tion, the network is completely unknown. We show under wbatlitions the system is
bribery-proof, i.e., there is no bribe yielding a strictlggitive expected gain to the ser-
vice provider, and we provide algorithms for the computatid (all) optimal bribing
strategies when they exist.

Intuitively, being able to know and bribe influential custarsis crucial for guaran-
teeing a positive expected reward of a bribing strategy. él@x while with large pop-
ulations of non-voters “random” bribes can still be profieaihe effect ofP-rating is
largely different from that oD-rating and, as we show, the expected profit in the for-
mer can be severely limited and drops below zero in all neésjarnder certain (mild)
conditions on the cost of bribes.

Our study can be applied to all situations in which individuafluence one another
in the opinion they give and bribery can have a disruptive iodetermining collective
decisions.

Related research linesOur approach relates to several research lines in artificial
intelligence, game theory and (computational) social ofi@randtt al. [2015].

Network-based voting and mechanism designVe study social networks in which
individuals’ local decisions can be manipulated to modifg tesulting global
properties. A similar approach is takenby Apt and Markak@[4] and Simon and Apt
[2015], which study the changes on a social network neededake a certain
product adopted among users. Further contributions iralational secret shar-
ing and multi-party computation Abrahashall [2006], the strategic manipula-
tion of peer reviews Kurokawet al. [2015], and the growing literature on voting
in social networks Conitzer [2012]; Salehi-Abari and Bbeii[2014]; Elkind
[2014];|Tsanget all [2015]; Procacciat al. [2015].

Lobbying and Bribery Our framework features an external agent trying to influence
individual decisions to reach his or her private objectitasbying in decision-
making is an important problem in the area of social choicemfthe semi-
nal contribution of Helpman and Persson [1998] to more resteries in multi-
issue voting Christiaet al.[2007]. Bribery is also an established problem whose
computational complexity has been analysed extensivebpmputational so-
cial choice Faliszewsleét al. [2009];IBaumeisteet al. [2011];/Bredereclet al.
[2014].

Reputation-based systemd/Ne study the aggregation of possibly insincere individ-
ual evaluations by agents that can influence one anotharghrisust relations.
In this sense ours can be seen as a study of reputation in Mgt Systems,



which has been an important concern of MAS for the past desx@date and Paolucci
[2002];/Sabater and Sierria [2005]; Gareinall [2009]. In particular, our frame-
work treats reputation as a manipulable piece of infornmatiot just a static ag-
gregate of individual opinions, coherently with the work@dnteet al. [2008]

and Pinyol and Sabater-Mir [2013].

Paper structure Sectior 2 presents the basic setup, introdu€rgating, P-rating
and bribing strategies. Sectioh 3 focusse$®enating, studying its bribery-proofness
under various knowledge conditions. Secfidn 4 evaluBtesting against the same
knowledge conditions. In Sectidn 5 we compare the two systéaking the cost of
bribery into account. We conclude by summarising the maidirfigs and pointing at
future research directions (Sectign 6).

2 Basic setup

In this section we provide the basic formal definitions.

2.1 Restaurant and customers

Our framework features an objegtcalledrestaurant being evaluated by a finite non-
empty set of individual€’ = {c4, ..., ¢, }, calledcustomersCustomers are connected
by a reflexive and symmetric binary relatiahC C x C, called thecustomers network
Given a customer € C we callN(c) = {x € C | (¢,z) € E} theneighbourhooaf

¢, always including: itself.

Customers concurrently submit emaluationof the restaurant, drawn from a set of
valuesval C [0, 1], together with a distinguished elemért, symbolising no opinion.
To facilitate the analysis we assume that1} C Val and thatval is closed under the
operationmin{1, z + y} for all z,y € Val. Examples of values are the $et1] itself,
or a discrete assignment of 1 to 5 stars, as common in onliimgrsystems. The vast
majority of known rating methods can be mapped ontddhé] interval and analysed
within our framework.

We represent the evaluation of the customers as a funetia@hn: C' — Val U {x}
and definel’ C C as the subset of customers that expresses an evaluatiothever
restaurant, i.el/ = {c € C | evalc) # x}. We refer to this set as the setwaftersand
we assume it to be always non-empty, i.e., there is at le@stostomer that expresses
an evaluation.

2.2 Two rating systems

In online rating systems such as TripadviBavery interested customer can see - and
is therefore influenced by - (the average of) what the othstorners have written. We
call this methodD-rating, which stands foobjective rating

Given an evaluation functioaval of a restaurant, the associat®drating is de-
fined as follows:



O-rating(eval) = avgevalc)
ceV

Whereavg is the average function across real-valved!(c), disregarding:. We omit
eval when clear from the context.

O-rating flattens individual evaluations into a unique objectiveragate, the rat-
ing that a certain restaurant is given. What we propose ifireraent ofO-rating,
which takes the network of influence into account. In thigeyscustomers arenly
interested in the evaluation of other customers they cast,teug., their friends. We
call our methodP-rating, which stands fopersonalised rating It is defined for a
pair customer-evaluatioe, eval) as follows:

P-rating(c,eval) = avg evalk)
kEN(c)NV

So theP-rating(c, eval) calculates what customeicomes to think of the restaurant,
taking the average of the opinions of the customessconnected to. Again we omit
eval whenever clear from the context.

Observe that in case a customer has no connection with a th&rP-rating
is not defined. To facilitate the analysis we make the tet¢msaumption thakach
customer is connected to at least one vofdso observe that whef = C x C, i.e.,in
case the network is complete and each individual is influg bgeeach other individual,
then for allc € C' andevalwe have thaP-rating(c, eval) = O-rating(eval).

2.3 Utilities and strategies

We interpret a customer evaluation as a measure of his gerbpensioro go to the
restaurant. We therefore assume that the utility that awesnt gets is proportional to
its rating. To simplify the analysﬂwe assume a factor 1 proportionality.

The case ofD-rating For the case 0D-rating, we assume that the initial utility
u? of the restaurant is defined as:

ug = |C|O-rating.

Intuitively, the initial utility amounts to the number of sitomers that actually go to
the restaurant, weighted with their (average) predisjpsit

At the initial stage of the game, the restaurant owner resaiy, and can then
decide to invest a part of it to influence a subset of custormedsimprove upon the
initial gain. We assume utility to be fully transferrabledaro facilitate the analysis,
that such transfers translate directly into changes obeousts’ predispositions.

Definition 1. A strategy is a function : C' — Val such thad" . o(c) < u’.

Definition[d imposes that strategies dmedget balanced.e., restaurants can only
pay with resources they have.

IMany of our simplifying assumptions bear no consequencedioresults, as we will make clear later
on in the paper.



Let ¥ be the set of all strategies. We denetethe strategy that assigisto all
customers and we cdiribing strategyany strategy that is different fronf. After the
execution of a bribing strategy, the evaluation is updassibéows:

Definition 2. The evaluation evélc) after execution of is eval® (¢) = min{1, evalc)+
o(c)}, wherex + o(c) = o(c).

In this definition we are making the assumption that the effébribing a non-voter to
vote is equivalent to that of bribing a voter that had a Odles@ew, as, intuitively, the
individual has no associated predisposition to go to theaoeant.

A strategy is calleefficientif o(c) + evalc) < 1forallc € C. Let B(o) = {c €
C | o(c) # 0} be the set of bribed customers. Léf be the set of voters after the
execution ofr. Executings induces the following change in utility:

ud = |C|O-rating(evaf ) — Z a(e).
ceC
Intuitively, vg is obtained by adding to the initial utility of the restautrane rating
obtained as an effect of the money invested on each individiraus the amount of
money spent.
We define the revenue of a strategas the marginal utility obtained by executing
it:

Definition 3. Leto be a strategy. Theevenueof o is defined aso (o) = ug —u’. We
say thato is profitableif ro(o) > 0.

Finally, we recall the standard notion of dominance:

Definition 4. A strategyo is weakly dominantf ug > ufg for all o’€X. Itis strictly
dominantf ug > ug for all o€X.

Hence a non-profitable strategy is never strictly dominant.
The case ofP-rating The previous definitions can be adapted to the case of
P-rating as follows:

up = Z P-rating(c, eval)
ceC

which encodes the initial utility of each restaurant, and

uf =Y P-rating(c,eval) — > o(c)
ceC ceC
which encodes the utility change after the execution ef & inally, let the revenue
of o berp(o) = ug — ud. If clear from the context, we usB-rating”(c) for
P-rating(eval, c).

In order to determine the dominant strategies, we need &bksit how the cus-
tomers vote, how they are connected, and what the restaowmar@r knows. In this
paper we assume that the restaurant knewed leaving the interesting case whewal
is unknown to future work. We focus instead on the followirsges: the restaurant



knows the network, the restaurant knows the shape of theonkethut not the individ-
uals’ position, and the network is unknown. We analyse tfecebf bribing strategies
on P-rating in each such case. Notice how for the cas®efating the cases col-
lapse to the first. We also look at the special situation inciwlgvery customer is a
voter.

Given a set of such assumptions, we say ©atating (or P-rating) arebribery-
proofunder those assumptionsif is weakly dominant.

3 Bribes under O-rating

In this section we look at bribing strategies un@erating, first focussing on the case
where everyone expresses an opinion, then moving on to the gemeral case.

3.1 Allvote

Let us now consider the case in whigh= C. Recall thatB(o) is the set of customers
bribed byo. We say that two strategies ando, aredisjointif B(o1) U B(og) = (.
The revenue of disjoint strategies exhibits the followimgperty:

Lemma l. If V = C ando; andos are two disjoint strategies, tham (o1 0 03) =
I‘@(O’l) + I'@(O'Q).

Proof sketch.Follows from direct calculations and the observation thatget of cus-
tomersC' is obtained by partitioning into a set of non-bribed indivads, B(o) of
individuals bribed by, andB(o2) of individuals bribed by,. O

We now show that bribing a single individual is not profitable

Lemma 2. Leto be a bribing strategyy” = C' and|B(o)| = 1. Thenrg(o) <0, i.e.,
o is not profitable.

Proof sketch.Let ¢ be the only individual such that(¢) # 0. By calculationy(c) =
ug —ud = O-rating” — O-rating — Y o(c) = min{1, evalc) + o (¢)} —evalc) —
a(e) <0. O

By combining the two lemmas above we are able to show thatrategly is profitable
for bribing theO-rating.

Proposition 3. If V' = C, then no strategy is profitable.

Proof. Let o be an arbitrary bribing strategy. Clearly, we have that 0., o--- o
o.,, Where for eacle; € C the functiono,,(c) = o(c) if ¢ = ¢; ando,(c) =
0 otherwise. As alb.; are pairwise disjoint strategies, by Lemida 1 we know that
ro(o) = .ro(o.). By Lemmd2, we know that for all € C' we have thatg(o.) <
0, and we can thus conclude thaf(o) < 0, showing the desired result. O

From this it follows that° is weakly dominant and thu®-rating bribery-proof when
all customers voted.



3.2 Nonvoters

Let us now consider the case 6fC C, i.e., when there is at least one customer who
is not a voter. In this case Lemrah 1 no longer holds, as showisexample:

Example 1. LetC = {A, B,C}, andletevalA) = 0.5, eval B) = 0.5, and eva(C) =
*. The initial resources are’ = O-rating x 3 = 1.5. Let nowo;(A) = 0.5
andoy(B) = 01(C) = 0, and letoa(C) = 0.5 ando2(A) = 03(B) = 0. Now
ug' =0.75x3—0.5 = L.75 andug? = 0.5x3—0.5 = 1, butug!*”* = 0.6x3—1=1.

The example (in particular;) also shows thaD-rating in this case is not bribery-
proof.

We now turn to characterise the set of undominated bribiragjegies. We begin
by showing that bribing a non-voter is always dominated.ficst o be a strategy such
thato(¢) # 0 for somec € C'\ V and recall that’? is the set of voters after execution
of 0. Let us define the-greedy restrictiorof o to be any strategy ¢ such that:

o VI =vV" \ ¢, i.e., the greedy restriction eliminatesrom the set of voters.

e Foreach: € V7\ ¢, max(1, eval(c) + o(c)) = max(1, eval(c) + c7¢(c)), i.e.,
the greedy restriction does not waste further resources.

o Ifthere exists: € V7 \ ¢ such thakwval(c) + 0~ °(c) < 1 then} ..o (c) =
> cccolc), i.e., theo ¢ redistributess (¢) among the remaining voters.

We now show that each strategy bribing a non-voter is sfridiminated by any of its
greedy restrictions.

Proposition 4. LetV # C, andé € C \ V. Then each strategy with o(¢) # 0 is
strictly dominated by —¢.

Proof. Let o be a strategy witlr(¢) # 0 for some non-votef, and letc—¢ be one of
its greedy restriction defined above.

u(%)fé —ud =
|C|(O-rating” " —O-rating”)+ Y a(c)— Y _ o %(c) =
ceC ceC
SecceVal (¢)  Y.coeval®(c)
€I C|V| - |$/uz| )+
+OO a(e) = > o%(e)
ceC ceC

Observe first that—¢ is a redistribution, henc®>_o(c) — > .07 %(c) > 0, i.e., the
second addendum in the above equation is positive. Consitethe case where there
existsc € V7\esuch thatval(c)+0~°(c) < 1. Then by the definition of ~© we have

that) | cy» eval”(c) = > oo eval® " (c), i.e., the greedy restriction preserves the
overall evaluation. By straightforward calculation thigals thatug =~ — ug > 0. If



no suche exists, and therefor@-ratﬁmg”ié = 1 we have that eitheD-rating® < 1
or, by the efficiency requirement and the fact thét) # 0, we have thap .. o(c) >

Y ccc o ¢(c). In either cases we have thef = — ug > 0. O

Let anO-greedy strategpe any efficient strategy that redistributes all the initéal
sources. among voters. Making use of the previous result, we are afuledracterise
the set of all dominant strategies fOrrating.

Proposition 5. LetV = C. A strategy is weakly dominant f@-rating if and only if
it is an O-greedy strategy.

Proof sketch.For the right-to-left direction, first observe that @llgreedy strategies
are payoff-equivalent, and that a non-efficient strategghisays dominated by its ef-
ficient counterpart. By Propositidd 4 we know that stratedigbing non-voters are
dominated, and by straightforward calculations we obtzéhin presence of non-voters
it is always profitable to bribe as much as possible. For tiigderight direction, ob-
serve that a non-greedy strategy is either inefficient, brilies a non-voter, or does
not bribe as much as possible. In either circumstance itictlgtdominated. O

Propositiod’b gives us a polynomial algorithm to find all wgakominant strate-
gies undeO-rating: starting from an evaluation vectewal distribute all available
resources) to the voters, without exceeding the maximal evaluation.oBy either
exhausting the available budget or distributing it all, we guaranteed the maximum
gain by Propositioql5.

4 Bribes under P-rating

In this section we look at bribing strategies unBerating, against various knowledge
conditions on the social network. As for Sectidn 3 we staitbloking at the case where
everyone votes and later on allowing non voters. Beforegltiiat, we introduce a
useful graph-theoretic measure of influence.

Definition 5. Theinfluence weighdf a customer: € C' in a networkE is defined as
follows:

1
= 2 WAV
kEN (c)NV
Intuitively, each individual’s rating influences the ragiof each of its connections, with
a factor that is inversely proportional to the number of sekctevel connections. We
formalise this statement in the following lemma, which istrieted to strategies that
only bribe voters:

Lemma 6. Let B(o) C V. The utility obtained by playing with P-rating is u§ =
Y oecc We x eval (c) = o o(c).



Proof. By calculation:

ug + Y o)=Y P-rating(c) = Y _ avg eval (k)=

ceC ceC cec keEN(c)
1
2 N@ov], 2 r®
ceC kEN (c)UV
1
=) [eval(c)x > =
ceC kEN (c)NV |N(k) A V|
= we x evaf (c)
ceC

O

In particular, wherd = C', we obtainwe = 3y (. de&k), wheredegc) = |N(¢)]
is thedegreeof cin E.

4.1 All vote, known network

We begin by studying the simplest case in which the restadkraows the evaluation
eval the networkE as well as the position of each customer on the network. The
following corollary is a straightforward consequence ofirea 6:

Corollary 7. LetV = C and leto; and oy be two disjoint strategies, tham(o; o
02) = I‘[P(Ul) + I‘[P(Ug).

We are now able to show a precise characterisation of thenvevebtained by any
efficient strategy:

Proposition 8. LetV = C, let E be a known network, and letbe an efficient strategy.
Thenrp(o) = 3 co(we — 1)a(c).

Proof. By calculation, where Step (2) uses Lenimha 6, and Step (4)thedact thatr
is efficient:

ro(0) = ug —ud = &)
=[> weeval =) o(c) = Y w.evalc)] = (2)
ceC ceC ceC
= Z [we [min{1, evalc) + o(c)} — evalc)]] — (3)
ceC
Y o(e) = 3 (we ~ Dole). @)
ceC ceC O

Propositioh 8 has a number of important consequenceslsitiethat the factors,.
are crucial in determining the revenue of given bribingtsggg. Bribing a customer
is profitable wheneven.>1 (provided its evaluation was not alreatly while bribing
a customer: with w.<1 is at most as profitable as doing nothing. Most importaritly, i



shows thafP-rating is notbribery-proof when the restaurant knows both the network
and the customers’ evaluations.

Given a networkE and an evaluation vectaval let Algorithm[d define theP-
greedy bribing strategy

Input: Evaluation functiorevaland networke
Output: A bribing strategy ' : C — Val

Budgetu)
ofi(c)=0forallce C
Computew, forall c € C
Sortc € C in descending ordet, . . ., ¢,,, based onu,
for i=0,...,mdo
if Budget/0 then
if w., > 1then
o8 (¢;) = min{1 — eval(c;), Budge}
BudgetBudgeto§ (c;)
end
end

return o§
end

Algorithm 1: TheP-greedy bribing strategyS’

As a conseqguence of Proposit[dn 8 we obtain:
Corollary 9. TheP-greedy bribing strategy defined in Algoritinin 1 is weakly dwmnt.

As in the case oD-rating, Corollary[9 has repercussions on the computational
complexity of bribery: it shows that computing a weakly doamt strategy can be
done in polynomial time. Notice how the most costly operaties in the computation
of the influence weights)., which can be performed only once, assuming the network
is static. Similar problems, such as recognising whethibirlyy a certain individual
is profitable, or estimating whether individuals on a netwoan be bribed above a
certain threshold, are also computable in polynomial time.

4.2 All vote, unknown network

We now move to study the more complex case of an unknown nktv@urprisingly,
we are able to show that no bribing strategy is profitable Xximeetation), and hence
P-rating is bribery-proofin this case. Recall that we are still assgnthat the restau-
rant knowsevaland everybody voted.

We begin by assuming that the restaurant knows the struofuhee network, but
not the position of each participant. Formally, the resaatiknowsFE, but considers
possible any permutation of the customer€’iover E. Let us thus define the expected
revenue of a strategy over a given networle’ as the average over all possible permu-
tations of customerE[rp(c)] = > L [u? — u9], where we abuse notation by writing

n!l%p

10



ug asug under permutatiop over the network. What we are able to show is that all
strategies are at most as profitablerdsn expected return:

Proposition 10. Let V' = C, let the network structure of' be known but not the
relative positions of customers @ ThenE[rp(o)] = 0 for all strategiess.

Proof sketch.Let |C| = n. We show the result for any strategythat bribes a single
customer. The general statement follows from the linearityfdf(c)]. Equation (5)
uses Proposition] 8 to compute the revenue for each permuijati

Blo] = 3" o (0 — ) = 3 ~(wpie — Do (@) = ©)
= 1o = C S w1 =0 (®)
ceC ceC

The last line follows from the observation tha}, w. = |C| and hencé_ _(w.—1) =
0, by a consequence of Definitioh 5 when everybody votes. O

Hence, if we assume a uniform probability over all permotagiof customers on
the network, a straightforward consequence of Propodibooncludes that it is not
profitable (in expectation) to bribe customers.

Corollary 11. If V = C and the network is unknown, then no strategig profitable
in expected return.

4.3 Non voters, known network

In the presence of non-voters, the situation is differeantim the case oD-rating.
We show that it is possible to find a network where bribing a-oter is profitable:

Example 2. Consider 4 individual§ B, C, D, E'} connected only to a non-voter in the
middle. Leteval(j) = 0.2 for all j but the center. We havwé, = 1. Let A be the
non-voter, and let; (A) = 1 and 0 otherwise. The utility ef; is:

P-rating” (A) + 4P-rating” (j) — 1 = 1.76

All other strategies can be shown to be dominateeibylake for instance a strategy
such thatry(B) = 0.8, 02(C') = 0.2 and 0 otherwise. The utility of; is up> = 1.25.

It is quite hard to obtain analytical results for stratedieibing non-voters, due to
the non-linearity of thé@-rating in this setting. We can however provide results in line
with those of the previous section if we restrictvoter-only strategied.e., strategies
o such that(¢) = 0 for all ¢ € V. In this case, a similar proof to Propositidn 8 shows
the following:

Proposition 12. Let V' # C, E be a known network, and be an efficient bribing
strategy such thaB(c) C V. Thenyxp(o) = > co(we — 1)o(c).

The difference with the case bf = C'is thatw, can be arbitrarily large in the presence
of non-voters, such as in our Example 2. Most importantlyhaee thaty " (w. — 1)

can be bigger thaf, which bears important consequences in the case of unknown
positions presented next.

11



AO.Z J— BO.2 C* J— A0.2 BO.2 C*

C* BO.Z AO.2

Figure 1: The three permutations of customers on a netwdekxampld_B.

4.4 Non voters, unknown positions

Unlike the case o¥/ = C, in this case it is possible to define bribing strategiesdinat
profitable (in expected return).

Example 3. LetC = {A, B, C}, and the initial evaluation evél) = evalB) = 0.2
and evalC') = *. Assume that the structure of the network is known, but tséipo
of the individuals is not. Let the three possible networktpmss (without counting the
symmetries) be depicted in Figlre 1. l€tB) = 0.2 ando(A4) = o(C) = 0. In the
first case:

rh(0)=P-rating(A) + ... + P-rating(C) — 0.2 — u =
=03+034+04—-02-06=0.2

In the second case (o) = 0 while in the third:
r}(0) =044+0.3+0.2-0.2-0.6=0.1

ThereforeP-rating is not bribery-proof (in expectation) in the presence of-non
voters when the network is unknown. Interesting computatiproblems open up in
this setting, such as identifying the networks that allonpimfitable bribing strategies,
and their expected revenue.

5 Boundaries of bribery-proofness

The previous sections have shown that having a networkdbasieg systems, where
individuals are influenced by their peers, is not bribergegfreven when the position
of individuals in a given network is not known. However bripistrategies have a
different effect in the overall score. While the utility &-rating is a sum of the
globalaverage of voters’ evaluation, the utility Bfratingis a sum ofocal averages
of voters’ evalution against the one of their peers.

Therefore a strategy bribing one voter affects everyonééncase ofD-rating,
but it can be shown to have a limited effect in the casB-ofating.

Proposition 13. Let o be an efficient strategy s.tB(0)| = 1, and letc be such that
a(c) # 0. Thenrp(o) < N(c).

12



Proof. By calculation, we have that:

Z P-rating” ( Z P-rating(c

ceC ceC
Z P-rating” ( Z P-rating(c
c’eN(e) c’€N(c)
<1x N(e Z P-rating(c) < N(¢)
c’eN(e) 0O

The previous result shows that increasing the number oVididals that are not
connected to an agent that is bribed, even if these are niemsydoes not increase the
revenue of the bribing strategy. This is not true when welseating.

Proposition 14. Leto be an efficient strategy. The revenuygo) of o is monotonically
increasing with the number of non-voters, and is unbounded.

Proof. It follows from our definitions that:
ro(o) = ( €] -1)[ Zeva(c + o(c)]
Vel

ceC

The above figure is unbounded and monotonically increasirthe number of non-
voters, which can be obtained by increasinggeepingV @ fixed. O

So whileP-rating andO-rating are not bribery-proofin general it turns out that
the impact of the two in the overall network are significardifferent. In particular,
under realistic assumptions such as a very large propasfinon voters and with par-
ticipants having a few connections, bribing un@@erating is increasingly rewarding,
while underP-rating this is no longer the case.

6 Conclusive remarks

We introducedP-rating, a network-based rating system which generalises the com-
monly usedD-rating, and analysed their resistance to external bribery undeus
knowledge conditions. The main take-home message of ourilbotion can be sum-
marised in one point, deriving from our main results:

P-rating andO-rating are not bribery-proofin general. However, if we assume
that a service provider has a cost for bribing an individtredre are situations in which
P-rating is fully bribery proof, whileO-rating is not. For instance, if the cost of
bribing an individuak is at leastV (c) thenP-rating is bribery-proof. As observed
previously, this is not necessarily true fOrrating. In particular, if we assume the
presence of unreachable individuals the difference is raigm@ficant. As shown, for
P-rating we need to bribe individuals witlh. > 1. With O-rating is sufficient to
find one voter who accepts a bribe.

Itis very important to keep in mind that mixtures®frating andP-rating (e.g.,
providing users with both figures) will not guarantee bnbproofness in expected
return.
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There is a number of avenues open to future research inaéistig The most im-
portant ones include the case of partially known custoneauation, and the study of
ratings of multiple restaurants, where the probability eligtomer choosing a restau-
rant determines his or her probability not to choose thersthe
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