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We investigate the generation of random numbers via the quantum process of spontaneous Raman

scattering. Spontaneous Raman photons are produced by illuminating a highly nonlinear

chalcogenide glass (As2S3) fiber with a CW laser at a power well below the stimulated Raman

threshold. Single Raman photons are collected and separated into two discrete wavelength

detuning bins of equal scattering probability. The sequence of photon detection clicks is converted

into a random bit stream. Postprocessing is applied to remove detector bias, resulting in a final bit

rate of �650 kb/s. The collected random bit-sequences pass the NIST statistical test suite for one

hundred 1 Mb samples, with the significance level set to a ¼ 0:01. The fiber is stable, robust and

the high nonlinearity (compared to silica) allows for a short fiber length and low pump power

favourable for real world application. VC 2015 AIP Publishing LLC.

[http://dx.doi.org/10.1063/1.4931779]

Randomness is a vital resource for many modern crypto-

graphic systems, quantum communication,1 statistical data

analysis,2 and Monte-Carlo simulations. Pseudo-random

number generators (PRNG) are currently used for the major-

ity of these applications, deterministically generating bit-

sequences that appear random. PRNG algorithms invariably

require a seed to initiate a particular sequence. In contrast,

true random number generators (TRNG) are based on physi-

cal phenomena which are fundamentally non-deterministic.

TRNG devices act as an interface between physical random-

ness and the digital world and can function as a seed for a

PRNG. PRNGs often produce random numbers with better

statistics and at a faster rate than TRNGs, which may suffer

from technical implementation challenges and physical

biases, creating a synergy between the two technologies.

Quantum mechanical indeterminacy presents an obvious

source of physical randomness. If the source of randomness

for a TRNG is quantum-mechanical the device is called a

quantum random number generator (QRNG). Some exam-

ples of quantum optical measurements used for randomness

generation include the timing of neutron emissions from ra-

dioactive material,3,4 detection of a single photon at the out-

put ports of a beam-splitter,5–8 the phase or intensity of a

nonlinear pulse in a stimulated Raman scattering (SRS)

experiment9–11 or laser12 and photon number detection

statistics.13,14

Another source of quantum noise fluctuations is sponta-

neous Raman scattering (SpRS).15 SpRS occurs when a

photon is scattered spontaneously by the interaction with a

crystal or amorphous lattice to create/absorb a phonon with a

corresponding red/blue shift in the photon frequency. These

are called Stokes and anti-Stokes events, respectively. The

Stokes case is illustrated in Fig. 1(a). For large frequency

shifts, where the population of the thermal phonon field is

negligible, scattering is dominated by the interaction

between the incident light and quantum mechanical vacuum

phonon fluctuations. SpRS is normally considered a nuisance

in nonlinear quantum photonics, notably in the context of

heralded single photon generation.16,17 This is especially so

for amorphous materials, for which the spontaneous Raman

spectrum is very broad, typically spanning 10 THz or so.

Nevertheless, since the timing and frequency of detected

FIG. 1. (a) Energy diagram for the Stokes SpRS process. A pump photon

scatters to generate a phonon and a red-shifted photon with random detuning

from the pump D�. (b) The Bose-Einstein phonon population distribution at

room temperature (293 K). (c) Scattering probability distribution for SpRS.

Lower energy thermal phonon states are more likely to be occupied, thereby

enhancing the SpRS close to the pump. Larger shifts are due predominantly

to scattering from quantum noise phonons.a)mcoll@physics.usyd.edu.au
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spontaneous Raman photons is unpredictable, here we har-

ness the process as a useful resource for randomness.

We describe a QRNG based on SpRS in a highly nonlin-

ear As2S3 glass fiber. The high nonlinearity allows for a short

length of fiber to be used with pump powers available from

commercial fiber lasers. The smaller Raman shift in As2S3

compared with standard silica glass allows the pump light

and Raman photons to both sit in the telecommunications S

and C bands where fiber-based pump sources and filters are

commercially available. In addition, the fiber form factor is

robust and readily packaged for real world applications.

Here, we measured a raw bit rate of 1.00 Mb/s with a post

processed bit rate of �650 kb/s. Our SpRS-QRNG passed

the NIST statistical randomness tests, an industry standard

for evaluating PRNG and TRNG technology.18

As a spontaneous phenomenon, the likelihood of a

SpRS event scales linearly with the strength of the input

field.19 The frequency dependence of the density of phonon

states qphð�Þ is characteristic for any material as is the meas-

urable scattered Raman spectrum. Indeed qphð�Þ is related to

the nonlinear Raman gain as gð�Þ / 1
� qphð�Þ, with � the

frequency shift from the pump. In an amorphous, isotropic

material the Raman scattering spectrum contains both an iso-
tropic and an anisotropic component,20,21 resulting in a

polarization dependence in the SpRS spectrum. For weak

illumination, the expected detection rate of SpRS photons

is21,22

RSpRSð�; TÞ ¼ CgD�PL ½ 1þ nBEð�;TÞ � gð�Þ; (1)

where C is the Raman coupling coefficient, g is an experi-

mental loss factor, D� is the measurement bandwidth, P is

the CW laser power, L is the effective scattering device

length, and gð�Þ is the gain profile which includes the contri-

bution of both polarization components.

The factor nBEð�; TÞ is the Bose-Einstein thermal photon

occupation number

nBE �; Tð Þ ¼ 1

e
h�

kBT � 1
; (2)

where kBT is the thermal energy and h� is the phonon

energy. nBE describes the probability a state is occupied by a

thermal phonon, shown in Fig. 1(b). As the phonon energy

increases, the likelihood of a phonon state being occupied

decreases. In the regime of small Raman shift and low

energy phonons, SpRS events are predominantly scattering

from thermal phonons. However for large Raman shifts, the

thermal occupation of phonon states approaches zero, and

SpRS events are dominated by scattering from quantum fluc-

tuations in the phonon field. The two regimes are marked in

the SpRS spectrum23 shown in Fig. 1(c). For As2S3 chalco-

genide the peak of the SpRS scattering spectrum lies at

�10.4 THz. At room temperature the contribution of SpRS

from thermal scattering events at this detuning is �18%.

Operating in the regime of large pump detuning, random

bit-sequences were generated using the following procedure.

Single photons from the pump were scattered randomly into

one of two frequency bins labeled �0 and �1, detected using

single photon detectors (SPDs). The detected photon rate

was 500 kHz each for channels 0 and 1 at an input pump

power of 550 lW. The combined collection and detection

efficiency of �20 dB implies an in-fiber generation rate of

100 MHz for photons within channels �0 and �1. The tempo-

ral sequence of the photon detection generates the random

bit-string. This discrete detection of SpRS single-photons,

generated with random frequency, differs significantly com-

pared to the SRS based QRNG demonstrations.9–11 The SRS

approaches rely on phase/intensity variations of a spontane-

ously initiated light beam amplified by stimulated Raman

scattering with digital conversion of an analogue measure-

ment required to generate a bit-string.

Figure 2 outlines the experimental layout of the SpRS-

QRNG. A Keopsys CW laser centered at 1480 nm was used

to pump a 24 cm piece of As2S3 highly nonlinear chalcoge-

nide glass fiber with a nonlinearity parameter c ¼ 1.7

W–1m–1,24 refractive index 2.44, and transmission loss of 1

dBm–1. The high nonlinearity of this and other chalcogenides

makes this QRNG technique potentially compatible with

planar photonic chip integration.25 The fiber was made from

a multi-mode sample (CorActive) with a core diameter of

5.0 lm that was tapered to 2.9 lm for single mode operation,

using a soft-glass fiber tapering rig.26 The fiber was butt-

coupled and UV-cure glued (glue refractive index 1.76)

directly to high numerical aperture silica fibers (refractive

index 1.44) to minimize the mode mismatch and reduce

Fresnel reflections. The high numerical aperture (high-NA)

fiber was then fusion-spliced to standard single mode

SMF28 silica fiber pigtails with FC/APC connectors. To

check for any SpRS contribution from the silica pigtails, the

chalcogenide was bypassed resulting in a negligible increase

in the photons counts above the noise (i.e., the dark count

rate with no input to the detectors). This is as expected as the

nonlinear coefficient of chalcogenide is 100� larger than the

high-NA fiber (c � 2� 10�2 W–1m–1) and 1000� larger

FIG. 2. The conceptual illustration of the SpRS based QRNG. A CW laser at 1480 nm pumps a chalcogenide fiber to generate SpRS photons. A CDWM drops

the pump and a SLM is used to define two discrete frequency bins. SPDs detect the SpRS photons, with the two bins labeled “0” and “1,” respectively. The

time sequence of the photon detection generates a random bit-string at the output.

141112-2 Collins et al. Appl. Phys. Lett. 107, 141112 (2015)
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than the standard fiber (c � 2� 10�3 W–1m–1),25 and we

kept both fibers short at 0.1 m and 0.3 m, respectively.

The pump and the SpRS photons leaving the fiber were

wavelength separated using a coarse wavelength division

multiplexer (CWDM). The pump channel was dropped and

the Raman photons in the range 1561 nm 6 6.5 nm were

passed. A liquid crystal on silicon based spatial light modu-

lator (SLM—Finisar Waveshaper) was configured to define

two discrete frequency-bins each with 125 GHz bandwidth,

centered at �0 ¼ 192.245 THz (�1559.4 nm) and �1

¼ 191.63 THz (�1564.4 nm), respectively. Superconducting

single photon detectors (SPDs—Single Quantum) were

placed at the output of each fiber channel �0 and �1 and the

detection events were electronically time-tagged. The detec-

tor efficiency was �15% with a dark count rate of �100 Hz.

By adjusting the attenuation of channel 0 by �� 0:8 dB, the

photon detection rate on each channel was balanced to within

61 kHz. A 0 or 1 bit was added to the bit-sequence for each

sequential detector click on channel �0 or �1, respectively.

Simultaneous detections on both bin channels were ignored.

To test the performance of the SpRS-QRNG, one hundred

samples of 1 Mb were recorded and evaluated using the

NIST tests.

A bias towards either 0 or 1 can be expected in the

raw bit-sequence due to both differences in the collection

efficiencies of the two detector channels and the non-flatness

of the Raman spectrum. To reduce this bias, a simple post-

processing XOR operation was performed with a 16-bit

delayed copy of the raw sequence. This reduced the raw bit

rate of 1.00 Mb/s to the final post-processed bit rate of �650

kb/s. At this bit rate our SpRS-QRNG passed all of the NIST

statistical randomness tests.18 The results of the 14 standard

tests listed in Table I.

The theoretical maximum bit rate limit follows from the

decay time of the Raman response function,29 which is �100

fs for As2S3. If SpRS photons are generated successively on

a time scale faster than the Raman response time this can

introduce frequency correlations. To guarantee no correla-

tion, the probability of generating two photons within a

100 fs window must be kept low. In our case, on average

one photon is generated every 10 ns (corresponding to a

100 MHz in-fiber generation rate). Assuming a Poisson dis-

tribution for the photon generation30 the probability of gener-

ating two photons within 100 fs is �5:0� 10�5, confirming

the device is operating below the stimulated Raman thresh-

old in the single-photon regime. Increasing the in-fiber gen-

eration rate to 1 GHz, this two photon probability remains

low at �5:0� 10�3.

For this experiment, the maximum rate was limited by

detection and collection efficiency and detector saturation

levels. Higher bit rates could be obtained with improved

photon detector technology, which has already reached the

GHz regime with solid state detectors at telecommunication

wavelengths28 or alternatively by operating in the visible

regime, where silicon-based photon detectors have much

higher efficiencies. In addition the scheme is scalable to

multiple channels across the 3 THz bandwidth of the As2S3

Raman peak,23,24 beyond which SpRS photons are ineffi-

ciently generated in the desired large detuning regime.

Scaling to multiple detection channels can be done using

commercial wavelength division components such as arrayed

waveguide gratings. To scale up a QRNG system based on

an attenuated laser incident on a beam-splitter,5–8 assuming

the limitation is detector efficiency, would require an expen-

sive custom beam-splitter circuit to implement. Detector

improvements, or multiplexing many slower frequency chan-

nel pairs across the whole Raman peak, both offer a clear

route to orders of magnitude higher bit rates.

In conclusion, we have demonstrated a quantum random

number generator with a bit rate of �650 kb/s (raw bit rate

of 1.00 Mb/s) by frequency binning SpRS photons from an

As2S3 chalcogenide glass fiber. The high nonlinearity

allowed a short piece of fiber to be used with modest pump

powers. The output bit-sequences all passed the NIST suite

of randomness tests at a significance level of 0.01. This

scheme has the potential for random number generation at

Gigabit per second rates by either moving to faster single

photon detectors,28 or by wavelength division multiplexing

of a number of channel pairs.
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