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ABSTRACT

The use of digital computers for power system
protection has been widely studied during the past
decade. In many respects it has been shown that digital
techniques can offer an improvement on existing analogue
protection methods. However, inter-related technical
and economic probléms, largely arising from the use of
conventional computer hardware, present a serious
obstacle to the practical application of these techniques.
Most of the difficulties associated with a typical multi
"mini" computer digital protection scheme were
encountered during previous research at Imperial College.

In the work described here an alternative
approach based on dedicated protection equipments
employing microprocessors 1is presented. The design
parameters for the data acquisition and processing
functions of a dedicated digital relay are analysed. A
prototype equipment featuring a high performance, bit-
slice, bipolar, 16 bit microprocessor is described.-.
The processor architecture is structured to optimise the
performance of the relay and both the data acquisition
interface and processor are designed to provide maximum
flexibility of application. '

To validate the design and to demonstrate the -
operation of the complete relay, two typical applications
are included. The applications include genérator
negative sequencé protéction and a combined overcurrent =
earth fault implementation which providés a range'of
optional characperistics and logical switching control.
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CHAPTER 1

INTRODUCTION

1.1 The Role of the Protective Relay.

An electric power system will inevitably suffer
faults, brought about by either the gradual deterioration
of the system components or by transient natural phenomena.
Measures to minimise the effects of such faults are
essential if massive supply disruption and castastrophic
plant damage, are to be avoided. These measures form the
basis of the "protection" task, a task which has assumed
increasing importance and complexity as power systems have
developed.

Protective "relays" capable of detecting fault
conditions, fulfil a vital function in the overall protection
task. The evolution of the modern interconnected power
system, employing ever larger and more highly rated units
of generation, has created a continuous demand for relays
of improved performance.

The advantages of using new digital electronic
methods for the construction of relaying equipment forms

the subject of investigation of this thesis.

1.2 Relay Implementation

The operation of a protection relay may be defined
as: 1) the measurement of the primary power system parameters,
ii) the evaluation of the measured data and iii) a decision
process based upon the results of the evaluation. These

functions must be performed rapidly and accurately, with



high reliability and security.

Initially, relaying equipment employed electro-
mechanical or electrothermal techniques to fulfil the
evaluation and decision tasksl. | Subsequently to provide
higher performance equipments, i.e. improved response times,
accuracy and reliability, with more sophisticated character-
istics to meet the increasing complexity of the protection
function, later relaying devices have been based on "static"
processing units. Analogue electronic relays now
form the basis of current pracﬁice2 and whilst representing
a substantial improvement on earlier versions, several
problems are still apparent.

The majority of the limitations arising in relays
of this type, are those which are common to all systems
employing electronic analogue processes. They are:

(1) Initial accuracy.

The construction of analogue equipment with
signal processing errors of less than a few percent as
fequired by the relaying function, demands the use in many
areas of the circuitry of high gquality, close tolerance
components which in themselves are expensive. They also
greatly increase the task of quality assurance prior to
use. Even with such components, an initial calibration
effort is still generally essential for each equipment,
to nullify the parameter variations which remain, for

example, gains and offsets.



(ii) Long term accuracy.

Although the initial accuracy of analogue
equipment can be adjusted to meet given tolerance limits,
the problems of long term accuracy still exist. Currently
protection equipment service life is regarded as being
in the order of 15 years. During this period the parameter
drifts to which electronic components, especially passive
components and connectors, are prone, may cause
deterioration in the performance of analogue relays. The
equipment user is thus faced with the need for preventative

maintenance to combat these effects.

(iii) Reliability.

Performance studies3 show that the reliability
of static electronic relays is undoubtedly superior to
that of previous equipment, providing component quality
» is assured. However, the nature of analogue circuits,
entailing the use of many discrete parts, prevents the
widescale application of recent advances in semiconductor
large scale integration techniques. By reducing component

interconnection these techniques can greatly improve the

reliability of electronic equipment.

Further, the inclusion of automatic éelf test
facilities within an analogue relay presents only limited
possibilities for reliability improvement, since the
considerable additional complexity involved will tend to

offset the confidence which can be placed in this approach.

+



(iv) Flexibility

Despite the availability of static analogue
relays for a wide range of applications, individual relay
adjustment or modification will frequently be necessary to
accommodate the characteristics of specific tasks. If
the adjustments lie beyond the scope of permissable
preset or configuration variations, analogue equipment will
require costly circuit re-design and possible housing
re-wiring. In these cases, much of the flexibility
attributable to the modular construction methods usually

employed, is lost.

During the past 10 years the availability of low
cost digital computers has led to widescale interest in
the possibilities of implementing the processing and
decision functions of protection relays by digital methods.
This could overcome many analogue equipment limitations,

and also provide improvements in several areas.

The considerable research effort which has been
directed to this end has demonstrated that, in principle,
no insurmountable difficulties arise,and several advantages,

discussed fully in Chapter 2 exist: These are,

(1) Improved absolute accuracy and long term
stability of performance.

(ii) Enhanced reliability.

(iii) Greater flexibility.

(iv) Improved fault detection methods.



(v) Closer protection characteristic
matching.

(vi) Capability for data recording, allowing post
fault analysis.

(vii) Diagnostic software facility, simplifying
maintenance procedures.

(viii) Off-line support aids, enabling rapid
evaluation of relay performance during the
design and commisioning stages of a protection
scheme.

(ix) Standardisation of hardware.

Despite the considerable attractions which these
listed benefits appear to offer relay manufacturers and
users, digital methods have so far found little application
for practical relaying purposes. The constraining factors,
described in the following chapter, lie not in the
fundamental digital techniques per se, but in the
limitations imposed by currently available computing

equipment.

Rapid progress which has occured in semiconductor
technology, particularly in the field of inteérated circuit
digital devices, has now made feasible a new approach to
protection relay design, based on dedicated microprocessor

equipments.

These relays offer a solution to the majority of the

application difficulties that have inhibited the acceptance



of previously proposed schemes, whilst retaining the many
advantages which accrue from the use of a programmable

digital computer.

1.3 Organisation of the Thesis.

This thesis describes the work carried out by
the author on the design and construction of a dedicated

digital protection relay, using micro-processor techniques.

To demonstrate the operation of the complete

equipment two typical protection applications are described.

Chapter 2 reviews the history of digital power
system protection, and analyses the disadvantages of the
methods proposed which employ‘mini—computers as the
processing element. The concept of a dedicated micro-
processor based relay is developed and its advantages are
discussed. Finally the implications of proposed

hierarchical digital protection schemes are investigated

Chapters 3 and 4 deal at length with the require-
ments and design factors of the micro-processor relay sub-
units. In Chapter 3, the relay data acquisition interface
is desc;ibed, and the performance parameters of the major
components used within this unit are examined in detail.
Chapter 4 describes the design of a specialised, 16 bit
micro-processor, which forms the second unit of the relay.
To highlight the design choices made, the requirements of

the unit are discussed, and compared with a representative



survey of the many micro-processor types available.

The first of the application examples is described
in Chapter 5. In this example, the relay is used to
provide generator unbalanced load protection. The
essential protection characteristics and performance of
the relay are tested and compared with that of current
static analogue equipment. In addition several improve-
ments, made possible by digital techniques, are included

and discussed.

The penultimate chapter, Chapter 6, deals with
the second application, that of overcurrent and earth fault
protection. This application is designed to demonstrate'
the flexibility of the micro-processor relay. ‘A modular
software structure is employed which provides several
optional protection characteristics. Other functions,
including a self test facility and simple auto-reclose are

also programmed.

Finally, the conclusions summarise the overall
work which has been carried out and indicate several areas

which require further investigation and improvement.

Throughout the main chapters of this thesis
descriptions of the dedicated relay design have been géneralised
and only functional block diagrams are included. Comprehénsive
hardware and software details of the equipment are provided

by the appendices.



The contributions offered by this thesis

are:

(1) identification of the application problems associated
with the single computer "integrated" approach to
substation protection. {Chapter 2).

(ii) the development of an alternative approach based on

"dedicated" micro-processor relaying equipments

(Chapter 2).

(iii) a study of the performance specification required for
the data acquisition and computation units which

form a dedicated relay. (Chapters 3, 4).

(iv) the design and construction of a digital relay
comprising a self-contained data acquisition inter-
face and an advanced high speed 16 bit micro-processor

(Chapters 3, 4, Appendices).

(v) the development of software for the negative sequence
protection of generating plant and on-line testing

of the digital relay in this application. (Chapter 5).

(vi) a software structure is proposed which enhances the
flexibility of the relay and provides a basis for the
future development of a high level task oriented
programming language. A specific example for
overcurrent and earth fault protection is developed

and tested on-line. (Chapter 6).



CHAPTER 2

DIGITAL PROTECTION OF POWER SYSTEMS

2.1 Digital Computer Applications in Power Systems

Digital computers are already well established
in several areas ofipower system control, particularly
where the rapid and reliable evaluation of data supplied
from a multiplicity of sources is required. - T&pical
examples of this type of application are found in -
network control and dispatch centres4 , and in power

stations %

In a less centralised configuration, computers
have recently been employed for tasks within transmission
system sub-stations. Data acquisition for control and
analysis purposes6 is an increasingly common application.
Also at sub-station level, automatic switching and
reclosing routines for circuit breakers and isolators,

have been implemented by programmable digital equipment7.r

The extension of digital methods to other
substation functions, particularly those, concerned with
system protection, is an obvious area of development.

Following anoriginal assesment of the task by

8 in 1968, numerous studies of digital protection

Rockefeller
methods have been undertaken. The majority of these

studies have been concerned with the development and
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performance comparisons of algorithmic techniques for
the detection of fault conditions in specific power system
components. In particular, much attention has been
devoted to methods of overhead transmission line protection

9,lo,ll. Other topics including bus zonelz, transformer

16,17

13’14, generator15 and back up protection , have also

been examined from the digital viewpoint.

2.2 Advantages and Disadvantages of Digital Protection.

The studies mentioned above, and the work under-
taken at Imperial College, have provided an insight into
the potential benifits and shortcomings - of digitally

based protection schemes. The major advantages are:

i) Improved initial and long term accuracy.

With the exception of a small part of the
computer/power-plant interface, processing operations are
performed by digital methods. These methods provide drift
free performance, with accuracies limited only by the word

length and number representation methods of the computer.

ii) Enhanced reliability.

The reliability of a digital protection scheme
is improved, in comparison to its analogue counterpart, by
several contributory factors. From a hardware viewpoint,
digital equipment benifits from the availability of a
wide range of L.S.I devices. The use of these devices

greatly reduces component interconnection which forms a
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major source of failure in electronic systems.
Additionally, digital circuits use fewer passive components,
i.e. capacitors and resistors, the reliability of which

is usually less than that of active semiconductor devices.

A further enhancement of digital equipment
reliability is provided by its programmable features which
facilitate the inclusion of automatic self test and error
detection routines within the operating software. The
possibility of undetected equipment failure is thus much .

reduced.

iii) Off-line support.

A feature, closely allied to reliability, is
the availability of many off-line computing techniques
which can provide support for the development and testing
of on-line digital equipment. These techniques include
software development and performance assesment aids,
hardware functional emulation packages and complete system

simulation.

iv) Improved protection performance.

The fault detection performance of a digital
relaying scheme depends to a large extent on the algorithm
used in the computation. As previously described,
algorithm studies have formed the basis of the majority of
digital protection work which has been undertaken. | In
consequence, methods are available which provide a detection

accuracy, sensitivity and in some cases, a speed superior
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to that achievable with analogue relays.

Digital methods also allow a closer matching of
relay-plant characteristics, thereby improving the
tripping performance and stability of the protection over
a wide range of load and fault conditions. An example
is, the provision of a rectangular or trapezoidal R-X
characteristic for impedance relays, dependent upon

prefault power flow.

Although not directly concerned with the primary
fault clearance function, data recording and post fault
analysis are valuable additions, made possible by the

storage of a digital scheme.

v) Greater flexibility.

The stored program design of the digital computer
offers gréater flexibility in the relaying task. In the
initial development stages of a protection scheme,
specific relay functions can be defined for common hard-

ware by the inclusion of appropriate software.

Subsequently, alterations in plant configurations
or parameters can be readily accomodated by program
modifications, thus avoiding protracted and costly equipment

redesign, re-wiring and testing.

vi) Simplified manufacture and maintenance.
Construction of relaying equipment using

standardised programmable digital hardware provides
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considerable advantages to both the manufacturer and user.
These are: i) limited range of components which
simplifies the assembly process and reduces maintenance
replacement requirements. ii) the replacement of a
defective digital device restores equipment performance

to its orginal specification without the need for
re-calibration procedures. iii) hardware standardisation
pases the burden of personnel training faced by the
equipment user. iv) diagnostic software routines can be

employed to locate and isolate faults.

vii) Improving technolbgy.

Most of the advantages listed above are common
to all digital equipment. They are respénsible for its
widescale acceptance in numerous tasks which have
traditionally been the province of analogue methods. As

a result the availability of digital components is excellent.

bevelopments in digital technologies continue
apace , providing in many instances, direct device
replacements with improved specifications. These factors
eliminate many of the development and replacement constraints

imposed by the unique nature of an analogue equipment.

Although digital techniques offer considerable
scope for the improvement of protection equipment, their
adoption introduces several disadvantages. The most

significant of these are:
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i) Increased complexity.

Power system protection relays are required to
process continuous analogue signals. Before such signals
can be processed by digital methods they must be converted
to a suitable format. This conversion requirement
inevitably increases the complexity and cost of a digital

scheme.

Additionally, after conversion, parallel multi-
bit signal paths are usually required in a digital processor
to manipulate data. In consequencé digital devices are
more complex than their analogue counterparts in which

single data paths are used.

ii) Testing difficulties.

To provide the multi-bit data paths described
above, sophisticated circuitry and integrated devices have
been developed. The complete testing of these devices
for all combinations of input, output and control signals
is virtually an impossible task. Undetected logical
errors may thus remain in a digital processor. Clearly,
such errors will be common to all equipment used in
duplicated or triplicated high reliability systems. It
is therefore necessary to develop different computation
methods for each equipment to ensure that a single common

failure mode does not totally disable the system.
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iii) Interference.

High levels of electromagnetic radiation
frequently occur in the power system relay environment.
Digital equipment is particularly susceptible to external
noise induced malfunction. The corruption of a single
bit within, for example, a processor instruction word,
may result in completely erroneous operation. To prevent
this, digital relays will'require more extensive isolation
and screening than electromechanical or static analogue

types.

In new installations these requirements can be
easily catered for, but the modification of existing plant

presents a more difficult task.

iv) Retraining of personnel.

The application of digital techniques involves
many changes in established and proven practices for the
design, operation and maintenance of protection schemes.
To implement these changes, personnel re-training and
documentation modification are essential, with consequent

additional costs.

In addition to these general shortcomings,
digital protection schemes employing a single processor,
normally a mini-computer, programmed for a mutiplicity of
relaying tasks, suffer from several specific drawbacks.

These are discussed fully in the next section.
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2.3 A Critigue of Single-Processor Protection Schemes.

The applications of digital techniques to power
system functions reviewed in section 2.1 have without
exception employed a {mini' or larger computer as the
processing device. In many cases, for example, those of
network control, data logging and monitoring, the use ‘of
a large computer is often essential. Those tasks usually
have hardware and software requirements which are only
supportable by the more powerful machines. Typical
‘fequirements are comprehensive bulk storage facilities in
the form of magnetic tape or disc, and multiple input-
output devices for data collection and operator communication.
From the software standpoint the implementation of
sophisticated techniques, for example,state estimation
methods, are only economically achievable by the use of
comprehensive high level languages. In general, these
languages are most efficiently implemented on large

processor installations.

For protection functions, however, the use of
mini- computers imposes inter-related economic and technical
constraints upon the schemes proposed, most of which were
encountered when a system was constructed at Imperial

College, as shown in Fig.2.1l.

This equipment has provided a valuable tool for

the development of basic digital protection philosophy.
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For example, overhead line protection by Ranjbarg,
transformer protection by Ongl3, substation switching
-control by Tracalg, and data validation by Gonzaleslg.
The limitations of the configuration for practical
relaying purposes became apparent 20 , stemming from the
need to satisfy the stringent reliability, security and
availability criteria which characterise the protection

taskZl.

Inevitably in any type of main protection
scheme, to meet these criteria, a duplication or even
triplication of the relaying equipments involved is
necessary. From an economic viewpoint, therefore, a
multi-minicomputer protection scheme will represent a
substantial investment in hardware, despite the considerable
reductions in cost which the manufactures of these machines

have achieved.

These economic considerations, have given rise
to the concept of "integrated protection", evident in many
of the published proposals. In such a scheme multiple
relaying functions are embodied in a single computer which
can be duplicated to produce the required reliability.
Whilst this approach ensures maximum usage of the installed
computing power, it also gives rise to several difficult

technical problems.

The main areas of difficulty are:
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i) Complex software.

The software required for the integrated
protection system is classified into two distinct groups;
(i) the algorithms capable of performing the required
protective functions, and (ii) an"operating system"
which is responsible for the organisation of these routines.
As the extent of the integration increases, the complexity
of the operating system software also increases and thus

its operational reliability deteriorates.

ii) Initialisation.

The initalisation of protective routines is
basically a function of the operating system mentioned
above. In this context the correct identification of the
appropriate plant protection routine at the onset of a

fault condition entails a complex programming task.

iii) Response time.

Due to the sequential nature of the digital
computer the time consumed by the organisational software
during a fault may well result in a degredation of
clearance speeds, particularly in cases of incorrect
initalisation selection. This factor obviously assumes
increasing importance as the power system load approaches

its maximum.

iv) Reliability

A high level of hardware and software reliability
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is required by the integrated system. Any major failure
in either area will affect a substantial portion of the
protection facilities. The provision of high reliability

systems would impose further economic penalties.

v) Design, operation and maintenance.

The embodiment of the relaying functions for an
area of a power system within a single computer software
package, represents a more substantial departure from

existing practice than simply a change of technology.

. The new concepts involved intensify the problems
discussed in section 2.2, which face users of protection

equipment.

From the foregoing it is clear that, the
limitations which are a result of the integration of
protection processes within a single computer, greatly
detract from the advantages of a digital relaying scheme.
They present a major obstacle, and seriously restrict the
practical benefits to power system operators, which a

decade of research has shown to exist.

2.4 An Alternative Dedicated-Processor Approach.

To overcome the application difficulties of the
integrated protection scheme, whilst retaining the
advantages of a digital system, ani alternative method for

relay implementation has been developed.
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Current electromechanical, or static analogue
relaying practice, is based on a dedicated parallel unit
organisétion. Each function within a protection scheme
is served by an individual relay. This type of
configuration, which is a result of the historical
development of relaying equipment, has several inherent
advantages. By limiting the complexity of individual
relays, the dedicated approach enables a high speed of
operation to be achieved. Similarly, the reliability
of the equipment is enhanced by the limited complexity
and by the restricted influence which each relay has on
the primary system plant. The system also provides good
flexibility. It is readily expandable by the addition of
further relays, although recent trends in pre-wired
equipment racking are responsible for some loss of this
flexibilityzz.

Existing protection installations may thus be
regarded as multi-processor systems, in which each processor
is either an electromechanical or electronic relay.
Recently, the value of the multi-processor solution, as a
means of satisfying demanding task requirements, has

aroused considerable interest in the digital computing field.

The important criteria for the majority of
computer applications are reliability, operation speed,
task complexity and economic considerations. Involved

relationships exist between these factors. For example,
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Fig.2.2 illustrates the areas of application for various
processor types in respect of task complexity and

reliability.

Complete protection of an area of a power system
is a task of considerable complexity, which additionally
places a premium on the speed and reliability criteria.

A multi-processor approach, imitating existing relaying
methods, is most applicable for a protection scheme
employing digital equipments. The use of multiple task
dedicated proceésors eliminates the need for software
integration of protection functions, thereby avoiding the

shortcomings of the single processor scheme.

Until recently, digital multi-processor networks
have been prohibitively» expensive for all but a few very
high reliability or very high speed on-line control
applications. However, major advances in semiconductor
technology have radically altered the economics, design
and capabilities of digital systems. These developments
have greatly improved the speed-power performance ratio,
shown in Fig.2.3, and integration density, in Fig.2.4, of

digital integrated circuits.

As a result of this development, many of the
components used within a digital - computer, i.e. the
central processor, memory and interfacing devices, are now
available as single, low cost, integrated circuits. With

these new components, the inclusion of specialised, task
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oriented processors, termed microprocessors,within a wide

range of equipment has become economically feasible.

A microprocessor based relay has been designed,
which enables the techniques of digital power system
protection to be realistically exploited, and will be

described.

2.5 The Dedicated Digital Relay.

To fully utilise the benifits which a stored
program digital relay provides, a structure must be
adopted which allows flexibility of application to be

achieved with standardised hardware.

Many of the advantages ofvdigital computing
equipment stem from the ability to alter its function by
program control. The implementation of protection relays
by means of special purpose application hardware which
must be tailored to each task is, therefore, clearly

inapplicable for digital techniques.

For reasons discussed below, a structure for the
dedicated relay which is broadly similar to that of
integrated mini-computer system is considered to be most
satisfactory. In this configuration, the data acquisition
and processing functions are separated. A relay thus

comprises two units. They are:

i) the data acquisition interface and ii) the protection
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processor. This division of the relay components is

dictated by the widely differing nature of the two functions.

The data acquisition interface is primarily
concerned with data collection, and as such it must be able
to fulfil many varying input requirements. By employing
"modular construction methods for this unit, its
capabilities can be matched to specific applications in an

economic manner.

Flexibility of the interface is further improved
if its operations are controlled by a programmable device.
The unit then becomes self contained and can be used for
many acqguisition tasks, for example, as the input interface
of a mini-computer based monitoring or back-up protection
system described in section 2.7. The internal interface
controller also relieves the main protection processor of
the simple, but time consuming data acquisition control
overheads. These control actions do not require the
computational power of the protection processor, however,
they do involve relatively long waiting periods while analogue
devices within the interface operate. To service these
requirements efficiently the main processor would need a
program interrupt facility which adds considerably to its

hardware and software complexity.

The second unit of the relay, the protection
processor, is essentially a high performance digital

computer. It performs all the computational tasks required
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by the relay which are determined by its application

program.

Irrespective of the relay function, this unit
can comprise common hardware, with the exception of memory
capacity variations. Again modular construction can be
used to advantage, in that it greatly simplifies

maintenance and testing of the equipment.

To fully pérform its function the processor must
communicatevwith the acquisition interface, circuit breaker
control equipment and possibly with a remote supervisory
computer. Both internal and external communication
channels aré thus required by the relay. Their design
must ensure that the flexibility of the equipment is not
restricted by data transfer operations. In this respect
the communication interfaces should function with a minimum
of control‘infervention from either the protection
processor or external sources. Equally, simple data
transfer and data bus connection protocols are important
to allow for expansion of the communication network. These

considerations will be discussed further in later chapters.

Finally, since the processor forms a basic unit
of every digital relay it could, in hany applications, be
usefully pre-programmed with basic software. For example,
data input and output routines including circuit breaker
control, diagnostics, monitoring facilities and alarm

functions.

A digital relay hardware configuration must fulfil
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the data acquisition and subsequent processing functions
which are fundemental to power system protection. The
double unit structure proposed here enables a specific
relay to be assembled by the appropriate choice of inter-

face input modules and processor program.

' Greater hardware integration of these functions
will cause a loss of flexibility. This gives rise to
either uneconomic solutions for simple protection tasks,
or the need for modification to accommodate tasks of high

complexity.

2.6 Component Units of a Digital Protection Relay.

The basic operations of the two relay sub-units
are defined as:

i) The data acquisition interface.

At regular intervals, the interface simultaneously
samples'the'primary a.c. quantities required by the
protection function. After sampling, the analogue values.
are stored and then sequentially converted to their
digital equivalents. This digital data is deposited into
an output buffer store to await transfer to the protection

processor..

An input facility for direct digital plant
information, for example, switch status indicators or

intertrip signals is also provided by the interface.

For the reasons described in the previous section,
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control of the unit is best achieved by a programmable

device.

Uﬁlike the data acquisition system of the
integrated protection scheme, no provision is made in the
dedicated relay interface for data pre-processing. Analogue
manipulation of the primary transducer outputs, other than
filtering, is avoided, as this introduces the problems
of drift, offset and stability associated with analogue
methods. 'Equally digital pre-processing, e.g. data
validation, is performed, if required, by the second relay

unit, the protection processor.

ii) The protection processor

From the sampled data provided by the acquisition
unit, the protection processor must determine the condition
of the protected power system plant. To achieve this
the processor executes the particular algorithm(s) to which
it is dedicated. The alogorithm will include fault
detection routines, a protection characteristic, switching
logic and possibly digital filtering and validation of the

input data.

An emphasis must thus be placed in this unit upon
the ability to perform logical and arithmetic operations.
These considerations greatly influence the design of the
processor. In particular, word length, operating speed,
storage capacity and processor communication are important

factors.
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Figs.2.5 and 2.6 are outline illustrations
of the data acquisition interface and protection processor
respectively. The detailéd désign of these two units is

described in the following chapters.

2.7 Monitoring and Back-Up Protection

The dedicated digital relay, described in 2.6,
can be employed directly as a replacement for the
electromechanical or static analogue equipments currently
in use. In a conventional scheme, each relay performs
a specific "main" protection task, with "back up" provided
by duplication. This arrangement does not, however, take
full advantage of the features provided by the digital'

system.

The addition of a monitoring computer, either
within the relay installation, or at a remote location
will greatly enhance the performance of the overall scheme.
By enabling operator communication with the relay network,
the monitoring computer provides an outlet for relay alarms,
and abnormal power system condition messages. The
ability to communicate with the main protection also allows
rapid post fault analysis, énd will simplify diagnostic

and maintenance operations.

An extension of the monitoring function to include
“back up protection tasks provides further benefits. A

proposal by Cory, Dromey and Murray23 combines the largely
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complementary advantages ofthe dedicated and integrated
approaches to produce a comprehensive digital protection
scheme. The exact configuration employed for duplex
schemes of this type, remains a subject of research.

Fig. 2.7 shows a possible arrangement for a sub-station.

The provision of monitoring or back up/monitoring
schemes has several important implications for the hardware
and software design of the dedicated equipment. In
particular, inter-processor data transfer methods require
definition. Moreover, a scheme of this type will only be
effective if the communication structure and interfaces of

the relay equipment are efficient.

The relay design incorporates several of the
features required by the combined protection scheme.
They are experimentally demonstrated in the application

examples, to be described in Chapters 5 and 6.
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CHAPTER 3

THE DATA ACQUISITION INTERFACE

3.1 Introduction

A prerequisite for a digital protection or
control scheme is, that the péwer system guantities used
within the computation are measured by an acquisition and
conversion interface. Several aspects of the data
acquisition task require careful consideration if a
satisfactory overall performance is to be achieved. In
particular, the final interface structure must provide an
adequate accuracy of measurement for the varying applicationé
combined with flexibility to accommodate differing task

specifications.

To produce this flexibility a modular approach
has been adopted for each component of the system. This
allows a wide range of interface requirements to be readily
implemented. In dedicated protection relay applications,
modular construction methods enable the data acquisition
system to be closely matched to each specific task. From
an economic viewpoint, this is most important since the
interface will certainly represent a large portion of the

total equipment cost.

For back-up protection or monitoring schemes,

which require large numbers of inputs, the modular structure
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offers simple interface expansion.

Data Sources and Characteristics.

In its minimum form the interface system must

be able to serve as an input device for a single dedicated

protection relay. Thus a definitive specification for the

components of the unit requires examination of -the basic

guality and quantity of the data sources for several of the

possible protection tasks for which a dedicated relay is to

be employed.

the power

(1)

(ii)

Only two direct signal sources are of interest in
network:
the analogue quantities of voltage and current

derived from their respective transducers, and,

the two state logic sighals indicating plant
status, e.g. circuit breaker and isolator
positions; outputs from other protection equipment
e.g. intertrip signals; or manually generated
test data. In the combined digital protection
scheme described in Chapter 2 additional digital
data inputs are required by each dedicated relay,
to facilitate communication with the supervisory

computer.

The extent of the digital data inputs required

is difficult to define for a specific task and in view of



36

their simplicity a maximum of 64 such inputs have been
allocated to each interface unit, organised as four 16

bit modules.

Analogue voltage and current data requirements
are more readily identified. A study of conventional
practicez’21 indicates the extent of these requirements for

three important relaying areas, considered below:-

(i) Overhead feeder protection.

The analogue transducers employed in a typical
single circuit, 3 phase overhead line, distance protection
scheme, provide i) 3 line current and ii) 3 phase to
phase voltage measurements. In some applications an out
of balance current derived from a summation transformer is
also available. Thus a maximum of 7 inputs are normally
required, for which 2 four channel analogue input modules

would suffice.

(ii) Differential and earth fault transformer

protection.

For complete transformer protection, the unit
dedicated digital relay must incorporate overall differential
current protection and restricted earth fault protection
for both windings. In this casé, a maximum of 8 currént
signal inputs are required by the protection, catered for by

2 four channel modules.
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(iii) Bus-zone protection.

The protection of sub-station bus-bar zones provides
the most widespread range of input requirements. The data
acquisition task for this application will be greatly

influenced by the size and configuration of the sub-station.

Conventionally, the bus-zone protection of mesh
type stations is organised on a corner by corner basis which
results in 4 current measurements being required by the
relay per phase. For the more commonly used double-bus
station arrangement, the possible measurement sources are
very variable. A typical example of an existing station
associated with a modern generating plant24 requires 14
current measurements per phase for bus-zone protection.

One or more four channel input modules are thus required for

this protection function.

The provision of 16 analogue input channels,
organised in 4 channel sampling modules, within a relay
interface unit will economically fulfil these data acquisition

requirements.

Applications which require in excess of 16 analogue
or 64 digital inputs can be accommodated by connecting
several units to a common data bus. To facilitate this,

a standardised output interface is an essential feature of

the data acquisition -unit.

Fig.3.1l shows the organisation of the data
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acquisition unit. The design criteria and characteristics
for each module are described fully in the following

sections of this chapter.

3.3 Signal Isolation and Conditioning.

The dedicated digital relay design described in
this work does not allow for the inclusion of signal
isolation and conditioning modules within the data
acquisition system of a specific relay. These processes
are regarded as forming an additional function whic¢h
provides a common service to several protective or monitoring

equipments. A

However, in many respects the isolation and
conditioning functions influence the performance of the
data acquisition task. A brief review of isolation and

conditioning techniques is therefore included here.

The main functions involved may be listed as:
i) Digital signal isolation

ii) Analogue signal isolation

iii) Analogue signal amplitude control

iv) Analogue signal filtering

3.3.1 Signal isolation.

The electrical environment in which protection

equipment must operate can be extremely hostile. Broad



40

band electromagnetic radiation and in severe cases, earth
level potential shifts amounting to several kilovolts, can
arise from isolator switching, lightning strikes, corona

and fault conditions.

It is well appreciated that these conditions will
cause noise induced malfunction or possibly catastrophic
fa;lure of digital equipment unless precautions are taken
to isolate signal input and output lines. Considerable
attention must also be paid to preventing interference
entering the equipment via its own power supplies.
Additionally eievated earth potentials represent a hazard
to personnel involved in maintaining the protective

equipment.

Recently the application of mini-computers and

other digital equipment for mdnitoring, switching and
experimental purposes in sub-stations, has provided an
incentive for the development of suitable isolation techniques.
Lomaszs, describes several important aspects of signal line
and powér supply isolation methods. Optical isolation of
digital signal inputs is now a wéll provén téchniqué and thé
use of multi-core light pipe "cables" is a highly attractive
method of providing wide bandwidth noise immune inter-

computer communication links.

For analogue signal inputs, the use of twisted

pair lines, double screened isolation transformers and

26,27

limiting filters have been reported as providing
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satisfactory protection.

Although the interference problems in the
protection environment are severe, they can be overcome
by careful design of both individual digital relays and

the complete protection installation.

3.3.2 Analogue signal ranging.

Analogue signals derived from the power system
transducers may at times be subject to a wide variation in
magnitude. This is especially true of current measurements
for which large fault current-normal load current ratios

are possible.

The internal signal levels of the interface system
are limited to an operating range of + 1l0OV. In many
applications incoming signals will require scaling. For
low level inputs amplification must be provided to maintain
analogue-digital conversion accuracy (Section 3.6.2).

Equally during peak conditions, saturation of the equipment,
with a consequent loss of information, must be prevented.
This is of great importance in protection applications, since
saturation is most likely to occur during fault conditions

when data acquisition is at a premium.

Three possible methods of signal amplitude control
have been investigated and evaluated by the author:

a) Logrithmic amplifiers.

The use of amplifiers with a logarithmic input-

output gain characteristic as shown in Fig.3.2, enables a
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wide signal amplitude céntrol to be achieved. However,
since the measured data becomes a logrithmic function of
the true data, this approach was found to produce
considerable additional complication in subsequent

processing.
b) Gain switching.

In this method the feedback impedances of a linear
operational amplifier are varied in discrete increments by
control signals generated in response to level detection
of the amplifier output, Fig.3.3. By adjustment of the

impedances Zfi---Zfn it is possible to provide a corresponding
Zfi Zfn

Zi Zi

input signals. If these gains are spaced at increments

range of gains to accommodate a wide range of
of 2" the reduction of the measured data to its true value
is easily achieved in later processing by n-bit left or
right shifting. The gain switch control logic provides
the "n" value output which is made available to the

protection processor by the interface system.
c) Range switching.

The gain switching scheme described above suffers
from prolonged (5-20ﬁs) settling times following feedback
alteration. This undesirable feature may'be overcome by

multi-amplifier range switching.

For each gain range this method employs a separate
amplifier with a fixed feed-back network, shown in Fig.3.4.
Each amplifier output is monitored by positive and negativé

voltage comparators set to operate at 80% of the maximum
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permissable amplitude, i.e. + 8V. The comparator outputs
provide data to control logic.which in turn drives the
output range selection switch to the highest gain channel
operating within the 80% margin. This logic also
generates the corresponding binary range identification

data for use in the protection processor.

The lowest gain channel output is monitored by
a comparator which operates when the output of this channel
exceeds 98% of the maximum level, i.e. + 9.8V. An
indication is thereby provided to the protection processor

of incipient saturation of ‘the data source concerned.

Again for simplicity of processing the gain ranges
are set at intervals of 2n, although no restrictions exist
in the choice of range steps. Range changes are achieved
in 1.5us with negligible overshoot or settling effects. The
oscillograms of Fig.3.5 show the operation of the amplifier
and subsequent reconstitution of the waveform by the

protection processor.

Range switching amplifiers of this type are

recommended for signal amplitude control.

3.3.3 Analogue signal filtering.

The final stage of signal conditioning prior to
measurement involves filtering. For each application and
signal source, varying filter requirements exist. Ranjbarg,

provides a comprehensive study of the effects of analogue
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signal filtering on data processing in a protection

function and concludes that for most applications a second
order Butterworth filter with an appropriate cut-off
frequency is adequate. It is essential that high frequency
components in the input signal are removed by the filter,
otherwise aliasing28 will occur during the sampling

process to the detriment of the measurement accuracy.

3.4 The Sample-Holds

3.4.1 The need for sample-hold devices.

~Following isolation and ranging, analogue signal inputs
to the interface are sampled at regular intervals and stored
to await further processing. These functions are performed
by the sample hold (S-H.) modules.

In most applications the analogue inputs will be
alternating quantities with a frequency corresponding to that
of the power system i.e. 50-60Hz. Conversion of these inputs
to a digital form takes a finite time and the extent by which
the input changes during this time may cause significant
errors in the conversion processlo. This may best be illustrated
by considering the maximum frequency of input signal which can
be tolerated by the converter used in the interface.

For an "n" bit analogue - digital converter having a
maximum input range of Vfs volts, the resolution, Vr, is at
best +% least significant bit (L.S.B). 1i.e.

Vr = + %(z§§ volts (3.4.1)

2
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Thus if the input signal changes by more than Vr volts
during the conversion period, At, the conversion process
will include an additional error greater than + % L.S.B.

The maximum acceptable rate of input change is then

%% volts/sec. As described in section (3.6) the A-D

converter used in the interface unit provides a 10 bit two's
complement output with a conversion time of 6.4us., and

Vs of + 10 volts.

For this device then:-

ve =+ 5 (1929) = 9.76mv . (3.4.2)

and the corresponding rate of change:-

-

3
%% =2:76 X 10 o1ts/sec = 1600 V/s  (3.4.3)

6.4 x 10_6

For a sinusoidal input signal with peak values equal to the
maximum interface system internal range of + 1lOv, the rate
of change at the zero crossing maxima is:-

dv [

dt
max

= 10 (27f) (3.4.4)

giving £, the frequency of the signal as:-

1 av
f >on dt (3.4.5)

Therefore, substituting the maximum acceptable rate of



av

i 1600 V/s from 3.4.3

change

gives a frequency limit for conversion within + % L.S.B,

f max. of:-

1
20~

'f max.= X 1600 = 25.5Hz (3.4.6)

This converter is therefore unable to provide its full
accuracy for alternating inputs with frequencies in excess
of 25 Hz. At power system frequencies the 10 bit

resolution would be totally wasted.

By providing the converter. with a static input
during the coﬁversion time from the S-H modules, this
difficulty is overcome. An alternative method of solution
involves the use of a converter with a reduced operation
time. However, this is again generally unsatisfactory for
a multiple signal source system. The period which elapses
between the conversion of the first and last input channel
data may result in later processing errors if these
quantities are taken to be representative of a single time
instant, for example, current and voltage in an impedance

computation.

The severity of this error obviously increases
as the number of inputs requiring conversion increases. A
solution is only possible by the use of multiple converters,
which is economically unacceptable, or by the provision of

S-H buffers for each input.
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3.4.2 Sample-hold characteristics.

Fig. 3. 6 represents the basic configuration of
a S-H. When the switch closes the capacitor, C, charges
to the input voltage, Vs, and the charge remaining on the

capacitor provides the held output when the switch opens.

The circuit of Fig. 3.6 suffers from severe
limitations in many of the major characteristics which are
essential for the application of a S-H. These

characteristics may be listed as:-

i) Acquisition time. This is the period for
which the switch must be closed to allow the capacitor
voltage to rise to within a given accuracy of the input.
It is an expontial function of the switch characteristics,
particularly the "ON" state impedance, the value of the
capacitor and the characteristics of the source to which

the S~-H is connected.

The inclusion of an input buffer amplifier, Al,
Fig. 3.7 ensures that fhe capacitor charging source
impedance is low and that adequate charging current is
available. In the interface system this amplifier is not
included within the S-H modules, but may be considered to
exist as the output stage of a preceding active signal
filter or gain ranging amplifier. The acquisition time of
the modular S-H units29 is 35us which allows a satisfactory
droop rate to be achieved without excessive economic

penalties.
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ii) Droop rate. When the sampling switch opens
the stored capacitor voltage is subject to change, caused
by leakage, both internally and through the "OFF" state
switch resistance, and to a very large degree by the
characteristics of the load to which the S~H is connected.
The output amplifier A2, Fig. 3.7 , is included to ensure
that the capacitor, C, is always proﬁided with a high
impedance load, and that the output impedance of the S-H
module, which must be considered at a later stage of the

system (section 3.5) is low.

The droop rate of the S-H modules must be defined
such that; during a maximum multi-channel conversion, the
value of the last channel to ﬁndergo conversion will not
have altered by more than + % L.S.B. of the conversion
accuracy within the total conversion time of the preceeding

channels.

For the interface system with a maximum of 16
input channels and a 10 bit conversion rate of l4us per
channel the total hold time required will be approximately
234yus including the possibility of digital data input.

+ % L.S.B. for the 10 bit converter is + 9.76 mV and there—.
fore the maximum acceptable droop rate is 9.76mV/234us =

41 V/s. The devices used in the moduleg have a droop rate

of 2V/s at ambient temperature (25°C) which is substantially
less than the tolerable maximum. This characteristic is,

however, highly temperature dependent and a doubling of the
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rate for every 10°C rise in temperature must be allowed

for30.

iii) Gain, offset, aperture time. These
parameters are of secondary importance since the overall
gain and offset characteristics of the sample-hold are
closely controlled and can be externally compensated to
give unity gain, with offset values at least an order of

magnitude less than the converter resolution.

Aperture time is a measure of the uncertainty in
the acquisition time due to the dynamic characteristics of
the sampling switch. For the devices used in the inter-
face system the aperture time is specified as less than
100ns. Errors arising from this source wiil increase

with increasing signal frequency.

Since the interface unit has a maximum sampling
rate of 24 times per 50 Hz cycle, the highest frequency
component for which the Nyquist criterion holds is:

12 x 50 Hz = 600 Hz. Frequencies in excess of this value
must be removed from the input signal by filtering, prior

to sampling.

If the input signal consists solely of a + 10V,
600 Hz sine wave, the error caused by the 1lOOns aperture
time will be a maximum for samples taken at the zero
crossing points. At these points the rate of change of

the signal is greatest and is given by:
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%% |= 20xf (3.4.7)
max
= 201 X 600 V/s

The error voltage Av in the sample is thus:-

-

where At is the aperture time.

Hence:

7

AV = 207 x 600 x 10 'v

which as a percentage of the full scale voltage, (10V) is:

_ 201 x 600 x lO-7x 100
Av = 10 %

0.038%

Av

At lower frequencies the error becomes negligible for

example at 50 Hz, Av = 0.0031%

3.4.3 Sampling module operation modes

Two aiternative modes of operation of the
sampling modules are possible. In the sample-hold mode
the input waveform is sampled for a period of 35us at
every sampling instant, as defined by the sampling clock
(section 3.9), and stored during the conversion process
until the following sampling instant. The sequence is

illustrated in Fig. 3. 8.
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35US - 833us-10ms =
Sample Sampling rate
(50Hz operation)
Hold J\ﬁ
—-—3P 250 s —»|
Conversion and
storage
Sample
point
Fig. 3-8 Operation of sampling modules in the sample-hold
mode.
— 833us-10ms L
Track _ /\/
Store —

-Q——-J? 250us —>

Conversion and
T storage

Sample
point

Fig. 39 Operation of sampling modules inthe track- store
mode.
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For power system applications the sampling
instants typically occur from 4 to 24 times pér primary
system cycle. At points of maximum rate of change in
the case of peak value (i.e. + 10V) inputs, these sampling
instants will produce substantial step changes within the
S-H's which aggrevate error sources due to amplifier

overshoot and settling times.

It is possible to minimise the occurence of step
change conditions by operating the sampling modules in a

"track=-store" mode.

In this mode the input signal is continuously
trackedibetween sampling points, i.e. the sampling switch
is closed. At each sampling point the switch is opened
thereby storing the data value at that point until the end
of the conversion process, when the track mode is again
resumed. Since the worst case conversion period (24
samples/cycle, 16 input channels) is approximately 30% of
the interval between samples, the sampling modules are in
the track state for the remaining 70% of the interval, in
this example 600us, which allows ample time for transient
effects to decay. Fig. 3.9 shows the timing sequence
for the track-store mode. The sampling clock design

facilitates either mode of operation.
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3.4.4 Digital data storage

Each sampling module within the interface system
comprises four analogue signal channels. Associated with
each of these channels is a three bit digital storage latch.
This digital‘word storage is provided to enable acquisition
of additional information relating to the corresponding
signal channel, e.qg. idéntification or signal ranging
amplifier gain data, (section 3.3.2). A data word
presented to the latch inputs is stored upon termination of
the sample/track signal, i.e. the point at which the
analogue channels enter the store mode. During the
subsequent conversion of each analogue data the corresponding
digital data is multiplexed and combined with the converter
word output priof to storage in the interface unit output

buffer.

Fig. 3.10 is a block diagram of the four channel

sampling module.

3.5 The Analogue Multiplexer

3.5.1 Analogue signal switching

The third module in the signal path of Fig.3.l
is the analogue multiplexer. (MUX). This device provides
signal selection by successively connecting the A=D

converter input to each of the sample hold outputs.

Analogue multiplexers to perform this task are



ANALOGUE _ | SAMPLE HOLD ANALOGUE DATA_
SIGNAL |/p No 1 TO MUX
I
|
1
DIGITAL DATA
: DATA > DIGITAL
s - T
! CONV.
' )
)%4 = —<«— MUX
ITA
: oseceer . ~_ ADDRESS
P O e S
! LOGIC > -
1 A O- -
! // |
: WIRE WRAP
, MODULE CHANNEL
i No. SELECT
SAMPLE HOLD
e g »
No.4
DATA
LATCH
Z

o

‘SAMPLE’ PULSE FROM

SAMPLING CLOCK

Fig. 310 Sample-hold module.
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frequently constructed using miniature reed relays or
discrete field-effect transistors as the switching elements.
They are also readily available as integrated devices

with commonly 8 or 16 channels and standard logic level
control inputé.

This latter approach31 was adopted for the inter-~
face system. However, several parameters of this basically
simple device require careful consideration as they have
an important bearing on the overall performance .of the
equipment. The major factors involved may be listed as:-

Signal range: the switching elements of the MUX must be

capable of handling the maximum range of the analogue

signals present. In this respect the relay has an ultimate
performance which is superior to the solid state types
presently available. However, the internal signals of the
interface system are limited to *+ 10 volts and the + 15 volts

range of the integrated device used is sufficient.

Static transfer accuracy: the static or DC transfer

accuracy of transmitting the MUX input voltage to the output
depends on the switching element "ON" state resis;ance

(Ron), Fig. 3.11, the source and load resistances between
which the MUX is connected,(RS) and (RL) respectively, the
load bias current (Lb) and the leakage current from the
"OFF", channels (IQ). Fig. 3.11 is a generalised equivalent
circuit for these error sources which is applicable to any

type of switching device. From this figure it is evident
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Fig. 311 Equivalent circuit for multiplexer static
transfer error sources.
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Fig.312 Semiconductor switch settling time
effects.
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that the error introduced by the MUX is given by:-

_ Rg + Ry
Rg + Ryt R

E x 100% (3.5.1)

L

In the interface system the output impedance of the sample-
hold units (Rg) is very low, in the order of 0.1Q¢ and can

therefore be neglected, whilst the input impedance of the

A~D converter (RL) is 4.7 X'losn, RON for the MUX is

1.8 x 1039 in the worst case. From 3.5.1 these wvalues

give a transfer error of 0.04%. The offset voltage,

V offset = (Ib+ Iz)(RS+ R..) (3.5.2)

ON

can be neglected since the combined currents Iy and"Iz are

less than 80 nA, giving an error contribution of 0.0014%.

Dynamic characteristics: Several parameters describe the

dynamic performance of the multiplexer. The first, and
most important, is the operating time of the switching
device used. The interface system application requires
that, in the worst case, the MUX must perform 16 operations
in approximately 800 us. Semiconductor switches are
therefore essential, although their inherent internal
capacitance, Fig. 3.12 gives rise to switching transients.
To maintain transfer accuracy, the settling time which must
elapse while these effects decay considerably lengthens the
total operation period. The integrated device used has a

switching time of 0.5us and a settling time of 2us to 0.1%.

Finally, to ensure that signal sources connected
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to the MUX inputs are not shorted together, the switching
must occur in a "break before make" sequence, i.e. the
turn-off time of the switching devices must be less than

the turn-on time.

3.5.2 Multiplexer control logic

To control the MUX operation, it must be supplied
with a binary "channel select" address which is generated
by the control logic. The addressing is sequential and

provided by a binary counter.

A MUX cycle consists of loading the control
counter with the "first channel" switch data, after which
it is successively incremented by commands from the inter-
face controller. When the current address corresponds to
that of the "final channel" switches the equivalence is
detected by the comparator, and upon receipt of the next
"increment” pulse the control counter reloads the "first

channel" data and the cycle repeats.

'To simplify the task of the controller the
comparator output is provided as a "cycle complete" flag
(MUX FLAG) . This obviates the necessity for the controller
to maintain a channel counter, which would require a
programming alteration whenever a change was made to the

number of analogue inputs required.

The address counter output is also us<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>