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Abstract

Cloud computing offers scalabterdemand services toconsumers with grefiaibility and lesser infrastructure investment.
Since Cloud services are delivered using classical network protocol®mnats over the Internet, implicit vulnerabilities
existent in these protocols as well as threats introduced by newer arcb@eaetise many securityand privacy concerns. In
this paper, we survey factors affecting Cloud computing adoptidnerabilities,and attacks, and identify relevant solution
directives to strengthen security and privacyin Cloud environment.
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1. Introduction

Cloud computing has emerged as a way for IT busastesincrease capabilities on tig without investing
much in new infrastructure, training of personaidicensing new software [1]. NIST flees Cloud computing
as a "model for enabling ubiquitous, convenient, on demand neteadss to a shared pool of configurable
computing resources that can be rapidly provisioned and delivered witinah managerial effort or service
provider interaction” [2]. It follows a simple “pay as you go” model, which allows an organization to pay for only
the service they use. It eliminates the need to maintain an in-houseedtda by migrating enterprise data to a
remote location at the Cloygtovider’s site. Minimal investment, cost reduction and rapid deployment are main
factors that drive industries to utilize Cloud servicesand allow thefoctes on core business concerns and
priorities rather than dealing with technical issues. According to [3], &li%e organizations in US and Europe
agreed that reduction in cost is a major reason for them to migrateud €hvironment.



As shown in Fig. 1, Cloud services are offered in terms of InfragteitaaS), Platform (PaaS) and Software
(SaaS). It follows a bottom up approach wherein at the infrastructure leveinmachwer is delivered in terms
of CPU consumption to memory allocation. On top of it, lies the layer that debweenvironment in terms of
framework for application developmem¢rmed as PaaS. At the top level resides the application layer, delivering
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software outsourced through the Internet, eliminating the need fbouse maintenance of sophisticated
software[4]. At application layer, the end users can utilize softwaneimyrat a remote site by Application

service providers (ASPs). Here, customers need not to buy and aosttyl software. They can again pay for
only they use and their concerns for maintenanceare cut off. Adloftware or applications are kept under the
control of service provider.

Fig. 1.Cloud service stack.

1.1.Need for Security and Privacy in Cloud Computing

Cloud computing is a merger of several known technologies incluglity and distributed computing,
utilizing Internet as a service delivery network. Public Cloud environmentiemely complex when compared
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to a traditional data center environment [2]. Under the paradigm of Cloudutiompan organization surrenders



direct control over major aspects of security, conferring a substant@éldé trust onto the Cloudprovider. A
survey regarding use of Cloud services made by IDC says that sesuhigygreatest challenge of the Cloud as
shown in Fig. 2 [

Fig. 2.Results of IDC ranking security challengeg [5

Virtual environments areused in Cloud to achieve multi-tenancy. Vulneiedilit virtual machines [6] pose
direct threat to the privacy and security of the Cloud services. Factopfirgipsage of Cloud services are live
migration of data over the Internet, entrusting a provider for dataritse@nd privacy, vulnerabilities at
browser’s API, vulnerabilities in network, export regulations for encryption etc.

Shared and distributed resources in Cloud systems make it difficult to degelofiysmodel for ensuring the
data security and privacy. Due of transparency issues, no Clowdigr allows its customers to implement
intrusion detection or security monitoring system extending into nfamagement services layer behind
virtualized Cloud instances. Customers may not be aware of detailed sewidgnts, vulnerability, or malware
reports. For example, through back channel, attackers may be able tothecesstent of Cloud instances and
fix a kernel level rootkit [7]. Attacks ofphysical level” such as reading out the random access memory of the
virtualized hosts or subverting the virtualization layer [8], are kntwthe community. Even the host system
providing the data can no longer be fully trusted since Cloud pnovigies the physical resources.

Cloud service providers often establish a Service Level Agreement (SLA) to higédigurity and privacy of
the related service. To an extent, thera ligck of a standard methodology to design a SLA. The authors]in [9
presented SLA about provided services and the waivers. These waiversrdally help the customers fulfilling
their losses. Cloud providers like Amazon, Google, Salesforce etc. relgtaired SLAs to guarantee security
and other parameters for customers. EAgnazon’s EC2 provides abstraction of virtual hardware to its users,
covering all types of failures including operator node failure andvaoftnode failureJ(]. In future, SLA based
Google App Engine would likely to manage all causes of failures.

Rest of the paper is organized as follows: Section 2 dissusinerabilities, threats and attacks relevant to
Cloud A survey on security issues at different levielSloud and their existing solutions are provided in section
3. Section 4discussesresearch directionswith conclusionsand referetheesrat.

2. Vulnerabilities, Threats and Attacksto Cloud Computing

In Cloud, existing vulnerabilities, threats and associated attacks raises segetalty concerns.
Vulnerabilities in Cloud can be defined as the loopholes in security architedt@oud,which can be exploited
by an adversary via sophisticated techniques to gain access of netdathanresources. A threat in Cloud is a
potential (or actual adverse) event, that may be malicious or incidentalasubh failure of a storage device),
compromising Cloud resources [11]. An attack is an action to h@loud resources. Exploitation of
vulnerabilities would affect the availability and productivity of Cloud cotimgyul

2.1.Vulnerabilitiesin Cloud Environment

In this section, we discuss major vulnerabilities specific to Cloud, hvpmse serious threats to Cloud
computing.

2.1.1.Vulnerabilities in virtualization/ multi tenancy

Virtualization/ multi-tenancy serves as the basis for Cloud computing arcindedthere are mainly three
types of virtualization are used: OS level virtualization, application based virtualizatidniHpervisor based
virtualization. In OS level virtualization, multiple guest OSs are running basting OS that has visibility and



control on each guest OS. In such type of configuration, attacker caorgetl on the entire guest OSs by
compromising the host OS. In application based virtualization, virtualizatiomatdexl on the top layer of host
OS. In this type of configuration, each VM has its guest OS and related apptcafipplication based
virtualization also suffers from same vulnerability as in OS based vulnerabititypgrvisor or virtual machine
monitor (VMM) that is just like code embedded to host OS. Such code mayncoateve errors. This code is
available at boot time of host Q& control of multiple guest OSs. If hypervisor is compromised, therentire
controlled guest OSs can be compromised. Vulnerabilities in virtualizatiorypmmhisor allows attacker to
perform cross-VM side-channel attacks and DoS attacks. For instanaHormed code in Microsoft’s Hyper-V

is run by an authenticated user in one of the VM caused a DoS &8hckrf VMware Workstation, an attacker
cause an error to store some malformed data, which enabled a DoS attackast (BS.

Cloud providers thrive to maintain maximum level of isolation betwéatual machine (VM) instances
including isolation between inter user proces8sscompromising the lower layer hypervisor, attacker can gain
control over installed VMs. BLUEPILL1Z], SubVirt [13] and DKSM [14] are attack examples on virtual layer.
Through these attacks, hackers can able to modify the installed hypesvisgain control over the host.

Another incident is vulnerability found in the memory management ofdgddt virtual pc. This has resulted
into user programs running in guest Operating system getting m@adaccess to bypass security mechanisms
like Data Execution Prevention (DEP), Safe Structured Error Handling (Safe8iHAddress Space Layout
Randomization (ASLR)[15]. Input validation error in Xencan be exploitedoloy user of a guest domain to
execute arbitrary commands in domain 0 (Host domain).

2.1.2. Vulnerabilities in Internet protocol

Vulnerabilities in Internet protocols may prove to be an implicit way of attgokloud system, that include
common types of attacks like mamthe-middle attack, IP spoofing, ARP spoofing, DNS poisoning, &i&tks
and flooding. ARP poisoning is the one of the known vulnerabilitiedniernet protocols. Using this
vulnerability, malicious VM can redirect all the inbound/outbound traffic obdocated VM to the malicious
VM since ARP does not require ProaoftOrigin. HTTP is a web application protocol that requires session state.
Many techniques are used for session handling. However, theyubrerable to session-riding and session
hijacking. These vulnerabilities are certainly relevant to CIBUH/IP has some “unfixable flaw$ such as
“trusted machine” status of machines that have been in contact with each other, and tacit assumption that routing
tables on routers will not be maliciously altered][$6ch attack scenario becomes critical for public Cioad
the general backbone for Cloud provision is the Internet.

2.1.3.Unauthorized access to management interface

In Cloud, users have to manage their subscription including Ghsti@nce, data upload or data computation
through a management interface e.g. AWS management cohgpl&fiauthorized access to such a management
interface may become very critical for a Cloud system. Unlike traditional sydstégher number of
administrators and users for a Cloud system increases probédilitywauthorized access. Advances in crypto
analysis breaks security provided by cryptographic algorithms,hwiiay turns strong encryption into weak
encryption. Insecure or out dated cryptography vulnerabilities are also telav@ioud since it is not thinkable
to use Cloud without using cryptography to protect data security awacy in the cloud. For example, a
cryptographic hole discovered in AmazeBC2 management interface by performing signature-wrapping and
cross site scripting (XSS) attacks, where interfaces used to manager€oucdces are hijacked. Such attacks
allow attackers to create, modify and delete machine images, and changestagiine passwords and
settings8].Recent researchLflhas shown that, successfully attacking a Cloud control interface carsalow
attacker to gain a complete power over an account including all stored data.



2.1.4.Injection vulnerabilities

Vulnerabilities like SQL injection flaw, OS injection flaw and Lightweightectory Access Protocol (LDAP)
injection flaw are used to disclose application components. Such vulnerahiléiesitcome of defects in design
and architecture of applications. These data may be of organization’s applications or private data of other
organization’s applications residing on same Cloud.

2.1.5.Vulnerabilities in browsers and APIs

Cloud providers expose a set of software interfaces (or APIgdsédmer can use to manage and interact
with Cloud services. Service provisioning, management, orchestration, aitdnngrare performed using these
interfaces via client (e.g. Web browser). Security and availability ofidCkervices depend on the security of
these APIls. Examples of browser based attacks (HTML based servicesphareersficate spoofing, attacks on
browser caches and phishing attacks on mail clie2@ [APIs should support all key agreement methods
specified in WS-Security family of standards, since the regukitys must be stored directly in the browser. This
could be done by enhancing security of APIs, e.g. PKCS#11.

For providing security to Cloud services and resources, theserabilities should be tested (and removed)
before delivering Cloud services to user. In Table 1, we summarizerahihties relevant to Cloud and their
associated effects.

Table 1.Effects of vulnerabilities in Cloud and consedjeéfects.

Vulnerability Consequent effects
Unauthorized Access to Management An intruder can gain access control and can takerdalga of services to harbor attacks.
Interface Access to administrative interface can be more critical.
Vulnerabilities in Internet Protocol Allow network attacks like ARP spoofing, SYN-floodpS/DDosS etc.
Injection Vulnerabilities Unauthorized disclosure of private data behind apidios.
Vulnerabilities in Virtualization Bypassing the security barriers can allow access to lyidghypervisor.
Vulnerabilities in Browsers and APIs Allow unauthorized service access.

2.2.Threats to Cloud Computing

Cloud security alliance in [20] presented a primary draft for threatsamtldo the security architecture of
Cloud services. We discuss here some potential threats relevant to Cloud and neltgyation directives.

2.2.1.Changes to business model

Cloud computing changes the way of IT services that are delivered. As serveagiestord applications are
provided by off-site external service providesgganizations need to evaluate the risks associated with the loss of
control over the infrastructure. Data traversing over geographical boundaiestgected to different federal
laws. This is a prime threat which hinders the usage of Cloundputing services. A reliable ertd-end
encryption and appropriate trust management scheme can simplifghsgghto some extent.

2.2.2.Abusive use of Cloud computing

Cloud computing provides several utilities including bandwidth and starageacities. Some vendors also
give a predefined trial period to use their services. However, theptdeane sufficient control over attackers,
malicious users, spammers that can take advantages of trials. Thesdeoaallofv an intruder to plarda
malicious attack and prove to be a platform for strong attacks. Afeasncern include password and key
cracking, launching dynamic attack points, DDOS, Captcha solving farms ett tt8eats affect the laaS and



PaaS service models. For protection, initial registration should be thpoger validation/verification and
through strongesiuthentication. User’s network traffic should be monitored comprehensively.

2.2.3.Insecure interfaces and API

Cloud provider often exposes a set of APIs to allow its customers to designeaface for interacting with
Cloud service. These interfaceften add a layer on top of the framework, which in turn wontdease the
complexity of Cloud Such interfaces allow vulnerabilities (in the existent API) to move to thedClou
environment. Improper use of such interfaces would often posatshsuch as clear-text authentication,
transmission of cont®, improper authorizations etc. Such type of threat may affect the laaS,dRdaSaaS
service models. This can be avoided by using proper security modelofiod provider’s interface and ensuring
strong authentication and access control mechanism with encryptedissios.

2.2.4.Malicious insiders

Most of the organizations hide their own policies regarding the level of atocesmployees, recruitment
procedure for employees. However, using higher level ofsgceae employee can gain access to confidential
data and services. Due to lack of transparency into Cloud pravjgleicess and procedure, insiders often have
the privilege. Insider activities are often bypassed by a firewall orsintniDetection system (IDS) assuming it
to be a legal activity. Trusted insider may turn into an adverdarguch a situation, insiders can cause
considerable effect on Cloud service offerings. E.g. malicious insaeraccess confidential data and gain
control over theCloud services with no risk of detectic®0[. This type of threat may be relevant to SaaS, PaaS
and laaS. To avoid this, more transparency is required into secudtymamagement process including
compliance reporting and breach notification

2.2.5.Shared technology/ Multi-tenancy nature

In multi-tenant architecture, virtualization is used to offer shared orad@reervices. Same application is
shared among different user having VM access. But as presented ealfierabilities in a hypervisor allow
malicious user to gain access and control of legitimate users” VMs. laaS services are delivered using shared
resources, which may not be designed to provide strong isolationufartemant architectures. This may affect
the overall architecture of Cloud by allowing one tenant to interfere into the atiteaffecting its normal
operation. This type of threat affects laaS. Implementation of SLAdtmhing, strong authentication and access
control to administrative tasks are some of the solutions to addressti@s is

2.2.6.Data loss and leakage

Data may be compromised in many ways. This may include data comger deletion or modification. Due
to dynamic and shared nature of the Cloud, such threat cowe poobe a major issue leading to data theft.
Examples of such threats are lack of authentication, authorization dind@utrol, weak encryption algorithms,
weak keys, risk of association, unreliable datacenter, and lack of disasieery. This threat can be applicable
to SaaS, PaaS and laaS. Solutions telksecurity of API, data integrity, secure storage for used keys, data
backup and retention policies e&f].

2.2.7.Service hijacking

Service hijacking may lead to redirect client to an illegitimate website. User accodnsgraite instances
could in turn make a new base for attackers. Phishing attack, faphbitation of software vulnerabilities,
reused credentials and passwords may pose service or accounhgijddks threat affects laaS, PaaS and SaaS.
Some of the solutions to address this threat include security policiesg sittthentication and activity
monitoring.



2.2.8.Risk profiling

Cloud offerings make organizations less involved with ownershipraaintenance of H/W and S/\Whis
offers significant advantages. However, this makes them unawareroal security procedures, security
compliance, hardening, patching, auditing and logging process etexpode organization to greater risk. To
avoid it, Cloud provider should disclose partial infrastructure details, lajsl@a There should be monitoring
and alerting system.

2.2.9.1dentity theft

Identity theft is a form of fraud in which someone pretends tobeesne else, to access resources or obtain
credit and other benefits. The victim (of identity theft) can suffer adveonsequences and losses and held
accountable for the perpetrator's actions. Relevant security risks analeak password recovery workflows,
phishing attacks,key loggers etc. This affects SaaS, PaaS, and laaS. Soltdiarsésstrong authentication
mechanism.

In Table 2, we summarize threats to Cloud and directives to avoid them.

2.3. Attacks on Cloud Computing

By exploiting vulnerabilities in Clouydadversary can be able to launch the following attacks on Cloud
computing.

2.3.1.Zombie attack

Through Internet, an attacker tries to flood the victim by sending requestsnnocent hosts the network
This type of hosts callezbmbies In Cloud, the requests for Virtual Machined\s) are accessible by each user
through the Internet. Attacker can flood the large number of requestsnil@ies Such an attack interrupts the
expected behavior of Cloud affecting availability of Cloud services. Cladlre overloaded to sereenumber
of requests and exhausted, which cause DoS (Denial of Service) or DDoSUidtidienial of service) to the
serves. Cloud in the presence of attacker’s flooded requests cannot serve valid user’s requests. Better
authentication/authorization and IDS/IPS can provide protection against such an attack

In the presence of flooding aombieattack, Cloud provider provides morengoutational power to serve the
huge number of requests (includimgmbierequests). By attacking ansingle server, the attacker can cause a
unavailability of service. Such an attack is called DoS attack. It may affemt sghviceslf server’s resources
are completely exhausted by processing the flood requests, other sestécees on the same server are no
longer able to perform their intended tasks. Finally, whole Cloud syst&ches a state of full loss and cannot be
able to serve any service request coming from valid users. Suchftgstributed attack is calleBDoS attack
A denial of service attack against BitBucket.org, a code hosting site, cansedtage of over 19hours of
downtime during an apparent denial of service attack on the Amazon Gifsastructure [21]. If an attacker
cannot be identified, the flooded service raises the user bill for tHdoad caused by the attacker. To prevent
Cloud from such attacks, Intrusion detection System (IDS)/Intri&ienention System (IPS) can be used.



Table 2.Summary of threats to Cloud and solution tiires.

Threats Effects Affected Solution directives
Cloud
services
Changes | Loss of control over Cloud infrastructure. SaaS, Paay e Provide control and monitoring system
to business and laaS. offered services.
model
Abusive Allows intruder to launch strongerattacks due| PaaS and e Stronger registration and authentication.
use of anonymous signup, lack of validation, service fra| laaS. e Comprehensive monitoring of network traffic.
S(I)(r):p()juting and ad-hoc services.
Insecure Poses threats like clear-text authenticati SaaS, Paay e Ensure strong authentication and access co
rr:?jrf;g?s transmission of content; improper authorizations ¢ and laaS. mechanism with encrypted transmission.
Malicious | Insider malicious activity bypassinfirewall and| SaaS, Paad e Provide transparency to security and
insiders other security model. and laasS. management process.
e Use compliance reporting and brea
notification.

Shared Allows one user to interfere other users’ services by | laaS. e Use strong authentication and access cor
_technology compromising hypervisor. mechanism to administrative task.
I1SSues ¢ Inspect vulnerability and configuration.
Data loss | Confidential data can be compromised, deleted SaaS, Paad e Use secure APIls, encryption algorithms 3
and modified. and laasS. secure keys.
leakage o Apply data retention and backup policies.
Service User accounts and service instances could in | SaaS, Paay e Use security policies, strong authenticati
hijacking | make a new base for attackers. and laaS. mechanism and activity monitoring.
Risk Internal security procedures, security complian SaaS, Paag e Disclose partial logs, data and infrastructy
profiling configuration hardening, patching, auditing a and laaS. detail.

logging may be overlooked. e Use monitoring and alerting system for dg

breaches.

Identity Attacker can get valid user’s identity to access that | SaaS, Paay e Use strong passwords and authenticat
theft user’s resources; and obtain credit or other benefits | and laaS. mechanism.

in that user’s name.

2.3.2.Service injection attack

Cloud system is responsible for determining and eventually instagtiati freeto-use instance of the
requested service. The address for accessing that new instance is torhenimaed back to the requesting user.
An adversary tries to inject a malicious service or new virtual machinghat€loud system and can provide

malicious service to users. Cloud malware affects the Cloud services dngimnfp (or blocking)Cloud

functionalities. Consider a case wherein adversary creates his/her malicious sewiSaafkPaaS or laaS and
adds it to the Cloud system. If adversary succeeds to do thisydhémrequests are redirected to the malicious
services automatically. To defend against this type of attack, serviceitintelgecking module should be

implemented. Strong isolation between VMs may disable attacker fromiigjecilicious code in neighbor’s

VM.

2.3.3.Attacks on virtualization
There are mainly two types of attacks performed over virtualization: dgesand Rootkit in hypervisor.



VM Escape: In this type of attack, an akkacs program running in a VM breaks the isolation layer in order to
run with the hypervisor’s root privileges instead with the VM privileges. This allows attacker to interact directly
with the hypervisor. Therefore, VMEscape from the isolation isigeal by the virtual layer. By VM escape) a
attacker gets access to the host OS and the other VMs running drysiepmachine.

Rootkit in Hypervisor: VM-based rootkits initiate a hypervisor comprargishe existing host OS to a VM.
The new guest OS considers that it is running as the host OS, aitbriesponding control over the resources,
but it is not there. Hypervisor also creates a cover channel to execute unautbodeddto the system. This
allows an attacker to control over any VM running on the host machthéoamanipulate the activities on the
system.

2.3.4.Man-n-the Middle attack

If secure socket layer (SSL) is not properly configured, thgnadtacker is able to access the data exchange
between two parties. In Cloud, attacker can be able to access the datanamatioruamong data centers. Proper
SSL configuration and data communication test between authorized parties esefllgo reduce the risk of
manin-the-middle attack.

2.3.5.Metadata spoofing attack

In this attack, an adversary modifieschanges service’s WSDL file where descriptions about service instance
are stored. If the adversary succeeds to interrupt service invocatiofrmmdéd/SDL file at delivering time, then
this attack can be possible. To disable such an attack, informationsspeices and applications should be kept
in encrypted form Strong authentication (and authorization) should be enforcedfor accessihgcritical
information.

2.3.6.Phishing attack

Phishing attacks are well known for manipulating a web link and reitigea user to a false link to get
sensitive data. In Cloud, it may possible that an attacker use the use theerldad to host a phishing attack
siteto hijack account and services of other users in cloud.

Wrapping attackin Cloud, user requests of his/her VM using wetlvdaroor a thin client. Web server
generates SOAP message (that contains XML based information that will be exchatvgeeh the server and
browser) for this request. Before communication between server anddsrsuch XML based information are
signed using signature values. All the information regarding destinare contained in SOAP header. In
wrapping attack, an adversary duplicates the body of the message andostvedserver as a legitimate user
during the translation of the SOAP message. The signature valuelinatkd message and integrity of the
message will be valid at server. Finally, an adversary will be able intelrepElbud services by running
malicious code.

2.3.7.Cross site scripting

In this type of attack, user enters correct URL of a website and attackee other site redirect the user to its
own website and gets its credentials or sensitive data of the useatfHais allows attacker to perform buffer
overflows, DOS attacks and malicious software injection in to the web erews

2.3.8.Backdoor channel attack

It is a passive attack, which allows hackers to gain remote access to f®eused system.Using backdoor
channels, hackers can be able to control victim’s resources and can maket zombiefor attempting DDoS attack. It
can also be used to disclose the confidential data of victim. Better authenticatignlation between VMs can
provide protection against such attacks.

\
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Table 3 summarizes attackieir effects and mitigation directivTable 3.SummainattacksonCloud and its mitigation directives.

Attack type How? (Attack Service Effects Mitigation techniques
Surface/Procedure) affected

Zombie Attack, |e By compromising valiq Saas/ « Affects service availability. | e Better authentication an

DoS/DDoS user’s VMs. PaaS/laas |, May account for falsq¢ authorization.

Attack e Through  direct/indirec service usage.. o IDS/IPS.
flooding to host. .

e VM level attack/
Hypervisor level attack
Network level attack.

L]

Service Injectior] ¢ Malicious service injecte| PaasS « Malicious service provide( e Check service integrit

Attack through accessing servit to user instead of valii using hash function.
identification files. service. e Strong isolation betwee

o Application level attack o Affects service integrity. VMs.

VM level attack. o Web service security.
e Use secure web browse
and APIs.

Attacks on e By compromising laasS o Allows attacker to gaif e Use of secure hypervisor.

virtualization hypervisor. control over other user’s | e Monitor  activities  af

VM Escape ang e By escaping virtualizatiol VM. hypervisor.

attack o layer. VM isolation required.

hypervisor ¢ VM level attack/
Hypervisor level attack

Man-in-the e By accessing dat| SaaS/PaaS| e Affects the data security arj ¢ Proper configuration o

Middle attack communication  betwee| 23S privacy. SSL required.
two parties.

Metadata o Modifying web servicd SaaS/PaaS| e Abnormal behavior 0| e Strong isolation betwee]

Spoofing attack description file such a deployed services. VMs.

WSDL. o Affects service

e Application level attack. confidentiality.

Phishing attack | e By allowing users tq SaaS/PaaS e Affects the privacy of user’s | o Identify the spam mails.
access fake web link. laaS sensitive information thg

should not be revealed.

Wrapping attack | ¢ By duplicating body of SaaS ¢ Allows attacker to intrud{ e Use  proper  signatur
SOAP  header  wher Cloud service and rul mechanism.
authentication informatiol malicious code. e Use proper configuratio
are stored. of SSL.

CFQSS_ sitg e By redirecting user fron SaaS e This allows attacker t(e Use proper configuratio

scripting valid URL to attacker’s of SSL.

web site.

perform various attacks lik
buffer overflow, DoS attac
etc.

Use anti malware softwarg
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Backdoor e By compromising valid 1aaS e Provides rights for accessiil e Better authentication an
channel attacks user’s VMs. victim’s resources. authorization.
e VM level attack/ e Can affect the servicj e Strong isolation betwee
Hypervisor level attack. availability and data privacy VMs.

3. Security Issues at Different LevelsinCloud

Above presented threats/attacks directly or indiyegffect the confidentiality, integrity and avaBility of Cloud
resources as well as services at different layadsraises several security concerns as shown in3-ig Fig. 3,
we explore each layer (as shown in Fig. 1) of Cleuith associated security concerns. Therefore, lvssified
security concerns based on different levels vigleption level, network level, data storage lew#ltualization
level, authentication and access control levektttevel, compliance, audit & regulations level.pfipation level
risks directly affect the security of Cloud applicens at user layer. Network level threats or istoms affect the
overall security of Cloud services, data as welphgsical resources. One can easily gain accesthef users
resources or services by monitoring network traffi€loud. Attacks on data storage directly affebis security
of user’s data (at rest or in-transit) including application data, sensitiveaa&tc. Virtualization level risks
directly affect the data storage level security apglication level security. Authentication and e control
level risks affects the security of legitimateer’s services and resources. Trust level risks direaffigct the
security of datan-transit and migrating applications. Auditing, cdrapce and regulations levels threats
directly affect the user’s data privacy, confidentiality and integrity.
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Fig.3.A detailed architecture of Cloud with segudbncerns at each layer.

3.1. Application Level Security Issues

Application level security refers to the usage of softwackhardware resources for providing security
to applications such that the attackers are not able to get control over appliaatianske desirable changes to
their format. Since Web applications and SaaS are tightly coupled in pro@tting services, the security and
availability of general cloud services are dependent upon the security of "diledebs, APls, vulnerability free
applications. A Web browser is the platform independent client prodrainist mostly used to access the cloud
services (SaaS), web applications/pages or web 2.0. It uses SSL/TLS protocsdsuice transmission and
authentication of data. Therefore, attacks on browser based Cloud authentdastinly affect the security of
Cloud applications. Any attacker can get access of other user’s XML tokens (authentication related credentials in
browser) and accesses the services of victim. One of the solutions vizsiiature and XML encryption can
be used to enhance browser security. However, XML Signature Wragipangs enables attacker to change the
content of the signed part without invalidating the signature. Bsing XML signature wrapping attack (due to
exploitation of cross-site XSS scripting vulnerabilities), it is possible to h§anke live Amazon Web Services
(AWS) accounts (that uses SOAP and REST interfa&g)Therefore XML signature or XML Encryption fails
to provide browser level security. To address wrapping attack, authd&b] recommended the use of a
redundant bit (STAMP bit) with the SOAP header. If any adversagysrthe message during transmission, the
STAMP will be changed. At server side, first STAMP bit is checked and if eda8FAMP bit is found, then in
the browser, new signature value is generated that sent back towthieteemodify the authenticity checking.
Using this approach, an adversary cannot interrupt the customesterjth a duplication of the SOAP message



13

because the previous signature value is already altered. For this pardgserandom signature value generator
is needed in the browser end and only the extra message overtoegdiifis required for an authenticity check.
However, such approaches are not applied to current Cloud systemssasiillian open challenge to provide a
sufficient browser level security.

L. Hu et al. p6] presented an ontology-based Semantic Access Control Policy Language LISBRCP
describing access control policies (ACPs) in cloud computing environmethislapproach, syntax elements of
XACML, such as subject, object, action and attribute variables, are annotated wathtisénformation using
the Access Control Oriented Ontology System (ACOOS) and some syntax elamgeatided such as priority
and confidentiality. This approach can solve the problem of sematgioperability and mutual understanding
on the distributed access control policies of resources when cross organizaiinvolved. However, it is

f £,
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mentioned that this approach does not provide automatic conflict resolutinre®ror policies and semantics-
based access control mechanism for variable granularity [56

M .H. Diallo et al. 7] proposed an approach that extends middleware by incorporating ChoectP
Cloudprotect stores user’s application data in encrypted form. It protects privacy of user’s application data. Some
application requires access to the data in plain text format. Therefore it is cumbdosencrypt and decrypt
data. CloudProtect maintains the policies defining which data shouldptairitext form and which data should
be encrypted on server. The policies are defined based user behaviderdtkefy management and secure
sharing of data. However, it is mentioned that the feasibility of thijgoagh is not analyzed for Cloud
applications.

O0n

Carry-on evidence

Otherkey security issues at application level are Service Availability and Intefyvityrkload state.

3.1.1.Service availability

Temporary or permanent loss of services and DoS/DDoS attacks arehnezits taffecting availability of
Cloud services. For better QoS, services should be available as promesethey are requestetinere are few
incidents reported in literature. Database cluster failure caused at Salesforce3toim 2P11 (Februarng?),
Gmail goes down for few hours and due to service disrupti@8%0 of Gmail users affected and lost their
previous emails and other data [24]. O A8arch 2011, thousands of users registered at Intuit comparigh(w
offers financial and tax preparation software and related services) wergeegpdran outage for 2 to 5 days
during change in network configuration and scheduled maintenance.résulfy customers were blocked to
access offered services [24].To address such issue, proper catidigaf an IDS/IPS can be investigated.

3.1.2.Integrity of workload state

The integrity for state of a workload should be preserved to ensure expest#d. Applications involving
workflows are required to store temporary results of computation faretif levels. There is no standard
mechanism used to secure such sensitive files. If these serikigvaré disclosed to attacker, he/she may be able
to threaten the expected behavior of application. A provenance baseadipf§ can be used for securing
application data flow among different sites. This approach provides cordiitgrénd integrity for data flow
processing applications. As shown in Fig28], composer (Cencrypts information regarding flow of da#t
each hop (§ decrypts thenext hop’s (S;) information and send data. Here, a single hop cannot see the whole
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topology. Malicious hop canndite able to exploit entire flow of data. This approach can be used to eravid
solution for integrity of data flow application delivery in Cloud.

Fig. 4.Dataflow processing in provenance based appi@at
3.2.Network Level Security Issues

Network is the backbone of Cloud and hence vulnerabilities in netdicektly affect the security of Cloud.
As shown in Fig. 5, security issuasnetwork level should be considered in terms of both externaindewhal
networks. An Adversary outside the Cloud network often perf@ofs or DDoS attacks to affect the availability
of Cloud services and resources. DoS/DDoS attacks reduce the bandwidth anésntreaengestion causing
poor service to the users. Due to distributed nature of Cloud, it istthgtbevent DoS/DDS and Economic
Denial of Sustainability (EDS can be called as HTTP and XML based D8] attacks.

External attack Internal attack

Host

i Services
Intruder
Fig. 5.An abstract view of network layer threat mdde Cloud.

Some common attacks at network layer are DNS poisoning attack, Sniffer &tatkcanning, Cross site
scripting, ARP spoofing, IP spoofing and phishing attack, whiehegecuted to gain access of Cloud resources.
Internal network attacker (authorized users or users within clowebrigtcan easily get access to other user’s
resources without being detected. An insider has higher privileges andekige (related to network, security
mechanism and resources to attack) than the external attacker. Theréfogasit for an insider to penetrate an
attack than external attackers. Major security issues at network level inclimdeabilities in Internet protocols,
authorization and authentication, intrusions, backdoor attack, sdsgoking and clear data transmissidro
address some of the issussetwork level, major Cloud providers (like Amazon, Window AziRack Space,
Eucalyptus etc.)are running their applications behind firewall. Howéven)y provides security at boundary of
network and cannot detect internal attacks. Network based intrusion detestem $MIDS) can be integrated to
address some of the security issues. However, an NIDS should figpuceoh for detecting external intrusions as
well as internal intrusions. It should be also capable of detecting intrdsoonsencrypted traffic. In following,
we see the existing research efforts to address network securéyg issCloud.

Through experiments and implementation, authors in [26]eyed about the security solutions that can be
applied to detect ARP spoofing attacks. They concluded that XA2f] 2dol is an efficient security solution that
can accurately detect ARP spoofing attacks3f],[we discussed existing NIDS approaches to Cloud. For
example, C. C. Lo et a)28] introduceda snort based intrusion detection system framework for Cloud sy8&em
shown in Fig. 6 [28BnIDS module is installed on each region of Cloud environment. Ifitansion is detected
at any region, it alerts other regions by using cooperative agent. Other regipaesatively compute severity of
that and then differentiate it as an attack or normal activity based osshdhd.
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Fig. 6. Block diagram of cooperative agent based ambr{28].

This approach is suitable for preventing Cloud system from sirgjle pf failure caused by DDoS attack.
However, it needs substantial computational effdrBBakshi and Yogesh [29] proposadnethod to secureVMs
in Cloud from DDoS attack using an IDB this approach, snort based NIDS tool is installed on VM. If any
suspicious activity is detected, it notifies the source IP of that actinidyblocks packets coming from that IP. If
DDoS attack is found, it transfers the service running on affected VM to atthand blocks all the packets.

Mazzariello et al.§0] presented Snort based misuse detection in open source Eucalyptde@igonment
In this approach, Snort is deployed at a primary controller managingd agistances called cloud controller as
well as on the physical machines (hosting virtual machines) to detect ingrasioning from external networks
This approach solves the problem of deploying multiple instancé3SfAlthough it is a fast and cost effective
solution it can only detect known attacks since only Snort is involved

Sandaret al.§8] introduced a new type of DDoS attack, called Economic Denial of Sustainé®DoS) in
Cloud services and proposed a solution framework for EDoS proteEfimS attack can be called as HTTP and
XML based DDoS attack. EDoSprotection framework uses firewall and pserler to detect EDoS attack. A
firewall is used to detect EDoS at the entry point of Cloud, wheregsuttate server is used to authenticate the
user. In this work, the authors demonstrated EDoS attack in theoAnt&22 Cloud. However, it is not an
efficient solution since it uses only traditional firewalls. Research is still netedddtect EDoS attacks in the
Cloud.

F. Y. Lueet. al 8Q] integrate an intrusion detection system into a Grid, which uses exigtthgesources for
detecting strong DDoS attacks. In this approach, traffic from multipléctsss is collected by multiple
dispatchers and is sent for intrusion detection using scheduler. Usahéorwards that traffic to intrusion
detector, if load on any detector is low. This solution is used eéocome possible performance bottlenecks and
deals with the distribution of load which requires several nodes to be utilized.

To overcome limitations existing in above presented approaches, furtherelated to NIDS is needed to
provide fully secure network environment in Cloud. One anothallenging problem related to Cloud-NIDS is
the monitoring and capturing network traffic. This is due to the rteutthincy and distributed nature of Cloud
computing.

3.3.Data Storage Level Security Issues

Following aspects of data security are still open challenges:ib#tansit, Dataat-rest, Data Lineage, Data
Remanence, Data Provenance, Data Recovery, Data location, Data breachesstigdtine support.

In case of dat@n-transit, adversary in network affects the confidentiality and integfitdata. The biggest
risks for datan-transit include poor encryption technology and network protoc®isiply going for an
encryption technology does not serve the purpose.
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Data at rest (stored in Cloud storage) need physical, logical and personrssl egotrol policies. Some
examples related to Cloud failures on data security are: Data center of Hmstirag New jersey went down for
few hours due to software bug in a Cisco switch [24] (June 2010). Amazon’s EC2 and RDS services have
experienced an outage for 4 days (April 2011). Amazon reported ttidagsc Block Store (EBS) volumes are
trapped, which affected to EC2 instances trying to use affectedneslfi31]. Data at rest (stored in Cloud
storage)is generally commingled with other users’ data. Even after using techniques to prevent unauthorized
access, data at rest can be compromised thraxploitation of application vulnerabilities. The main
problemwith dateatrest in thecloud is loss of control, if a non-authorized user sesdbe data in a shared
environment. Storage devices with in-built encryption techniques failecet@mirunauthorized access since the
encryption and decryption keys can be compromised by maliciousAukmrkbox approach, wherein the actual
keys are stored in a lockbox and there is a separate key to accémskthat can be used in the above mentioned
caseHowever, again there is a need for security of lockbox key. Thiegppkey management issue.

Data lineage. Tracing the data path is known as data lineage and it is impartantlifing purpose in the
cloud. It is a challenging task to provide data lineage. Since the datasfleavlonger linear in a virtualized
environment within the cloud, it complicates the process of mappingatheldw to ensure integrity of the data.
Due to shared environment, maintaining the integrity of data is the nalkrges task is Cloud.

Data-Remanence refers to the data left out in case of data transfertendatal. It causes minimal security
threats viz; disclosure of sensitive information, data sold to others etc.

Data recovery is the one the most challenging problems. Data cast loidoto accidental damage or natural
disaster to storage. It poses risk to data availability for users.

Data location. Tracing location of data is difficult in Cloud since user’s data are dynamically migrated from
one region (or country) to another region (or country). It ine@®aisk of data privacy and security since data
owner loses the control over his/her data.

Data breaches and investigative support: It is difficult to investigate inajgteopr illegal activity, because
logging and data for multiple customers arelocated and may also be spread across an ever-changing set of
hosts and data centers.

D. Lin et al. BZ] proposed a data protection framework that is composed of thrdalesonamed policy
ranking, policy integration and policy enforcement. Policy ranking module is used to find satisfying users’
privacy policy requirements. For policy ranking module, there are thogkels recommended: (i) User-oriented
ranking model; (ii) Service-provider-oriented ranking model; and (iii) Brbleesed ranking model. After finding
the best service provider, proposed centralized model (for policy ati@gmodule) creates policies to be agreed
by involving parties. Finally policy enforcement module (uses either tigifliog or loose coupling) examines
whether confidentiality of data and policies are guaranteed at any time and at &ioy locaot.

M. Mowbray et al. 4] proposed a client based privacy manager, incorporated features likecatiin,
preference settings, data access, feedback and personae. Obfuscatimh tis medify some data fields of
database before sending it to Cloud for processing. So, an attackerarsim@ggplication would be unable to
reveal those data. Only owners of those data can de-obfuscate dtensesing preference settings, set of policy
can be incorporated for those data. Policies and data are shared with seinderearer using cryptographic
techniques. Data access will allow users to access personal informatobred&mg accuracy or any violation of
privacy. Feedback module monitors personal data transferring from platfminmanages feedback including
usage of personal data in Cloud. Personae module offers choicevéaling or not revealing different data
fields. Data privacy is fully dependent on data owner.

J. Naruchitparames et abJ proposed a blind processing service using trusted computing mechémi
provide improved privacy and integrity for user’s data. Blind processing is used create a secure channel between
dedicated processes that are concealed from the rest of the system inchamingracesses, system
administrators, and end-users. This approach provides several ddydrstraction in which a remote system is
ensured to have correct hardware, a trusted computing base, correct crededtiatsistvorthy state. However,
it requires more hardware for processing. Practical analysis of this apjscaat reported.
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M. R. Abbasy et al.g4] proposed an approach that hides sensitive data using DNA refereneaceEqgun
this approach, first data are converted from binary to DNA Nucleotides sequencencrypting data. Then,
complementary rules on encrypted data are applied. After that index of eadd obiucleotides in DNA
reference sequence are found. These sequences contain encrypted data.ryptingdébhese data, same
procedure is followed in bottomp manner. This approach provides security and privacy of user’s data in
resource sharing environment. However, if DNA sequence is alteraddified, it is difficult to retrieve original
data.

S. J. Stolfo et al.g5] proposed an approach that uses user behavior and decoy infortoatidigate insider
data theft. In this approach, data access patterns are monitored by pus@imgehavior. Decoy documents that
are stored in the Cloud along withe user’s real data act as sensors to detect illegitimate access. When
unauthorized access is found, it is verified using challenge questions.

3.4.Virtualization Level Security Issues

In the virtualized (multi-tenant) environment, multiple OSs run coeotly on a host @mputer using
hypervisor. Existing vulnerabilities [6] in VM that are distributed throughbatphysical and virtual enterprise
resources allow cyber attacker, malware, or other threats to rereaf@bit.VMs’ collocation also increases the
security risk. In general, an attacker exploits these vulnerabilities be dbtedten the security of Cloud.

As the number of Guest operating systems (OSs) running oneavisgr increase, the security concerns with
that newer guest OSs also increase. Because it is not possible to keepftedclguest OSs and hence
maintaining the security of those OSs is difficult. It may happenatigatest system tries to run a malicious code
on the host system and bring the system down or take full carfttioé system and block access to other guest
OSs. There are risks associated with sharing the same physical infrastbettveen a set of multiple users,
even one being malicious can cause threats to the others using ¢himfsastructure.

If a hacker is able to get control over the hypervisor, he can makge to any of the guest Oss and get
control over all the data passing through the hypervisor. Isolation betweeviMs is not completely adequate
by current virtual machine monitors (VMMs). By compromising theer layer hypervisor vulnerabilities,
attacker can gain control over installed VMs. E.g. Bluepill, SubVirt and DKSMcane svell-known attacks on
virtual layer. This is still an open problem to prevent such threats.

Virtualization based malware and rootkit: New generation of rootkits that befnefn the processor
technology that allows attacker to insert an additional hypervisor betwedmtware and the software. The
hypervisor takes control of the system and converts the origieahtipy system into a virtual guest on the fly. In
contrast to software-based virtualization, this kind of hijacking doese®at a restart, and that makes it all the
more difficult to detect the intrusion.

Sharing of VM image in Cloud introduces security risks. The owner of an imageoiscerned about
confidentiality (e.g., unauthorized accesses to the image). The uselirofige is concerned about safety (e.g., a
malicious image that is capable of corrupting or stealing the user's dvatepdata). For example, instances
running onAmazon’s EC2 platform can be easiliy compromized by performing various attacks ifjketsire-
wrapping attackross site scripting (XSS) attackDoS attack.This allowsattackers to create, maldifglatevVM
images, and change administrative passwords and settingsthat are pumstiatwces with EC2 for S3
access.There ia risk of non-compliance (e.g., running unlicensed software fware with expired licenses).
The administrator of Cloud is concerned with the security and coropliahthe Cloud as a whole and the
integrity of images. There is a risk of damages caused by malware neghtai any image stored in the
repository.
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There should be standard mechanism for checking integrity of Yivsfor successfully executing workload
and avoiding interruption of computation, data loss and misuse of cesolis shownin Fig. 7 [36], host based
transparentCloud protection system (TCPS) monitors integrity ofdCéomponents. TCPS is placed between
guest’skernel and the virtualization layers, which monitors guest VMs and proteats #gginst intruders and
attacks. It also addresses transparency problem in Cloud.

Fig. 7.Architecture of TCPS [36

Authors in B7] provided solution for securing virtual image repository and acomssol. As shown in Fig.,8
access control mechanism is used to reduce risk of unauthorized access to publisher’s VM images. Image filters
are used to remove user’s personal information for providing privacy at publishing agtlieving time, where
tracking system is used to disable malicious attempts by tracing n&emiamage and their operations. Also
image repository is maintained by periodically implementing vicam@nd fixing vulnerabilities.
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A.Volokyta et al. p6] proposed a mechanism of monitoring of virtual machines to inceesseity of Cloud
resources that can be affected by attacks. Using a detector, Host OS is mdaoitamezhrity checking. All the
malicious activities are analyzed by this detector and logged into log file. Psifaglic checksum verification
of executable file and libraries, integrity of Cloud resources are chegkeidttal machine monitor (VMM). In
this approach, all the monitoring activities are done through VMM. Howevérygérvisor (or VMM) is
compromised, guest OSs (running on that VMM) can be compromised.

3.5. Authentication and Access Control Level Securigulss

In Cloud computing, the client’s information is transmitted over the Internet, which poses data ownership
issues B6]. As this information igprocessed outside the enterprise, it brings inherent level of risk.

This issue is addressed by providing support for security assertiokupnlanguage (SAML) federation
protocol (which contains authentication credentials in the form of SAddkertions) with their own
authentication protocoBB]. SAML is issued to exchange information, such as assertionsdrétate subject or
authentication information between cooperating domains. The requestspuhse messages of it are mapped
over Simple Object Access Protocol (SOAP) relying on XML. As discussaéction 3.1, using a Signature
WrappingAttack, it is possible to modify an eavesdropped message despiteedfgtigitaly signed Thus, an
attacker may be able to execute arbitrary machine commands on behalfgaingate user. To address such
issues, data should be transmitted via secured chdimeegrained authentication and authorization techniques
can be used for preventing data from unauthorized access.

L. Yan et al. §7] proposed an authentication approach that uses federated identity manageetber with
hierarchical identity-based cryptography (HIBC). It provides key (publjcakel private key) distribution along
with mutual authentication between parties in Cloud. It allows users tosaseasces from other Cloud with
single digital identity. For web services, this approach can be used touléstpbblic keys, while reducing
SOAP header size. It is used to create session between two partiest withssage exchange. However, it
creates trust issues since third party key distribution is involved.

A.Celesti et al. 8] addressed identity management problem in inter cloud. In thioagmprthird party is
used as identity provider (IDP). In order to communicate, each tlasido create an account using ID provided
by IDP. Each cloud performs authentication task on provided ID to etablisust and gains the access of
needed resources. Trust on foreign cloud is accomplished by the hBRinitation of this approach is that each
Cloud has to trust and rely on identity provider. Experimental etrahsaare not reported.
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To solve third party problem, R. Ranchal et &9][proposed an approach to protect identity information
without including trusted third party anging active bundle scheme. In this approach, Samir’s multi party
secrete sharing scheme is used to encrypt data. In this schemetezhdata and keys are shared among
multiple hosts. By computing predicate over encrypted data and multipartyutiog, active bundle based
authentication can be done without decrypting data.

Fine-grained access controls should be available for controlling accessitovaedata or application code.
Security group is able to define a setof controls applied to applications dependheydata.

For controlling access to Cloud resources, standards like eXtensible Accessl Gtarkup Language
(XACML) expressing access policies can be used. Service providers like Salestbi@eamie Apps are using
XACML for authorization decision and access control. Authors38) presented security model for restricting
access to information through covert chanmel€loud The solution for identity management among Clouds is
presented in [40]. According to proposed protocol in [@dud user registers his/her ID with service provider
and gets a certificate with public key. Then third party service Claddsarvice providers send their certificate
to each other. While requesting to third party service Cloud, usevearéfy its certificate. After that, messages
for third party service Cloud and service provider Cloud are praduceproduced messages, service level
informationis hidden for service provider, whereas ID and privileges (IOMD as ishiowig.9) are hidden for
third party service Cloud. For hiding such information, dual sigeafproduced by hash function and encryption
using user’s private key) are used. Thus disclosure of user’s ID and privileges can be protected from service
providers.

Fig. 9.(a)Dual signature procedure (b) Service igaiion [4Q.

A re-encryption approach (as shown in Hig[41]) provides flexible access control mechanism in Cloud data
storage. Here, data own@®,,, (who provides data to service provider) generates private key and peplic k
using private key generator (PKG) for each user of these data. Teeorggtion keys corresponding to private
key for each user are generated using key generator (REKG) ard sito authentication table. After that
access control policies are stored in access control matrix. Using publi¢ kaghouser, each tuple of owned
database is encrypted. Authorization table is encrypted using public key odsiatsdrvices provider (DSP).
Encrypted database and authorization table are transferred to DSP. By usiogypéenkeys, DSP re-encrypts

IDMD
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ID: User’s information. E: Encryption function.

H: Hash function IOMD: ID and order message digest.
IOMD: ID information message digest. DS: Dual signature.

Ol: Order information. D: Decryption function.

OIMD: Order message digest.

tuples of database. Produced:igher text is decrypted only by legal user’s private key. Thus, DSP can authorize
data users without seeing data.
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Fig. 10. Re-encryption based approach.[41

V. Echeverria et al.7[0] proposed an idea to control an access of user data in Cloud; that isReaieidsion
as a Service. It separates access control from other services to provide a sepérati ghe cloud. This allows
users to set permissions for all data in a single locafidis approach provides confidentiality of user’sby
encrypting them using attribute based encryption (ABE) to provide dafaentiality. When any user wants to
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access this datgermissions to access this data are managed via decryption keys. étptesy approach is
applied only for PaaS.

E. E. Mon et al. T1] combined Role-based Access Control (RBAC) and Attribute-based #\¢estrol
(ABAC) to provide the privacy and security of sensitive data of clmets. In this approach, Cloud clients store
their data based on privacy laws according to their user levels. With thé R&AG and ABAC, the privacy
manager defines the privacy policies, privacy laws, user levels and séeveity/to control data access. Using an
access control list (ACL), users are granted or denied to accesatghdndthis approach, security and privacy
policies are defined by service providers, which restrict users to store allftgptacsince service providers are
not fully trusted.

D. Slamanig T2] presented a dynamic accumulator based approach for privacy presemsg aontrol to
outsourced data. In this approach, the concept of access control lits) (8Qsed to provide permissions (read,
write, delete) to other users who are able to unlinkably and anonynpmrédlym operations on outsourced data
items when having these permissions. Using this approach, iecdecided that whether the users are allowed to
system or not. Data user can give/get access rights to/from othenusersas Cloud provider will not be able to
identify such users and linked operations done by users. The limitdttbis approach is that if data owner want
to revoke permission from user, then that user must have to rgvakied permission from other users. This
makes computationally difficult to maintain chain of users.

M. Raykova et al. 13] proposed privacy enhanced access control for outsourced Idattasis approach,
authors combine coarse-grained access control and fine-grained crypiograpess control. Coarse-grained
access control offers an affordable communication overhead and prpriiciesy of information against view of
the access rules and the access patterns, whereasafime} cryptographic access control is used at the user’s
side, which provides the desired access control policies. This approach refd and write access control to
user’s data.
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3.6.Trust Level Security Issues

This is one of the serious problems in Cloud. Since users haveflaoktrol over resources, they have to rely
on trust mechanisms and contracts in conjunction with mechanismgréhvéde a compensation. But trust is a
very fuzzy concept and very difficult to calculate in a heterogenepusonment that is assessed by human or
social trust. Contractors may be stdmtracting without user’s knowledge. That means limiting visibility of
network and system monitoring to user poses a trust issu¢raCorequirements may not be propagated down
the sub contracts. Emplegs (authorized users) or malicious insiders of organization often pedttacks that
affect the confidendiity and privacy of other users’ data as well as resources. Lack of public relations poses trust
issue. Data Processing outside the organization poses inherent leigél dthere is no direct control on some
service components outside the organization. Limiting visibility of ndtwoid system monitoring to user may
also pose a trust issue. This issue can be addressed by providing adespageof visibility of monitoring
system. There should be mechanism for managing and assessmgltred risk. Cross-site scripting, access
control weaknesses, insecure storage, and insecure configuration @&eofstim threat exampleédvanced
cryptography techniques and signature technique can be used to addressueusthen outsourcing data.
Authors in [42] presented approach for verifying dynamic data eturisig data storage against adversary. Using
this approach, users can check correctness of their data in Cloud swittagainimum overhead. Also, it
protects users’ data against any failure and locates data errors.

3.7.Security Issues related to Auditing, Regulatory @bance and Laws

Audit and compliance to internal processes and external processes must bighrnossified requirement
and customer agreements, laws and regulations. Therefore, such silcidd be monitored. Multi-tenancy
nature of Cloud increases the difficulty of monitoring andgogress of VM.Due to dynamic nature of Cloud, it
is difficult to audit and compliance with coordination of external auditragulatory compliance and internal
policy compliance. Risks related to compliance are discussed as follows:

Privacy ComplianceOnly owners of data are responsible for the security and privacgiofoilitsourced data
even if the data is held by service provider. This is due to the vdagsand regulations in different countries.
It poses risk of data security, confidentiality and availability. This isgen problem for providing transparency
and controlled environment to owners about their data.

Geographic Compliancéf the tenant or cloud customer operates in the United States, Canada or theakurop
Union, they are subject to numerous regulatory requiremeneseTinclude Control Objectives for Information
and related Technology. These laws might relate to where the data isa@toraasferred, as well as how well
this data is protected from a confidentiality aspect.

Most of the cloud-based services have lengthy and onerous license agsetiratvery few businesses and
consumers read or understand in their entirety. As a result, cloud seaxéce$ten controlled by terms and
conditions that limit a user’s right of control and access or give the cloud service certain rights over the user’s
own data.

Industry Compliancelndustry compliance considerations are typically seen as an area wherecloathy
migrations flounder. Typical regulatory requirements can include:Pay@erd Industry Data Security Standard
(PCI-DSS) Health Insurance Portability and Accountability Act (HIPAA),Family EducetioRights and
Privacy Act (FERPA) Federal Information Processing Standard (FIPS) 140-2, Trustedhdht€onnections
(TIC) compliance.

Placing geographical and other restrictions on the collection, processing afertodrpersonally identifiable
information (PII) and sensitive information limit the usage of Cleatvices. Privacy laws in various countries
limit organizations to transfer some type of information to other cosntiey.,UK businesses storing personal
data with Cloud provider like Salesforce on the basis of their standardaacht®nditions could find themselves
in breach ofUK data protection law [43]. In Asia-Pacific (APAC) regidapan,Australia and many other
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countries have implemented data protection laws which require reasonaldareseto protect privacy of
personal data based on security guidelines of the Organization for EcoBooperation and Development
(OECD) and Asia Pacific Economic Cooperation’s (APEC) privacy framework [44]. In Europe, the European
Economic Area (EEA) has enacted data protection laws that follow thep&an data protection directives
[44].A set of standardsAp] like HIPAA, SOX, FDA, PCI, FISMA, GLBA, OSHA, ISO 27002, Basel Il etc.
should be implemented in Cloud to address compliance issue. Theraeisdato frame unified regulatory
compliance.

Multi-Tenancy applications often require modifying existing applicationsretneducing newer modifications
in application programs. In7p], the authors proposed a platform running on top of LAMP itcture for
increased stability and security. Their platform does not need modifi¢atoamrent application stack.

In [76], the authors proposed an architecture for self-protecting documenendapsulating security
components like access control and usage control for achieving atitalncument architecture for enterprise
Digital Rights Managemeijie-DRM].

In [77], the authors proposed an approach to ensure reliability of data Sebw Sequence and utilizing
token pre consumption. Their analysis show that the proposed schemee secure against Byzantine failure,
unauthorized data modification attacks, and even cloud server colluding #ti@clexisting systems

S. Bleikertz et al. 74] proposed a way for visualization and automated analysis based oabiiigcland
attack graphs. In this approach, proposed query and policy langaiaged to analyze security configuration. It
can be used to test the correctness of security policies (defined i) @owace the attack. However, it audits
only firewall rules for Cloud to assure users that their environmemtoigcted. It does not provide ability to
Cloud users to control their own resources at the Cloud and assumeattout the trustworthiness of Cloud
environment.

B. Wang et al. §1] proposed an approach called Oruta (One ring to rule them all)), tbnatips a new
privacy-preserving public auditing mechanism for shared data in an untolsted In this approach, third party
auditor is used, that uses ring signatures to build homomorphim#atters to verify the integrity of the shared
data for a static group of users without retrieving the entire data. Howeigenot an efficient solution, when
user groups are dynamic. Time taken to verify information incrdemesly with the number of users increases
in a group.

M.T. Khorshed §2] surveyed on the gaps that is slowing down cloud adoption andwvexViehallenges on
threat remediation. In this work, author investigated and compared rparfoes of several machine learning
techniques to monitor insider activities in Cloud and concluded that asiedbtechnique C4.5 (decision tree
classifier) is an efficient technique to solve problem of monitoring the insiders’ activities having similar patterns
as some other cyber attacks.

Table 4 summarizes security issues at different levels in Cloud enviranment
Security measures adopted by major Cloud providers are summarizaiolénsSTR6][47][48].
4. Future Resear ch Directions
There are upcoming Cloud models that require newer research directives:
4.1.Mobile Cloud Computing
Mobile Cloud computing is confined to availability of Cloud computingntabile ecosystem. These can also

be extended to tablets and portable PDAs having limited processing andyntapabilities Besides uniform
network stability and device access, mobile devices raise several secdrfiyivaaty concerns; an obvious case
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is misplacement or loss of a mobile device that can result into major rdaehb There is a lack of platform
independent languages to develop applications for mobile devices, i.e. consistent Basedid and Apple..



Table 4.Summary of security issues with their mitigatdomrctives.
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Issues Reported approaches Solution directives
Application | Service A provenance based approg e Before deploying applications, they should be testatl made
level availability [25]. free from vulnerabilities like buffer overflow, SQL égtion etc.
fseszuergy Integrity of DDoS attack detection fq e Strong authentication and access control.

workload state

securing VM R9.
Semantic access control [56].
CloudProtect [57].

Provide browser and API level security.
Implement IDS/IPS for service availability.

Implement secure software development life cycle.

Network level security issues

Various
[28] [30].

EDoS Protection [58].

IDS/IPS  approachg

Incorporate efficient firewall.
Use Network based IDS/IPS

Secure SSL trust configuration.

Anonymity based technique fi
data privacy [3B

Client based privacy manag
[34].

Policy ranking based approa|
[32].

Data hiding approach [64].
Fog Computing [65].

Provide browser and API level security, use SSL ety for
transmission of data.

Use standard SLAs, periodic audits required.
Provide abstract level transparency for migrated.dat
Implement database intrusion detection.

Use secure data backups and recovery protocols.
Data isolation required.

Homomorphic encryption technique can be incorporate(
provide data privacy.

Protection against Intra ho
attacks 6.

Virtual machine introspectio
based IDS approach [B5

Providing privacy for virtua
image repositoryd7].

Secure virtualization [66)].

Virtual machines should be isolated and admyach in VM’s
isolation should be alerted.

Ensure integrity and security of virtual machine images.
Virtual machine manager should be free from vulneradslit

Use firewall, host based IDS/IPS, network based IDS/
antivirus for virtualized operating system. These measumsds
be transferred to each guest machine.

Data Data protection

storage Data location

level

security | Data segregation

Issues Data integrity,
confidentiality
and availability
Data breaches
Long-term
viability
Data recovery

Virtualization level security

issues

Authentication an(

authorization level security

Restricting search and Acce
control 39).

Identity management bas
approach [4D

RE-Encryption based approaf
[41].

Permission as a service [70].

Use standards like SAML, encrypted SSL, XACML etc.
Use proper firewall to control access.
Use public key infrastructure solutions.

Identity based encryption, policy based encryptionattribute
based encryption techniques can be used.

Define access control policies and use proper SLAs.

Trust level security issues

Data storage security [#12

Provide certain transparency to data owner.

Use strong authentication and access control mechanism.
Provide periodic audits to data owners for their data.
Provide certain visibility of security system to datanevs.

Security issues related
Audit, Regulatory complianc]
and laws

Available standards: HIPAA
SOX, FDA, PCIl, FISMA,
GLBA, OSHA, ISO 27002
Basel Il 45].

Security audits for virtug

Need to frame unified regulatory compliance.

Proper SLA should be built, where privacy laws fotadshould
be considered.




2€

¢ Insider activity monitoring [76],

infrastructure [74].

Table 5.Security measures adopted by major Cloud pravider

Cloud Provider | Services Security measures adopted
offered
Amazon AWS PaaS Amazon EC2 provides web service interface to configiesvall settings, which controls networ
laas access between groups of users.
Amazon simple storage service (S3) is accessible via SStypted end points.tlis user’s
responsibility to encrypt data before storing into S3.
Google App| PaaS JVM in a secured “sandbox” environment is used for running Java Applications, which isola|
Engine applications and security. Any executable Java bytee atah be operated within the sandb
controls.
In addition, Python interpreter is running in a secured “sandbox” that isolates applications and
security.
Window Azure PaaS Firewalls, filtering routers, cryptographic protectioof messages, software security pat
laas management, central monitoring, correlation and anafystems, network segmentation, Serv
administration access and physical security.
Reduces the damage to infrastructure by providing optional and mandatory “sandbox” features.
Customers are provided security options as availableridom server. Configuration and updates
controlled by SSL client certificates and protectgd B8 bit encryption.
All administrative operations are audited.
Force.com PaaS For authentication, SAML is used on login, session sicand auditing.
Security at various levels such as Physical securitgicdb network security, host securit)
transmission level security and database securityravéded.
Rack Space laaS Firewalls, antivirus and spam protection provided.
SSL provided as add on service.
Go Grid laaS ServePath’s secure infrastructure and telecom facility provided.
Joyent Inc. PaaS Spam protection, advanced traffic security, SSL acatbn and Advanced DNS available.
laaS Isolated memory, storage, and network enforced atith&lization level.
Users have full control (root access) over ports aratgsses, but not kernel level access
underlying OS.
Layered laaS Access restrictions are provided through firewalls. Femd-protection against DDoS attack.
Technologies Inc.
(3-tera Inc.)
Terremark laaS Certified Infrastructure with SAS 70 Type II.
worldwide Inc. Firewalls and private VLAN architecture for network.
Connections to the management console are secured by SSL
Xcalibre laaS VLAN for each customer.
(L:tgmmumcanons Data is stored in a T1 storage back end.
Eucalyptus laaS WS-security for authentication, public key and préev&gey for users.
Open Nebula laaS Firewall and virtual private network tunnel used.
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Nimbus laaS e PKI credentials are required.

4.2.Encryption and Key management algorithms

Unknown physical location of data in the Cloud and different lawsresdoby nations to manage data make
encryption and key management complex. If encryption is appliegeitsito be performed at multiple locations.
Within the data center, in between the data centers, or between publidvate @touds etc. There is a strong
need of improved solution involving the users for controlling ke of their data. IM$], authors propose the
use of symmetric key encryption mechanism for data securityoudGramework. In [50], authors propose the
use of Public Key Infrastructure for the Cloud framework. Howabese approaches do not provide an efficient
solution for key management due to its complexity. Identity Basedoapp has to overcome the key
management limitation. However, there is a need of more robustaappi this context, which could extend
traditional approaches like Cipher text Policy Attribute based encryption (CPEBE)Key Policy Attribute
based encryption (KPABE) etc. to Cloud computing.

4.3.Ad-Hoc Clouds

Current Model of Cloud computing involves a data center approach, whehestgrs of machines are
dedicated to running Cloud infrastructure software. However, therdoenagme resources whose utilization has
been limited. A model called ‘Ad hoc Cloud [52] enables infrastructure software to be distributed over resources
harvested from machines already in existence within the enterprisem@jim turn yields several benefits such
as reduction of need for the specialized infrastructure for resilience. Howdseaapproach would require newer
architectural representations, membership control mechanism for set of rsafohiae-hoc Clouds and newer
model for maintaining scalability. Apart from these, there are mereepeas for further research andrequire
notable attention. These may include delivery of newer services like high paréamamputing, implementing
a secure Virtual Private Network over the Cloud, Security as a Service etc. Thespteare still in their
infancy and its adoption and extension to Cloud computing would eeqoiitsiderable research efforts.

5. Conclusions

Cloud computing can bring various business benefits to organizatidosever, there are many
challengesrelated to security and priva®ur attempt is to show various vulnerabilities, threats and attacks
hindering the adoption of Cloud computing. We surveyed existihgisns to address security issues at different
layer of Cloud, while identifying some open problems. It openspgze for future researchto extend existing
techniques and to investigate new techniques for security and ptovawgbile Cloud and ad-hoc Cloud. This
includes a need for a dynamic security model and better cryptok@ management) algorithms that targets
different levels of security and privacy for Cloud computing.
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