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he IPTS Report is produced on a monthly basis - ten issues a year to be precise, since there

are no issues in January and August - by the Institute for Prospective Technological Studies
(IPTS) of the Joint Research Centre (JRC) of the European Commission. The IPTS formally
collaborates in the production of the IPTS Report with a group of prestigious European institutions,
Jorming with IPTS the European Science and Technology Observatory (ESTO). It also benefits from
contributions from other colleagues in the JRC.

The Report is produced simultaneously in four languages. The masler copy is in English and
translated versions are produced in French, German and Spanish. The fact that it is not only
available in several languages, but also largely prepared and produced on the Internet’s World
Wide Web, makes it quite an uncommon undertaking.

The Report publishes articles in numerous areas, maintaining a rough balance between them,

and exploiting interdisciplinarity as far as possible. Articles are deemed prospectively relevant if
they attempt o explore issues not yet on the policymaker’s agenda (but projected to be there sooner
or later), or underappreciated aspects of issues already on the policymaker’s agenda. The multi-

stage drafting and redrafting process, based on a series of interactive consultations with oulside
experts guarantees quality control.

The first, and possibly most significant indicator, of success is that the Report is being read. The
issue 00 (December 1995) had a print run of 2000 copies, in what seemed an optimistic
projection at the time. Since then, readership of the paper and electronic versions has exceeded the
50,000 mark. Feedback, requests for subscriptions, as well as contributions, have come Jrom
policymaking (but also academic and private sector) circles not only from various parts of
Europe but also from the US, Japan, Australia, Latin America, N. Africa, elc.

We shall continue to endeavour to find the best way of fulfilling the expectations of our quite
diverse readership, avoiding oversimplification, as well as encyclopaedic reviews and the
inaccessibility of academic journals. The key is to remind ourselves, as well as the readers, that
we cannot be all things to all people, that it is important to carve our niche and continue
optimally exploring and exploiting it, hoping to illuminate topics under a new, revealing light for
the benefit of the readers, in order to prepare them for managing the challenges abead.
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Special issue: Aspects of eHealth

2 Editorial. eHealth and the Ageing Society

The Challenges to the Medical Decision Making System posed

by mHealth

mHealth will lead to a huge increase in the amount of medical data being gathered and
processed, shifting the balance in the doctor-patient relationship and encouraging recourse
to automated decision-making, thus raising numerous policy issues.

Location-Based Healthcare Services

The rapid increase in the number of mobile terminals with positioning capabilities will open
up new avenues for location-based eHealth services. In order to facilitate their mass adop-
tion, policies need to carefully consider citizens’ rights.

Electronic Health Records: a key enabler for eHealth

Electronic health records will create new options for healthcare delivery. However, issues
of confidentiality and privacy need to be balanced with the requirements for increased
communication between medical practitioners.

Skills and Competencies for the Future of eHealth
The widespread adoption of new technologies in the health sector will require all stake-
holders to acquire new skills. This is particularly relevant considering the under-investment in
training and education that tends to affect the health-care sector.

Science and Technology Roadmapping: implications for eHealth

S&T roadmapping studies are a valuable tool with which to analyse the challenges faced by
European healthcare systems dealing with issues such as budgetary constraints and an ageing
population.

eHealth and the Elderly: a new range of products and services?

The ageing population in Europe will give healthcare and social support services an
increasingly central role. eHealth and eCare can help to provide such services efficiently with
appropriate technological and organizational support.

Brief note: eHealth-related aspects of foresight

Erratum

There was an error in the format of the graphs in the article entitled “Land Area Requirements to Meet
the Targets of the Renewable Energy policies in the European Union” by Boyan Kavalov (IPTS), which
was published in issue 80 (December 2003). The corrected graphs are shown at the end of this issue.

Ces: XV
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EDITORIAL

eHealth and the Ageing Society

Marcelino Cabrera, IPTS

Health, the combined use of information
society technologies (ISTs) in the health
sector, is moving up health policy agendas
at the European, national and regional
levels. Productivity gains from the optimization of
healthcare systems and achieving cost reductions
are prime goals, while healthcare providers, health
insurance organizations and politicians at all levels

(EU, national, regional) are drawing up plans to

" support healthcare by means of the application

of modern ISTs. In particular, EU policy has
set up specific action plans (eEurope2002 and
eEurope20057) to contribute to the development of
eHealth across the EU and thereby achieve some of
the ambitious goals of the Lisbon strategy decided
at the European Council in Lisbon in March 20002.

eHealth is an empowering tool for European
citizens and, in the context of an ageing society, for
active independent living by older people in an
enlarged European Union with considerable in-
come disparities and heterogeneous healthcare
systems. In this Special Issue, the topics discussed
are in one way or another related to the context of
an ageing society, while highlighting bottlenecks
and prominent technological trends that need
policy attention.

Health and social care for the elderly can be
provided with new services based on appropriate
ISTs, such as so-called “independent living” servi-
ces. However, policy-related technological and
organizational aspects of strategic plans are key

factors for success in satisfying the real needs of
the elderly. The cost-effectiveness of new assistive
technologies enabled by mobile and “ambient”
systems, wearable and embedded devices, as well
as new business and services provision models,

will need to be assessed.

The case of emerging mHealth services (mobile
health) is illustrative for its potential impacts on the
financial and liability schemas since insurance
systems may have to accommodate new expenses
as a result of services delivered by mobile phone
providers. Also, mHealth services will have impli-
cations for the provision of care itself, resulting in
changing paradigms for healthcare professionals

and patient-clinician relationships.

When combined with location data processing,
mobile terminals will improve eHealth possibili-
ties. Clearly these services will rely not only on
location information, but also on the mobility of
the terminals. However, before widespread use can
be made of location-based healthcare services, a
number of privacy issues will have to be addressed.
The potential large-scale tracking of ordinary
citizens (whether deliberate or incidental) will
certainly raise ethical concerns that could cause
delays in the deployment of these services, thus
postponing the realization of their benefits.

The privacy issue can be extended to what it is
agreed will become the central piece of informa-
tion around which many citizen-oriented eHealth

The views expressed here are the author’s and do not necessarily reflect those of the European

Commission.
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applications will be developed, i.e. the electronic
health record (EHR). With the EHR, it will be pos-
sible to enable access to relevant information,
collaboration between healthcare providers and
telecare more effectively. However, confidentiality
and privacy are critical issues that will need wide-
spread consensus among all stakeholders (public
authorities, medical professionals and citizens).
The EHR, as the cornerstone of many develop-
ments in this field, undoubtedly deserves focused
and coordinated actions at all levels, including
EU-level.

One important, but often under-emphasized,
prerequisite for the introduction of new ISTs in the
health sector is the acquisition of new types of
skills by citizens, patients, doctors, nurses and
other healthcare professionals. Without human
resource development through appropriate edu-

cation and training, healthcare faces major obs-

Contact
Marcelino Cabrera, IPTS

tacles to the crucial knowledge-sharing process.
This is particularly relevant considering the under-
investment in training and education that is en-

demic in the health sector.

The above-mentioned topics —and there are
many others not discussed here due to space
limitations- suffice to give an idea of the challenges
that eHealth raises, particularly for time-pressed
policy-makers, who need to grasp at a glance the
various scientific and technological, economic,
political and social dimensions. In this context,
roadmaps are valuable ways of presenting and
analysing the causal and temporal relations
between successive or parallel steps. Equally
valuable are the results from existing foresight
exercises. These results can help to gain a better
understanding of the expected evolution of the
demand side of eHealth during the next two
decades.

Tel.: +34 95 448 83 62, fax: +34 95 448 83 39, e-mail: marcelino.cabrera@jrc.es

Notes

1. http://europa.eu.int/information_society/eeurope/2005/index_en.htm

2. European Council meeting in Lisbon set an ambitious objective for Europe to become the most

competitive and dynamic economy in the world. To achieve this, the Council later endorsed the above

mentioned action plan entitled “eEurope — An Information Society for All”.
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The classical paradigm
)f (0 O lo-0n¢
relationship between
patients and doctors is
likely to be challenged
by the H‘«"([!‘,’\{/l/“{‘((il’

adoption of mHealth

The Challenges to the Medical Decision

Making System posed by mHealth

Andrzej M. Skulimowski, Progress & Business Foundation, Poland

medicine”.

Issue: The classical medical paradigm assumes a personal relationship between patients
and medical practitioners. This relationship is reflected in the way medical infrastructure
has evolved to be tailored according to the availability of medical staff. Mobile health will
have a twofold impact on health care: it will imply changes in the way healthcare is financed
and a move towards unification between professional medical care and so-called “home

Relevance: mHealth will enable the number of medical readings taken at any one time to be
increased considerably. This creates a need to integrate automated mobile medical systems
into a new concept of healthcare policy and will have an impact on policy regarding medical
insurance, medical liability and the funding and provision of medical care.

Introduction

Health (mobile health) is one of the

major challenges being faced by both

medical practice and healthcare poli-

cies. The impact of mHealth is likely to
be more far-reaching than other developments
such as nanomedicine and genetic therapy as it
will create an urgent need to review the way
healthcare is financed and blur the boundaries
between professional medical help and so-called
“do-it-yourself” medicine (i.e. minor treatment or
self-medication without consulting a physician, but
based on previous medical treatment experience,
popular medical literature, or a pharmacist’s ad-
vice). On current trends, mHealth systems will be
more widely offered by mobile phone providers,

and simple, yet important functions may even be

offered as built-in features of mobile phones. This,
in turn, will imply that technology providers ac-
count for a larger than ever share of the total value
of medical services. Consequently, systems for the
provision of medical care may have to accommo-
date new expenses, incurred by services from

outside of the traditional healthcare system.

On the other hand, the classical medical para-
digm assumes a one-to-one (or more) relationship
between patients and medical practitioners when
making a medical diagnosis or another relevant
decision concerning therapy or prevention. This
relationship has been reflected in the medical infra-
structure, which is tailored according to the availa-
bility of medical staff. mHealth would make it pos-
sible to drastically increase the number of medical

readings taken at any one time, as the patient is

The views expressed here are the author’s and do not necessarily reflect those of the European

Commission.
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no longer bound by a direct link to a physician or

nurse. It is expected that the number of persons

using mHealth-based monitoring or therapy will
soon exceed the number of medical personnel
monitoring the use of mHealth equipment. This will
create an urgent need to use automated medical
diagnosis systems and to re-think the concept of
physician-based healthcare. Furthermore, techno-
logical developments could make new policy
measures necessary, especially regarding regula-
tion of issues such as medical insurance and lia-
bility, and concerning the financing of medical

services offered by electronic media providers.

While medical expert systems have been the
subject of intensive R&D for several decades, they
are still regarded as tools supporting decisions
finally made by medical professionals. The large
number of mHealth systems may mean that the
number of decisions that needs to be made
simultaneously far exceeds the capacity of existing
medical procedures. This could lead to an in-
cremental transfer of medical competencies to
artificial-intelligence-based systems, starting with
the simplest (or least controversial) decisions and
eventually leading up to those involving processing

large data sets and involving a degree of risk.

Although the ageing of European societies will
lead to an increase in the absolute number of those
needing continuous medical monitoring, older
patients may, nevertheless, continue to show an
above average resistance to “depersonalized”
medicine. However, there is likely to be a tipping
point some time in the future, after which
development of automated medical decision-
making systems will move much more quickly,
thus changing the medical paradigms and in-
fluencing patients’ habits and expectations. The
corresponding scenarios, showing the possible
future developments and bifurcation points in the
future of European healthcare are discussed at the

end of this article.

Mobile health: The present state-of-the-
art, classification and current trends

The emergence of new medical technologies
results in changes in medical terminology and may
sometimes lead to confusion. In the older medical
literature mHealth usually meant “mental health”,
sometimes “men’s health”. Today mHealth (or m-
health) is widely accepted as an abbreviation used
to mean “mobile health”, which - in turn —usually
means “medical services for a spatially unbound
patient”. Sometimes, especially in US sources, this
notion is expanded to embrace the idea of a
“spatially unbound physician (or other medical
personnel)”, e.g. a physician using a PDA to con-
sult medical databases during the examination of a
patient. For the sake of clarity, and to concentrate
on the policy and social implications of mHealth,

we will adopt here the first interpretation only.

Another medical term, which has acquired
considerable popularity, is telemedicine. Despite
the fact that it is often confused with, or used inter-
changeably with mHealth, its meaning is different
as it focuses on the transfer of medical data, parti-
cularly medical images. While the use of tele-
medical technologies does not assume a moving or
unbound patient, there is one important common
point with mHealth, namely the fact that medical
diagnosis takes place remotely. Conversely, vir-
tually all mHealth applications involve the tele-
transmission of certain medical data, although one
can also imagine autonomous mHealth systems,
whereby a treatment decision follows an auto-
mated diagnosis, and the therapy or a preventive
action is undertaken by an autonomous mobile
medical system equipped with diagnostic devices

serving as a source of data.

Based on the definitions given above, mHealth
systems can be classified according to the charac-
teristics of the source and destination of the med-

ical information flow:

The

IPTS Report

A rapid increase in
the number of people
whose health is being
monitored by mHealth
technologies is likely
to lead to a gradual
automation of many
medical decision-

making processes

mHealth is aboul
monitoring the health
status of, or providing
treatment to, people who

are on the move
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Early demand for
mHealth will come

from patients with
conditions such as
heart disease, diabetes

and asthma

 single application

patient to (medical) supervisor,

patient to physician,

physician to physician,

physician to expert system,

patient to medical CRM system (management

of patients and medical interventions).

Depending on the target group mHealth sys-
tems can be classified as follows:
* mHealth for hospital patients (i.e. moving with-
in prescribed strict spatial limits),
mHealth for healthy people (preventive
mHealth),
mHealth for the chronically ill or vulnerable

individuals.

mHealth for medical personnel would fall
outside of the above categories, but — as already
mentioned — we will not study this case here,
concentrating instead on the direct impact of new
m-diagnosis and m-therapy technologies on

patients.

Another classification, which derives from the
technology used in mHealth systems is given in
Table 1.

More technological details can be found on
the numerous web sites devoted to mHealth!. A
typical mHealth system, which is a subject of this

paper is presented in Fig. 1.

Finally, the future development of mobile

health will be driven by its ability to respond to the

needs of the target groups, seeking location-inde-
pendent diagnosis, monitoring or therapy. Priority
for mHealth services is likely to be given to the
following health conditions:
* cardiovascular system diseases, especially
those at risk of a heart attack,
diabetes,

bronchial asthma, especially its acute forms.

Elderly people will generally need mHealth-
based monitoring, even if their health is satisfac-
tory, forming thus an intermediate group between
mHealth focused on the sick, on the one hand, and

preventive mHealth, on the other.

Preventive mHealth will address also healthy
people at risk, such as:
¢ airline pilots and bus drivers,
° sportsmen,
° workers working in extreme or isolated
environments (such as sailors),
policemen and soldiers,
public figures,

prisoners,

and other groups who face a subjective or

objective sense of risk of injury or an acute disease.

Unlike mHealth systems targeted on the sick
and elderly, preventive mHealth will focus on
detecting injuries, accidents and heart attacks or
strokes. Military mHealth applications are more
specialized and therefore fall outside the scope of

this article. Nevertheless, military mHealth techno-

Table 1. Classification of technologies currently used
Jor mHealth

m-technology

transmission rate per mobile application

No of applications local: Bluetooth
senedbymdevice

local to medium range: s
. WLAND2ab - . GSM/GPRS, b

long range: long range: UMTS -

<1 Mbaud

21054 Mbaud

0144102 Mbaud

~ 10to 115Kbaud -

multiple applications <1 Mbaud

1t0 27 Mbaud

<1 Mbaud!

<10 kbaud (of guaranteed
transmission capacity)
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Figure 1. Patient-oriented mHealth system
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logy will continue to play an important role, while

civilian mHealth systems are being developed

Current mHealth devices are able to conti-
nuously monitor an individual’s pulse and blood
pressure, detect breathing abnormalities associated
with bronchial asthma and other chronic respi-
ratory system diseases. Sleep disorders also seem to
be one of the main areas in which there is consi-
derable experimentation with mHealth techniques.
Home observations with mobile equipment are
often the only practical approach that is con-
venient and acceptable for a large number (up to
40% of the European population suffer from some
form of sleep and/or breathing disorder) of
potential patients. Continuous monitoring of heart
and brain functions (m-ECG and m-EEG) is pos-
sible from the technical point of view, yet difficult,
due to the presence of so-called artefacts, i.e.
various perturbing signals and noise. Therefore the
appropriate signals are usually measured and
transmitted at regular intervals instead. Similarly,
monitoring blood content is both inconvenient and

unnecessary, since it does not change rapidly

under normal circumstances. For mHealth appli-

cations, e.g. those already widespread in diabetes,
there are mobile devices allowing incidental blood
analyses to be made and transmitting the results to
the medical supervisor (a physician, a database, or
an automated diagnosis system). Continuous blood
content monitoring as well as real-time medical
imaging may be useful in a hospital environment,
especially when monitoring the impact of phar-
macotherapy, pre- or post-operative patients and
recovery processes without affecting the mobility

of patients inside the hospital.

The rapid progress of telemedical systems and
mHealth is a phenomenon of the last decade and
it has no doubt not yet reached its culmination.
Results achieved so far include the definition of
a medical information transmission protocol
(DICOM - Digital Image Communication) and the
emergence of numerous professional telemedicine
applications and the first large-scale public mobile
systems offered by mobile telephony providers. The
huge market for medical services, so far mono-
polized by incumbent healthcare organizations,
will soon be invaded by low-price mobile medical

services providers, using medical personnel only

The IPTS Report

Current mHealth
devices are able to
continuously monitor
an individual’s pulse
and blood pressure and
to detect breathing

abnormalities
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The next stage in the
development of mHealth
is likely to involve more
widespread use of lower-

cost systems with less

direct involvement of

medical practitioners

One of the key benefits
of mHealth is ils abilily
to shorten the time
taken to identify and
react to a medical
emergency. More
advanced systems
may one day even be
able to start initial
treatment before
medical assistance

arrives

© IPTS, No.81 - JRC - Seville

for operational and incidental tasks. The impact of
this process on the European healthcare policy and
social attitudes towards medicine will be outlined

in the next section.

Mobile health: the future technology
development and its implications

on policies and social perception

of health care

The implications of mHealth systems on health
care are closely connected to the continuous evo-
lution of medical techniques. They may be charac-
terized by their shortening to a minimum the time
taken to provide medical assistance to those in
need. Currently, an m-diagnostic system with an
alert function may make it possible for the device
to call for medical aid sooner than the patient or
histher family or friends could. In many cases, es-
pecially when cardiovascular diseases are concern-
ed, time is critical for the patient’s survival. A more

advanced system may be equipped with an autono-

mous m-therapy function, which could allow
emergency action to be taken, such as delivering a
nitro-glycerine injection, even before medical as-

sistance arrives.

Figure 2 shows the estimated reduction in the
expected time taken for assistance to arrive when
using mobile diagnostic systems. The estimated in-
crease in the survival rate for some major groups
of patients when using m-diagnostic and m-thera-

peutic systems is shown in Fig.3.

The social acceptance of ‘mHealth is rarely
questioned, since the evidence gathered with
existing telemedicine applications (Mair and
Whitten, 2000) shows that patients appreciate the
freedom of moving, the avoidance of time-consum-
ing stationary medical examinations and the stress
associated with them, and are convinced of the
quality and timeliness of the mHealth systems.
Existing applications, however, are dedicated to

chronic diseases, whose symptoms and therapy are

Figure 2. Reduction in rescue wait time for a randomly
moving patient
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Source: Author’s estimates, 2003.
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Figure 3. Survival rate as a function of time and the
percentage of patients using mHealth systems
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very well known to sufferers, so the automatically
generated treatment recommendations are repeti-
tive and easily accepted. Thus, as a side effect of the
expansion of mHealth systems one can expect
growing acceptance of medicine without the
presence of a physician, which may also manifest
itself in increased self-medication (i.e. without a
prescription), increased demand for medical litera-
ture and visits to medical web sites, and a growing
resistance to “them and us” attitudes in medicine.
Advanced medical applications available as a part
of “do-it-yourself” medicine and access to medical
expert systems may play a similar role as “user
friendly” computer applications in the 80s, which
made computing accessible to users without in-
depth knowledge of programming techniques and
digital electronics. It is also noteworthy that in
poorer countries hopes of improving the overall
quality of health care are often associated with
eHealth and mHealth applications and these hopes
prevail over any fears that may exist (see, for
example, PRISMA Guideline 8).

Progress in this direction may be hindered by

another possible future social phenomenon, how-

ever, namely the potentially growing fear that the
excessive use of personal mobile electronic devi-
ces might lead to health risks. This would most
likely also affect attitudes towards m-devices used
for long-term health services. It cannot be ruled out
that scientific evidence backing such a cautious
attitude may be found in the future, which could
affect the overall development of mobile tech-

nologies.

More sophisticated future mHealth applications
will presumably be able to make less clear-cut de-
cisions, based on the analysis of large data sets and
associated with a certain degree of risk, thus indi-
cating the need to make changes in the legislation

concerning medical liability and data protection.

A set of procedures will be needed, backed by
appropriate policy measures, which will guarantee
that the risks associated with an action recom-
mended by the autonomous mHealth system is
controlled and that hard or doubtful cases will
indeed be presented to a competent medical prac-
titioner. The liability of the mobile technology

provider, medical diagnostic software producer (if

Current mHealth users
generally appreciate the
Sfreedom of movement it
gives them and the fact

that it allows them to
avoid time-consuming
and stressful medical

examinations
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As mHealth systems
lake on more decision-
making functions,
safeguards will need to
be put in place to ensure
that difficult decisions
are in fact handled by
qualified medical

practitioners

As mobile
communications
operators come to
handle larger volumes
of medical data,
information needs to
be protected against
incidental or deliberate
disclosure to third

parties

The widespread
adoption of mHealth
devices could also
provide a much needed
boost to Europe’s mobile
communications

operators
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different from the latter), the on-line medical team
handling the hard and ambiguous cases, and pa-

tients themselves needs to be clearly demarcated.

Another issue is that - in addition to the infor-
mation coming from phone calls - mobile com-
munications providers will have access to personal
medical data on mHealth system users. This in-
formation needs to be protected against incidental
or deliberate disclosure to third parties, except the
medical personnel directly involved in providing
care. One can assume that the procedures sup-
porting the use of mHealth systems will be outlined
in the legislation and that they may become a
part of the licences assigned to mHealth systems

providers.

The next impact is the envisaged increase in the
overall effectiveness of healthcare financing due to
m-prevention, m-diagnostics, and m-therapy. It is a
well known fact that spending on prevention is
generally much more effective than paying for
treatment once a disease has become apparent.
However, often appropriate preventive program-
mes are not in place, or it is hard to convince some
people to visit the doctor before the symptoms of
disease emerge. mHealth can change this by
providing easily accessible devices to perform
diagnostics at home or on the move. Therefore,
depending on the prevailing health care policy, the
use of mHealth applications may enable better

care to be provided more cost-effectively.

As exemplified by simple calculations and
earlier studies (Bhargava et al., 2001), the social
and economic justification of introducing mHealth
systems into healthcare can be accomplished by
the classic tools used for the evaluation of the
healthcare policies, such as cost-benefit analysis
(CBA) and cost-effectiveness analysis (CEA), which

also often include an element of risk management.

The diagnostic/therapeutic mHealth financing

model should take into account the average price
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of traditional medical services, the population
density, the costs of supplementary mHealth equip-
ment and mHealth back-office support, the esti-
mated number of patients or vulnerable indivi-
duals, and their distribution in the area under in-
vestigation. One can consider in the same model
different mHealth applications, different equip-
ment and types of support to elicit an optimum set

of diseases to be covered by the mHealth system?.

The cost-benefit analysis of preventive mHealth
is even more straightforward, given the fact that
prevention is cheaper in “traditional” medicine
as well and that preventive mHealth applications
can be more standardized and focused on non-

intrusive data gathering.

Last, but not least, it is worth noting that
mHealth applications may increase the potential
market for 3G and 4G mobile communication
systems. It may well turn out that mHealth features
may be more attractive than the video transmission
capability so often presented as the main appeal of
3G+ mobile phone systems, especially to older
users. This could make the technology potentially
good for the financial health of telecoms operators
burdened by expensive 3G license fees too (in very
sparsely populated areas the same argument may
apply to satellite phone operators). In addition,
mHealth creates another relevant field of appli-
cations for GPS/GSM systems, such as Galileo,
whereby any perturbation in vital signs could be
detected and reported by an mHealth application,
then combined with a GPS localization function to
optimize the rescue time (see the article on this
topic by Rodriguez and Cabrera in this issue of the
IPTS Report).

Conclusions

The overall development of mHealth can
proceed according to an optimistic or a more pes-

simistic scenario, as outlined below. Depending on




the policy approach taken, mHealth could either
be used to bolster the overall quality of healthcare
by providing an immediate and reliable source of
medical help, it could be used as a cheap surrogate
for medical services, or it could be marketed as a
value-added service paid for by mobile phone
subscribers together with their monthly charges.
Clearly, the approach taken will determine wheth-
er mHealth reduces inequalities of access to health
care services by making services available remo-
tely and free or at low cost, or whether it widens
inequalities by being marketed as a luxury for
people willing and able to pay for a potentially

high-cost additional service.

Even if we assume that mHealth will sup-

plement traditional healthcare by replacing just

Keywords

simple tasks or entering previously unexplored
domains, the availability of mHealth services could
result in a drop in demand for “stationary” (i.e.
non-mobile) medical services, possibly leading the
healthcare system reacting to defend its financial
interests (healthcare consumes up to 20% of GDP
in developed countries). Consequently, the devel-
opment of mHealth will require harmonization

with the overall evolution of health care.

Policy-makers need to frame regulations
in such a way as to ensure equitable provision
of mHealth services. Nevertheless, success of
mHealth cannot be taken for granted without a
positive social attitude, which may depend on a
number of objective and subjective factors, some

of which have been alluded to above.

mobile health (mHealth), telemedicine, medical decision-making, foresight, health care policy.

Notes
1. See, for instance, www.daou.com

2. taking financial contributions from medical insurance, patients’ fees, community and national

contributions, as inputs, and using a multiple criteria decision model in which the quality of treatment is

represented by medium-term (1-2 years) and long-term (5-15 years) health indicators, one can calculate a

set of optimal financing policies, parameterized by the total healthcare expenses over unit of time.
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Location-Based Healthcare Services

Carlos Rodriguez and Marcelino Cabrera, IPTS

Issue: The number of mobile terminals able to calculate and use location data is expected
to increase sharply in the near future. This will open up new avenues for eHealth services,
whether provided by the public authorities, medical institutions or private organizations.
The kinds of services likely to become possible will exploit both the mobility and portability
of these terminals (hence their constant proximity to the owner) and their ability to
calculate position. However, before widespread use can be made of these features, the
privacy issues raised by the potential large-scale tracking of ordinary citizens (whether
deliberate or incidental) will need to be addressed.

Relevance: In order to facilitate the mass adoption of eHealth services based on mobility
and location features, policies need to carefully consider citizens’ rights, such as privacy or
the right to know and choose what information is shared with what organizations.
Addressing these issues early in the development cycle could boost the adoption of
location services (e.g. those due to be enabled by the Galileo system) and avoid delays in
the deployment of new technologies and services which offer huge potential benefits for
healthcare provision.

Introduction commercial, involving the provision of specific

services adapted to individuals profiles” and their

ombining mobile communication techno-  location. These services will inevitably lead to an

logies enabling always-on broadband con-  increase in the number of actors gathering, having

Combining mobile

nections with the ability to calculate the  access to, and making use of citizens’ personal and

communication

device’s position is likely to find numerous  location information.

technologies enabling

applications. In the healthcare field, being able to

always-on broadband

connections with the
ability to calculate the
device’s position is
likely to find numerous
commercial and other

applications

determine where a person is at any particular time
would be of considerable use to the emergency
services, for instance, as it could enable them to
reach the injured or sick more rapidly. These tech-
nologies could also make it possible to track vul-
nerable individuals in real time to ensure their
safety. However, the vast majority of uses of loca-

tion-based mobile technologies are likely to be

This article offers an overview of some of the
wireless technologies that are currently prime can-
didates for applications supporting potential
location-based eHealth services. It also describes a
number of ways in which these technologies could
benefit our increasingly mobile society through
enhanced eHealth applications. The article then

concludes with a discussion of concerns over the

The views expressed here are the authors’ and do not necessarily reflect those of the European

Commission.
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implementation of location-based technologies,
and in particular the potential threat to citizens’
rights that may arise, and which could act as a
brake on the deployment of these services, thus
preventing society as a whole from obtaining the

full benefits of eHealthcare.

Supporting technologies

The provision of eHealth services using location
information will be supported by wireless access to
data of many kinds independently of the user’s
location. In terms of the technology used, IPv6! is
currently the front runner in supporting data
exchange between heterogeneous platforms. In
parallel there are a variety of radio technologies,
such as cellular radio, WLAN, UWB and Blue-
tooth, which are making wireless networking more

commonplace (see Box 1).

A number of different technologies can be used
to determine a person’s position. The most widely

used techniques today are satellite-based, e.g. the

US GPS (Global Positioning System) which makes
it possible to calculate a position from the signals
transmitted from a “constellation” of satellites. The
main advantages of such satellite systems are their
global coverage, high degree of accuracy and
minimal impact on existing communication net-
works. However, they have a major disadvantage
in that the signals are weak indoors. The European
initiative to create a satellite positioning system
known as Galileo could enable many kinds of
services (relating to transport, civil protection, the
environment, business, etc.) and offer affordable
technological solutions to assist people with dis-
abilities. About 38 million Europeans face barriers
in their daily life due to their disabilities. Galileo
could benefit them in a variety of situations* such
as personal navigation assistance for people with
impaired vision or for Alzheimer’s sufferers with

memory loss.

The quality of the services provided will also
depend on the vertical accuracy of the positioning

information. Determining the vertical position of

cludes High Speed Circuit Switched Data (HSCSD), General
5G), and Enhanced Data rate for GSM Evolution (EDGE
ch as Universal Mobile Telecommunication System (UMTS)
DMA2000, evolution of IS-95, are also cellular standards.

including the fast growing WiFi2 technology, were intro-
rovide wireless access to employees. However, the initial

be limited

intra-company use has proven short-sighted,

LAN to facilitate network access at home, and operators
Y “hot spots” (physical locations where WLAN access
organizations such as universities, shopping malls, hotels,
ssing their interest in providing Internet access to their
of short-range, high-speed data access points.

ﬁnologyl that' is aﬁracting interest as it enables the re-use of
‘wireless services. However, one of the main concerns that is
‘terferénce,that UWB could cause to communication and

or GP:

, degrading their security. From a regulatory point

ether | WB should be permitted or not and, if so, which

The IPTS R

A number of different
posilioning systems
are currently in use,

including satellite and

terrestrial systems. The
range s due to be
expanded with the
addition of the
European Galileo
system in the not too

distant future

1 ety of proprietary cables that connect one device to
eless universal short-range radio link. Bluetooth radios operate
be used in the same way as WLAN. In this case concerns about
g WLAN technology.
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Different positioning
systems (both
terrestrial and satellite)
can be combined to
obtain greater accuracy

and better performance

the user is highly valuable in high-rise buildings or
underground. In order for this information to be
usable, the Geographic Information System (GIS)
which provides visual maps of local environments
will have to map floors and show the reference
height of each building. Galileo will have a vertical
accuracy of 8 metres (95% of the time), but is
unlikely to be available underground or deep with-
in buildings.

The main terrestrial techniques are Cell ID (Cell
Identification), which identifies the cell that is pro-
viding coverage to the target user equipment, and
triangulation techniques, which combine informa-
tion from several base stations to obtain a position.
Some examples are Enhanced Observed Time
Difference (E-OTD), which has been standardized
for GSM, or Observed Time Difference of Arrival
(OTDOA), which has been standardized for UMTS>.

Combinations of different techniques are also
possible as a way of improving performance. In
particular, it is envisaged that terrestrial and satel-
lite schemes will be deployed together to improve
the overall availability and level of service provid-
ed. These solutions will combine the indoor availa-
bility of terrestrial techniques with the high ac-

curacy of satellite solutions.

WLAN or Bluetooth systems could also be used

to determine location, under some circumstances,

but these kinds of proximity positioning systems

require a dense network of access points and can

only be used in a predefined area.

Location-based eHealth services

eHealthcare services will use the available
communications and positioning infrastructures to
enhance the well-being of mobile citizens. Pos-
sible applications could include:
« Optimizing rescue and first aid missions by

providing accurate location data to the emer-
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gency services so they can reach victims of ac-
cidents, etc. faster and more efficiently.
Information services (either public or private) to
enhance healthcare provision, for instance by
giving information about the nearest medical
facilities and the fastest and most convenient
routes by car or public transport, notifying users
who need to obtain medication when walking
past a chemists or indicating the location of the
nearest public toilet to incontinence sufferers.
If sufficiently accurate, navigation services
could signal the way to blind people with
sounds or to show the path back home to the
mentally disabled who have become lost.

A degree of protection against toxins or viruses
could be provided by alerting citizens when
they are about to enter an area where a catas-
trophe has just occurred (for instance, in the
event of bioterrorist attack) or which is affected
by an epidemic.

Tracking at-risk individuals could assist drug
and alcohol detoxification programmes by war-
ning patients against entering certain areas or
alerting support teams when a patient is in the
wrong place. Tracking services could also be
used to remind people suffering from Alzhei-
mer’s disease to do the right things in the right
places. Tracking could also support a medical
team treating an unconscious patient by inform-
ing them where that person has been.
Scientific research could also benefit by track-
ing samples of people and analysing the pro-
gression of different body parameters at diffe-
rent locations, times and situations (this could
be done in ways that protect individual’s priva-
cy by ensuring their anonymity in similar ways
to those used in drug trials, for instance).
Tracking objects could also be useful as a
means of monitoring the location and use of
limited equipment in hospitals, avoiding theft of
expensive material or tracking the path taken by
certain medicines. This could also be combined

with other information such as that from sensors




checking temperature and humidity conditions
so as to issue a warning if equipment or med-
icines have been left in an inappropriate envi-
ronment.

As other information and communication
technologies advance, mobility and location
will support commitments to reduce the digital
divide and enhance the quality of life of the
ageing population, for instance, by facilitating
daily life, travelling, social networking, leisure

and safety.

Concerns vs. Opportunities

The ability to locate or track individuals raises
concerns that need to be taken into account when
considering possible services and their potential
impact. The main concern arises from the fact that
locating and tracking applications immediately
conjure up images of a “big-brother” style surveil-
lance society. This is an issue that merits attention
from policy-makers because users may be unaware
of all the privacy implications. Indeed, the degree
of acceptance of many eHealth services (a prime
example is that of monitoring vital signs) is report-
ed to be relatively high when the individual’s
health is involved. The provision of healthcare
seems to be an area where many citizens over-
come their customary reluctance to accept tech-
nological innovations. This fact represents a major
advantage, in theory at least, for the deployment of
eHealth, although people’s willingness to share
their personal data when their health is at stake
may make it necessary to regulate who is authoriz-
ed to collect this kind of data, not least to prevent
pseudo-medical applications collecting data for

commercial purposes.

EU regulations already offer a degree of protec-
tion to users of location based services against
improper use of data collected about them. Traffic
and location data are regulated by Directive
2002/58/EC, which basically establishes that traffic

data must be erased or made anonymous when it
is no longer needed, while location data (other
than traffic data) may only be processed when it is
anonymous, when one of the parties to the com-
munication is an emergency service provider, or
when the users or subscribers have given their
consent to the extent and for the duration neces-
sary for the provision of a value added service.
Users” concerns are not completely covered, how-
ever, as tensions arise out of the difficulty of dif-
ferentiating traffic and location data, the un-
certainty over the length of time processed data
will be stored, and the limited degree of trust in the

entities processing the data.

Where communications contain personal
data they are protected by the Privacy Directive
95/46/ECE. Medical data, of the kind needed to
provide eHealth services, are covered by Article 8
which envisages higher standards of protection
than for less sensitive data. This Article explicitly
includes medical data within “special categories of
data”. Moreover, there is a Recommendation from
the Council of Europe that regulates the collection
and automatic processing of medical data with a
view to ensuring both the security and the proper
conservation of the data’. These regulations should
protect European citizens from situations such as
that reported by the US press® concerning the sale
by a well-known pharmacy chain of information
about its customers’ medical prescriptions to phar-
maceutical companies (the chain has since report-

ed that it has stopped doing so).

One of the most controversial issues regarding
the processing of data in the EU is whether overall
health-status reports should be kept (whether by
public authorities or by a trusted third party), and if
s0, how such reports should be regulated. This
issue raises direct challenges to the right of privacy,
and could seriously affect the right of access and
require new procedures for obtaining informed

consent. In addition, the obligation of custody of
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The ability to locate or
track individuals raises
concerns that need to
be taken into account
when considering
possible services and

their potential impact

EU regulations already
offer a degree of
protection to users of
location based services
against improper use
of the data collected

about them
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Location-based services
raise additional issues
concerning informed
consent given that users
may need to give
specific consent for the
collection of data
outside their original

network of care

The possibility of

merging location
information databases
Srom different
government and
private-sector sources
poses another potential

threat to privacy

health data, which is currently the responsibility of
healthcare institutions, will need to be revised.
Although it is a widely held belief that all rights of
access to the electronic health record (EHR) are
dependent on the individual consciously granting
access and knowing about the implications, it
still remains unclear what this informed consent?
means in specific circumstances, such as in the
case of location-based services. Informed consent
can reasonably be obtained in the context of a
defined local network of care. Thus, when addi-
tional care is required outside that network, ad-
ditional consent should be sought'0. This is what
already happens when a patient seeks treatment at

a hospital.

Location based services imply, by definition,
that the borders of care networks are blurred, given
that the mobile citizen’s location is not necessarily
confined to the home. However, individuals whose
vital signs, for example, are being monitored could
easily forget that this means their location is also
being tracked. This could add further practical

difficulties to obtaining valid informed consent.

The consent to process location information for
use in providing eHealth services could be obtain-
ed in a variety of ways. For instance, asthma suf-
ferers using services reporting allergen concen-
trations while they travel, could give their consent
to always being located or alternatively only for
this service; consent could also be given each time
the mobile terminal is switched on, or even each
time information is required. Furthermore, ac-
cording to the location data regime'!, the user still
has the possibility of temporarily withholding
his/her consent, and different possibilities for refu-
sal can also be established. In order to avoid pro-
blems as people travel throughout the European
Union, due to differences between national legis-
lations, general principles for the provision of user’s
consent and refusal mechanisms could be
established.
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Directive 2002/58/EC also defines an exception
in which users cannot decide whether to be located
or not: Article 1012 establishes that temporary
denial or absence of consent may be overridden
“on a per-line basis for organizations dealing with
emergency calls and recognized as such by a
Member State, including law enforcement
agencies, ambulance services and fire brigades, for
the purpose of responding!® to such calls”. This
regulation has to be understood in combination
with the universal service regime which estab-
lishes'# that undertakings which operate public
telephone networks are obliged to make caller
location information available to the emergency
services, to the extent technically feasible, in the
case of all calls to the single European emergency
call number “112”. This is in line with the co-
ordinated approach that the Commission has taken
by establishing the Coordination Group on Access
to Location Information for Emergency Services
(CGALIES). CGALIES was established by the
Commission in May 2000 to actively involve the
relevant players and to develop a consensus on
implementation issues. Within this group the
conclusion was that operators will pass on the best
location information available to them with further
performance improvement depending on commer-
cial developments. This approach does not stipu-
late any further regulation in addition to that al-
ready adopted at European level. However, it is
foreseen that after two years in operation the
Commission will assess the need for additional
steps including possible regulatory measures,
aimed at raising the ‘baseline’ performance across

Europe and speeding up implementation>.

Another potential threat to privacy comes from
the possibility of merging location information
databases from different government and private-
sector sources. This would be natural where there
is mixed provision of eHealth services by public
healthcare systems and private organizations. For

example, when a user dials the emergency num-




ber, he or she might be connected to an operator
who analyses the situation and dispatches the ap-
propriate emergency service (ambulance, police,
fire brigade, etc.) to the spot-where the caller has
been located. The emergency number could be
one such as 911 in the USA, the 112 in the EU or
the 000 in Australia, but it could also be the num-
ber of a private insurance company which deals
with private organizations offering location servi-
ces to provide healthcare. Closely linked to this,
albeit not specific to location-based services, is
the issue of who should act as the custodian of
this type of joint information. As eHealth is based
on communications platforms, it could be inferred
that the provider of the communication service
could also manage the relationship with the servi-
ce provider and share only the information that is
specifically required. This could also be managed
by an Identity Management System (IMS), although
the way information is shared will be a tricky point
if, for instance, access is not permitted to an emer-
gency service provider who was not specifically

authorized in advance.

The combination of location data with other
sources of context-based personal information
combined with medical reports within a seam-
lessly controlled environment, could provide
“e-vital signs”, such as information about gait,
behaviour patterns, sleep patterns, general exer-
cise, etc. whose value increases when combined
with the measurement of “traditional vital signs”,
i.e. blood pressure, pulse and respiration. All this
could support the detection of emerging medical
conditions before they become critical (i.e.
prevention functions), by looking for changes in
the “activities of daily living” (there are algorithms
that detect changes in behaviour patterns
supporting both preventative medicine and
identification of mental illnesses) or could provide
“just-in-time” messages that could be sent to
encourage healthy behaviour or reminders to do

the right things when the user is in an appropriate

place (using the stairs and not the lift, drinking
fluids several times a day when the user is near the
kitchen, doing exercise if the user does not move
for a while). However, these services could be seen
as a “big brother” threat, who not only watches
over but also to some extent seems to control the

individual.

All generations could benefit, but the elderly in
society who might require greater attention are
likely to benefit most, in particular in ways that
help avoid their exclusion from normal activities.
Concern about old age has increasingly become a
factor taken into account in recent policies'® and
eHealth location services could offer real support
to the well-being of the elderly. However, three
issues are of particular relevance in improving
acceptance among old people:

o Potential users need to be better informed about
the advantages of the services. Governments,
through the mass media, could really help to
overcome the information gap as older adults
are among the primary consumers of these me-
dia. TV, being a privileged medium for reaching
the elderly, could broadcast stories (e.g. docu-
mentaries) about the advantages of localization
services in helping elderly people living inde-
pendently, so as to help achieve these goals
efficiently,

o Services and devices have to be easy to use for
everybody, including people with disabilities.
This is crucial as uneasiness among many pa-
tients about the use of new technologies is often
an obstacle to their adoption, as is their prefe-
rence for human contact rather than dealing
with a machine. Highly user-friendly interfaces
are therefore a prerequisite for eHealth services.

o Location-based eHealth services should be
useful and affordable for everybody. This is
needed to widen the range of services, but also
to create greater access if the goal is to achieve
an inclusive information society and avoid

opening up digital divides.

The potential would
exist for location-based
systems to give users
timely prompts when in
appropriate places so as
to encourage healthy

behaviour
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Liability concerns, for
example, if a patient
receives inadequate
treatment as a result
of tnaccurate location

data, may hinder

the deployment of

location-based eHealth

technologies

There is a need for
organizational and
administrative changes,
interoperability, and
reduced bureaucracy

to bring the personal
medical environments

closer together

Health related commercial activity is one of the
biggest market sectors in the economy!7. The de-
ployment of eHealth services with location infor-
mation will facilitate the integration of the
European satellite location system, Galileo, in the
life of European citizens. The relevance of the
systems involved and the sensitiveness of the data
calls for a strengthening of security when establish-
ing requirements for service provision and also

when protecting system integrity.

Another issue to be considered is that location-
based eHealth services could raise a number of
complex liability issues, for example, if a patient
receives inadequate treatment as a result of in-
accurate location data. This possibility might make
service providers reluctant to expose themselves
to potential liabilities, thus hindering eHealth
deployment. One option for minimizing these
problems might perhaps be to limit the liability
of location service providers in exchange for

thorough testing of all location-computing devices.

Frequencies need to be assigned carefully to

ensure the quality of the transmitted signals and

absence of interference. In order to facilitate access
to services for all users, including those travelling
across the EU and requiring location-based
eHealth services, the applications should be
developed in a way that ensures their compati-
bility. Taken together, these issues suggest that
frequencies assigned to eHealth location based
services should be harmonized at the EU level so
as to ensure the same quality of service when
travelling not only within the user’s home country,
but also abroad within the EU. Finally, it is im-

portant to underline the need for organizational
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and administrative changes; support for systems
interoperability; streamlining bureaucratic proce-
dures to bring the personal and medical environ-
ments closer to one another; training health pro-
fessionals on the potential of eHealth, while seek-
ing to overcome organizational reluctance; and,
providing users with enhanced possibilities for

information and choice.

Conclusions

It is anticipated that healthcare will become an
important area for applications based on existing
and future ICT infrastructures. The range of new
applications used in the provision of healthcare is
expected to blossom with the arrival of location-
based services, which, in conjunction with in-
creased mobility, will enhance the quality of life of
European citizens both in terms of prevention and
treatment. Important issues that could be taken into
account by policy-makers when considering the
mass adoption of eHealth' services based on
mobility and location possibilities, include sup-
porting the adoption of Galileo, providing secure
services, improving quality of life for the elderly,
protecting consumer’s rights, increasing the inter-
operability of systems between different organiza-
tions and countries, and enhancing the compa-

tibility between applications.

In the context of the ageing European society,
the use of location-based eHealth services is set to
become an important part of healthcare delivery. In
order to maximize the potential benefits, policy-
makers should consider the potential threats to its
deployment, including in particular the privacy
and consent issues. @
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Notes

1. IPv6 (Internet Protocol Version 6) is the latest level of the Internet Protocol (IP) and is now included as
part of IP support in many products including the major computer operating systems.

2. http://www.gsmworld.com/technology/gsm.shtml

3. Wi-Fi (short for “wireless fidelity”) is the popular term for a high-frequency wireless local area network
(WLAN). Wi-Fi is specified in the 802.11b specification from the Institute of Electrical and Electronics
Engineers (IEEE) and is part of a series of wireless specifications together with 802.11, 802.11a, and
802.11g. All four standards use the Ethernet protocol and CSMA/CA (carrier sense multiple access with |
collision avoidance) for path sharing. ‘
4. http://europa.eu.int/comm/dgs/energy_transport/galileo/applications/disability_en.htm

or Galileo Newsletter, Number 26, November 2003, available at:
http://www.genesis-office.org/galileo_newsletters/galileo_newsletters.html

5. Documents regarding location techniques were covered at LOCUS deliverables, such as “Overview of
Location Services”, by Baumann, Collomb, Dien, Fischer, Paris, Pilloni and Rodriguez, available at
www.telematica.de/locus. See also Caffery, Gordon and Stiiber “Overview of Radiolocation in CDMA
Cellular Systems”, IEEE Communications Magazine, April 1998, or Drane, Macnaughtan and Scott
“Positioning GSM Telephones”, IEEE Communications Magazine, April 1998.

6. Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection
of individuals with regard to the processing of personal data and on the free movement of such data.
Available at http://europa.eu.int/smartapi/cgi/
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medical data. Available at http://cm.coe.int/ta/rec/1997/97r5.html
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11. Article 9, Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
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12. Article 10, Directive 2002/58/EC.
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was started by the user or by the emergency services.
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Electronic Health Records: a key enabler

=z

2
for eHealth | 8% #
. T T AL %33

3%S
Andreas Ligtvoet, RAND Europe ‘ T% %%

-l.%g.

Issue: Electronic health records open up new options for healthcare delivery: better

access to relevant information, consultation and cooperation between healthcare
| providers, and monitoring and care delivery at the patient’'s home. However, issues of
| confidentiality and privacy need to be balanced with the requirements for increased

| communication between medical practitioners. | ‘

[
| Relevance: If the health applications enabled by electronic health records are to be taken \
| up, they will need widespread consensus among all stakeholders (public authorities,

| medical professionals and patients). This will require focused and coordinated action at ‘

both national and EU-level.

Introduction

ver the last few years, the Lishon objec-
tives and the eEurope policy actions have
painted a strategic vision of the direction
that Europe is heading regarding compe-
tition and services in the information society. The
use of eHealth has a role in the constant challenge
of balancing the requirements of reducing the cost
of healthcare (due to budgetary constraints), while
at the same time aiming to increase access and

quality.

eHealth offers the potential to enhance the
capacity to monitor and protect public health
through better health surveillance. Having a com-
prehensive system for monitoring chronic non-
communicable diseases - based on small monitor-

ing devices - will provide medical researchers and

public health officials with comprehensive health ‘
data on the population, thus enabling them to

identify opportunities for improving the health sys- ‘
tem. Furthermore, citizens can be better informed |
by high quality health-related information services.
They will provide online access to health informa-
tion, support communities, pharmacies, decision
aids, and tools to handle administrative tasks. Pa-
tients can test specific conditions, such as blood
glucose levels, respiratory rates, etc. or produce an ‘
ECG using e-devices at their own home (referred to
as patient self-management or telemedicine). Many |
senior citizens will become housebound but will

still need services, training, and reinforcement of

medical self-management, as well as continued ‘
connection to clinicians and contact with other
patients. And finally, integrated patient manage- |
ment aims to provide mechanisms for client case ‘

management and efficient sharing of information

The views expressed here are the author’s and do not necessarily reflect those of the European |

Commission.
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eHealth-related

developments are ‘
transforming the
traditional organizational
model into a network
organizational approach
where the user is the _focal
point of health and social

care

eHealth requires the
storage and transfer of
medical data; thus the
development of the ‘
electronic health record ‘
is a key enabler of

progress in the field ‘

between care professionals, such as the exchange
of data (medical, administrative or financial) which

today remain a cause of problems in healthcare.

These developments can have a number of ad-
vantages: specialized clinical expertise may be
made available in rural settings and it may become
possible to obtain a second opinion in medical spe-
cialty areas; medical facilities within the EU are to be
interlinked and accessible to all, particularly when
patients seek treatment in other EU member states
(improving access). These changes transform the tra-
ditional organizational model into a network organi-
zational approach where the user is the focal point of
health and social care: instead of the doctor acting as
sole manager of patient care, patients are becoming
partners in managing their own care; new techno-
logies will enable safer independent living and in-

creased social inclusion (improving quality of life).

The basis for these developments is an elec-
tronic health record (EHR; the central role of EHR
in the services described is depicted in Figure 1).

All developments in eHealth rely on the transfer

and storage of medical data. On the one hand this
enables the foreseen applications, but on the other
hand it opens up a whole range of discussions on
organizational change, technical implementation
and security & privacy. Before the records can be
used ubiquitously, however, there should be more

clarity on these issues.

Electronic health records

In their simplest form, electronic health records
are hospital records for a single inpatient stay or
social insurance account records. However, in the
future they could also contain the record of the
individual's genome, or the entire history of an
individual’s interactions with the healthcare system.
The electronic health record is widely cited as a
critical key to modernizing healthcare in the EU. It
may save resources and effort by eliminating dupli-
cate testing and the need for doctors to take down
notes on a patient’s history repeatedly. The added
advantage - since the advent of mobile commu-
nications - is that the data can be stored in one

place (helping ensure data integrity) but accessed
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via wireless networks (GPRS, 3G, WIFI) at another
and thus cater to the needs of mobile carers (nurses
and doctors making house calls) or telemedicine
applications. Ideally these EHRs will be easy to use
by different specialists, easily accessible (for exam-
ple, via mobile devices and terminals) and ensure

secure transmission of personal data.

The data collected can make a major contribu-
tion to health monitoring, medical research, and the
measurement of system effectiveness by providing
aggregate health information. Health information
systems have the capacity to exchange information
electronically with private providers of medical
services such as clinics and laboratories. Standard-
ized definitions and access to databases will permit
more useful analysis of information on incidence
and prevalence of chronic diseases and injuries, risk
factors and conditions, services, programmes, and
outcomes. When linked with clinical decision-sup-
port systems, the electronic health record can faci-
litate evidence-based diagnosis and treatment.
Through the use of the Internet, smart cards, and
other information technology, patients will be able
to access their own electronic health record and
take on the role of ‘partner’ in managing their own
health (although this may lead to opposition from
health professionals who disapprove of laypeople
interfering with their job or self-medicating). The
storage of large amounts of personal data in one
central EHR database has advantages, as we have
seen. However, it also raises concerns about the
accessibility of these data: medical information is
information of the most private nature. More than
with other data, care should be taken to restrict
access and anonymize where possible. Here we see
that the interests of the different stakeholders in the

process may come into conflict.

Stakeholder requirements

It is today very clear that technology is only part

of the story: successful implementation of EHR also

depends on the acceptance of the stakeholders in-

volved and their willingness to alter their tradi-

tional way of working.

Arguably, as end-user of many of the services,
the most important stakeholder is the patient. Pre-
sent and future patients expect specific information
to be available about their condition so as to allow
them to have an informed discussion with their
care provider. Furthermore, they expect all assess-
ment, treatment and care to happen at a time and
place of their choosing and to be protected from
unsafe and poor quality products and services or-
dered via the Internet. But most importantly, they
expect privacy and confidentiality; i.e. that patients
themselves should be in charge of their own me-

dical records.

EHRs could be implemented so as to be provid-
ed on-line over a (secured) network or embedded
on a smartcard. Smartcards can provide persistent
and portable information storage as well as identi-
fication, digital signature, security and payment
functions. It is also clear that that Privacy Enhanc-
ing Technologies, such as data scrambling and
biometric or other forms of identification are re-
quired when handling personal data, on both
the citizen’s as well as the professional’s side. For
example, pharmacists would only need to access a

limited subset of the individual’s complete record.

However, health- and social-care providers,
hospitals or any wider consortia of service provi-
ders in public and private sectors expect services to
support (and not hinder) them in their routine tasks.
Medical records and other health applications will
have to be accessible from mobile devices in order
for healthcare professionals to be able to work
effectively. As health records need to be accessed
from different locations using different devices, the
information provided should be scalable so that it
will also be usable over connections with less

bandwidth or without full audio/video capabilities.
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In the future electronic
health records could
progress from being

a simple record of

a hospital stay

to containing the
individual’s genome
or an entire history of
interactions with the

healthcare system

Technology could
empower palients,
enabling them o take
greater control over
their electronic heallth
record and take on the
role of ‘partner’ in
managing their ouwn

health

Electronic health
records (FHRs) could be
implemented so as to be
provided on-line over a

secured network or
embedded on a

smartcard
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As health records need
to be accessed from
different locations using
different devices, the
informaltion provided
should be scalable so
that it can also be used

over connections with

less bandwidth or

without full audio

video capabilities

As with many other ICT applications, the
service stands or falls with the standardization that
is applied to both the data-format and the software
and equipment handling the data. If the exchange
of health records both nationally and interna-
tionally is to take place in an effective and efficient
manner, interoperable standards will have to be
laid down at a transnational level. To avoid vendor
lock-in and to facilitate uptake, the standards used

should be open and accessible to scrutiny.

Analysis

Like in many fields of IT, the technical theore-
tical vision has given rise to considerable expec-
tations, but the realization of these expectations
is taking longer than anticipated. It is therefore
crucial to analyse the strengths, weaknesses, op-
portunities and threats (so-called SWOT-analysis)

of the present situation to be able to come up with

~® There are many international and EU
cts that aim to implement electronic
lth records.
e is consent among European Health
istries that this is a high priority issue.
ealthcare professionals understand the
benefits - that an interchangeable patient
health record could facilitate cooperation
mong professionals, while preventing
petitive tasks and costs.
‘managers’ of their personal information,
itizens will be empowered to manage their
own healthcare.
t duplicating data when a patient moves -

the risk of data errors and enables insti-
tions to focus on their primary task of
1ation brokers and middleware so-
tions will become an important area of
. -
iversity of solutions already available
presents a rich learning opportunity.
re is an opportunity for close
ooperation on standards setting.
Continuing proliferation of eHealth appli-
cations is likely to provoke moves towards
viding shared access infrastructures.
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policy recommendations that build on what is
available while trying to target the stakeholders’ re-
quirements. For EHR, an analysis of the kind allud-
ed to highlights the following points for attention.

Synthesis

When combining the strengths, weaknesses,
opportunities and threats above, we can arrive at
the following synthesis, reasoning from the patient
outward to the healthcare system:

Patients will need to feel comfortable about

having their data stored on electronic media.

Although it is often said that a patient will ac-

cept anything in order to improve his/her qua-

lity of life, a far stronger position would be to
provide adequate protection of data by using
privacy enhancing technologies. User interfaces
will need to be simple so that the patients feel

in control of their data. Also, care should

Weaknesses

® There are relatively few examples of
so-called ‘transmural care’.
Cooperation between different care institu-
tions remains difficult. _
The implementation of the required systems
is often seen as an activity falling outside an
institution’s normal budget.
The willingness and ability of healthcare
staff to accept and manage change is seen
as a major obstacle to implementing EHR.

Threats b

® A shift in professionals’ attitude is required:
it should become a client-oriented process.
This requires people to cooperate beyond
the boundaries of their institutions, to des-
cribe the medical history of patients so
that it suits all users of the information.
Clearly, this requires large coordination
efforts.
If the question of data protection and cer-
tification is not addressed, the take-up of
services might encounter resistance.




be given to explain the process of data capture
and retention.

Secondly, obstacles may need to be overcome
in order to encourage adoption of new tech-
nologies by practitioners. Getting the primary
care physician, who is often the patients’ first
contact with the healthcare system, to ‘buy in’
is critical. But achieving this will take more than
just money and clever software. If widespread
use of EHR is to become a reality, physicians
will need to be motivated to adopt new work
practices and tools. They will need to see a
strong business case outlining the tangible be-
nefits as well as assurances about the reliability
of the technology, the appropriateness of the
user-interface, available training, and technical
platforms. Standardization of the exchange of
electronic health records and adoption of na-
tional standards for entering data is needed in
order to avoid misinterpretation of information.
Thirdly, there are the technical challenges relat-
ed to developing the hardware, software, and
technical support to operate and maintain the
EHR network. Interoperability of EHRs is critical
and will hinge on the development of consistent
standards for data collection, storage, and re-
trieval across organizations and jurisdictions.
For the development of a user interface, key
content elements such as the patient’s problem
list, and the management strategies (including
diagnostic testing, medications, and progress
notes), will need to be captured. A structured
problem list could be the means of helping
the provider to navigate easily and intuitively
through the relevant summary of patient infor-
mation. Data entry must be designed to help the
users keep the data accurate and meaningful.
Fourthly, and finally, there are the challenges
faced by the healthcare system and policy-
makers. Confidentiality and protection of patient
data is something that needs to be emphasized
in any European regulations that are adopted

relating to e-health system security. In this field,

in particular, a well-coordinated approach bet-
ween the authorities at European, national and
regional level is needed in order to foster the

exchange of experience and information.

Conclusions

It has become clear that implementation of ICTs
in healthcare can and will only succeed if the
services are adapted to the specificities of the
existing healthcare system. Nevertheless, the
system itself will need to evolve in order to
facilitate better health services. The crux of EHR as
an enabler of services lies not only in the “e” of
electronic, but also in the organizations, budgets,
stakeholders, communication and cooperation that

provide the context of the services.

The implementation of an electronic health re-
cord crosses the boundaries between healthcare
and ICTs, as well as invoking organizational, poli-
tical and economic issues. If the development of
EHR is to progress on any level (local, regional or
EU-wide), there should be close cooperation bet-

ween the reéponsible administrative authorities;

including those at European level if feasible.

However, a number of other issues need to be
tackled, in particular, legal and regulatory issues
concerning the ownership of data, safety and con-
fidentiality of data and minimal requirements to
ensure this. In addition, liability in the case of data-
loss, corruption or accidental disclosure will need
to be addressed. Citizens need to trust that their
data is in safe hands; professionals need to be free
to use optimal technology that suits their needs.
Although it remains a challenge, finding the correct
balance between these needs seems solvable.

« The knowledge in the shape of experience and
existing pilots in Europe will need to be collect-
ed and monitored.

o On-the-ground experience can be benchmark-

ed and tested in different healthcare contexts:

'S Report

\part from overcoming
the technical challenges,
both patients and
medical practitioners
need to be convinced of
the benefits of EHRs if
they are to be motivated

to adopt them

The implementation of
an electronic health
record crosses the
boundaries between
healthcare and ICTs,

as well as invoking
organizational, political

and economic issues
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one solution might be more appropriate in one be needed, either because of lack of informa-
country than another. tion or because of bad examples in the past.
More effort is needed to resolve the mentioned

legal issues and to harmonize the regulatory and This will facilitate the role of eHealth initiatives
legal frameworks in the different member states. in balancing the quality, cost and accessibility of

o In some countries efforts to raise awareness will  healthcare systems in Europe. &5

Keywords
electronic health record, EHR, patient dossier, ICT, e-health, privacy

Note

1. Transmural care is the care that goes beyond the walls of one single institution. It is care tailored to the
needs of a patient and provided on the basis of collaboration agreements between generalist and specialist
care providers of different organizations such as hospitals, revalidation homes, and home care orga-

nizations.

References
o Braun, A. et al. Prospecting e-health in the context of a European ageing society: quantifying and
qualifying needs. ESTO/IPTS, (forthcoming).
Huynen, M. and P. Martens. Future health: the health dimension in global scenarios. ICIS, Maastricht,
October 2002.
Ligtvoet, A. Prisma Strategic Guideline 2 — Health. Leiden, April 2003.
PRISMA. Report on changes and trends in service delivery. January 2001.
(available on http://www.prisma-eu.net).
PRISMA. Pan-European changes and trends in e-health services delivery. August 2002.
(available on http://www.prisma-eu.net).
Silber, D. The case for e-health, presentation at the European Commission’s first high-level conference

on e-health. Brussels, May 2003.

Contacts

Andreas Ligtvoet, RAND Europe

P —— Tel.: +31 71 524 51 83, fax: +31 71 524 51 91, e-mail: ligtvoet@rand.org
Andreas Ligtvoet Marcelino Cabrera, IPTS

works as policy analyst at Tel.: +34 95 448 83 62, fax: +34 95 448 83 39, e-mail: marcelino.cabrera@jrc.es
RAND Europe, focusing on

(technology) foresight and
future studies. One of his
interests is in the effect
of new technologies, such
as eHealth, on societal
change. He received

his Master's degree in
Science & Policy from the
University of Utrecht,
where his research focused
on technology transfer.

© |IPTS, No.81 - JRC - Seville, February 2004




Skills and Competencies for the Future
of eHealth
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more responsive to the needs of citizens.

Introduction

Health is an umbrella term encompassing
a broad range of ICT-driven activities that
are transforming the delivery of health-
care. Such activities normally involve the
use of digital data that is transmitted, stored, and
retrieved electronically for clinical, educational
and administrative purposes, whether at a fixed
location or remotely. The important implications of
eHealth are becoming more and more apparent
to patients, health workers, administrators, and
practitioners as new applications allow the provi-
sion of medical support remotely at any point in
time and facilitate access to, and exchange of, per-

tinent health information on demand.

Issue: An important prerequisite for the widespread introduction of new technologies in
the heath sector is the acquisition of new types of skills by citizens, patients, doctors,
nurses and other healthcare professionals. These skills translate to new abilities,
competencies and, above all, mindsets and attitudes to new ways of working that are

Relevance: Human resource development through appropriate education and training is
a key factor in-coordinating efforts by stakeholders, introducing new working methods
and gradually transforming traditional healthcare service providers into agencies that
provide a wide range of eHealth services. This is particularly relevant considering the
under-investment in training and education that is endemic in the health sector and
which create blockages in the ways knowledge is shared.

The introduction and effective delivery of
eHealth concerns all players in the healthcare sec-
tor. These include hospitals and other healthcare
facilities, public and private insurance firms, organ-
izations developing and applying technological
solutions, as well as a variety of user groups - citi-
zens, patients and their environment, doctors, nur-
ses and allied healthcare professionals. The grow-
ing body of literature on eHealth has extensively
dealt with the rise of new technologies and the
bottlenecks and challenges facing eHealth strate-
gies in the 215U century. Less attention has been
given to ways of increasing awareness and general
understanding and utilization of ICT-driven activi-
ties among all the parties directly involved. For this,

it is important to recognize that technology alone

The views expressed here are the authors’ and do not necessarily reflect those of the European

Commission.
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cannot guarantee optimal results. New types of
skills, competencies and, above all, mindsets and
attitudes to novel ways of working are required for
the ubiquitous introduction and effective

exploitation of ICTs in healthcare.

ICTs and the changing nature of skills
in healthcare delivery

For over two decades now, ICTs have been
gradually introduced into the healthcare system
creating turbulence in its traditional structure and
organization and requiring all those working in the
area to keep pace with new technologies. As early
as 1990, the European Council issued Recom-
mendation No R(90)21 which alerted governments

u

of member states to “...ensure that, as soon as
possible, those staff involved in healthcare receive
appropriate, multidisciplinary training, both
theoretical and practical, for health information
systems within an overall public context” (Grimson,
et. al., 2000). At that time, the predominant ways in
which ICTs were introduced and applied within the
healthcare system related mainly to administrative,
managerial and financial functions. The integration
of some of the ‘back office’ components of the
healthcare system that was made possible with ICTs
required health practitioners to transcend the strict
boundaries of their profession and acquire a new
set of skills that may have been unnecessary a few
years ago. These were mainly leadership com-
petencies - such as strategic and tactical planning,
persuasive communication, negotiating skills,
financial decision-making, team building, conflict
resolution and interviewing - as well as some basic
ICT-related technical skills (Schwartz, R., 2000).
Even at that time the need for increased information
technology ‘upskilling’ created an additional bur-
den on the already demanding schedule of
healthcare professionals. The latter viewed ICT
training as peripheral to their activities, or at worst,
as an unnecessary burden which consumed va-
luable time (Grimson, et. al., 2000).
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The current widespread use of ICTs in the
health sector has important implications not only
for the support of administrative and functional
tasks but also for the actual delivery of healthcare.
eHealth applications offer the potential to cut
costs, increase the efficiency with which care is
provided, deliver healthcare services remotely,
simplify diagnostic and therapeutic processes, and
enable better care to be provided in the patient's
personal environment. At the same time, they can
increase patients’ levels of awareness and under-
standing about their own health and encourage a

degree of self-care.

The modernization of public service provision
with the use of ICTs is a challenge to existing forms
of organization in the health sector and implies
some kind of organizational change. In fact, tech-
nical innovation to a large extent depends on
organizational innovation in order to achieve real
improvements in efficiency and quality of service.
On the other hand, the translation and imple-
mentation of new modes of service provision into
practice is always a serious challenge to manage-
ment. Still, the potential of eHealth may fall flat
without the active involvement of healthcare
professionals and citizens in the choice, deploy-
ment, and assessment of relevant technologies. For
these user groups to participate in a meaningful
way in these procedures they have to be em-
powered and informed about the benefits ICTs can

bring to healthcare delivery.

Human resource development through appro-
priate education and training is a key factor in
introducing new methods of work for healthcare
service providers and in empowering citizens to
use ICTs to obtain medical information. The nur-
turing of competencies and skills and the intro-
duction of new working methods have become key

factors in the successful re-engineering of service

suppliers as they transform into agencies providing

eHealth services. Changes to strategies, structures
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and methods of service delivery are dependent  set up eHealth applications, the delivery of these |
upon a creative and innovative workforce. The  applications to citizens also requires strong inter- i
latter needs to adapt its skills, competencies and,  personal and managerial skills since quite often
above all, mindsets and attitudes to new ways of  providers are required to manage people over the
working that are more responsive to the needs of — network. While the technical skills are concerned 3 29
citizens. with the communication technologies used and »ga%:‘
the clinical processes enabled by those techno- "?'-‘3‘3%
The availability of an appropriate mix of logies, the interpersonal skills are concerned with %/9%%
competencies and skills is central to the wider  relationships between system personnel, providers ??‘ "c‘éo%,

diffusion and take up of e-health. The care provi-
ded by specialized professionals requires adhe-
rence to evidence-based clinical protocols, nursing
processes, clinical judgement, and skills/experien-
ce in communications, technology, and compu-

ters. Thus, although technical skills are necessary to

and patients, and the way in which those relation-

ships are organized.

Furthermore, the notion of ‘civil servant’ in the
health sector needs updating to meet the require-

ments and opportunities of the Information Society.

Although technical skills
are necessary lo set up

eHealth applications,

‘ the delivery of these

Box 1. What competencies and skills are needed for eHealth? Evidence from survey findings applications to citizens

-Skills and competencies in new healthcare delivery models and new professional roles have been ‘
identified as being crucial to the delivery of even the simplest eHealth services. A number of surveys ‘ g T
‘have looked into the particular types of competencies and skills that are considered as being central ‘ inter-personal and
to the diffusion and take-up of eHealth. Some of the key findings of these studies concerning
~ healthcare professionals and citizens are highlighted below. \

- * Inthe US, the Michigan telepsychiatry research project identified confidence building to senior

- administrative staff regarding capabilities and use of technologies as an important issue in {
- providing eHealth services (Whitten, P. & Rowe-Adjibogoun, J., 2002). ‘
® |n the UK, a survey on Primary Care Staff's use of the Internet in Scotland found that time cons- \
~ traints and concerns that they lack the necessary skills were highlighted as the most common ‘
. reasons for not accessing the Internet (Wilson, 1999). ‘

® A survey on nurses’ responses to telemedicine found that nurses need to obtain technical skills,
on how to install, calibrate and operate equipment, as well as to recognize and fix technical \
_problems. Also, they need training in team building so that project nurses are able to build and r

develop problem-solving skills as a group (Dansky et al.,1999). Furthermore, awareness on a

nurse’s new role as “e-nurse” needs to be built among senior management and key nursing ‘
|

also requires strong

managerial skills

managers in order for them to gain good appreciation and true understanding of what nurses
_are doing over the telephone and accept their new role (Larson-Dahn 2002). The care provided
by the nurse requires adherence to evidence-based clinical protocols, nursing process, clinical
judgement, and skills/experience in communications, technology, and computers (Richardson, ‘
' R.J., Schug, S., Bywater, M., Williams, D.L. 2002).

' | eadership skills are also recognized as being very important, since the role of a “champion” is ‘
considered critical for getting a new eHealth project off the ground and sustaining interest among |
participants when problems occur. (Larson-Dahn 2002, Norris 2001). Survey findings suggest that ‘
the development of people-based skills such as cooperation, leadership, and creative thinking are
just as important as - if not more so - than actual technology developments (Ball & Lillis, 2000;

Silber 2003). ‘
¢ n Europe, the SeniorWatch' survey took into account information gathered about computer |
usage, skills’ self-assessment and attitudes towards new technologies and came up with a ’
- typology of citizens’ computer involvement. According to this typology the majority of older
citizens (over the age of 50) (69.7%) have either advanced IT skills or are familiar with the use \
of computers, or they are keen to learn about technology, whereas 31.3% do not use a computer
or are not keen on familiarizing themselves with this technology. The proportion of users drops
~ with age and so does the proportion of computer-literate individuals. i
- o The evidence from the Flash Eurobarometer survey (2003) shows that among computer users ‘
only a small proportion (23.1%) of people within the European Union use the Internet to get
~ information about health. A positive attitude about the Internet is a given amongst young people
. in contrast to older people (55.7% in the 15-24 age group vs 26% of people over 55). ‘
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For citizens/patients,
the ability to benefit
/

from develonpments in

eHealth critically

depends on thewr

Sfamiliarity with
technology, thei
interest in ICTs, and
in the Internet in

particular

The public service ethic remains vital in the sector.
However, in the eHealth era it should incorporate
customer relations’ management approaches, ef-
ficiency measures, and modern management tech-

niques.

Similarly, for citizens/patients, the ability to be-
nefit from developments in eHealth critically de-
pends on their familiarity with technology, their in-
terest in ICTs, and in the Internet in particular. Peo-
ple with no experience and no interest in compu-
ters and electronic devices are unlikely to be able
or willing to seek medical information from Internet
sites or receive care and support at a distance. By
contrast, people who already use computers or are
keen on learning about technology and wish to
gain some basic computer skills are more likely to
have a positive attitude towards eHealth applica-

tions and benefit from their wider deployment.

Towards a typology of eHealth
competencies and skills

The findings of the survey alluded to above
suggest that the required skills and competencies
for eHealth can be grouped into the following
broad categories:
¢ Basic computer skills: these skills include use

of computers, use of web technologies for
accessing portals and for using personalized
services, together with eHealth applications for
delivering simple telecare services.
Organizational and managerial skills: includ-
ing the so-called ‘soft’ type of skills similar to
the leadership competencies identified earlier
in the paper, which are necessary for the effec-
tive development and delivery of eHealth
services. These skills are necessary for dealing
with new organizational structures, new service
delivery models, changes in working methods,
new job roles, etc.

In-depth understanding of the functional capa-

bilities of eHealth technologies and applica-

tions: this encompasses the ability to have a
thorough understanding of how eHealth appli-
cations such as integrated patient management
and electronic health records, epidemiological
networks, telecare and independent living
devices and services, etc., fit into, and are an
integral part of, the formal healthcare delivery
system.

In-depth understanding of legal, ethical, and
economic issues surrounding eHealth: this re-
fers to the necessary knowledge and capabilities
that need to be acquired in order to manage
the relations between the different stakeholders
in an eHealth environment, such as identifying
their rights and obligations, defining service
level agreements, understanding the problems
surrounding the security and confidentiality of
personal and health data, ways of preventing

and/or dealing with malpractice, etc.

Note that the proposed grouping intentionally
does not include advanced technical skills such
as information management, health informatics,
software design, etc. These skills can be obtained
formally and nowadays are the subject of specific
postgraduate courses designed specifically for the

needs of healthcare professionals.

The above grouping places particular emphasis
on the ‘soft’ types of skills required as opposed to
the more formal ‘hard’ type of advanced computer
and technical skills. This is because, as often de-
monstrated in surveys and case studies, the former
are often accountable for the weak communication
links and information flows among actors within
the system. In addition, the above categorization of
skills and competencies suggests that some types
of skills, such as basic computer skills, the under-
standing of complementarities of eHealth and
traditional healthcare practice, and their legal and
ethical implications, should be generic for all user
groups, while other types are more specific to

individual application areas of eHealth.
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eHealth competencies and skills are particu-
larly necessary in relation to four major eHealth
application areas (including their application sub-
areas):

e Public Health Policy & Prevention: this refers
to the collection of healthcare event, environ-
mental, and socio economic information that
enables data mining for healthcare strategy
planning. Essential skills for healthcare profes-
sionals involved in this area include the ability
to understand the functional design and use of
personalized web services as well as the ability
to understand the structure and information
needs of Public Health Policy and Prevention in
order to come up with new algorithms to fit in
new types of data.

* Information services to citizens: these encom-
pass activities providing information to citizens
on issues such as good health and lifestyle
advice and empowering them to know when
professional help is required, and where and
how to obtain it. Essential skills for healthcare
professionals involved in this area include the
ability to contribute to the structuring and up-
dating of citizen information services and to the
functional design and use of personalized web
services.

¢ Integrated Patient Management & patient health
records: these concern activities surrounding
the efficient and secure sharing of information
between health and social care professionals
and the establishment of an environment to
provide support for integrated client case man-
agement. Essential skills for healthcare profes-
sionals involved in this area include the design
and use of evidence-based eHealth clinical
protocols, the ability to understand the structure
and functional capabilities of integrated patient
management systems and patient health re-
cords, the operation, updating and mainte-
nance of Integrated Health records, and the
efficient management of personal and health

information security and confidentiality.

» Telecare & Independent living services. These
comprise tele-consultations, telehomecare,
vital signs monitoring, and services for the el-
derly and disabled that support independent
living. Essential skills for healthcare professio-
nals involved in this area include basic tech-
nical knowledge on how to operate telecare
and independent living services, ability to form
telecare and independent living Service Level
Agreements with third parties, ability to eva-
luate the equipment and services delivered, and
also the management of personal and health

information security and confidentiality.

The way forward: Recommendations
for the future of eHealth education

One of the principal barriers to the adoption of
telecare is the resistance of health professionals -
primarily doctors - to the use of new technologies
in their daily practice. Survey findings confirm that
the inability of healthcare staff and healthcare pro-
fessionals to accept and manage change is seen
as a major blockage in implementing eHealth
(Richardson, et al., 2002). Health professionals in
general are averse to using high technology equip-
ment when treating patients, especially if treatment
takes place from a distance. Often, they perceive
the implementation of the service as a threat to their
authority. From another perspective, health pro-
fessionals find that education and training in ICTs
do not fit in with their busy schedule and could in
no way substitute for the personal relationships
they develop with patients. In the UK, for example,
doctors argue that in the fourth and fifth years of
their medical training and in their first years as
junior hospital doctors there is no time for training
in ICTs because priority is given to clinical work
and it is in practice very difficult to fit in training on

‘fancy ICT systems’ (Mansell and Curry, 2002).

For many years, the inclusion of IT skills in the

training of healthcare professionals has been a low
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new technologies in
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An important

prerequisite for

engaging more and
more professionals in
Sormal training in
health informatics is
first to raise their
awareness of the
potential of ICTs and
adjust existing

mindsets

priority in most countries. This approach has
caused significant discrepancies in the health
system since the on-going under-investment in pro-
fessional education and training has been occurring
in an environment characterized by rapid technolo-
gical and organizational change. Today, the intro-
duction of medical informatics onto the curricula of
medical schools at both undergraduate and post-
graduate levels is gaining more and more ground,
as it is becoming widely recognized that the ability
of physicians to use ICTs is vital for the effective
management of medical information. Courses in
this area are designed to equip medical students
and other health professionals with the necessary
formal informatics competencies that will allow
them to function as users and producers of medical
data. Internet technology is often used in medical
training and in the teaching of health informatics as
it allows better communication between partici-
pants and better support for students. The primary

goals of such courses include (Parry et al., 2001):

e Raising health-care professionals’ understand-
ing of health informatics and computer tech-
nology, including the effective use of common
software, communication tools, and some of
the concepts underlying the use of computers in
healthcare.

Providing academic recognition of informatics
skills by awarding a diploma.

Developing a network of expertise, and
Reaching people working in relatively remote

environmental settings.

However, ‘soft’ types of skills are equally, if
not more, important for the transformation of the
healthcare system into an eHealth system. There-

fore, an important prerequisite for engaging more

and more professionals in formal training in health
informatics is first to raise their awareness of the

®© |PTS, No.81 - JRC - Seville, February 2004

potential of ICTs and adjust existing mindsets and
attitudes to the transforming norms and practices in
healthcare delivery. In other words, apart from basic
computer skills, health professionals need to be
provided with the necessary education and training
that will allow them to understand the functional
capabilities of eHealth technologies and applica-
tions as well as their legal, ethical, and economic
implications in order to have at least some input into
technology choice and assessment. Furthermore,
people-based skills, such as co-operation, leader-
ship, and creative thinking are critical for inspiring
interest

participants and  sustaining  their

at turbulent times.

Continuing medical education activities need to
endorse this approach. In the same way as other
professionals (e.g. engineers, industrialists) delibe-
rately enrol in postgraduate training in order to
develop the key technical, organizational, and
administrative competencies that they need in
order to be able to deliver value-added services to
customers, health professionals also need to em-
power themselves with the necessary knowledge
of health informatics as well as with an essential
understanding of the broader functional, legal,
ethical, and economic implications of eHealth.
More training programmes addressed to all groups
of health professionals - doctors, nurses, allied
healthcare professionals- should be designed along
these lines. The importance of eHealth and the
variety of eHealth services need to be explained
through concrete examples so that the full benefits
are appreciated and key messages are delivered
to multi professional groups. Multimedia and web-
based technologies can effectively support the
delivery of such training schemes and establish a
user friendly interoperable systems infrastructure
for eHealth education. @
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Note

1. The SeniorWatch project launched a pan European survey of elderly people in Europe relating to
eHealth and telemedicine issues. Fieldwork was carried out by national organizations in all European
Union Member States. Geographically and socio-demographically stratified random sampling was used,
with computer-assisted telephone interviews. The interviews were conducted in June and July 2001.
Altogether 9661 interviews were performed. The cases were weighted according to the share of the
population the respective age groups represent of the older population in each European country.
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Science and Technology Roadmapping:

implications for eHealth

Mark Boden and Olivier Da Costa, IPTS

Issue: Recent S&T roadmapping studies have focused on the potential of various emerging
information and communication technologies to help meet the challenges faced by
European healthcare systems dealing with an ageing population, the enlargement of
European Union and growing healthcare budget constraints. Roadmaps are an effective and
intuitive way to present and analyse the causal and temporal relations in these roadmaps.

Relevance: Roadmaps are valuable for policy-makers or executives with limited time to
grasp at a single glance the various dimensions, whether scientific and technological,
economic, political or social, of such a complex issue as eHealth.

Introduction

echnology roadmapping is a widely used
methodology, employed by individual
companies, entire industries and public
research institutes (Da Costa et al. 2003) as
a way of bringing together various stakeholder
perspectives so as to develop an overview of how
a technological field, or an industry is likely to
develop over a set future period. This approach can
be applied to analysing the scientific and tech-
nological, economic, political and social dimen-
sions of a wide range of fields, and the interactions
between them. It is therefore highly appropriate to

a complex area such as eHealth (see Box 1).

Dimensions of the Challenges and Policy
Issues

Increasing demands on European healthcare

systems are a consequence of the changing demo-

graphics! and economic development of Europe.

The effective delivery of healthcare represents a

challenge to which a combination of emerging

technological developments could respond. The

HCTRM set out four key drivers of change emer-

ging over the next decade to shape the future of

healthcare delivery.

* The ageing of the population will have significant

implications, particularly for pension systems,
public sector budgets, and healthcare delivery.
However, demographic change offers opportuni-
ties to improve the quality of life of older people,
and new business possibilities for industry.
With enlargement of the European Union, rights
and access to quality healthcare may be
threatened by changes in' the structuring and
financing of healthcare systems. These may be
compounded by the utilization of cross-border
services and shortages of skilled labour, par-
ticularly if healthcare professionals seek better
paid jobs in the present EU15.

The views expressed here are the authors’ and do not necessarily reflect those of the European

Commission.
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ping science and technology roadmapping (S&TRM) as an input into policy
el. The project was underpinned by three main issues:

ologie Roadmap: Effective Delivery of Healthcare in the Context of an

aun et al. 2003);

e in Everyday Life” (Friedewald, Da Costa 2003).

logy Roadmap (HCTRM), Information and Communication Technologies
as a core technological cluster, comprising a range of developments relevant for
iagnosis and monitoring of illness, its treatment and aftercare, as well as in
tion systems and services. Conversely, in Aml@Life, health was one of six key
r ambient intelligence technologies.

dM’aﬁdthe health application area of Aml@Life overlap significantly. While
nstructed relatively independently, their results concur to underline the

evelopment of eHealth.

o The key technological breakthroughs impact-
ing on healthcare include developments in
computers and robotics, genetic engineering,
pharmaceuticals, and the growth of replace-
ment tissues and organs?.

Changes in health policies and systems are
a consequence of growth in public sector ex-
penditure on health over recent decades. More
recently, health systems have sought to reduce
costs while improving quality and accessibility.
The new EU public health programme (Official
Journal 9/10/2002) is promoting a more inte-
grated and intersectoral health strategy, encour-

aging cooperation between Member States.

Within this context, there is a clear danger of
a widening of the ‘health gap’ between regions
and social classes. A recent report delivered to
the European Council (European Commission, DG
Employment and Social Affairs 2003) examines the
challenges faced by healthcare systems in the
European Union and the need to ensure a good
balance between three objectives:
» Broad and Equal Access to Healthcare relies

heavily on governments taking responsibility for

structuring and financing healthcare systems.

Insurance status or the place of residence

should not condition access to a specific treat-
ment. However, disparities in organizations and
financing influence medical practice, for ins-
tance in the area of minimally invasive surgery
and telecare. Ideally, healthcare professionals
should use the best technologies available, and
in so doing, facilitate their dissemination.

High Quality Healthcare Delivery depends on
the one hand on the increased empowerment
and greater expectations of healthcare con-
sumers, and, on the other on the awareness of,
and access to, healthcare innovation among
professionals.

Financial Sustainability of Healthcare Systems
relies on balancing policy and legislation with
market forces within the healthcare industry,
particularly sustained investment in R&D acti-
vity, to ensure the availability and accessibility

of healthcare services for all citizens.

The combination of the above drivers and
policy challenges provided the context in which
the HCTRM examined emerging technologies and
Aml@Life the health application area.

The main goal is the provision of customizable

telecare, which can be easily deployed and adap-

‘he IPTS

Report

In the context of EU
enlargement and rapid
technological change,
there is a clear danger
of the ‘health gap’
between regions and
social classes

increasing
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The provision of
customizable telecare
which can be easily
deployed and adapted

i individuals’ homes

to meet their particular

needs is a key goal

Improved measurement,
recording, and analysis

of data and increasing

availability of

minimally invasive
surgery and telecare
should enable patients
to benefit from
improved prevention

and treatment of illness

1e HCTRM, was an issue-driven study in which eHealth was considered from a technological pers-
live. The basic methodology centred on a matrix-based framework in which to describe and ana-
 the current state of healthcare technologies (Footprint Matrix) and to articulate a vision of the

‘situation (Matrix 2020).

objective of Aml@Life was to examine the potential of full integration of “Ambient Intelligence”
ml) in everyday life, thereby raising the issue of universal access to new technologies and func-
t% s. Aml refers to a vision of the future of ICTs which puts human beings at the centre, i.e. where
nologies are designed for people rather than people having to adapt to technologies. People
uld be surrounded by intelligent intuitive interfaces embedded in-all kinds of objects and
onments and capable of recognizing and responding to the individual needs in a seamless,
btrusive and often invisible way (Ducatel et al. 2001).
~Within Aml@Life, health was one of six major application areas considered from a demand perspec-
ﬁﬁh{ﬁingef«mbiént Intelligence is truly cross-cutting, most ICTs have been examined. Aml@Life
‘complements the HCTRM with intermediate pictures, major milestones, potential breakthroughs

: ﬂ?{d;srgptions;and critical paths for the developments of key technologies and functions.

thEHE'FRM Footprint Matrix, the following ICT developments were shown as currently having

ajor impact on the delivery of healthcare:

Thﬁ,iﬁtegr‘.’aﬁon of ICT, medical imaging and robotics, which is improving surgical treatment by
making it less invasive, reducing risks and reducing the length of hospital stays;
Health, which embraces ICT-driven activities transforming the delivery of healthcare (Richardson
al, 2002), and includes telecare (health and social care provided remotely, generally to people
~in their own homes) and telemedicine (the provision of health care and education at a distance,

Using telecommunications technology);

lecision Support Systems and Bio-informatics, which contribute to and support diagnosis, prog-
‘nosis, studies, prescriptions and other treatment options. The connection of the locus of health-
“care delivery and national electronic information networks can help improve diagnosis, treatment

nd aftercare.

; HCTRM Matrix 2020 sets out a vision of relevant emerging technological developments and
4 i’maagm_‘ their application. In particular, telecare was found to be a key eHealth-related application
- for improving the quality of life and longevity of patients, particularly older and disabled people in

| areas (Tang et al. 2000; Bradley et al. 2003). With an ageing population, financial constraints
id growing acceptance of the delivery of healthcare at home will mean that demand will be high,
as been borne out by various pilot telecare projects (Curry et al. 2002).

ted in individuals’ homes to meet their particular
needs. This relies on a number of key enabling
technologies, which include high-speed wireless
communications, digital interfaces, database and
data mining technologies, sensors and actuators.
Specific applications will include passive devices
to detect accidents and hazards; memory aids;
lifestyle and physiological monitoring systems;
specialized telephones and videoconferencing;
speech recognition for data capture and computer
command; and mobile devices to connect with

computer systems during the patient care process.

Telecare will be also integrated into assistive
equipment, such as walking sticks, bath seats, grab
rails, and wheelchairs, particularly in the context of
the smart home. Health applications for Aml tech-

nologies have been found to be very demanding

®© IPTS, No.81 - JRC - Seville, February 2004

but also very promising, in terms of improving the
process of care delivery and facilitating linkages
between the different actors. However, although

prototypes can be expected within the next 3-5

“years, widespread use of most of these applications

is not expected until 2010.

Bringing together the implications of the two
roadmaps, patients should benefit from improved
quality in the prevention and treatment of illness
and in aftercare and rehabilitation thanks to im-
proved capabilities in the measurement, recording,
and analysis of data and to the increasing avail-

ability of minimally invasive surgery and telecare.

Healthcare professionals will benefit from easier
access to patient-specific information and to general

professional information. They will be able to match




Figure 1. AmI@Life Roadmap for health applications

Application Key Function [2003]2004]2005]2006] 2007] 2008]2009] 2010] 2011] 2012 2013] 2014] 2015] 2016] 2017[ 2018]2019] 2020[>2020
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measurements and observations with recorded infor-
mation about the user, even including data such as
eating habits. Later on, when gene-based treatments
become available, healthcare practitioners will be
able to access the patients’ genetic data. Given the
current early state of development of pharmaco-
genomics, relevant integrated information systems
are not likely to be available in all EU healthcare
systems until 2020. Patients might one day also carry

smart-cards containing such genetic data.

Healthcare professionals will also be able to
take advantage of Aml-based decision-support sys-
tems and support services in health management
and administration. For instance, prototypes for the
identification and authentication of medical
personnel and patients should be available within
the next two years, with wider introduction pos-
sible after 2007.

Wider diffusion of health information and
education systems, already feasible, will facilitate
better informed encounters with patients and with
other care professionals. Advanced applications
using mobile communication are likely to become
available after 2004.

The availability, as early as 2005, of sensor
technologies will underpin advances in alert and
alarm systems and robotics. These will be further
developed with the availability of micro actuators
after 2006.

As a consequence, monitoring, which relies
mainly on the combination of sensors monitoring
vital functions and networking technologies, will
particularly benefit from the development of Aml
technologies. The first prototypes of Aml-based mo-
nitoring systems should appear in about five years
while ‘intelligent’ and context sensitive monitoring
systems are unlikely to be feasible before 2020,
given the high degree of uncertainty surrounding
the development of Artificial Intelligence.

Aml-based prediction and diagnosis relies on
data monitoring, and after 2007, should develop
from the measurement of predefined indicators,
such as blood sugar level and heart rate, to know!-
edge-based systems capable of diagnoses based on
a range of indicators. Tele-consultation is already in
use ( e.g. on ships), and will embrace Aml techno-
logies as they become available. The need for visual
communication between patients and healthcare
professionals will be met by widespread availability
of broadband networks.

On the 2020 horizon, telecare and minimally

invasive surgery should be widely used together.

Ultimately all Aml-related functions in the
health field are likely to tend towards convergence
in a single system. The overall healthcare system
will benefit from the optimization of resource use,
scale economies, better use of public health infor-

mation and a more highly-skilled workforce. There

The IPTS Report

Healthcare
professionals will

also be able to take
advantage of ambient
intelligence (Aml)
based decision-support
systems and support
services in health
management and

administration

Monitoring capabilities
will be particularly
enhanced by the
development of ambient
intelligence (Aml)

technologies

AmlI-based prediction
and diagnosis should
progress from the
measurement of
predefined indicators
to knowledge-based
systems capable of
diagnoses based on a

range of indicators
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may also be major implications for the organiza-
tion of care, with more delivery in the community
and minimization of inappropriate admissions,
long stays and readmission. There will be increas-
ed emphasis on chronic disease management and

support for patient self-management.

Possible areas for further research in the field
include artificial intelligence tools for screening
clinical data and alerting physicians; expert systems
for decision support; and nanotechnology and its
convergence with biotechnology. The future op-
portunities for industry include: construction of
smart homes and retrofitting of the existing housing
stock; production of sensors and sensor systems;
compilation and maintenance of large, searchable

databases.

Policy Implications

The provision of healthcare across Europe is
becoming much more complex. The roles and res-
ponsibilities of the institutions, practitioners and
even users are changing. The general trends which
will influence policy considerations include:

increased blurring of boundaries between pu-

blic and private sectors;

more emphasis on prevention of illness;

growing pressure for moving healthcare from

expensive intramural settings (e.g., hospitals) to
extramural settings and the community itself;
transformations of the organizational structures
and the workforce driven by the introduction of
new technologies into the system;

stronger decentralization and individualization

of healthcare;

development of networking, especially in

secondary healthcare structures due to better

access to information;

development of trans-European R&D capacity

and healthcare provision;

development of new tools to monitor health-

care expenditures.
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In particular, the implications of the devel-
opment and diffusion of e-health for the three
objectives defined by the European Council in-
clude:

Broad and Equal Access to Healthcare.

E-health developments affect both information

and provision of healthcare. However, the pri-

vacy of patient information remains a source of

concern.

High Quality Healthcare Delivery. The meas-

urement of the ‘quality of healthcare’ remains
an issue for further research. The advances in
eHealth will impact on the potential to evaluate
healthcare quality.

Financial Sustainability of Healthcare Systems.
The major cost factor for healthcare systems
has traditionally been (skilled) labour. However
the growing cost of medical systems stems from
the increasing use of technology that once it
becomes available, may be used indiscrimi-
nately by physicians to provide a return on in-

vestment.

The main drivers and factors influencing
the diffusion of healthcare technologies, including
eHealth, have been identified as: the cost of devel-
opment and provision, research and development,
availability of skills, organization of healthcare sys-
tem, ethical concerns, cost of use and reimburse-
ment. Most of these factors are healthcare provider,

industry, system or policy related.

Future deployment of eHealth is conditioned by
an adequate understanding of the social context by
the public authorities, healthcare providers and
other stakeholders. Without appropriate govern-
ment policies it is unlikely to occur (Barlow et al.
2003). Key areas for policy intervention include:

Encouraging patient (user friendliness) and ser-

vice (infrastructure and skills) accessibility;

Encouraging dialogue between stakeholders

on conflicting themes: ethical issues, data pri-

vacy, etc.;




Legal and ethical framework: confidentiality of
personal data, respect of privacy threatened by
automatic monitoring of lifestyles, ethics, pa-
tient involvement in decisions over his/her own
treatment, need for personal forms of care and
support, etc.;

Provision of objective, comprehensive, read-
able, accurate and up-to-date information on
medicines to the public;

Provision of training in technologies for general
practitioners;

Mechanisms for reimbursement or payment for
services;

Health education and training to reduce the
‘health gap’;

Public and professional acceptance of techno-
logies.

Systematic evaluation of e-health outcomes
at the patient and at the whole system level
using robust evaluation methodologies so
as to overcome healthcare professionals’ con-
cerns.

Support for the emergence of a new type of

care professional, the ‘telecarer’.

The IPTS Report

o Availability of standards for interoperability and
compatibility of technical systems.

 Deployment at European, national or regional
level depending on the viable scale for the par-

ticular service and taking into account the local

-
"y o% 39
specificities. »9& X
* Mechanisms to foster learning across projects "?\‘3‘%

%.
and localities and develop a coherent know- %,97.' %
ledge b %%
edge base. < 9%%

 Encouragement for the inclusion of telecare and
telemedicine in mainstream care delivery, with-
out being overly prescriptive but developing an
institutional framework which allows care pro-

viders to use it as an option when appropriate.

In the two roadmaps, examination of the key
trajectories of scientific and technological develop-
ment in their socio-economic context, with the
contributions of expert knowledge and opinions,
has identified and illuminated issues of concern
for policy. The ability of the roadmaps to generate

perspectives on policy implications demonstrates

the potential value of the roadmapping approach

in policy intelligence. £ |

Keywords
eHealth, delivery of healthcare, science and technology roadmapping, S&TRM, policy intelligence

Notes

1. Life expectancy at birth has increased by six years in the EU on average from 1970 to 1996 and is now
between 75 years and 79 years in all Member States.

2. The global HCT & pharmaceutical market in 2001 globally was 600 billion US$, with HCT representing

one third and pharmaceutical two-thirds (Eucomed).
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Issue: Care services for the elderly, whether healthcare or social-services oriented, will
become increasingly important in the ageing European society. eHealth and eCare can

help to provide such services efficiently with appropriate technological and organiza- |
tional support. 1 i

Relevance: Policy-related aspects in technology and organizational terms and the |
strategic actions plans are key factors for a successful matching of elderly people's ;
needs and demands with suitable social and healthcare services. The consequences in |
terms of social aspects, health impact, funding needs and public-private partnership for

future models need to be taken into account by policy-makers.

Introduction term care support is the non-elderly disabled. These

are people who are living longer lives due to ad- o

eople today are living longer than ever  vances in medical technology but who require sup- | 1008 ¢

before. According to UN global statistics!,  port services to cope with chronic health conditions
the proportion of persons aged 60 years

and older is expected to double between  nic illnesses will represent more than 60% of all

2000 and 2050, whereas the proportion of children
is projected to drop by a third. The fastest growing
group of the older population is the very old, that
is, those who are 80 old years or more. In Europe,
between 1998 and 2025 the proportion of persons
classed as elderly will increase from 20 to 28%.

Over the next few decades, as a consequence of
increasing life expectancy, the number of adults
with disabilities and the elderly populations will
grow dramatically. The fastest-growing component

of persons who may need assistance for their long-

|
|
[
and functional limitations. It is estimated that chro- }
|
|

diseases worldwide by the year 2020 (see reference
2). A trend toward a marked increase in the inci-
dence of chronic diseases is also apparent in devel-
oping countries? and healthcare for the chronically

ill has become a priority in Western societies3.

The ageing of the European population is having
an impact on the provision of adequate services
and is a cause for concern about spiralling costs of
social and health care. While some of these areas
are not amenable to the use of technology (such as

funding issues, pensions and benefits) the care-

The views expressed here are the authors’ and do not necessarily reflect those of the European

Commission.
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Traditional models of
care provision need to

change to take into

account the blurring of

the boundaries caused
by an increasing

number of elderly people

in society who suffer
from some form of

disability as a “normal”

part of ageing

Changing family
structures may mean
that fewer children and
other relatives will be
available as informal
carers for the elderly

in the future

related issues can be improved substantially by the
deployment of ICTs. Only limited pilot projects
have been implemented so far, but the massive
change in the age pyramid is making it necessary to
expand existing projects and make intensive use of
all the resources available. It is not a matter of res-
ponsibility for health or social care, but of changing
the policy priorities to cover the needs of a fragile
and resource-consuming population. Innovative
options need to be considered that go beyond
increasing the human resources or technologies
available. Today’s elderly people are generally
better educated than in the past and have a strong
desire to remain independent. The main goal
should be to keep elderly people integrated within
their community as far as possible, so as to preserve
their personal autonomy, high quality of life, while
ensuring their personal security and protection. The
increasingly intercultural mix of the elderly is ano-
ther factor influencing the solutions to be provided.

The role played by relatives acting as informal

caregivers and the support that they need* have to

be considered when planning solutions for the

elderly or other vulnerable groups.

Changing models

The fuzzy boundaries between health and social
care, the disabled and the elderly are just some of
the areas that need to be revisited. Traditional
models of care provision (whether social-services
or healthcare oriented) are changing rapidly. The

Ir/

impairments associated with “normal” ageing
sometimes verge on disability, making terms such
as “disabled” or “elderly” often somewhat
subjective. Planned care for this situation needs to
strike a balance between the health and social
components of care, varying according to the ba-
lance between the need for each. A comprehensive
approach is required to cope with this changing
environment. eCare based models, which are

supported by assistive technology, with their ability

to provide combined support for social, health and

© IPTS, No.81 - JRC - Seville, February 2004

personal care, and constitute a promising new ap-
proach for efficient integrated care delivery, and
one which could improve both quality of services
and resource allocation. Advantages of such mo-
dels include a high degree of flexibility, the setting
up of partnerships, and working arrangements that

are not bound by geographical considerations.

There is a general recognition of the need
of improvement of current healthcare models to
match the actual requirements of elderly persons.
As regards the provision of healthcare services for
elderly patients with chronic conditions, efforts
have been underway for a number of years to pur-

sue more effective and efficient alternatives®.

The family and social context in which care is
delivered is also changing rapidly. The increased
number of one-parent families and the significant
decline in birth rates implies fewer children and
relatives will be available to provide care for the

elderly than has been the case traditionally.

Social-care models are also evolving to tackle
these circumstances. Many countries are facing the
situation in different ways. In Japan, in the city of
Fujisawa, a consortium has been created to give
a comprehensive response to the lack of informal
and family caregivers, assuming new roles for
monitoring and care of the entire population and
specially the elderly. The project’s motto, “Creating
a town that cares for you"®, gives a clear idea of the
comprehensive approach. In the United States of
America, it is at level of the individual states that
most actions are taking place. In most cases global
approaches to caring for the elderly through spe-
cific agencies or State Departments are underway.
The need for a global approach has been stated in
assessment studies conducted in Florida and New
Hampshire. In the US, it is usually public funding
and private, not-for-profit or commercial providers
that deliver care. On the other hand, in Canada, for

example, there is a long standing movement to




modify the Health Canada Act to include some

entitlement to homecare though public funding.

At world level, the United Nations and the Se-
cond World Assembly on Ageing, has put forward
the International Plan of Action on Ageing, 2002,
which calls for changes in attitudes, policies and
practices at all levels in all sectors to enhance the
way care is delivered to the elderly, through actions
including:

* Harnessing scientific research and expertise
and realizing the potential of technology to
focus on, inter alia, the individual, social and
health implications of ageing, in particular in
developing countries.

* Promoting the use of technology and rehabi-

litation services designed to support indepen-

dent living.

ce 1)

( bvthe remote medical centre.

Car&,fc_)r Chronic Conditions”.

There is considerable analysis going on in many
countries about the healthcare delivery model
itself as a result of the impact of the ageing of the
population on healthcare systems. Whether public
or private it is necessary to review and update
strategies and tactics and, in most cases, the model
of service provision. The fact that the European
Union as a whole does not have a common health
policy is making it more difficult to adopt a global
approach towards this issue.

Challenges

Transformational forces are in play, shaping
future systems (see Figure 1) and promising new
solutions. However, new solutions can also mean
new challenges. New technologies will address

many of the technical issues, but there are some

datterns f eVolutioﬁ and technological developments

n. nsor tethnology, wireless communications and computing technologies are facili-
/€ pmerﬁ of new tools and models of services to support independent living and
i Qf life for the elderly and the chromcally ill. The potential of the Internet, moblle

'sststlve technology is emerging based on ambient |ntel||gence embedded and
“ﬁév ces. Infrastructure and usage models for wearable sensors that measure physiological

flntegrated into the environment in which users live their everyday lives. An increas-
of ‘applications are addressing home monitoring. Elderly persons can be kept under
'Ha ce By assistive telecare centres. If problems arise, it may be possible to take

ed action. The chronically ill could thus be able to live an almost completely

ing that any problem would be detected and reported swiftly and then easily

nitoring and telecare concepts are converging with smart home, networked home and
mation approaches. The evolution of technologies such as X-10; CE Bus; and Home API
iewed as potential elements supporting future technological developments.

innovative new care services for homes, nursing homes, collective residences, assis-
facilities, etc. create the need to study a new range of care professionals and organiza-
‘models of services for personal management and independent living support must be

d put in practlce. New developments relating to wearable devices, presence technology,
ﬁo’ puting, §mart sensors, jointly with electronic fabrics, batteries, and wireless body and
rks sheuld make it possible to overcome some of the current limitations on imple-

grbwmg evidence that investing in home care can save money while i |mprovmg
life for people who would otherwise be hospitalized or institutionalized in

as the education of the persons concerning his health prevention and maintenance, the
adequate follow-up and coordination among care services at all levels are the basis of
d models. One such model8 has been adopted by the WHO work group on

© IPTS, No.81 - JRC - Seville, February 2004

1L

LK

LSS

]
W

N

lo
)¢

g

ue

S Report

The fact that the

Euwropean Union as a

does not have a

comimon health policy is

re difficult

1t more

to adopt a global

approach towards the

the population

of the ageing of




Figure 1. Future Health Systems and Transformational
Forces

Health reform

values

Globalization

Biomedical
research

Personalization

Fig.1. Diagram, modified from Caro’s Model, showing Future Health Systems under the confluence of

major transformational forces.
issues that lie beyond the technology which are
part of the new social and relational context of the

emerging e-Society.

¢ a) Personalization

Each person should be given special attention

matched to their particular needs, and in the case
of the elderly, these personal needs clearly change
with time. Ageing conditions vary from one person
to another. Physical and mental conditions vary
over time following differentiated profiles demand-
ing custom tailoring of services and devices. “Per-
sonalization” of services could become a central

component of future fee-paying health services.

* b) Context dependence

Context is a very important element of the inter-
action between people and things. The emergence
of convenience as a major force in many service’s
transaction is making it necessary to pay attention
to context sensible environments. Context-aware
systems describes the special capability of an‘infor-

mation infrastructure to recognize and react to the

© IPTS, No.81 - JRC - Seville, February 2004

real-world context, including user identity; current
physical location; weather conditions; time of day;
date or season; and whether the user is asleep or

awake; sitting or walking.

* ¢) Access for all.

Usability aspects such as human-machine
interfaces need to be addressed. As new technolo-
gies develop, they will open up completely new
ways for people and machines to interact. Expe-
rience using some of today’s electronic appliances
highlights some of the aspects that could be im-
proved (consider, for instance, the difficulty many
people, not just the elderly, have programming

their video recorder).

¢ d) Multilingual environments

Increasing numbers of elderly people are living
in foreign countries. In parallel, more and more
immigrants are working as nursing and caregivers.
Systems including automatic translation could be
of great value in supporting communication in this

context.
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« e) Greater emphasis on prevention naturally into existing working patterns. Another

Design of new services should consider preven-  part of the problem is the limited role of technol-
tive care assessing lifestyle of aged persons. This  ogy in training behavioural and teamwork skills.
means starting to take care of the elderly as soonas ~ What is lacking is a body of research that addresses
possible. In fact a comprehensive e-services ap-  the important role that behavioural training can 3 45
proach should be interpreted in such a way that  play in improving the performance of care teams, 4%35‘
personal follow-up and preventive care could be  and how to integrate behavioural approaches with %‘363%
implemented continuously throughout a person’s  available ICT technologies. %/zcé%
life. This approach should be linked to the concept °‘.°1_ ":go%,

and practical implementation of Personal Health

Records.

o f) The quest for e-services deployment and sus-
tainability models
Ensuring wide usage of e-services means to pass
from mere research pilot trials to wider common

usage.

New technological applications and services
do have costs associated with them, and it is
reasonable to ask who is going to pay for them. The
success and diffusion path of new eCare services
for the European citizens is difficult to assess. Spe-
cific actions and programmes could accelerate
adoption and reduce risks, thus potentially making
benefits available earlier and more widely than if
no action were taken at all. Certainly, the social
environment is a result of many evolutionary paths
that converge in various ways to create new ways
of life and values for citizens. Different viewpoints
and approaches to exploiting the capabilities of
e-services can coexist. It might be appropriate to
stimulate thinking on how to progress towards

developing e-services in Europe.

¢ g) Training health-care professionals

There is a critical shortage of nurses, social
workers, and other support personnel to care for
the elderly as well as a limitation of public re-
sources. There is therefore a risk that much of the
potential of ICT for personal eCare may not be

realized. Part of the problem is that technology is

frequently underutilized because it does not fit

The information processes of decision-making,
planning, communicating, and maintaining situa-
tional awareness can be improved by means of
technology, but only if designed with teamwork
processes and human factors principles as part of

the operational structure.

A key issue is the hands-on development of
teamwork skills. Healthcare and socio-sanitary or-
ganizations support individual technical skills
development but have limited models for collec-
tive or team-based skills development. This training
gap is noteworthy because much of the work of
treatment is embedded in the teamwork behind
delivering that care. Both of these issues can be
addressed through a research agenda that extends
advanced simulation tools into new areas of care

services for the elderly.

« h) Holistic approaches

People’s health is the product of their total
environment, including the air they breathe, the
family they grow up in, the education they receive,
the religion they adopt, the work they do, the in-
come they receive, the genes they inherit, the
recreation and leisure they enjoy, the place they
live, the food they eat, the healthcare they receive,
and the identification and position their culture
gives them. All of this should be part of the know-
ledge and efforts to improve care and the ability to
prevent disease. For the emerging e-society, digital
access and digital literacy will be one additional
factor to consider individual’s well being. Compre-

hensive plans including health, social care, hous-

In addition to the
technology itself,
personalization, context
dependence, access for
all, multilingualism
and a greater emphasis
on prevenlive care are
all important issue that
need to be addressed
when defining future

systems

Although much
treatment relies on
teamwork, healthcare
organizations tend to
support individual
technical skills
development rather than
collective or team-based

skills development
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ing, food programmes, research, caregivers sup-
port, etc. are implemented in some US States such
as Florida or New Hampshire. In the US, the exis-
tence of Departments with cross-sectorial compe-
tences, like the Department of Elder Affairs or the
Agency of Ageing facilitates planning and mana-
gement of global funding?.

It is desirable to promote partnerships between
all levels of government, civil society, the private
sector and older persons themselves, as has been
recommended when translating the International
Plan of Action of the UN Ageing Conference into

practical actions.

The main effort in policy terms is to include the
new forms of care, eCare, and e-homecare in the
services offered to elderly citizens and supported by
public funding to the extent determined by every
country. In technological terms the main effort
would be directed towards promoting standard-
ization and interoperability, or even, as is planned
in some countries, defining a common open plat-
form for ICTs for care. Homecare, as the most visi-
ble facet of the care to the elderly, will be the next
essential service!9, Homecare today cannot be
conceived of without the support of ICTs, whether
used directly by the person receiving care or as a
tool to support informal caregivers. As a basic ele-
ment supporting the care of the elderly today and in
the future, ICT is the central condition to fulfil
essential requirements for adequate eCare, i.e. pro-
viding a single point of entry and access, and ensur-

ing coordination and continuity among care levels.

Sometimes, when discussing the conditions
affecting health systems, it is all too easy to refer to
the ageing of the population as a negative factor
influencing the cost or the increasing demand for
care. It is, however, something that can be antici-
pated and planned for appropriately, and of course,
although it is changing the pattern of the services

demanded, it is also possible to extract some of the
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positive factors of the growing numbers of the
elderly, because future generations of old people
will often being much healthier than their counter-

parts in the past.

Conclusions

Significant increases in life expectancy, a
growing elderly population, advances in medicine,
the ICT revolution, and socio-economic policies
are setting the stage for long-term care challenges
this century. When dealing with care for the elderly
we are concerned with quality of life and quality of
care, personal responsibility, independent living,
entitlements, homes of the future, and the organi-
zation of care systems. There is a general effort in
most countries exploring new service provision
models to improve the current situation and to
meet the demands of a growing elderly population

in ways that ensure sustainability in the future.

The blurring of the boundaries between health,
social and personal care is directly influencing the
new models for service provision to the elderly
population. eCare is emerging as a valuable and
comprehensive approach to coping with the need
to coordinate social-, personal-, and health-care
provision. Such models, supported by ICT, have the
potential to improve the overall quality of life of
citizens while reducing the management burden.
Access, quality, and cost-effectiveness can and must
be maximized through the application of infor-

mation technology and virtual organization!" theory.

The development of eCare in the networked-
based knowledge society should be characterized
by globalization of the solutions'2, the requirement
of interoperability!3, and organizational and cul-
tural changes'4. eHealth is now thoroughly accep-
ted as being more an organizational formula than a
technology!5; this is even more evident in types of
applications for the management of elderly and

the chronically ill. Innovation in emerging e-servi-




ces for health care is always a high-risk endeavour,  depend on strategic partnerships between provider

more so when it involves new ways of organizing  organizations and technology companies. Imple-

the provision of patient care!®. The development ~ mentation of the model will require cooperative

of the eCare model requires a blending of tech-  development that involves state, local and business

nology and health service expertise and it will  organizations.

Keywords
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eHealth-related aspects of foresight

Anette Braun, VDI-TZ

Health-related aspects of foresight exer-

cises can illuminate the broader context

for eHealth developments in the future.

Results from existing foresight exercises
can help us gain a better understanding of the evo-
lution of the demand side of eHealth that might be
expected over the next two decades. These results
also allow us to see whether foresight exercises can
serve to quantify and qualify the future potential of
eHealth applications in the context of an ageing
society and an enlarged European Union.

Even though ICTs are an issue in many foresight
exercises, where they take on the role of “under-
pinning” or key technologies, the statements on
eHealth in prospective initiatives are very limited
and somewhat ad hoc, possibly because these are
documented more explicitly elsewhere, e.g. in na-

PP
UL

Anette Braun, VDI-TZ

tional Information Society initiatives. They are very
often mentioned as one of many issues of ICT
development, and are scattered across different
foresight exercises. Many foresight exercises set out
some techno-economic intelligence relating to
eHealth, but in most studies, eHealth seems to play
a role in visions for cross-cutting areas - such as
healthcare systems change - rather than represent-
ing a visionary field in itself. Nevertheless, optimism
about the relevance and the transformative potential
of ICT in the healthcare sector is often projected.

The eHealth-statements and visions made in
international foresight exercises can be summa-
rized and clustered chronologically into the
“roadmap” shown in the table (Table 1) in order to
portray the larger context for ehealth developments
of the future.
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online patient identification
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digital TV used for delivering
health-related services
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eHealth priority in national  Island and Malta
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Effective preventive
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health history
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Most health services
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system, where primary care
providers, following guidelines,
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EU Commission, Directorate General Information Society,

Prisma Forecast,

Reference

Ireland, New connections, A strategy to realizes the potent?al
of the information society, March 2002

Maltz;, hﬂﬁ://www.é?oresee.ihfo/malta/ﬁapurt.pcif?and
Island, Building the Knwoledge society, Report to government,
December 2002. http://www.isc.ie/downloads/know.pdf,
Seite 64

Bl\/lég, Bundesministerium i Gesundheit und soziale
Sicherung, http://www.bmgs.bund.de/deu/gra/spi/3628.cfm
UK Government, Peter Drury, DH Information Policy Unit at the

ETHEL Conference on 29.11.2002 in Belgium and UK foresight
panel health care 2020 (2000),

 http://www foresight.gov.uk/index.html

Germany, Futur Leitversion, , Ein Leben lang gesuﬁd und vita
durch Prévention” Berlin, Juli 2002,

~_ http;//www.futur.de/de/dateien/Praevention.pdf

l;:uropeani Comission, User friendly society, ISTAG, Scenarios
for ambient intellegence 2010, K. Ducatel, M. Bogdanowicz,
F. Scapolo, J. Leijten & J-C. Burgelman, February 2001, IPTS,

 Page 30, http://wwwijrc.es/cfapp/reports/details.cim?ID=587

Prisma Forecast,
WwW.prisma-eu.net/prisma2002/pages/index.htm

I‘PTS,iSe'vilvlé, -Emérgif{g Thematic Priorites for Research
in Europe Working Paper 4th December 2000,
http://www.pcn.prd fr/doctspdf/IPTS_FINALReport11.pdf

CFO NEXUS AG, Germany, Informationstechnologie fiir das
Gesundheitswesen, http://www.nexus-ag.de/presse/
berichte/imagebroschuere.pdf

Dr. Rosalie Zobel, Director Components and subsystems,
ehealth 2003 conference, Brussel 22-23 May,
http://europa.euw.int/information_society/eeurope/

ehealth/conference/2003/doc/zobel.ppt
Prisma Forecast, www.prisma-eu.net/prisma2002/pages/

index.htm and e-Health-Congress in Ziirich, 18.-20. Oktober
2001, PrimaryCare 2001;1:758-761, http://www.primary-
care.ch/pdf/2001/2001-25/2001-25-315.PDF

UK foresight panel health care 2020 (2000),
http://www.foresight.gov.uk/index.html

www.prisma-eu.net/prisma2002/pages/index.htm

Prisma Forecast,
www.prisma-eu.net/prisma2002/pages/index.htm
The Deloitte & Touche, Market Analysis on the emerging
European Health Telematics Industry, February 2000,
http://www.ehto.org/hps/HIST-rep.pdf

®© IPTS, No.81 - JRC - Seville, February 2004




Soqrcj of Forecast

Around twenty-five percent Institute for Alternative
of data generated automatically Futures

Around fifty percent of health

data will be com-parable

Sixty percent of population

have longitudinal records

eHealth replaces the W
entire physical basis for
the organization of the

health sector

Refrence 0000
Comparing Forecasts for Medical Records, Data Systems, and

Related Policy in 2010, Element Extrapolative “Best Guess”
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Entire healthcare and Norway
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Broad availability of computer UK
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eHealth will become accepted ~ Germany
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of health care costs
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Figure 4. Best estimates of land area requirements
within different EU scopes to meet simultaneously
the 5.75% target for Transport Biofuel (TB), the 22.1%
target for Renewable Electricity (RE) and the 12%
target for GIEC in 2010 (% of the UAA)
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Figure 4. Best estimates of land area requirements
within different EU scopes to meet simultaneously
the 5.75% target for Transport Biofuel (TB), the 22.1%
target for Renewable Electricity (RE) and the 12%
target for GIEC in 2010 (% of the UAA)
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A B O UT T H E J R C

The Joint Research Centre (JRC), one of the Directorates General of the European Commission,
carries out research and provides technical know-how in support of European Union (EU) policies.
Its status as a Commission service, which guarantees independence from private or national
interest, is crucial for pursuing this role.

The JRC implements its mission through specific research programmes decided by the Council
upon advice from the European Parliament falling under the European Union Framework
Programmes for research and technological development. The work is funded by the Budget of the
European Union with additional funding from associated countries. The work of the JRC includes
customer-driven scientific and technical services for specific Community policies, such as those on
the environment, agriculture or nuclear safety. It is involved in competitive activities in order to
validate its expertise and increase its know-how in core competencies. Its guiding line is that of
“adding value” where appropriate, rather than competing directly with establishments in the
Member States.

The JRC has seven institutes, located on five separate sites, in Belgium, Germany, ltaly, the
Netherlands and Spain. Each has its own focus of expertise.

The Institutes are:
The Institute for Reference Materials and Measurements (IRMM)
The Institute for Transuranium Elements (ITU)
The Institute for Energy (IE)
The Institute for the Protection and the Security of the Citizen (IPSC)
The Institute for Environment and Sustainability (IES)
The Institute for Health and Consumer Protection (IHCP)
The Institute for Prospective Technological Studies (IPTS)

Further information can be found on the JRC web site:

www.jrc.cec.eu.int
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The Institute for Prospective Technological Studies (IPTS) is one of the seven institutes making up
the Joint Research Centre (JRC) of the European Commission. It was established in Seville, Spain,
in September 1994,

The mission of the Institute is to provide techno-economic analysis support to European decision-
makers, by monitoring and analysing Science & Technology related developments, their cross-
sectoral impact, their inter-relationship in the socio-economic context and future policy
implications and to present this information in a timely and integrated way.

The IPTS is a unique public advisory body, independent from special national or commercial
interests, closely associated with the EU policy-making process. In fact, most of the work
undertaken by the IPTS is in response to direct requests from (or takes the form of long-term policy
support on behalf of) the European Commission Directorate Generals, or European Parliament
Committees. The IPTS also does work for Member States’ governmental, academic or industrial
organizations, though this represents a minor share of its total activities.

Although particular emphasis is placed on key Science and Technology fields, especially those that
have a driving role and even the potential to reshape our society, important efforts are devoted to
improving the understanding of the complex interactions between technology, economy and
society. Indeed, the impact of technology on society and, conversely, the way technological
development is driven by societal changes, are highly relevant themes within the European
decision-making context.

The inter-disciplinary prospective approach adopted by the Institute is intended to provide
European decision-makers with a deeper understanding of the emerging S/T issues, and it
complements the activities undertaken by other Joint Research Centres institutes.

The IPTS collects information about technological developments and their application in Europe
and the world, analyses this information and transmits it in an accessible form to European
decision-makers. This is implemented in three sectors of activity:

e Technologies for Sustainable Development

¢ Life Sciences / Information and Communication Technologies

¢ Technology, Employment, Competitiveness and Society

In order to implement its mission, the Institute develops appropriate contacts, awareness and skills
for anticipating and following the agenda of the policy decision-makers. In addition to its own
resources, the IPTS makes use of external Advisory Groups and operates a Network of European
Institutes working in similar areas. These networking activities enable the IPTS to draw on a large
pool of available expertise, while allowing a continuous process of external peer-review of the in-

house activities.
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The IPTS Report is published in the first week of every month, except for the months of January and August.
It is edited in English and is additionally available in French, German and Spanish.
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The European Science and Technology Observatory Network (ESTO):
IPTS - JRC - European Commission
Edificio Expo, C/ Inca Garcilaso, s/n, E-41092, Sevilla, Spain
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