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ABSTRACT
The bulk of Wikipedia anti-vandalism tools require natural
language processing over the article or diff text. However,
our prior work demonstrated the feasibility of using spatio-
temporal properties to locate malicious edits. STiki is a
real-time, on-Wikipedia tool leveraging this technique.

The associated poster reviews STiki’s methodology and
performance. We find competing anti-vandalism tools in-
hibit maximal performance. However, the tool proves partic-
ularly adept at mitigating long-term embedded vandalism.
Further, its robust and language-independent nature make
it well-suited for use in less-patrolled Wiki installations.

Categories and Subject Descriptors
H.5.3 [Group and Organization Interfaces]: collabora-
tive computing, computer-supported cooperative work ;
K.6.5 [Management of Computing and Information
Systems]: Security and Protection

General Terms
Design, Management, Human Factors, Security

1. SPATIO-TEMPORAL DETECTION
We informally define Wikipedia vandalism to be any revi-

sion that is non-value adding, offensive, or destructive in its
removal of content. Detecting vandalism is difficult; it has
many varied and subtle forms.

To this end, our prior research [3] investigated the spatio-
temporal properties of metadata as a means of vandalism
detection. The metadata of an edit includes: the (1) time-
stamp of the edit, (2) article being edited, (3) user-name or
IP of the editor, and (4) the revision comment. Meanwhile,

∗This research was supported in part by ONR MURI N00014-07-
1-0907. POC: Insup Lee, lee@cis.upenn.edu
†This poster complements a WikiSym ‘10 demonstration of sim-
ilar focus, it (this poster) concentrates on STiki’s underlying ap-
proach and performance moreso than the software tool.

Copyright ACM, 2010. This is the author’s version of the work. It is posted
here by permission of ACM for your personal use. Not for redistribution.
The definitive version was published in WikiSym 2010.

temporal properties are a function of the time at which an
event occurs and spatial properties are appropriate wherever
a distance or membership function can be defined.

Our prior work [3] identifies ten spatio-temporal proper-
ties (see Tab. 1) that are effective in locating malicious edits.
Simple features include the edit time-of-day, revision com-
ment length, etc.. Aggregate features combine time-decayed
behavioral observations (feedback) to create reputations [2]
for single entities and spatial groupings thereof.

2. THE STIKI TOOL
STiki [1] exploits the aforementioned logic. It consists of:

• Server-Side Engine: Listens on IRC for a Wikipedia
edit, fetches metadata, and compiles the feature-set. Ma-
chine learning assigns a real-value vandalism score, which
is the priority for insertion into the edit queue.

• Client-Side GUI: Pops the edit queue, presenting likely
vandalism to users, via colored edit diffs (see Fig. 1).

An edit is also de-queued if a newer one is made on the same
article. A STiki workflow diagram is given in Fig. 2. Both
the GUI executable and source are available at [1].

3. STIKI PERFORMANCE
STiki has been used to revert over 2k instances of vandal-

ism, yet the hit-rate (the percentage of time vandalism is dis-
played) has failed to meet off-line expectations [3]. Consider
that the median active duration (time in queue) of the 10k
most poorly scoring edits is around 3 minutes: The many
autonomous anti-vandalism tools/bots prevent STiki from
displaying much of the vandalism it finds. While STiki’s
hit-rate is ≈10%, analysis has shown it would be 50%+ (to
a reasonable depth) if competing tools were not present.

Thus, STiki and its language-independence may be well
suited for less-patrolled settings (e.g., foreign language edi-
tions of Wikipedia or corporate Wiki’s). Even so, STiki has
proven capable of finding embedded vandalism on English
Wikipedia – that which escapes initial detection. The me-
dian age of an edit reverted by STiki is approximately 4.25
hours, nearly 200× that of conventional reversions.

4. EXTENSION & FUTURE WORK
To remedy the modest hit-rate, extension of the spatio-

temporal feature-set is planned. With the inclusion of light-
weight natural-language features, STiki could also evolve
into a general-purpose anti-vandalism tool. The STiki frame-
work will provide a convenient test-bed for these new fea-
tures and other future vandalism mitigation strategies.
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Figure 1: STiki GUI displaying a revision exhibiting vandalism (nonsense).
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Figure 2: Simplified STiki workflow diagram.

# FEATURE

1 Edit time-of-day
2 Edit day-of-week
3 Time-since (TS) editor

registration (first-edit)
4 TS article last edited
5 TS editor last vandalized
6 Rev. comment length

7 Article reputation
8 Categorical reputation

(grouping over articles)
9 Editor reputation
10 Geographical reputation

(grouping over editors)

Table 1: STiki features [3].
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STiki PERFORMANCE & FUTURE

THE STiki TOOL

AGGREGATE FEATURES (REPUTATIONS)

EDIT LABELING: ROLLBACK

SIMPLE SPATIO-TEMPORAL FEATURES

Prevalence/Source of Rollbacks

# FEATURE
1 Edit time-of-day: (see right)

2 Edit day-of-week: (see right)

3
Time-since article edited:

Frequently edited pages are      
vandalism targets (visibility)

4
Time-since editor reg.:

Long-time editors are rarely     
problematic (Sybil attack)

5
Time-since last user OE:

Good editors rarely vandalize 
(+OEs flagged quickly; see left)

6
Revision comment length:

Vandals leave shorter  
comments (lazy + bandwidth)

Spatio-temporal properties of edit metadata (editor, article, timestamp, and 
revision comment) can be leveraged to detect Wikipedia vandalism 
comparably to NLP based methods:
• Simple features (i.e., time-of-day), in addition to historical reputations

for editors, articles, and spatial groupings thereof are used. 
• Such features have language-independence, efficiency, and   

robustness not found in traditional detection mechanisms (i.e., NLP). 
• STiki [1], is a real-time, on-Wikipedia tool utilizing the technique, 

already shown feasible off-line in our prior work [3].

Need to label edits exhibiting vandalism (ex-post facto) to:
1. Show features effective (and eventually to train over them)
2. Form basis of historical reputations (vandalism = misbehavior)

An administrative form of [undo]:
• Revisions undone are Offending    

Edits (OEs), likely vandalism 
• Autonomously parse-able
• Trusted feedback (admins)
• Vandalism defined case-by-case

ROLLBACK

Unlabeled

UnLbl

5. CDF of OE flag interval

1. Local time-of-day

2. Local day-of-week

ARTICLE* #OEs
Wikipedia 5589
United States 2161
World War II 1886

CATEGORY (w//100+ pgs) PGs OEs/PG
World Music Award Winners 125 162.27
Characters of Les Miserables 135 146.88
Former British Colonies 145 141.51

RANK COUNTRY %-OEs
1 Italy 2.85%
2 France 3.46%

13 United States 11.63%
14 Australia 12.08%

# FEATURE
7 Article reputation

8 Category reputation
Spatial grouping over articles

9 Editor reputation

10 Country reputation
Spatial grouping over editors

IDEA: Use entity-specific reputation; 
augment with spatial reputations [2], 
which will have more historical data.

A
Alice Polish Europeans

rep(A) rep(POL) rep(EUR)

The reputation function:
• Summation over time-decayed 

feedback (vandalism via rollback)
• Spatial reputation’s are 

normalized by the group size

Vandalism is clustered non-uniformly throughout article and editor space, 
making membership in such groupings behavior predictive. 

STiki [1] leverages these features in real-time. The server-side engine 
calculates a real valued vandalism score (via machine-learning) for all edits, 
which is the insertion priority into the edit queue.  

A client-side GUI pops 
the queue and presents 
likely vandalism to 
humans for classifi-
cation (and reversion).

An edit is also de-queued if a more recent edit is made on the same article.

Performance metric: hit-rate (% of displayed edits that are vandalism):
• Offline-analysis [3] shows hit-rate should be 50%+
• In fact, ≈10% due to competing tools/bots (often autonomous)

Successes and alternative uses:
• STiki has reverted over 5000 instances of vandalism on en-wiki.
• Combats embedded vandalism well. Median age of vandalism      

reverted by STiki is 4.25 hours, nearly 200× of conventional reverts.
• May be best suited for less-patrolled Wikis (e.g. foreign lang. eds.)

Future improvements:
• Include lightweight NLP features (a general-purpose tool)
• Alternative detection (link spam? more ST-features?)

* List sanitized for appropriateness 

WikiSym `10 – Gdańsk, Poland – July 7-9, 2010


	University of Pennsylvania
	ScholarlyCommons
	7-2010

	Spatio-Temporal Analysis of Wikipedia Metadata and the STiki Anti-Vandalism Tool
	Andrew G. West
	Sampath Kannan
	Insup Lee
	Recommended Citation

	Spatio-Temporal Analysis of Wikipedia Metadata and the STiki Anti-Vandalism Tool
	Abstract
	Keywords
	Disciplines
	Comments


	2010_WIKISYM_POSTER_DESC
	2010_WIKISYM_POSTER


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


