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and rely on maintaining a centralized database of user identities. They fail to scale to a large user base
distributed across multiple organizations. This survey provides a taxonomy of decentralized access
control mechanisms intended for large scale, in both administrative domains and users. We identify
essential properties of such access control mechanisms. We analyze popular networked file systems in
the context of our taxonomy.
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The Internet enables global sharing of data across organizational boundaries. Traditional access
control mechanisms are intended for one or a small number of machines under common adminis-
trative control, and rely on maintaining a centralized database of user identities. They fail to scale
to a large user base distributed across multiple organizations. This survey provides a taxonomy of
decentralized access control mechanisms intended for large scale, in both administrative domains
and users. We identify essential properties of such access control mechanisms. We analyze popular
networked file systems in the context of our taxonomy.
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1. INTRODUCTION

The Internetoffers the possibility of global datasharingand collaboration. To thatend,
one commonlyusedclassof mechanismss datasharedvia file sharing,in the form of
distributed/netverked filesystems. However, most existing systemsdo not offer secure,
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Fig. 1. File sharingacrosdistinctadministratre domains.Eachadministratre domainkeepstrack of its users
in a useraccountdatabaseAlice cannotgrantBob accesdo files on file sener A becauseBob is not listed in

domainA’'s userdatabase.

scalableand dynamiccooperatioracrossorganizationaboundaries.Whenusersin dis-
tinct administratve domainstry to sharefiles, they arefacedwith eitherinefficient and
cumbersomexchangeof informationor compromisesn security

For example,considemsersAlice andBob, employeesof two differentcompaniesywho
wishto collaborateonaproject(seeFigurel). Alice andBob have atleastfour approaches

with which to shareprojectfiles:

(1) asktheir systemadministratorgo createaccountsn their own administratve domain

for eachremoteuser Thishasseveralproblems First,it imposesanadditionaladmin-
istrative burden,whichis not scalableaswe increasghe numberof usersandprojects.
Oftenthelateng of openinganaccountfor a new useris unacceptableSecondcre-

ating anaccountfor an externaluserraisesescalatiorof privilegeissues.ldeally the

usershouldonly be ableto usetheaccountfor theintendedpurposej.e., working on

the projectfiles. However, anaccountcould enablean externaluserto snoop,search
for local systemvulnerabilities,useup CPU cycles,disk spaceetc. Becauseof these
problems,compary policy typically limits or prohibitsthe creationof accountsfor

externalusers.

(2) shareaccountpassverds. This approacthasserioussecurityimplicationsasit causes
lack of accountabilityandenablesescalatiorof privileges.

(3) avoid emplogying anaccessontrolmechanisnandput the files on the web or anory-

mousftp. Thisis anunacceptablsolutionif the contentof thefiles is evenremotely
sensitve.

(4) e-mailthefilesbackandforth. Thisis aninefficientway of working asit doesnottake

adwantageof ary of the safeyuardsandcornvenienceshatafile systemhasto offer. In

the eventthatthe e-mailsaresentin the clear thereare obvious securityconcernsas
well.

While more approachesan be imagined,the four listed illustrate the problemof file
sharingacrossorganizationaboundariesThis surwey examineshow accesgontrolmech-
anismsof differentnetworkedfile systemsandlefile sharingacrosdistinctadministratve
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File 1 File 2
UserX | read | read,write
UserY read

Fig.2. An AccessControlMatrix

domains.

Therestof thisarticleis organizedasfollows. We establisha framewnork for comparison
in Section2. Section3 presentsa taxonomyof networkedfile systemsn our framework.
We analysetheresultsin Section4 andconcludewith Section5.

2. COMPARISON FRAMEWORK

We surnwey anumberof networkedfile systemswith theaim of determiningheir suitability
for file sharingacrossorganizationaboundariesTo classifythe surneyedsystemsve use
thefollowing propertiego definea comparisorframework:

(1) Authentication: determinesandverifiesthe identity of a principalin the system,
i.e., providing an answerto the question: “Who is the user?” Traditionalauthentication
mechanismsely onmaintainingacentralizedlatabasef useridentities,makingit difficult
to authenticateisersin a differentadministratve domainasdepictedn Figurel. Systems
aimingto provide decentralize@dccessontrolcannotrely on localidentificationandmust
employ adecentralizecuthenticatioomechanismer rely onindirectauthentication.

(2) Authorization: determineghe accessights of a principal, i.e., it providesanan-
swerto thequestion:“Is userX allowedto accessesourceR?” Thecommonway of per
forming authorizationis to lookup a principal’s rightsin anaccessontrol matrix [Lamp-
son1971],e.g., suchasthe onedepictedin Figure2. Theaccesgontrolmatrix is usually
implementeckitherin theform of accessontrollists (ACLs) or capabilities.

ACLs correspondo columnsof the accesscontrol matrix. An ACL is associatedvith
every resourcej.e., every objectin thefile system andlists all usersauthorizedo access
theobjectalongwith theiraccessights. Theidentity of ausemrmustbeknown beforeaccess
rightscanbelooked up in the ACL. Thus,authorizationdependon prior authentication,
i.e., systemghatrely on ACLs for authorizationmustusea decentralizeduthentication
mechanisnmo work acrossadministratve boundaries.

Capabilities[Dennis and Van Horn 1966; Levy 1984] correspondo rows of the access
control matrix. A capabilityis an unforgeabletokenthatidentifiesoneor moreresources
andthe accessightsgrantedto the holderof the capability A userthatpossessea capa-
bility canaccesgheresourcesistedin the capabilitywith the specifiedrights. In contrast
to ACLs, capabilitiesdo not requireexplicit authenticationbecausehe possessiownf the
capabilityimplicitly authenticateshe uset. Capabilitiescanbe transferrecamongusers,
which makesthemsuitablefor authorizatioracrossorganizationaboundaries However,

1To contrastACLs andcapabilitiesconsiderthe reallife analogyof controllingaccesgo a building. A doorman
might granta visitor accessafter checkingthat his nameappearson a visitors list. This identity approachis
similar to using ACLs to controlaccesgo files. In contrasta tenantmight gain accesgo the building by using
thekey thatwasissuedo him uponsigningalease.Thekey is similar to a capabilitythatis not explicitly tiedto
anidentity Thekey canbe corvenientlysharedhowever caremustbetakenthatit doesnot fall into thewrong
hands.
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Fig.3. Simplifiedstructureof the UNIX file system(from [FarmerandVenema2004]).

Entire disk
label| partiion partiion partiden
UNIX file system
Zone Zone Zone Zone Zone

File system zone
Super inode data inode data
block bitnap | bitthap | blacks | blacks

Fig.4. On-disklayoutof atypical UNIX file system(from [FarmerandVenema2004]).

becausepossessiomf a capability conveys accesgights, capabilitiesmust be protected
from theft, which requiresthatthey betransferredver secureandauthenticateg¢hannels
[Tanenbaunetal. 1986].

(3) Granularity: istheextentto whichasystemcontainsdiscretecomponentsf ever
smallersize.E.g UNIX file systemsreorganizedvithin asingletreestructureunderneath
oneroot directory, internalnodesof the tree recursvely represensub-directorieof the
root, andleavesof thetreecanbeeitherfiles or directories At alowerlayerof abstraction,
the samefile systemconsistsof inodesanddatablocks (Figure 3), andyet anotherayer
lower onecanfind zonesJabels,andpartitions(Figure4).

A network file systemmust strike a balancebetweentoo coarse-graine@nd too fine-

grainedauthorization. Somesystemswork at a coarsergranularityof higherlevel con-

tainerobjectse.g., directoriesor volumes.While coarsegranularitydecreasegheamount
of acceszontrol meta-dataand the numberof accesscontrol decisionsrequired,it can

male sharingof individual files cumbersoméor users.In turn, systemshatemploy only

fine-granularitycanbecomedifficult to managege.g. having to specifyblock-level access
controlsif only file-level controlis desiredcan quickly becomeinfeasible. Ideally, the

systemshouldallow afrlexible level of acceszontrolgranularity

(4) Autonomousdelegation: We evaluatethe suitability of file systemdor file sharing

ACM JournalName,Vol. V, No. N, Month 20YY.
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Fig. 5. Delegyationof privileges,from anadministratorto Alice, andfrom Alice to Bob. Theadministratoigrants
Alice full accesdy issuingherthefirst certificate.Alice canthendelegatereadaccesso Bob by issuinghim the
seconctertificate.To be grantedacces8ob mustpresent certificatechainconsistingof both certificates.

acrossorganizationalboundariesvith minimal administratve overhead. A usershould

be able to delegate accessights to anotheruser Figure 5 illustratesdelegation using

authorizatiorcertificates We identify the following requirementg$or delegation:

—Autonomy To facilitateeaseof file sharingandlower administratve overheadthe del-
egationmechanisnshouldbe userto-useri.e., no administratolinvolvementshouldbe
required.

—Accountability It shouldalways be possibleto determinewho delegatedaccesgo a
particularuser

—Organizational independenceA usershouldbe ableto delegatehis accesgightsto
a userin a differentadministratve domain,if this is allowed by organizationapolicy.
Furthermorethis shouldbe donewhile preservingaccountability

—Low Latency A usershouldbe ableto accessa resourceassoonaftera delegationas
possible.

—Transitivity Delegationchainingshouldbe possible,e.g., if Alice delggatesaccesdo
Bob, Bob shouldbe able to further delegateto Carl (creatinga chainfrom Alice to
Carl). A mechanisnto restrictthe right to further deleggateandthuslimit the length
of thedeleggationchainis alsodesirable.This allows the systemto scalearbitrarily, by
pushingadministratve responsibilityto endusers.

—Fine granularity A usershouldbeableto delegatea subsebf his accessights,e.g., if
Alice hasreadandwrite accesdo afile, sheshouldbe ableto delegatereadonly access
to Boh.

(5) Revocation: While the ability to grantaccesdo usersin differentadministratve
domainsis very desirablea network file systemshouldalsohave provisionsfor revoking
accessRevocationin systemghatbaseauthorizatioron ACLs is conceptuallysimpler: a
usersaccesso anobjectcanberevokedby editingtheobjects ACL. Capabilitybasedsys-
temshave to rely on timeoutsencodedn the capabilitiesor centralizedrevocationmech-
anismsge.g., revocationlists or trustedon-line agentghatdeterminef a capabilityis still
valid. An in-depthevaluationof revocationtechniquedor a capability basedsystemis
presentedh [Keromytis2001].
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Fig.6. NFSarchitecturgfrom [Sandbeg etal. 1985])

We suney a numberof networkedfile systemsn this comparisorframework in Section3
andpresentheresultsin Tablel andTablell.

3. NETWORKED FILE SYSTEMS
3.1 NFS

The Network File System(NFS) [Sandbeg et al. 1985] developedat SunMicrosystems
remainsoneof the mostwidely usednetwork-attachedile systems.Securityin NFSwas
largely anafterthoughtandglobalfile sharingwasnotpartof theoriginal design.However
we chooseo review NFSin our framevork dueto its familiarity andwidespreadise.

The NFS protocolusesthe SunRemoteProcedureCall (RPC)[Lyon 1984] mechanism
asillustratedin Figure6. The RPCprotocolallows several stylesof userauthentication,
referredto asauthenticatiorflavors. The original NFSreleasaisedweak UNIX-style au-
thentication(userID andgroupID) wherea users credentialscan easily be forged (see
Figure7). Eventhoughsupportfor Diffie-HellmanandKerberosversion4 authentication
flavorswasaddedateron, UNIX styleauthenticatiofAUTH_SYS)wasthe only manda-
tory flavor andthusmostcommonlyimplemented.Host authentications alsoweak, be-
causdt relieson easilyspoofiblelPsor DNS names.

Authorizationin NFSfollows UNIX semantic§Thompsonl978]. Thus,accesso every
file is controlledby the standardJNIX modebits associateavith thefile. The permission
bits canbe viewed asa simple ACL, thatlists threeprincipals: the owner of thefile, the
groupassociateavith thefile, andthe groupconsistingof all otherusers. Therightsthat
canbe givento eachprincipal are Read,Write and Execute. Before userscanaccessa
remotefile, the administratorson their workstationhave to mountthe file systemwhere
theremotefile is located.Thisis donethroughthe mountprotocol[Callagharetal. 1995],
throughwhichfile systenrnamesaremappedo directoryidentifiers(handles) Theremote
sener’s administratorcontrolsaccesgo the desiredfile systemsby listing exportedfile
systemsandthe hostsallowedto mountthemin afile called/etc/exports A handlefor the
top-level directoryof anexportedfile systemwill be providedto hoststhatareallowedto
mountthatfile system.Oncethathandleis acquired no furtheruseof the mountprotocol

2Thus,we referto UNIX modebits asUNIX ACLsthroughoutherestof thediscussion.
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I NFS Server, trusts A, B

rd 1 ; i
Client A Client B ClientC

Bcb Root

Fig. 7. NFStrustmodelwhenusingthe AUTH_SY S authenticatiorflavor (adoptedrom [Callaghar2000]). The
NFS sener trustsclient hostsA andB. Accesscontrolis enforcedby inspectingthe sourcelP addresof RPC
requests.User Bob canlegitimately accesshis files after authenticatingo client A. However, a superuseon
client B (root) caneasilyassumehe credentialbof Bob without knowledgeof his passverd. Finally, userEve on
clientC canspoofthe|P addres®f clientA. Thus,RPCrequestsrom C look like they comefrom A. Now client
Cis trustedeventhoughit is notin the sener’s accesdist.

is neededThisis anothemweaknes®f the NFSsecuritymodel: sincedirectoryhandledo
notchangeoften (or atall), revocationof mountprivilegescannotbe assured.

While atfirst sightit seemghatthe objectaccesgranularityin NFSis atthefile level,
theseneractuallytruststheclientworkstationthatmountsanexportedfile systento check
file accessights’® (seeFigures7 and8). Becauseo stronghostauthenticatiomechanism
is used securityis basednerelyon matchingthe IP or DNS nameof the clientworkstation
with anentryin theexportslist. Becausefile cannotbesharedvithoutafile systenbeing
exportedon the sener andmountedon the client, object-accesgranularityin NFSis at
thefile systemlevel.

Significantadministratve involvementis requiredfor Alice to sharea file with Bob if
heresidesn a differentadministratve domain. The administratorof Alice’s sener must
trust Bob'’s sener and export a part of the local file systemto it. The administratorof
Bob’s workstationmusttrust Alice’s sener and mountthe exportedfile system.Finally,
sinceaccesgontrolis performedusingUNIX permissiorbits, Bob mustobtainanaccount
in Alice’s domainto have a meaningfulUNIX useridentifier (UID). Thus,autonomous
delegationbetweerusersin differentadministratve domainsis not supportedn NFS.

Revocationin NFSis conceptuallysimple. A sener administratorcan edit the export
list andremove directoriesor hosts. Administratorscanalsodisableuseraccountor edit
groupdefinitionsin the centrallyadministerediserdatabaseFinally, accesgo individual
files or directoriescanbe revokedby changinghe UNIX bit masksassociateavith them.

In summary authenticatiorand authorizationin early versionsof NFS were designed
assuminga tightly administeredlomain(e.g.,, a singlecampusLAN or extendedLAN),
makingit unsuitablefor globalfile sharing. This view is reflectedin someearlierlitera-
ture. The creatorsof the Athenasysten[Rosensteiret al. 1988;Dyer 1988],which relies
onNFSandKerberosrecognizesomeof thebarriersto accesontrolscalability Accord-

3This securityproblemwasaddressesith theintroductionof the ACCESSprocedurén NFSv3.
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Fig. 8. NFSaccesgontrolgranularityof the mountprotocol. The sener exportsafile system(e.g. /home)to the
client. An administratoion the client mountsthe exportedfile system(e.g. under/mnt). Becauseahesenertrusts
theclientto enforcefile accessights,object-accesgranularityin NFSis atthefile systemlevel.

ing to them, the numerousACLs in the systemwere difficult to administer In addition,
additionalintermediatdevels of accesdetweeradministratorandusersweredesirable.
The authorsof the Bonessystem[J. SchbnwalderandH. Langendrfer 1993] point out
similar problems.

3.2 NFSv4

NFS version4 [Shepleret al. 2003] proposesnary improvementsover earlier versions.
Strongersecurityandbettersuitability to deploymentonthe Internetareamongthedesign
requirements.A goodoverview of NFSv4 anda comparisonwith older versionsis pre-
sentedin [Pawlowski et al. 2000]. We review the relevantchangesn the context of our
framework.

NFSis basedon andrelieson the underlyingsecurityof ONCRPC[Srinivasan1995].
NFSv4mandatesheuseof strongRPCsecurityflavorsfor authenticatiof Thisis achieved
by addinga new securityflavor basedon the GenericSecurity ServicesAPI (GSS-API)
[Linn 1993a;Wray 1993] called RPCSECGSS|Eisler et al. 1997]. RPCSECGSSen-
capsulateshe GSS-APImessagingokensandactsasatransportfor conformingsecurity
flavors. Currently the mechanismsmplementingthe GSS-APlare KerberosVersion5,
LIPKEY andSPKM:

—Kerberosversion5 [Kohl andNeuman1993;Linn 1996]is a centralizedauthentication
systembasedon symmetric-ley cryptography Administratve domainsin Kerberosare
calledrealms.An administratomaintainsthe userdatabaséor eachrealm.A Key Dis-
tribution Center(KDC) andTicket GrantingService(TGS)grantusersicketsthatallow
themto accesserviceson specifichostsin arealm.Becaus&erberogeliesonatrusted
third party and symmetrickey cryptography accessingservicesacrossadministratve
boundariess not straightforward. Administratorshave to setup trustrelationshipsand
exchangekeys for usersto accessservicesn a differentrealm. While cross-realmau-
thenticationhasbeenstudied[Trostle et al. 2001; Westerlundand Danielsson2001],

40ldermethodge.g., AUTH_SYS)canoptionallystill besupported.
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Kerberosdoesnot currentlyallow for autonomousielegationbetweenusersin differ-
entadministratve domains.A moreextensie evaluationof Kerberodor decentralized
accesgontrolscenariogs presentedh [KeromytisandSmith].

—TheLow InfrastructurePublicKey (LIPKEY) [Eisler 2000]systemprovidesanauthen-
tication modelresemblinghe SecureSocletsLayer (SSL),thatmakesit moresuitable
for useon the Internet. Authenticationwith LIPKEY is similar to usingan HTTPS
senerwith htaccessi.e., the seneris authenticatedvith a public key certificate while
the clientsauthenticataisingusernamesnd passverds. Communications encrypted
with a sessiorkey. This schemerelieson passwerds being centrally managedat the
sener, i.e. ausercannotdelegateaccesgo anotherusernot listed in the centralized
passwverd databasevithout administratorinvolvement. Thus, LIPKEY is not suitable
for autonomouslelggationbetweerusersn differentadministratve domains.

—In contrastto Kerberosthe SimplePublic-Key GSS-APIMechanism(SPKM) [Adams
1996]is basedon an asymmetric-ky infrastructure.SPKM allows both unilateraland
mutualauthenticatiorto be accomplishedvithout the useof secureimestamps.Thus,
out of the existing GSS-APImechanismsSPKM with both client and sener authen-
tication using public keys is mostsuitablefor globalfile sharingacrossadministratve
boundaries.However, the GSS-APIldecouplesauthenticatiorand authorization thus
limiting the supportfor autonomouslelegationacrossadministratve domains(seedis-
cussionin Subsectior8.12).

The implementationof userand group identifiersalso influencesthe suitability of an
authenticatiormechanisnfor deploymentacrossthe Internet. Earlier NFS versionsrep-
resentecusersand groupsvia 32 bit integers. This is unsuitablefor global file sharing,
becauseaiserandgroupidentifierassignment differentadministratve domainsareun-
likely to agree. NFSv4 usescharacterstringsinsteadof integersto represenuserand
groupidentifiers. Uniqguenessan be guaranteedy using a format of user@domairor
group@domairandleveragingthe globaldomainnameregistry.

Authorizationin NFSv4is enhanceaver the UNIX modebits usedby earlierversions
with the introductionof supportfor ACL attributes. NFSv4 ACL supportis basedon
the Windows NT model[Microsoft Corporation2005; Swift et al. 2002]. Accesscontrol
entriescan be one of four types: ALLOW, DENY, AUDIT or ALARM. The ability to
explicitly grantaccesgo userswho are not the owneror in the group of a file improves
flexibility overstandardJNIX ACLs. Theability to explicitly dery accesdacilitatesrapid
revocation.

NFSv4 eliminatesthe mount protocol by usinginitialized file handlesasin WebNFS
[Callaghan1996a;1996b]. File accesgights as specifiedin ACLs are checled on the
sener, notthe client. Thus,while the sener administratorstill exportsfile systemgather
thanindividualfiles, objectaccesgranularityis atthefile level.

While NFSv4introduceschangeghat facilitate global file sharing(elimination of the
mountprotocol,introductionof publicfile handlesaglobaluseridentifiernamespace)au-
tonomougdelggationbetweerusersn differentadministratve domaings still not possible
with the currentlysupportecauthenticatiormechanismsKerberogequiresadministrator
involvementfor establishingrust relationshipsbetweenrealms,while LIPKEY requires
administratoinvolvementin accountreationfor thenon-localuser

Revocationmechanism@ NFSv4remainmostlyunchange@ndinvolve editing ACLs.
Supportfor more feature-richACLs and negative rights in ACLs arethe major changes

ACM JournalName,Vol. V, No. N, Month 20YY.
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over previousversions.

3.3 AFS

The Andrew file system(AFS) [Howardet al. 1988;Howard 1988;Satyanarayanat989;
1990; 1992] was developedat CMU asa securedistributedfile systemwith centralized
userauthenticationScalabilitywasa primary consideratiornin thedesignof AFS.

Authenticationin AFS wasinitially basedon a variantof the Needham-Schroedewu-
thenticatiorprotocol[NeedhamandSchroeded 978]. The Kerberosauthenticatiorsystem
[Miller etal. 1987]waslateradoptedor purpose®f standardizationln earlierversionsof
AFS,userscouldonly shardfileswith otheruserdn thesameadministratve domain.Later
versionsof AFSintroducedthe notionof cells(alsoknown asrealmsin Kerberosdefined
along administratve boundaries. Similarly to NFS with Kerberossupport,this enables
usersin differentadministratve domainsto sharefiles. However, cross-realmauthentica-
tion requiresadministratorinvolvement,because local administratormust configurein
adwancewhich remotecells shouldbe availableto usersin thelocal cell. Thus,AFS does
not supportautonomouslelegationbetweerusersn differentadministratve domains.

Authorizationin AFS is basedon AccessControl Lists (ACLs). ACLs areassociated
with directoriesratherthanindividual files. Thus,objectaccesgranularityis atthedirec-
tory level. Theauthorsarguethatthereductionin stateandconceptuakimplicity coming
from a coarsergranularity facilitate scalability AFS ACLs specify the operationsthat
principals(usersor groups)canperformondirectories hamely:

—readary file in thedirectory

—uwrite ary file in thedirectory

—list directorycontents

—insertnew filesin thedirectory
—deletefiles from the directory

—Ilock filesin thedirectory
—administerthedirectory; i.e., modify the ACL

AFS ACLs canalsospecifynegativerights, i.e., explicitly list operationghata principal
is not allowedto perform. In the caseof conflicts,negative rights overridepositive rights.
This mechanisnfacilitatesrapid and selectve revocation, e.g., in caseswherea useris
a direct or indirect memberof groupswith accesgo the object. Using negative rights,
the usercanbe explicitly deniedaccesdo the objectwhile the users groupmembership
informationis beingupdatedandpropagateda procesghatmaysometimesake significant
timein alargedistributedsystem.AFS alsoretainsthe standardJNIX modebits onfiles;
however, thesearenotusedto enforceacces®nthesenerandonly have local significance
ontheusersworkstation.

Revocationin AFS is conceptuallysimple. Becauseauseraccountsare centrally man-
aged,ary accountcaneasilybe disabled.Any users accesgo a directorycanbe revoked
by editing the correspondincACL. In addition,negative rights allow for rapid revocation
if resolvingandupdatingthe users groupmemberships expectedo take significanttime.

3.4 XxFS

xFS[Andersonet al. 1995],a senerlessnetwork file systemwasdevelopedaspartof the
NOW projectat UC Berkeley. Any nodein the systemcanactasbothsenerandclientto

ACM JournalName,Vol. V, No. N, Month 20YY.



11

provideall file systenservicesn apeerto-peerfashion.The primaryconcernof the XFS
architectawerebetterperformancescalability andhigheravailability thantraditionalfile
systems.However, the decentralize@rchitectureof xFS doesnot carry over to its access
controlmechanisms.

The xFS architectsdescribethe systemas appropriatefor a restrictedenvironment,
wheremachinegrust one anothers kernelsto enforcesecurity i.e. the systemwasde-
signedto operatewithin a given admnistratre domain. XxFS nodesare split in two cate-
gories: trustedcore nodeswithin the admnistratre domainandlesstrustedclient nodes.
Trustednodesrun the standardxFS file sharingprotocoland act as NFS senersto the
lesstrustedclient nodes.Becauseeommunicatiorwith clientsoutsideof the trustedadm-
nistrative domainfollows NFS securitysemanticsxFS is functionally equivalentto NFS
for file sharingacrossorganizationaboundariesandconsequentlguffers from the same
limitations.

3.5 CIFS

The CommoninternetFile System(CIFS)[LeachandPerry1996;SNIA CIFS Technical
Work Group2002;Hertel2003]is thenetwork file systermative to theMicrosoft Windows
family of operatingsystems. CIFSis basednthe SenerMessagalock (SMB) protocol
[Microsoft Corporation1996] originally developedat IBM in the mid-1980s[IBM Corp.
1984]. In CIFS every sener offersa setof resourcegdirectorytree,namedpipe, printer)
to clientsoverthe network. Whenever aresourcas madeavailable(sharedyia SMB it is
givenasharename.Beforea client canaccess sharethey mustauthenticatéo thesener
holdingthe correspondingesource.

CIFS permitsa numberof differentauthenticatiormethods.The SMB protocoldefines
two securitylevels: share-leel anduserlevel.

Share-lgel modeis a form of SMB authenticatiorfrom the daysof early corporate
LANs when securitywas not considereda top priority and PC operatingsystems(e.g.
DOS) did not supportuserbasedauthentication.Thus, passverds, if usedat all, areas-
signedto sharesnot users,andaretransmittedn plaintext over the network. Clientsthat
know the nameof a seneranda sharealongwith the potentialpassverd, cangainaccess
tothatshare A singlesharemayhave multiple passverdsassignedeachgrantingdifferent
accessights,e.g. onepassvord maygrantread-onlyandanotheread/writeaccess.

Share-lgel mode,while still used,is consideredieprecate@ndhasbeenreplacedwith
userlevel mode.A seneremploying userlevel securitymakesuseof username/passwd
pairsinsteadof sharename/pas&nd pairs. With userlevel security a client must first
authenticatendgeta valid UID, andthenpresenthe UID to gainaccesgo ary shares.
Userlevel securitycanbe implementedisinga plethoraof authenticatiorprotocols. It is
possibleto useanorymousor guestiogin, plaintext passverds,severalchallenge-response
variations(LM, NTLM, NTLMv2), and,in morerecentversions Microsoft’'s implemen-
tationof KerberogK ohlandNeuman1993;Linn 1996;Swift etal. 2002] or othermecha-
nismsbasednthe GSS-API[Linn 1997]andSPNEGQ[BaizeandPinkas1998].

Authorizationin CIFSdepend®ntheauthenticatioevel andtheunderlyingfile system
accessontrolmechanismin share-lgel modeauthorizatioris combinedwith authentica-
tion: knowledgeof apassverd grantsaccesso ashare.ln userlevel modethesenercould
in thebestcaseuseACLsto controlfile accesseddowever, ACLs maynot beavailableon

5Thereareopensourceémplementationgor otherplatforms,e.g. Sambgsam]
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all systemsBecauseCIFSwasdesignedo work with DOS,0S/2,andWindows systems,
theunderlyingfile systemon the sener couldbe FAT, FAT32, HPFSor NTFS.While FAT
hasno concepbof file ownershipandonly supports attributebits (e.g. thearchive,hidden,
read-only and systembits), NTFS offers supportfor ACLs. Thus,authorizationn CIFS
canvary from none(whenanorymousaccesss allowed)to acceszontrolby ACLs.

Objectaccesgranularityin CIFSis attheshardevel. In afile systemcontext ashareis
adirectory

Like NFS, CIFSwasdesignedor tightly administeredlomainsandthusdoesnot sup-
port all the requirementdor autonomousdelegation acrossorganizationalboundaries.
Anonymousand guestaccesr share-lgel passvords do not provide accountabilityor
fine granularityof delggation. If userlevel securitywith strongerauthenticatioris used,
delegation of accesscontrol cannottake placewithout administratve intervention. Ad-
ministratorsmusteithercreateaccountdor usersoutsideof thelocal domain,or dealwith
establishingcomplex trustrelationshipdetweerdifferentdomains.

Revocationin CIFS canbe accomplishedn a numberof ways. Sharingof a resource
canbeturnedoff. Administratorscandisableuseraccounts.If supported ACLs on ary
files maybeeditedto revoke accesat afiner level of granularity

3.6 Truffles

Truffles[Reiheretal. 1993]is oneof the early systemgo recognizeandaddresghe need
for file sharingbetweenusersin differentadministratve domains. Truffles builds on the
replicationservicesprovidedby the Ficusfile systemGuy etal. 1990]andaddsa mecha-
nismfor settingup securdfile sharingwithoutadministratoiintervention.Sharingis atthe
granularityof avolume,i.e., asubsedf alocalfile system.

Truffles usesPrivacy EnhancedMail (TIS/PEM) [Linn 1993b; Kent 1993; Balenson
1993;Kaliski 1993]to authenticat@isersandprovide asecurdransportchannelUsersare
identifiedby publickeysboundto X.500distinguishechamesn X.509certificate§CCITT
1989]. Trufflesauthenticatiorthusrelieson a hierarchyof certificationauthorities. This
limits autonomouglelegation, becauseausersfrom differentadministratve domainsstill
needto have acommonroot CA.

Authorizationin Trufflesrelieson standardJNIX andFicusaccesgontrolmechanisms,
whereeachfile hasa standardJNIX ACL associatedvith it. The authorsproposethat
a Truffles file systemlayer stacled on top of the Ficus logical layer perform mapping
betweerlocal UIDs andglobally uniqueX.500distinguishechames.

Trufflesdoesnotaddressevocation. Theauthorglanto provideamethodof destrging
volumesasaway to enda sharingrelationship.However, revocationat a finer granularity
e.g., derying a particularuseraccessis left asfuturework.

3.7 Bayou

Bayou[Terry et al. 1995; Peterseret al. 1996]is a replicated weakly consistenstorage
systemdesignedor themobile computingenvironment.Authenticationin Bayouis based
on public-key cryptography Every userpossessea public/privatekey pair andis authen-
ticatedby thesenerusinga challenge/respong@otocol.

Authorizationin Bayouis basedon digitally signedaccessontrol certificates. There
arethreetypesof certificates:

—accesgranting certificatesgranta useraccesgoneof read,write, or sener) to adata
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Identity: K,
Transfer 1
To: K,
Attributes: A
e =t
Sign: §5{K ,AJK g Transfer 2

To: K,
Attributes: A,
Sign: S={K,AJK M ) Transfer 3
To: Ky

Attributes: A

Sign: S={K 5, AK T

Fig. 9. Structureof a CRISIStransfercertificate(from [Vahdatl998)). Thetransfercertificateis a chainof X.509
certificates.Thefirst certificateis anidentity certificateidentifying the principalwishingto male thetransferby
hispublickey, Kg. In eachsubsequertertificatetheissuertransfersa subsebf his availableprivilegesto another
principal. E.g in thefirst transferK deleyatesprivilegesdescribediy A; to K; andsignsthe certificatewith
his private key, K&. Certificatescanbe arbitrarily chained e.g. in this example K; transfersprivilegesto K,
whoin turntransfergrivilegesto K.

collection. Accesggrantingcertificatesaresignedby a singletrustedsigningauthority

—delegationcertificates delegatea users privilegesfrom anaccesgontrol certificateto
anothemuser Delegationcertificateamustbe signedby the delegatinguser

—revocation certificatesallow the original signerof a certificateto revokeit.

As asidenote,Bayourequiresseparateertificatesfor readandwrite access.

All certificatesin Bayou are signedby a single trustedsigning authority This limits
autonomouslelggationacrossorganizationaboundariesbecause userin a differentad-
ministrative domainmight be unknavn to the signingauthority However, theauthorssug-
gestthatmoving to aweb of signingauthoritiesshouldnot be difficult. Theaccesgontrol
modelin Bayouprovidesauthorizatiorat the granularityof a whole datacollection.

Revocationin Bayouis accomplishedisingrevocationcertificates.Revocationcertifi-
catesarestoredby write operationandpropagatedvith thedatacollectionsto which they
apply. Thus,revocationsof write privilegesareappliedat the primary sener, andthereis
no needto ensurehatevery otherseneris notified of therevocation.

3.8 WebFS

WebFSis partof theWebOS[Vahdat1998]projectat UC Berkeley. WebFSis a globalfile
systemlayeredon top of the HTTP protocol. This approactallows accesgo files through
thefile systemusingexisting URLs asfile names.The securityarchitecturdor WebOSis
calledCRISIS[Belanietal. 1998]. Authenticatiorin CRISISis basedn X.509certificates
[CCITT 1989;Polk etal. 2002;Housley etal. 2002].

Authorizationin CRISISusesahybrid modelto bestexploit thetradeofs betweemCLs
and capabilities. Principalsthat shouldhave long-termaccesdo an objectarelisted on
the ACL for that object. In the caseof WebFS,eachfile hasan associatedist of users
authorizedto read, write or execute. The principalslisted on an ACL canthen further
delegatea subsetof their rights to an objectby creatingtransfercertificates short-lived
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and revocablecapabilities. Transfercertificatesare encodedin X.509 format, digitally
signedandcanbe chained.Figure9 showvsthe structureof a CRISIStransfercertificate.

Objectaccesgranularityin WebFSis atthefile level. Autonomousielegationin WebFS
is limited sinceuserscanonly delegateto usersvho have a certificatefrom a CA trustedby
thelocal domain. BecauséNebFSrelieson a hierarchyof certificationauthorities,users
in differentadministratve domainsstill musthave acommonroot CA to sharefiles.

CRISIShasgoodsupportfor revocation. If a principalis listed on anobjects ACL his
accesganberevokedsimply by modifying the ACL. Whenaccesss grantedwith certifi-
catesrevocationreliesontimeouts.Eachcertificateis first signedby the principalmaking
a statementvith a longertimeout. The certificateis thencountersignedby a principal of
thesignerschoosing.The countersignaturés issuedwith a shortertimeout. The counter
signeractsasa locally trustedon-line agent(OLA). The OLA checksif a certificatehas
beenrevokedbeforerefreshingits countersignaturewith a new shorttimeout. While the
CRISISapproactallowsfor shortertimeouts,t alsointroducesheneedfor trustedon-line
agents.

3.9 CapaFS

CapaFJReganandJenser2001] usesself-certifyingfile namesassparsecapabilitiesto
controlaccesdo files by usersin differentadministratve domains.A capabilityfile name
consistsof two parts: a client part usedby the client to locatethe remotesener anda
sener partusedby the sener to find thefile in local storage.The client part containsthe
hostnamendport of the sener. The sener partcontainsthe local pathnameandaccess
rights on the sener andis encryptedo protectit from tampering.However, the resulting
capabilityfile namesarelong andmeaningles$o usersandnecessitatéhe useof symbolic
links to assignmeaningfulnamego remotefiles.

Thereis no explicit userauthenticatiorin CapaFSknowledgeof thefilename(i.e., pos-
sessionof the capability) is sufficient to obtainaccesgo a file. Authorizationis based
on the accessights encodedn the sener part of the capabilityfile name. Objectaccess
granularityis atthefile level.

Becausehereis nolocal useridentificationin CapaFSautonomouslelggationis easily
achieved. To sharea file, a userneedonly communicatethe file nameto anotheruser
Thus, no systemadministratorinvolvementis required. However, thereare a numberof
problemswith the original CapaFSBecause&knowledgeof the file nameprovidesaccess
to the file, communicatindile namesto otherusersmustbe doneover a secureand au-
thenticatedchannelhowever, noinfrastructurefor thatis developedaspartof the system).
The original CapaFSs alsovulnerableto a man-in-the-middleattackbecausehereis no
sener authentication. The authordescribeshow to implementsener authenticatiorby
addingthe sener’s public key to the capability filename. Becauseno client authentica-
tion is performed thereis no accountabilityin the original CapaFSij.e., thereis no way
of telling which particularuseraccessed file. The authordescribesa way of adding
clientauthenticatiorby addinga client’s public key to the sener partof the capabilityfile
names.The proposedapproachallows for delegationto specificusersby including their
public keys asan extensionof the capability file name. However, thereis no way for a
userto delegateonly a subseDf his accesgightsto anotheruser e.g.. a userpossessing
read/writecapabilityfile namecannotdelegyateread-onlyaccesso anothemuser

Revocationin CapaFScould be achieved by having the sener keepa capability revo-
cationlist (CRL) of all capability file namesthat have beenrevoked. This approachs
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Location HostID (specifiepublic key) pathonremotesener

Isfs/sfs.lcs.mit.eduvefvsvbwd4hz9isc3rb2x648ish742hyubl/links/repository/sfscvs

Fig. 10. SFSself-certifyingpathnamdfrom [Mazieresetal. 1999])

unlikely to scalewell asthe list grows with time. Anotherapproachsuggestedy the
authoris to limit thelifetime of a capabilityfile nameby includingatimeoutin it.

3.10 SFS

SFS[Mazieresetal. 1999;Mazieres2000;Fu etal. 2002]is aglobaldecentralizedile sys-
tem. SFSintroduceghe notion of self-certifyingpathnames- file namesthat effectively

containthe appropriateremotesener’s public key (seeFigure 10). Thus, SFSneedsno

separat&key managementachineryto communicatesecurelywith file seners. By con-

vention, SFSfiles canbe accessedinder/sfs/Location/HostID/Path, whereLocation is

the DNS nameor IP addres®of the sener, HostID specifiesthe sener’s public key, and
Path is the pathto the file onthe sener. As with CapaFSile namesthe stringsbecome
difficult to remembemdueto the embeddedryptographidnformation,so symboliclinks

mustbe usedasa mnemonicaid.

SFSseparatesiserauthenticatiorfrom thefile system.Usersin SFSareauthenticated
using public key cryptography An agenton the client side authenticateshe userto a
separat@uthenticatiorsener on theremotesener. The authenticatiorsener maintainsa
databasenappingpublic keysto UNIX credential{auserlD andalist of groupIDs). If a
userdoesnot have anaccountn afile sener, the sener defaultsto anorymousaccess.

Objectaccesgyranularityin SFSis at the file level. Objectaccessontrolin SFSis
similarto NFS. Authorizationis performedby matchingthe UNIX credentialseturnedoy
theauthenticatiorsener with standardJNIX ACLs associatedavith eachfile.

Autonomoudelggationin SFSis not supportedbecauseisersmusthave anaccounton
the authenticatiorsener trustedby thefile sener. This would not necessarilyoe the case
for usersin differentadministratve domains.

Revocationof ausersaccessn SFSis simpleandsimilarto whatcanbedonein NFS.
Becausdhe authenticatiorsener hostsa centralizeduserdatabasethe users entryin the
databaseanbe easilyremoved/disabled.A usercanalsobe removed from groupsthat
appearon ACLs for files heis no longersupposedo access.The authorsalsodescribe
mechanismsor revoking self-certifyingpathnamesisingrevocationcertificatesshoulda
sener’s privatekey be compromised.As an alternatve, a users agentcanalso request
HostID blocking from the client. The secondapproachcould be usefulwhenno signed
revocationcertificateis found, but accesgestrictionis still desirableg.g., dueto system

policy.
3.11 GSFSs

GSFS[Kaminsky et al. 2003]is a further developmentof SFSwith the goal of allowing
file sharingbetweerusersin differentadministratve domains.To achiese this goal GSFS
introduceschangego the SFSauthenticatiorsener and extendsthe standardJNIX file
systemwith SFSACLs.

Authenticationin GSFSis basedon public keys, similar to SFS.However, to facilitate
globalfile sharingthe authenticatiorseneris modifiedto contactsenersin otheradmin-
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Fig.11. Overview of the GSFSauthenticatiorarchitecturgfrom [Kaminsky etal. 2003])

istrative domainsandretrieve remoteuseP andgroupdefinitions(seeFigure11). Remote
authenticatiorsenersarereferencedvith self-certifyinghostnamessimilarto file seners.
A GSFSauthenticatiorsener mustcontactheremoteauthenticatiorsenersof any remote
usersor groupdistedasmember®f localgroups.Becaus®f network lateng andfailures,
it is not feasibleto do this at the time anauthenticatiorrequests made. Thus,the GSFS
designerdradeoff freshnesdor availability by having the authenticatiorsener periodi-
cally (e.g., every hour) contactthe remoteauthenticatiorsenersof any remoteusersor
groupslistedin local groupdefinitions. This introducesa delaybetweenwvhena decision
to grantacces$iasheenmadeandwhenthe actualaccescanoccur

Authorizationin GSFSis doneusingACLs. The ACLsaresimilarto thoseusedin AFS,
but are extendedto differentiatebetweenfiles anddirectories. Accessrights availablein
GSFSACLsincludetheright to modify the ACL itself. GSFSACLs canlist four different
kindsof principals:

—User Namesallow a way of listing userswith UNIX accountson the local machine.
They are matchedagainstthe User Namefield of UNIX credentialsreturnedby the
authenticatiorsener.

—Group Namesreferto groupsdefinedonthelocal authenticatiorsener. Remotegroups
cannotbe listed directly on the ACL, but canbe includedindirectly by makingthema
memberof alocal group. GroupNamesarematchedagainsthe groupsreturnedby the
authenticatiorsenerin the GroupList credentials.

—Public Key Hashesare matchedagainstthe Public Key credentialsreturnedby the
authenticatiorsener. Publickey hashesarethe only way of listing a remoteprincipal
directlyona GSFSACL.

—Anonymousentriessimply matchall usersregardlesof credentials.

As with SFS,objectaccesgranularityin GSFSis atthefile level.

Therearetwo scenariogor autonomouslelegationin GSFS.In thefirst scenariouser
Alice may chooseto sharea file with userBob in a differentadministratve domainby
listing a hashof Bob’s public key onthe ACL of thefile (assuminghatAlice hastheright

SFor thepurpose®f thisdiscussiomwe defineremoteuserso beusersoutsideof thelocal administratie domain.

ACM JournalName,Vol. V, No. N, Month 20YY.



17

to modify the ACL of thefile). However, if Bob wantsto thenfurther shareaccesgo the
file with anotheruser Bob mustalso be given the right to modify the ACL of the file.
As delegationchainsgrow longer, this approachwill leadto longerandharderto manage
ACLs onthefilesener. It is alsoimpossibleto allow fine-grainedmulti-level delegation,
e.g., if Alice givesBob readaccesgo the file andwisheshim to be ableto delegatethat
accessshehasto alsogive him theright to modify the ACL. However, in this casethereis
nothingto preventBob from modifying the ACL andgrantinghimselfwrite accessThus,
this approachs only suitablefor limited one-hopdelggationfrom alocal userto aremote
user

In thesecondscenarioAlice cancreatealocal group(e.g., alice.friends)andlist remote
userge.g., Bob)or groupsfrom anothemdministratve domain(e.g., friends@otherdomain)
asmemberf the local group’. Remotegroupscanin turn containothergroupsandthe
nestingcanbe arbitrarily deep. Thus,indirectionthroughauthenticatiorsenerscanpro-
vide delggation. In contrastto public key hashesmulti-level delegationcanbe achieved,
e.g., if Alice allows accesdo a group ownedby Bob, then Bob canadd nev members
(which canbe othergroups)to the group. However, this approachstill makesit difficult
for a principal to delegateonly a subsetof his accesgights. For example,if Alice has
allowed membersof the group managedy Bob read/writeaccessBob cannotdelegate
read-onlyaccesgo Carl.

Listing apublickey hashdirectly hasseveraladvantage®verusinggroupor usemames:

—Latency — becaus¢heuserrecorddoesnot have to be pulled from aremoteauthentica-
tion sener, theusercanbegin accessindiles immediately

—Simplicity — usersin a differentadministratve domainneednot be associatedvith an
authenticatiorsener.

—Privacy - public-key hasheffer a degreeof privagy by obfuscatinghe usernamesn
agroupmembershigist. Becausearyonecanqueryanauthenticatiorsener anduser
name<ouldcorrespondo e-mailaddressegroupmembershipists couldbehanested
for purpose®f sendingunsolicitedbulk electronicmail (“SPAM”).

Group andusername®n the other handoffer the following advantageover public key
hashes:

—Indir ection allows for multi-level delegation. The remoteauthenticatiorsenersalso
provide asinglepoint of updateif auserneedso changehiskey or revokeit.

—Naming — namesare easierfor usersto keeptrack of thanhashesandthuswould im-
prove accountabilityandscalability

Beyond the mechanismgor revocationavailable for SFS,GSFSmustdeal with revo-
cationinvolving remoteusersandgroups. Thus, revocationin GSFSis closelyrelatedto
freshnesslf aremoteuserchangesis key or is removedfrom a remotegrouprecord,it
will take anupdatecycle for the changeto bereflectedon the local authenticatiorsener.
On the otherhand,accesgrantedto public-key hashesn GSFScanbe instantlyrevoked
by editingthe ACL or grouprecord.

"This assumethatthereis aremoteauthenticatiorsener for the domainthatBob or Alice’s otherfriendsbelong
to.
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KeyNot e- Ver si on: 2
aut hori zer: "<Administrator’s Public Key>"
licensees: "<Alice's Public Key>"

conditions: (app_domain == "Di sCFS") &&
(HANDLE == "discfs://discfs.cis.upenn. edu/ Makefile. stefgjxg")
-> "RWK";
si gnature:

"<Signature by Adm nistrator>"

Fig. 12. CredentialgrantinguserAlice (asidentified by her public key, in the Licenseedield) accesdo file
Makefilestefgjxgon host discfs.cis.upenn.eduThe 1024-bit keys and signaturesn hex encodinghave been
omittedin theinterestof readability

3.12 DisCFS

The Distributed CredentialFile System(DisCFS)[Miltchev et al. 2003] usestrust man-
agementcredentialsto identify: (1) files beingstored;(2) users;and(3) conditionsunder
whichtheirfile accesss allowed. TrustmanagemeriBlazeetal. 1996;Blazeetal. 1999a]
eliminatesthe needfor ACLs by incorporatingaccessontrolin a new kind of certificate,
namelyanauthorizationcertificateor credential Sucha credentialdirectly authorizesan
actionratherthandividing the authorizationtaskinto authenticatiorand accesscontrol.
Unlike traditionalcredentialsyhich bind keysto principals trust-managementedentials
bind keysto theauthorizatiorto performcertaintasks.DisCFSusesKeyNote [Blazeetal.
1999b]asits trust-managememngine.An examplecredentiais shavn in Figure12.

Usersin DisCFSareidentifiedby their correspondingublic keys. In contrasto tradi-
tional capabilitiestrust-managememtredentialcontaintheidentities(i.e., public keys) of
the userauthorizingan actionandthe userauthorizedo performthe action(respectiely
theauthorizerandlicensean Figure12). While thereis no needfor authenticationn the
traditionalsenseof lookupin a userdatabasethe sener needso verify thata useris the
legitimateownerof the public key it presentsi.e., thatthe userhasknowledgeof the cor
respondingprivatekey. In DisCFSthis is accomplishedy the IKE [Harkins and Carrel
1998] key managementdaemonas part of the establishmenof a securelPsec[Kentand
Atkinson1998]connectiorbetweertheclientsworkstationandthefile sener. File sharing
thentakesplaceoverthis IPsecassociatiorbetweerthe clientandsener hosts.

Authorizationin DisCFSis basedntrust-managememtedentialsWhenauserwishes
to accessa remotefile, the software on the client’s workstationsendsthe relevant cre-
dentialswith arequesto accesghefile on behalfof theuser Thefile sener passeshe
credentialsalongwith a queryto the KeyNote system.KeyNote checksthe signaturesn
all credentialsevaluateswhetherthe conditionsspecifiedin the credentialsare metand
returnsan answerto the query If the queryis successfulthe file sener grantsthe user
accesso thefile®.

8The questionhasbeenraisedwhetherthe DisCFSaccessontrol mechanisibasedon trust-managemertre-
dentialscould beimplementedvithin the NFSv4framevork. Sucha mechanismmustimplementthe GSS-API.
SPKM couldbe usedastheauthenticatioomechanisnbecausehothclientsandsenersarerepresentetly public
keys. However, the GSS-APImakesno provisionsfor authorization AppendixA in [Linn 1993ajaddressepro-
posalso addsupportfor Privilege Attribute Certificate PACs) thatcarryauthorizatiordata. Trust-management
credentialseemfunctionally equivalentto PACs. The appendixstateshat PACsarecurrentlynotvisible across
the GSS-APlinterface,andthereareno plansto modify theinterface,sincethereareconcernsaboutit losingits
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DisCFScontrolsaccesatthefile level, howevertrust-managememtredentialcanalso
be appliedat a coarsergranularityif systemrequirementgavor a minimization of state
overfine-graineccontrol.

DisCFShasfull supportfor autonomouslelegationbetweenusersin differentadmin-
istrative domains. If Alice hasbeengrantedaccesdo a file, shepossessea credential
specifyingheraccessights (e.g., theonedepictedin Figure12). If shewishesto delegate
a subsebf theseaccessightsto Bob, Alice cancreatea new credentiaidentifying heras
the authorizer Bob asthe licensee and specifyingBob’s accesgightsin the conditions
field. Alice mustthensignthe new credentialandsendit to Bob alongwith her original
credential. When Bob requestsaccesdo the file, he must presentthe credential chain
consistingof both credentials.This mechanisnprovidesautonomyandorganizationain-
dependenceno administratorinvolvementis necessaryand Bob doesnot have to be a
memberof the sameadministratve domainasAlice. Becauseeachuseractsasa CA in
DisCFS,the needfor higherlevel certificationauthoritiesis eliminated. Credentialsare
signedto preventtamperingand canbe sentin the clearor postedon the wel®. DisCFS
providesgooddelegationlateng: userscanbegin accessindiles assoonasthey areissued
acredential.

DisCFSsupportsmulti-level delegation,i.e., if Alice delegatesaccesgo Bob, he can
thenfurther delegateto Carl by creatinga new credential.lt is alsopossibleto limit dele-
gationto onehop. Trust-managemermredentialsallow for fine granularityof delegation:
userscan delegateary subsetof their rights. The trust managemenéngineensureghat
thereis norightsamplification,i.e., if Alice is grantedreadaccesgo afile andissuesBob
acredentiagrantingread/writeaccessBob will notbeableto write to thefile.

Deleggationin DisCFSpreseresaccountability becausehe public keys corresponding
to eachauthorizerandlicenseeareincludedin the credentials.

Revocationin DisCFSis not as straightforvard asin ACL-basedsystemsbecauset
is not always evident who hasaccesgo a resourcé’. Thus, DisCFSrelieson timeouts
in credentialgo limit their usefullife. As a more usercentricsystem,DisCFSmakesa
tradeof andavoids the administratve overheadof runningon-line agentsfor revocation
checksatthe expenseof having to uselongertimeouts.

3.13 WebDAVA

WebDAVA [Levine etal. 2003]is awebfile sharingservicedesignedpecificallyfor users
in distinctadministratve domains.The systemprovidesfile transferratherthanfile access
servicesj.e. filesmustbetransferredn theirentiretybetweersenerandclient, ratherthan
being manipulatedn place. Thus, WebDAVA cannotbe strictly classifiedas a network
file system,however we examineit asanotherexampleof a systemusing authorization

generality:

" Giventhatthe GSS-APE placemenpreventsit from providing a compehensivesolutionto the
authorizationissue thevalueof a partial contribution specificto particular authorizationmodels
is debatablé

Thissuggestshatacleanimplementatiorof anaccesgontrolmechanisnbasedntrust-managememrtedentials
within the GSS-APIwould notbe possible.

90f coursethisis notagoodideain ervironmentswhereprivagy of file accessightsis desirable.

101n amulti-level delegationchain,a useris only awareof the next “hop”, e.g., if Alice delegatesaccesso Bob,
andBob deleyatesaccesgo Carl, Alice hasno knowledgeof Carl, andthusno way to revoke his access.
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credentialdo allow accesscrossorganizationaboundaries.

Authenticationin WebDAVA is performedusinga challenge-responggotocol. When
the sener recevesa file requestit respondswith a challengecontaininga nonceandthe
sener’s public key. The client responseancludesthe users public key, the file access
credentialandanewly createchoncecredentialsignedwith the users privatekey. While
theprotocoldetailsaresomeavhatvaguejt seemdik e only theclientis beingauthenticated.
It is possiblethatthe sener is authenticatedby othermeansg.g. usingTLS [Dierks and
Allen 1999].

Authorizationin WebDAVA is handledoy KeyNote[Blazeetal. 1999b]trust-management
credentials.The credentialsauthorizedesiredactionscorrespondingo the HTTP GET or
PUT methods Downloadingafile from theseneris doneviatheHTTP GET method.The
PUT methodallows file creationor modifying a storedfile by overwritingit. Deletinga
file is doneby saving anemptyfile; the sener noticesthatthefile is emptyandremovesit.

Granularityof accessontrolin WebDAVA is atthefile level.

WebDAVA hasfull supportfor autonomoudelggation betweenusersin distinct ad-
ministrative domains. Userscan delegatea subsetof their accesgo ary otherusershy
retrieving their public keys andissuingthema credential. No administratorinvolvement
is required.Credentialsare protectedrom tamperingby a signatureandthuscanbe sent
over e-mailor downloadedrom theweh

Revocationin WebDAVA is handledby credentialexpiration and certificaterevocation
lists. Eachfile in thesystemhasanassociatefile thatstoreshashe®f revokedcredentials
andthusactsasa CRL. Credentialsarepassedn to the KeyNote compliancechecler for
evaluationonly if their hashis not foundin the revocationfile. The original issuerof a
credentiakcanrevoke it by uploadingit to the CRL usingthe PUT method.

3.14 Fileteller

FILETELLER [loannidisetal. 2002]is a credential-basedetwork file storagesystemwith
provisions for payingfor file storageand getting paid when othersaccesdiles. Users
getaccesgo arbitraryamountsof storageanywherein the network, andusea micropay-
mentssystemto pay for boththe initial creationof thefile andary subsequenaccesses.
FILETEL LERIillustratestheuseof trust-managemeiwtredentialfor bothaccesgontroland
paymentresultingin anelegantandscalablearchitecturehatworksacrossorganizational
boundaries.

Authenticationin FILETELLER is public key based.Therearethreeparticipantsn the
system:NetworkUsers (NUs), NetworkStorage Providers (NSPs) andChedk Guarantors
(CGs). All participantsareidentified by their public keys. An NU needsto authenticate
with the NSP beforeary file operationcantake place. The authenticatiorprotocolmust
provide strongauthenticatiorand,optionally, let the userpiggy-backcredentiadeliveryto
theNSP Securityprotocoldlik e IPsed K entandAtkinson 1998]or TLS [Dierks andAllen
1999]canbe configuredto meettheserequirements.

Authorizationin FILETELLERisbasednKeyNote[Blazeetal. 1999b]trust-management
credentials. An NU holdsone or more credentialsssuedby a CG indicatingthe NU’s
creditline with the CG, asshavn in Figure13. Therearefour kinds of credentialaisedin
differentpartsof the system:

(1) CheckGuarantorcredentialsyhich specifya usersline of credit.
(2) Microcheckswhich authorizea paymentfrom anNU to anNSPR or to anotheNU.
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Fig. 13. NSPsissuea KeyNote credentiato eachCheckGuaranto(CG) authorizingthemto actasintroducers
of users by in turnissuingthemcredentials A file ownerneedgo corvince a CG to provide themwith a credit
line, alsoexpressedasa KeyNote credential. The file owner needso provide thesetwo credentialso the NSP

alongwith amicrocheckcorveying paymento the NSP In responsetheNSPreturnsto thefile owneraKeyNote

accesgredentialgrantingherfull privilegesin accessinghefile.

(3) Senercredentialsissuedby the CGs,thatidentify complyingNSPsthe NUs canuse.

(4) File accesscredentialsjnitially issuedby NSPswhen a file is created,authorizing
subsequeraccesdo thatfile by theNU owner. File ownerscanthenissuefurtherfile
accesgredentialsgdelegatingaccesso otherNUs.

After authenticatingthe NU needsto tell the NSP the nameof the file to be accessed,
the operationtype (create replace read,appenddelete) the size of thefile (for replace,
append,or create),the file disposition(ordinary or “pay-back”), the CG credential(s)a
transactionD (a randomnumberusedto matchrequestswvith responses)and who the
owner of the file will be (if someoneotherthan the creator). Whenthe NSP receves
this description,it makessurethatthe CG is onethatit knows about,andsendsbackan
offer, consistingof the transactioriD, a nonce(for billing purposes)andthe cost(in real
or “play” curreny). The client thenwrites a microchecR?!, and sendsit alongwith the
credentialsnecessaryo approre the operation:the CG credential(s) the file ownership
chain of credentialg(if this is an accesdo an existing file), followed by a copy of the
offer, the operationthefile disposition,andthe attributes. If the operationwasa ‘create,
‘replace, or ‘append, the contentsof the file aresent. If the operationwasa ‘read; or a
‘delete; nothingelseis sent.

Whena file is createdthe sener respondswith a file accessredential,grantingthe
creatorof thefile full accesslf afile is replacedor appendedo, the sener respondswith
asignedreceipt’ for thetransactionOtherwisethefile is sentto theclient.

Granularityof accessn FILETELLER is atthefile level, i.e. userscreate read,delete,
appendto, or replacewhole files. Whole files are preferedto individual blocks for two
reasonsto amortizethe costof a checkverificationover the transferof anentirefile, and
to avoid choosingsomearbitrary block size and defining block-level operationswhich
wouldtie FILETELLER to a particularfile systemphilosophyratherthanmalkeit ageneral
file-storageservice.

H1f the client requestvasfor afile with a “pay-back” disposition,two microchecksnustbe issued;oneto the
sener, andoneto theowner Thesener verifiesthattheownerwill getpaidbeforereleasinghefile.
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Fig. 14. A userwishingto accessnotheusersfile needgo have their own line of creditwith a CheckGuarantor
(CG),aswell asacredentiafrom thefile ownergrantingthemaccessgo thatfile. Whenaccessinghefile, theuser
needdo provide thecredit-backingcredentiafrom the CG, amicrocheckto the NSP andtheaccesgredential(s)
to thefile. If theownerhasseta “pay-back”dispositionfor the file, anadditionalmicrocheckio the owner may

alsobeneededo gainaccess.

Autonomousdelegationacrossorganizationaboundariess supportedn FILETELLER
asshowvn in Figure14. An NU with accesdo a file candelegatea subsetof his access
rights to anotherNU by issuinga file accesscredential. This delegation mechanisms
transitve and doesnot requireadministratorinvolvement. Usersneednot residein the
sameadministratve domain, however a userwishing to access file sened by a given
NSP mustestablisha line of creditwith a CG thatrecognizegshe NSPasvalid. Because
usersarevouchedfor by a CG anduniquelyidentifiedby their public keys, accountability
is presered. File attributesare usedin file accesscredentialsto allow fine granularity
delegation. Theseattributesaremeta-datassociatedavith thefile by theowner, andcanbe
usedto implementeasyfile grouping,associatesecuritylabelswith files, or for any other
similar scheme.

Revocationin FILETELLER is time-basedandrelieson credentialexpiration. As with
[Blazeetal. 2001], CG credentialsssuedto usersarerelatively short-lived, avoiding the
needfor credentiakevocationlists. Otherrevocationmechanismsouldalsobe usedwith
FILETELLER, asspecifiedon a percredentiabasis.

4. ANALYSIS

Tablel classifieghefile systemsstudiedwithin the frameawork definedin Section2. Sys-
temsthatwerenot designedor file sharingacrossorganizationaboundariefNFS, AFS,
XFS, CIFS, SFS)requiresubstantiandministratorinvolvementfor memging realmsor ac-
countcreation. Theinability to list non-localusersusingACLs in NFS,AFS, xFS, CIFS
and SFSmalkesit impossiblefor thesesystemdo supportautonomousielegationacross
organizationaboundaries.
The remainingsystemsreviewed in Section3 exhibit varying degreesof supportfor

autonomouslelegation.We presenta moredetailedcomparisorin Tablell.

OBSERVATION 1. Systemshat supportautonomousleleggation acrossorganizational
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Tablel. File systenclassification

Authentication| Authorization| Granularity Autonomous | Revocation
Delegation
NFS AUTH_SYS, ACL (UNIX) | File system No ACL
Kerberos
NFSv4 Kerberos, ACL (NT) File No ACL
LIPKEY,
SPKM
AFS Kerberos ACL (AFS) Directory No ACL
xFS AUTH_SYS, ACL (UNIX) | File system No ACL
Kerberos
CIFS Plaintext ACL Directory No ACL
passverd,
Challenge-
Response,
Kerberos
Truffles Public Key | ACL (UNIX) | Volume Limited No
(X.509)
Bayou PublicKey AC Certifi- | DataCollection Limited Revocationcertificate
cate
WebFS Public Key | Hybrid File Limited ACL, CRL, OLAI
(X.509) CertificateExpiration
CapAFS | No Capability File Limited CRL, Timeout
SFS PublicKey ACL (UNIX) | File No ACL, CRL
GSFS PublicKey ACL (SFS) File Limited ACL, CRL
DisCFS PublicKey Trust Mgmt. | File Yes CredentiaExpiration
Credential
WebDAVA | Challenge- Trust Mgmt. | File Yes CRL, CredentialExpi-
Response Credential ration
Fileteller | PublicKey Trust Mgmt. | File Yes CredentiaExpiration
Credential

ocally trustedon-lineagent

boundariesusepublic-key cryptagraphyfor authentication.

It is hardly surprisingthat public-key cryptographyis usedas a building block for the
authenticatiormechanismemployed by systemsthat needto scalebeyond the local ad-
ministrative domain. Public-key cryptographyeliminatesthe needfor synchronousom-
municationwith atrustedthird party. The public keys of every hostandusercanbefreely
distributed. Knowledgeof the respectie public keys allows two principalsto establisha
securecommunicationchannelwithout external administratve involvement. Out of the
systemssupportingautonomouslelegation,CapAFSis the only onethatdoesnot employ
public key cryptography(in the original design).

OBSERVATION 2. Medhanismdasedon pure capabilitiescannotprovideaccountabil-
ity.
Systemsasedon pure capabilitieslike CapaFSexhibit a high degreeof userautonomy
However, if the capabilitiesare not tied to useridentitiesin ary way, it is impossibleto
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Tablell. Autonomoudelegationsupportin networkedfile systems

Autonomy | Organizational Low Lateny | Transitvity | Fine Accountability
Independence Granularity
Truffles . 1 . . .
Bayou . 2 ) ) . .
WebFS . 3 . . . .

CapAFg . . o .

CapAFS . . . . .
GSF$ . . . . .
GSFS o8 . 9 . .
DisCFS . ° . ° . .

WebDAVA . . ° . . .

Fileteller ° . . . . .

L Usersfrom differentadministratie domainsmusthave acommonroot CA.

2 All accesgyrantingcertificatesaresignedby a singletrustedsigningauthority
3Remoteusersmusthave a certificatefrom a CA trustedby thelocal domain.
4QOriginal designwithout userauthentication.

5Wwith userauthentication.

SPublickey hashe®f remoteusersistedon ACL.

7Remotegroupslistedon ACL.

8 Remoteusersmustbeassociateavith remoteauthenticatiorsener.
9Userrecordsmustbe periodicallyfetchedfrom remoteauthenticatiorseners.

meetthe accountabilityrequiremenffor delggation. In addition, exchangingcapabilities
becomegproblematic becauseheir contentshouldnot be disclosedo third parties. The
CapaFSauthorgecognizehe problemsof usingcapabilitieswith notiesto useridentities,
howeverthe proposedsolutiondoesnot meetthe requiremenfor fine-graineddelegation.

OBSERVATION 3. Medhanismsbasedsolelyon ACLsdo not scalewell to a userbase
distributedacrossorganizationalboundaries.

GSFSafurtherdevelopmenbf SFS triesto addresshe problemof globalfile sharingus-

ing ACLs. However GSFSoffersonly limited supportfor delegation.If public-key hashes
areusedto identify non-localusers the formulatedrequiremenbf multi-level delegation

is not met. If groupsare usedinstead,multi-level delegationis possible howeverthere-

guirementfor fine-graineddelegationis not met. This illustratesthe difficulty of usingan

ACL-basedauthorizatiormechanisnwhenthe usersaredistributedin differentadminis-

trative domains.

OBSERVATION 4. Authorizationcertificatescomeclosestto fulfilling all requirements
for autonomousleleggationacrossorganizationalboundaries.

Bayou,WebFS,DisCFS,WebDAVA andFiletellermeetmostof the requirementgor au-
tonomousdelegation. Thesesystemgely on someform of authorizationcertificates:ac-
cesgyrantinganddelegationcertificatestransfercertificatespr trust-managememtreden-
tials. Transitvity of delegationis achiezed by chainingthe certificates.Successie links
in a delegyationchaincanonly refine,and never expand,the accesgights of the original
certificate. This ensureghat the fine granularityrequirementor delegationis met. By
supportingbothtransitive andfine-graineddelegation,the systemsasedon authorization
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certificatedistinguishthemselesfrom systemsasedn ACLsthattendto supporteither
transitive or fine-graineddelegation,but not both.

OBSERVATION 5. Thekis atradeof betweeruserautonomyand easeof revocation.

Systemsasedon ACLs (e.g., GSFS)do not provide full supportfor autonomousielega-
tion. However, accesso anobjectcanberevokedby simply editingthatobjects ACL.

Somesystemdasedn authorizatiorcertificatesor ACL/authorizatiorcertificatenybrid
schemege.g., Bayou, WebFS)make provisions for delegation. Thesesystemsrequire
usersin differentadministratve domainsto have acommonroot CA. While this limits the
users’organizationaindependencet alsomalkesrevocationeasiey sinceonly a limited
numberof CAs mustbe contactedo updateCRLSs.

In DisCFSand WebDAVA, a more usercentric approachis taken. Usersactas CAs
and sign trust-managemerndredentialghey issuethemseles. Thus, delegationin these
systemsasthehighestdegreeof userautonomy However, becaus@accesgontrolis com-
pletely decentralizedrevocationmustrely on certificateexpiration or online revocation
authorities.

5. CONCLUSIONS

In this article we provided a framework for comparingthe suitability of access-control
mechanismsef networkedfile systemdor globalfile sharingacrossorganizationabound-
aries. We surweyed a numberof systemsn the context of our taxonomy Systemsased
on authorizationcertificatesgenerallyprovide bettersupportfor autonomousielggation
of accesgights betweerusersin differentadministratve domainsthansystemsasedon
ACLsor purecapabilities Futureresearcton revocationof authorizatiorcertificatecould
seekto minimize the existing tradeof betweeruserautonomyandeaseof revocation.We
believe that our taxonomyprovidesa valuablecontribution to the networkedfile systems
designspace.
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