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Policy and Mechanism in Adaptive Protocols Policy and Mechanism in Adaptive Protocols 

Abstract Abstract 
Adaptive protocols are protocols which automatically adjust their behavior to runtime phenomena such 
as traffic or link characteristics. For such protocols, the behavioral adjustment is accomplished with some 
mechanism; the decision as to how much (if any) adjustment is needed is made under control of a policy. 
Design and implementation of policies has often proven more challenging than that of mechanisms. 

We make three contributions in this paper. First, we develop a rule of thumb for policy/ mechanism 
separation and lay out a general set of challenges in policy module design. Second, as an illustration, we 
have analyzed a Forward-Error Correcting Code (FEC) for ATM supporting TCP/IP, and analytically 
identified a small robust set of "tunable parameters" to delineate regions where the code should be 
applied. Third, we exploited the analytic results and policy/mechanism separation to implement an 
adaptive protocol for network errors using programmable hardware to obtain high performance. 

Measurements of TCP/IP traffic over a 155 Mbps ATM link augmented with two cooperating 
Programmable Protocol Processing Pipelines were made with ttcp. The new policy module improves 
through-put by up to 50% over an unaugmented TCP/IP in the face of increasing bit errors rates, and 
continue operation into a range of bit error rates where an unmodified TCP practically ceases to function. 

Comments Comments 
University of Pennsylvania Department of Computer and Information Science Technical Report No. MS-
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�w©�¦:¦¯�$�w�e�AÌË�w¦g¦Ó¡��=·�·�¦g¡�Õ�wª«�=·¹¥=·�±%·��u½AÝ�ß»ª¶·+��¢«¥e¡�¦Ó¥ ·L±  0 � �bª«£A�$©�¦:�$©��w�e�Ò=©�����Iª«·�w©�¦a¦g�w�$�=��®z�k±�¦a¥e£w£w�®zª«·�ÒÉ�$©�¥��×�$©�¦�½*Ý×ß�¨:ª«¢¶¢q´8¦aª¶·�£w¦¯�w�w¦3±
�=·�¢«°uÌË�e�I´�ª¶�I¦g�w�$�=�
�¬¥��$¦g£o¥=´L��µe¦Ó¡��$ªÀ�$ª«¡g¥ ¢cÊ/£¿¦g¦b½*ª¶Òe��w¦D�NÍ�¼ Ö ¦
©�¥Vµ=¦%®z¦g¥e£¿��$¦g±  � 1.1 � ¥=·�±  0 � � ÌË�e��¥"¨:ª¤±�¦z�$¥=·�Ò=¦%� Ì�´�ª¶�¦¯�$�w�e�b�¬¥��$¦g£g¼  � 141 � ª«£a¥=�����$�Vèkª«®+¥��$¦¯¢«° �U��¼ �=â�´8Ù £¯¼ K ¦3£¿�¢¶�$£ÌË�=�  0 � � ¥=·�±¹�$©�¦u¡¯¥=¢«¡¯�¢¤¥��w¦3± �� ¥ �$¦a��¢«� �¿�$¦g±�ª«·�½*ª«Ò=��$¦zê	h�¼
Ö ¦��$¥=·��w©�¦�ñkñ8ò3ó��w¦3£³�¬£*�£¿ª«·�Ò��=��*�8�=¢«ª«¡¯°�®z��±��¢«¦G�w�a¡��=·�Õ

�w�$�=¢N�w©�¦×½AÝ×ß5´8�N�N£³�$¦¯�3¾ ¥ ·�±%¡��e®z��¥ �$¦g±�®z¦3¥=£w��w¦3±��$©��w�e�Ò=©�Õ
����G¥=Òe¥=ª¶·�£¿�A�w©�¦:ª¤±�¦3¥ ¢B¼A½*ª«Ò=��$¦aê��a£w©���¨Ó£*�w©�¦b�w¦g¢«¥ �wª«µ=¦×¦¯�$�w�e�
ÊË¦	_eL¥��wª«�=·ÈÊ/ëeÍ¿Ía¥e£b�$©�¦zÌË�·�¡��wª«�=·Ø� Ì×´�ª¶�a¦g�w�$�=�a�¬¥��$¦ÉÌË�e�u±�ªÀÌ�Õ
ÌË¦¯�$¦¯·N�+µ�¥ ¢«�¦g£z�=Ì � I ¼ Ö ¦Ô£¿¦g¦6�$©�¥��+ª¶Ì��$©�¦�´�ª¶�+¦¯�$�w�e�%�¬¥��$¦¡¬©�¥ ·�Ò=¦g£�£w�¸¹¡�ª«¦¯·N�$¢¶°5£¿¢«��¨:¢«°=¾��w©�¦¹�$¦¯¢¤¥��$ª¶µe¦%�w©��$�=�Òe©�����|¦¯�wÕ
�w�e�Ó�$¦¯®+¥ ª«·�£:´8¦¯¢«��¨ h õNö º=¦g¦¯��ª«·�Òz�$©�¦É�8¦¯�wÌË�=�$®+¥ ·�¡¯¦�� Ì
�w©�¦
�L�e¢¶ª¤¡�°"®%��±��¢¶¦��$¦g¥e£¿�e·�¥ ´�¢«°¹¡�¢«�e£w¦��w�z�=���wª«®z¥=¢/¼
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½�ª«Ò=��w¦zê��Fj K ¦¯¢¤¥��$ª¶µe¦��$©��$�=�Òe©�����:¦¯�$�$�=�
½��=�o£w®+¥ ¢«¢¶¦g�
µV¥=¢¶�¦g£A� Ì � I ¾ �$©�¦:ª«·e�$¦¯�$µ�¥ ¢�¨:©�¦g�w¦��w©�¦:���w�=�w�=Õ¡��e¢�ª¶·L£³�¬¥ ·N�wª¤¥��$ª¶�e·%ª¤£
®zª¤£¿®+¥��¬¡¬©�¦g±%�$��·�¦��³¨��=�$ºÉ¡¯�=·�±�ª¶�wª«�=·L£
ª«£

¢¶�e·�Ò=¦g�Ó¥ ·�±��$©�¦a�w©��w�e�Ò=©�����b¦¯�$�$�=�×ª«£b¢«¥=�wÒe¦¯�3¼o½�¥e¡��w�e�$£:�w©�¥ �
±��$ª¶µe¦u�w©�¦|®z¦g¥e£¿��w¦3±��w©��$�=�Ò=©�����a¥V¨×¥V°"ÌË�$�=® �e���wª«®+¥ ¢
¥ �$¦
�w©�¦6å�·�ª¶�w¦��$ª¶®z¦��w�Øª¶·L£³�¬¥ ·N�wª¤¥��$¦¹�w©�¦�´8�k�e£¿�w¦g��Ê¿�Ab��ab«¾×ª«·�¦¯�w�wª¤¥
� Ìq�$©�¦�±�¦3¡�ª¤£¿ª«�=·"®%��±��¢¶¦VÍ�¾Nå�·�ª¶�w¦b�wª«®%¦�·�¦g¦g±�¦3±zÌË�=�I�w©�¦aábß�ã
�w���=�8¦¯·5��Ø�$©�¦+¡��=·�Ò=¦g£¿�wª«�=·Ø¨:ª«·�±���¨W¨:©�¦¯·§�w©�¦ d Ý K ª«®|Õ
���$��µ=¦g£g¾�¥ ·�±�´�ª¶�Ó¦¯�$�$�=�¬£Gª«·�£¿ª«Ò=·L¥ ¢«¢¶ª«·�Òz®z¦g£$£w¥=Ò=¦g£G�$©�¥��b¡¯�=�¢¤±

êgõ



¡¯¥=�£w¦|¥+�$¦¯®z�8�=�¬¥ �$°6¢«�e£$£Ó�=ÌG£¿°k·�¡¬©��w�e·�ª¶Ü3¥��$ª¶�e·�´8¦��³¨�¦¯¦g·Ô�$©�¦
¡���±�¦g�Ó¥ ·�±�±�¦3¡���±�¦¯�3¼
ác��¦g£¿�wª«®+¥��w¦�©���¨Ú®|�¡¬©Éª«®z���$��µ=¦¯®z¦g·e�*ª¶·%ábß�ãÔ�$©��$�=�Òe©�Õ

�����ª«£b±��¦��$�+�w©�¦É���w�=�w��¡��e¢c¥=±�¥ ���¬¥��wª«�=·�¨�¦u®z¦g¥e£¿��$¦g±6�$©�¦
ábß�ã��w©��w�e�Ò=©�����:� Ì*�w©�¦É£w°�£³�$¦¯® ¨:ªÀ�$©6�$©�¦u�8�=¢«ª«¡¯°"®z��±��¢«¦
¥ ·L±�¡¯¥ ¢¤¡��¢«¥ �w¦g±��$©�¦I´8�k�e£¿�qÌY¥=¡��$�=�c±�¦�å�·�¦3±�´k°|Ê 	 Í�¼A½*ª¶Òe��$¦:ê��
£w©���¨Ó£Ó�$©�¦%´L�k�e£¿��ÌY¥=¡��$�=��¨:ªÀ�$©��$¦g£w�L¦3¡����w�6�w©�¦|�w©��w�e�Ò=©�����
� Ì��·�®z��±�ª¶å�¦g±^ábß�ãô���$� �w��¡¯�=¢Ó£¿�$¥=¡¬ºðÊ¿�Ab��ab«¾×�$©�¦��$¦�ÌË¦¯�$¦¯·L¡�¦
�w©��w�e�Ò=©�����  & 2 � 2 G 
 ¨×¥=£×®z¦3¥=£w��w¦3±¹¨:ª¶�w©��e��b½AÝ�ß×Í�¼
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½*ª¶Òe��$¦|ê��Fj d �N�N£³�GÌY¥=¡��w�=�×¨:ª¶�w©��w¦3£¿�8¦g¡��×�w�|�w©�¦��w©��w�e�Ò=©�����
� ÌA�·�®z��±�ª¶å�¦g±�ábß�ã����$� �$�k¡¯�=¢q£¿�$¥=¡¬º

½��=�:¢«��¨(´�ªÀ�Ó¦g�w�$�=�×�¬¥��w¦3£¯¾kª«®z���w��µe¦¯®z¦¯·N�:ª¤£×·�¦g¥=�:�=�:¦a_N�¥=¢
Ü¯¦g�w�L¾k´L¦3¡¯¥ L£¿¦��w©�¦a´8�k�e£¿�w¦¯�×ª¤£×·�¦¯µe¦¯��¦¯·�ÒN¥ Òe¦g±¹¥=·�±¹�$©�¦�£¿°�£¿Õ
�w¦g® ¥=¡��$£z¥=£%�·�®%��±�ª¶å�¦3±�ábß�ãô���$� �$�k¡¯�=¢B¼»á×©�¦�ª«®%���w��µe¦�Õ
®z¦¯·N�G�¬¥ ��ª«±�¢«°%Ò=�$��¨Ó£
¨:ªÀ�$©+�w©�¦b´�ª¶�G¦g�w�$�=�o�¬¥��$¦b¥ ·L±z´L¦3¡��=®z¦3£
���¬¥=¡��wª¤¡¯¥ ¢«¢«°§ª«·�å�·�ª¶�w¦6ÌË�=��� "  & êgõ 8 � ¼5äÿ·÷�$©�¦ d Ý K �w¦¯Õ
Ò=ª«�=·¹¥=´L��µe¦aêgõ 8 �=¾e�w©�¦b�·�®z��±�ªÀåL¦g±¹ábß�ãÚ¡¯¢¶�N£¿¦3£
ª¶�$£�¡��=·�Ò=¦g£¿Õ
�wª«�=·5¨:ª«·�±���¨�¥ ·�±Ø¥ ¢«®z�e£¿�É¡��=®z��¢«¦��$¦¯¢«°�£¿�$¥ ¢«¢¤£¯¼¹á×©�¦zµ�¥ ¢«�¦3£
� Ì � I ÌË�=�%¨:©�ª¤¡¬©Ú¨G¦6�L¦g�¿ÌË�e�w®z¦3±÷�=��%¦�è��8¦¯�$ª¶®z¦g·e�¬£6ÊY��Ú�$��eõe£$ÍÉ¨�¦¯�$¦6ª«·�£w�¸¹¡�ª«¦¯·N�+�w�÷¥ ¢«¢«��¨ �w¦3¡���µe¦¯�$°§¨:©�¦g·»�$©�¦�¢«ª¶·�º
�$¦��w��w·�¦3±¹�$�¹¥ ·�¦¯�$�w�e��ÌË�w¦g¦a£¿�$¥ �w¦e¼
½�ª«Ò=��w¦+êVëz£¿©���¨Ó£��$©�¦u´8�k�e£¿�ÓÌY¥=¡��w�=�b¨:ªÀ�$©��w¦3£¿�8¦g¡��:�w�+�$©�¦

�w©��w�e�Ò=©�������=Ì�¥%ábß�ãÚ���$� �$�k¡¯�=¢f£³�¬¥=¡¬ºz¨:ª¶�w©�½*Ý×ßX�w�·�·�ª«·�Ò
�=·§�w©�¦zãJ��¼zác��±�¦¯�w¦g�w®zª«·�¦%�w©�¦z�$¦�ÌË¦¯�$¦¯·L¡�¦%�w©��$�=�Ò=©������ÌË�e�
�w©�ª«£o¡g¥=£w¦=¾ ¨�¦×®+¥ ·k�¥ ¢«¢«°�ÌË�=�¬¡�¦3±|½AÝ�ßÚ´8�N�N£³�$¦¯�
ª«·�£w¦¯�w�wª«�=·%´L¦¯Õ
ÌË�=�$¦
�$©�¦
�w¦3£³�A£¿¦3£w£wª«�=·�¥ ·�±a�¬¥ ·��$©�¦o�$©��w�e�Ò=©�����)�$¦g£¿��¨:ª¶�w©��e��
�$¦¯®z��µkª¶·�Ò|�w©�¦�´L�k�e£¿�w¦g�g¼
äÿ®%���w��µe¦¯®z¦¯·N����¡g¡���¬£�ÌË�=�a´L�=�w©Ø¢¶��¨ô¥ ·�±�©�ª¶Òe©§´�ªÀ��¦¯�$�$�=�

�¬¥��w¦3£¯¼*äÿ·¹�$©�¦b¢«��¨ d Ý K �$¦¯Òeª¶®z¦Ó�$©�¦b��µe¦¯�$©�¦g¥e±z� Ìc£¿�$¥ �wª¤¡¯¥ ¢«¢«°
ª«·�£³�¬¥ ·N�wª¤¥��$¦g±�½AÝ�ß(´8�k�e£¿�w¦¯�����$¦¯µ=¦g·N�$£×�$©�¦|ábß�ãÈÌË�$�=® ÌË�¢«¢¶°
�=�8¦¯·�ª¶·�Ò5�$©�¦Ô¡��e·�Ò=¦3£³�$ª¶�e·X¨:ª«·�±���¨ ¥ ·L±»�$©�¦�ª«®%���w��µe¦¯®z¦¯·N�
� Ìo¥=´L�e�� �eõNö ª¤£�±��¦��$�"�¬¥��w¦u¡¯�=·N�w�$�=¢�¥��b�$©�¦u�$�$¥=·�£w®%ª¶�¿�$¦¯�3¼
½��e�¹©�ª«Ò=©È´�ª¶�"¦¯�$�$�=�z�$¥ �w¦3£¯¾G�w©�¦Ô½AÝ×ß ª«®z���w��µe¦g£%�$©�¦�ábß�ã
�w©��w�e�Ò=©�����o¨:©�¦¯·%�$©�¦:¢¶ª«·�º|ª«£
ª«·%�w©�¦:¦g�w�$�=�A®z��±�¦=¾e´���I±��k¦3£
·��=�É�$¥=º=¦"�w©�¦�¥=±�µ�¥ ·N�¬¥ Ò=¦"� ÌÓ¦¯�$�$�=�wÕ/ÌË�$¦¯¦+�8¦¯�$ª¶��±�£g¼§½��=�|ÌY¥=£¿�
¡¬©�¥=·�Ò=ª«·�Òz´�ª¶�b¦¯�$�w�e�:�$¥ �w¦3£�Êw�	b 4 b«¾ � I � ë B Í�¾��w©�¦g�w¦�ª¤£b¥=¢¶®z�e£¿�·��5�$©��w�e�Ò=©�����¹ª«®%���w��µe¦¯®z¦¯·N�¹ª«·X�$©�¦Ô©�ª«Ò=© d Ý K �$¦¯Òeª¶�e·)¼
� ¦g�w¦e¾��w©�¦:ª¶·�¦g�¿�$ª«¥��=ÌL�$©�¦Ó±�¦g¡¯ª«£wª«�=·z£¿�´�®%��±��¢¶¦×���$¦¯µe¦¯·N�$£*�$©�¦
´8�N�N£³�$¦¯�*ÌË�$�=® ´8¦¯ª«·�Òa�w¦g®%��µe¦g±u±���wª«·�Òa£¿©��=�w� ` �¡��w�¥ �wª«�=·�£Aª«·
·�¦¯�³¨G�e�wº¹¡¯�=·�±�ª¶�wª«�=·L£¯¼
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½*ª¶Òe��w¦%ê3ë j d �k�N£³�GÌY¥=¡��$�=�×¨:ª¶�w©��w¦3£¿�8¦g¡����$�É�$©�¦��w©��$�=�Ò=©�����
� Ì
ábß�ã����w�=�w��¡��e¢q£³�¬¥=¡¬º¹¨:ª¶�w©�½AÝ�ß^�=·�ã��

� 	 û ú �D$¯ý��Aþ�û ú � � ú ü ��ý6�
ý��� � û|���

àb±�¥=���wª«µ=¦|���$� �w��¡¯�=¢¤£¯¾8¥ ·�±��$©�¦%¥=�����$�e¥e¡¬©��=Ì
�w�·�Õ/�$ª¶®z¦É���w�=Õ
�w��¡��e¢:¡��=·L£³�$�w�¡��wª«�=·)¾G£¿�¡¬©�¥=£É�w©�¥ �+� Ì�ãI�w�=�w��¡��e¢ d �k�e£¿�w¦g�$£g¾
¡¯¥=·Ø���8¦g�u£¿ª«Ò=·�ªÀåL¡g¥ ·N�u�8¦¯�wÌË�=�$®z¥=·�¡�¦zª«®z���w��µe¦¯®z¦¯·N�¬£¯¼ � ��¨×Õ
¦¯µe¦¯�3¾
�w©�¦g�w¦�¥=�w¦�£¿�´��w¢«¦��$ª¶¦3£z¨:©�ª«¡¬©�®ÉL£³�+´8¦�¥e±�±��$¦g£$£¿¦3±Úª«·
¥Ú�$¦g¥=¢¶ª«Üg¥ �wª«�=·)¾:��¥=�¿�$ª«¡¯�¢¤¥ �$¢¶°�ª¶·ð�w©�¦5±�¦g£wª«Ò=·^� ÌÉ�w©�¦§�L�e¢¶ª¤¡�°
®z�k±��¢¶¦e¼�äÿ·÷�w©�ª«£|��¥ �8¦¯�3¾*¨G¦¹L£¿¦3±÷¥���¥ �w�wª¤¡��¢«¥=�u¦�è�¥ ®z��¢«¦=¾
¥Ø�L�e¢¶ª¤¡�°»ÌË�=�+ª«·�£¿¦g�¿�$ª¶�e·�¥=·�±��w¦g®z��µV¥=¢×� Ì�¥ ·^½AÝ�ß�ÌË�$�=® ¥
©�ª«Ò=©�Õÿ£¿�8¦¯¦3±�à
á:â&��¥ �w©)¾L�w�6ª«±�¦¯·N�wª¶ÌË°�ª«£$£¿�¦g£b¥=·�±����$��µkª«±�¦u¥
¡¯¥e£¿¦"£¿�wL±�°5®%��µkª«·�Ò�ÌË�$�=® ¥ ·�¥=¢¶°�£wª«£��w���8�=¢«ª¤¡�°Ø�w¦3¥ ¢«ª¶Ü3¥��wª«�=·c¼
c ��uª«®z��¢¶¦g®z¦¯·N�$¥ �wª«�=·÷� Ì:¥ ·Ú½AÝ×ß ãI�w�=�w��¡��e¢ d �k�N£³�$¦¯�uª«·÷¥
£¿¦¯�"� Ì�ÒN¥��w¦Ô¥=�w�¬¥V°�£%ª¶·�¡¯¢¶L±�¦g±È´8� �$©^®%¦3¡¬©�¥ ·�ª«£w® ¥=·�±��L�e¢ÀÕ
ª«¡¯°¹®z��±��¢«¦g£g¾�¥ ·�±6£¿©���¨�¦g±¹�w©�¥ �:´L�=�w©6�w©�¦a®z¦g¡¬©�¥=·�ª¤£¿® ¥=·�±
�w©�¦�¥ ����¢¶ª¤¡¯¥ �wª«�=·¹£w�L¦3¡�ª¶åL¡:¦¯¢«¦¯®z¦g·e�¬£I�=Ì)¥��L�e¢¶ª¤¡�°z®z��±��¢«¦b¡¯¥=·
´L¦+ª¤£w�=¢¤¥��w¦3±Ôª«·Ø�³¨G��£¿®+¥=¢¶¢o£w�´�®z��±��¢«¦g£+ÊË�w©�¦�Á+Î�ÅL���ÞÎ�-�¥=·�±
�=�¬Â¯�¤Æ¬�YÎ Å"£w�´�®z��±��¢«¦g£¬Í�¼
Ö ¦�¦�è���¢«�=ª¶�w¦3±Ú�$©�¦��=·8Ù����^´L¦g©�¥Vµkª¶�e�z� Ì�®z¦3¡¬©�¥ ·�ª¤£w®z£%ª«·

�w©�¦:���w�=�w��¡��e¢�´L�k�e£¿�w¦g�$£
£$¡¬©�¦g®%¦��$�u¥=¡¬©�ª«¦¯µe¦�¥a·���µe¦¯¢�¥ ·L¥ ¢«°k£wª¤£
� ÌA�L�e¢¶ª¤¡�°��8¦¯�wÌË�=�$®z¥=·�¡�¦e¼Iá×©�¦u¥=·�¥ ¢«°�£¿ª¤£×���$¦g±�ª¤¡��$¦g±6�w©�¥ �b·��=�
¥ ¢«¢L�=Ìq�w©�¦�¡¬©�¥ ·�Ò=¦g£Iª¶·"·�¦��³¨��=�$º%¡¯�=·�±�ªÀ�$ª¶�e·�£I¡g¥ ·¹´8¦Ó�$�$¥e¡¬º=¦g±)¾
±��¦��w���w©�¦G�$ª¶®z¦��w��ª«·�£³�¬¥ ·N�wª¤¥��$¦�¥�´8�N�N£³�$¦¯�
¥ ·L±��w©�¦G·�¦¯�³¨G�e�wº
���$�=��¥=Òe¥��$ª¶�e·�±�¦¯¢¤¥V°=¼Óá×©�ª¤£Ó�8�e£w¦g£�¥+¢¶ª«®zªÀ���w�"£w°�£³�$¦¯® ¥ Òeª¶¢«ªÀ�³°
ª¶·¹�w©�¦bÌY¥=¡�¦�� Ì)�¬¥ ��ª¤±z·�¦¯�³¨G�e�wºz±�°k·�¥ ®zª¤¡¯£g¼ Ö ¦��£¿¦3±%�w©�¦a¥ ·�Õ
¥ ¢«°N�wª¤¡��w¦3£¿�¢À�¬£:�w�"Ò=�ª¤±�¦É¥¹£w¦���� Ì
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