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Secrecy Performance of Wirelessly Powered
Wiretap Channels

Xin Jiang, Sudent Member, |EEE, Caijun Zhong,Senior Member, IEEE, Xiaoming ChenSenior Member, |EEE,
Trung Q. DuongSenior Member, IEEE, Theodoros TsiftsisSenior Member, IEEE, and
Zhaoyang ZhangMember, |EEE

Abstract—This paper considers a wirelessly powered wiretap
channel, where an energy constrained multi-antenna inforration

source, powered by a dedicated power beacon, communicates

with a legitimate user in the presence of a passive eavesdnoegr.
Based on a simple time-switching protocol where power trarfer
and information transmission are separated in time, we inve-
tigate two popular multi-antenna transmission schemes athe
information source, namely maximum ratio transmission (MRT)
and transmit antenna selection (TAS). Closed-form expregsns
are derived for the achievable secrecy outage probability rad

average secrecy rate for both schemes. In addition, simple

approximations are obtained at the high signal-to-noise r&o

(SNR) regime. Our results demonstrate that by exploiting tte full

knowledge of channel state information (CSI), we can achiev
a better secrecy performance, e.g., with full CSI of the main
channel, the system can achieve substantial secrecy divitys
gain. On the other hand, without the CSI of the main channel,
no diversity gain can be attained. Moreover, we show that
the additional level of randomness induced by wireless powe

mobile devices has become a critical problem to be addressed
Responding to this, energy harvesting techniques, whiat-sc
enge energy from ambient environment such as wind and solar
have been proposed as a promising solution. Nevertheless,
harvesting energy from nature resources depends heavily on
the locations and weather conditions, which fails to geteera
stable energy output, hence may not be suitable to power
wireless devices with strict quality of service requiretseAs

a result, a new energy harvesting paradigm, generallyrexfer

to as wireless power transfer (WPT), has gained considerabl
attentions. By exploiting the radio frequency (RF) signads

a means for energy transportation, WPT enables reliable and
stable energy supplies to mobile devices. Since RF signals
are widely used as a medium for information transmission,
incorporating the feature of WPT into wireless communica-
tions networks has emerged as a hot topic, generally referre

transfer does not affect the secrecy performance in the high to as simultaneously wireless information and power tremsf

SNR regime. Finally, our theoretical claims are validated ly the
numerical results.

Index Terms—Physical layer security, wireless power transfer,
secrecy outage probability, average secrecy rate.

|. INTRODUCTION

(SWIPT) systems, and significant research effects have been
devoted to understand the fundamental performance liritat
as well as design efficient SWIPT systems, see for instances
[1]-[9] and references therein.

However, SWIPT systems are also vulnerable to poten-
tial security issues. This is because RF signals are shared

Recently, the rapidly increasing demands for high dafy multiple nodes, which might be potential eavesdroppers.
rate wireless services have put a tremendous pressure R@¢ent research results show that compared to conventional
the energy consumption of battery-powered mobile devicé®yptographic approaches, physical layer security is &ebet

Hence, how to prolong the lifetime of these energy-conséei
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choice in energy and computation constrained systems, such
as SWIPT systems [10]. The basic concept behind physical
layer security is to exploit the physical layer charactarss

of wireless channels to provide perfect secrecy. The work wa
pioneered by Wyner [11], which confirmed that perfect secrec
can be achieved when the quality of the wiretap channel is a
degraded version of the main channel.

Recently, ensuing security in SWIPT systems have gained
increasing attentions. In [12], [13], the authors preserite
optimal beamforming design and power allocation scheme for
multiple-input single-output (MISO) systems in the presen
of passive eavesdroppers, later in [14], the issue of uncer-
tain eavesdroppers was tackled, where joint optimizatibn o
information and energy beamforming and power allocation
were studied. Latest works have considered the securityg iss
in more sophisticated SWIPT systems, such as relay [15],
multicast [16], cognitive radio [17] and OFDMA systems
[18]. A common of these works is that they consider hybrid
network architecture, where the information source alds ac
as the energy source. However, as analyzed in [19], the



harvested energy from hybrid networks is general infeadibl exists a uniqgue maximizing the secrecy throughput.
power larger devices such as smartphones, tablets anghdapto  For the special single-antenna source case, closed-form
Responding to this, a novel network architecture was preggpos  expression for the optimd is obtained.

in [20], where a dedicated station called power beacon (PB)e We show that, the randomness of source transmit power
is incorporated into the wireless network to power mobile induced by WPT does not affect the secrecy diversity
devices. Very recently, the secrecy performance of detdee- order and the high SNR slope.

device (D2D) communications in energy harvesting cogeitiv. The remainder of the paper is organized as follows. Sec-
cellular networks has been investigated in [21], where thgn || introduces the system model and proposes several
D2D transmitter first harvests energy from PBs, then performtansmission schemes. Section 11l provides an analyttcalys
secure transmission to the desired D2D receiver. on the achievable secrecy outage probability of the prapose
Thus far, secure communications in SWIPT systems wifghemes, while Section IV investigates the average secatey
dedicated PB remain largely an uncharted area. Motivatgflthe system. Numerical results and discussions are pesen
by this, we consider a point-to-point four-node wirelessly, section V. Finally, Section VI concludes the paper and
powered wiretap channel consisting of a dedicated PB, gfimmarizes the key findings.
energy constrained information source and a legitimateinse  notation: We use bold lower case letters to denote vec-
the presence of a passive eavesdropper. It is assumed ¢hadls and lower case letters to denote scaldisj denotes
source has no transmit power of its own, hence entirelyseligye Frobenius normg{z} stands for the expectation of the
on the external energy charging via wireless power transt@fhdom variabler and [z]* denotesmax(0,z); T denotes
from the PB. For such systems, we present a comprehensj¥€ transpose operator ariddenotes the conjugate operator.
analysis on the achievable secrecy performance. It is wojth s the identity matrix of sizek. I'(z) is the gamma
pointing out that, unlike in the conventional communicaso fnction [22, EqQ. (8.31)]I (o, z) is the upper incomplete
systems, where the transmit power is constant, the use@fmma function [22, Eq. (8.350.2)] anda, z) is the lower
WPT effectively makes the available source transmit POWR{complete gamma function [22, Eq. (8.350.1)]z) denotes
a random variable. In addition, since the transmit powehe Euler psi function [22, Eq. (8.36)] anli,(z) is the v-
affects both the signals observed at the legitimate user aRdorder modified Bessel function of the second kind [22,
eavesdropper, the effective signal-to-noise ratios (§N&Rs Eq. (8.407.1)].S, ,(x) denotes the Lommel function [22, Eq.

the main and wiretap channels become correlated, making {8870.2)] andG?: (x) denotes the Meijer G-function [22,
secrecy performance analysis much more challenging.  Eq. (9.301)]. e

The main contributions of this work can be summarized as

follows:

« For enhancing wireless security, we propose simple di-
versity transmission schemes at the information source We consider a four-node wirelessly powered wiretap chan-
namely, maximum ratio transmission (MRT) and trangiel consisting of one PB, one information source Alice anel on
mit antenna selection (TAS). In particular, for the TASegitimate user Bob in the presence of one eavesdropper Eve
scheme, depending on the required channel state informaa-shown in Fig. 1. We assume that the source is equipped
tion (CSI), three different selection criteria are devisedwith N antennas, while the other three nodes are equipped

« For all schemes, closed-form expressions for secreajth a single antenn&.Quasi-static fading is assumed, such
outage probability are derived, which enable efficierihat the channel coefficients remain unchanged during each
evaluation of the achievable secrecy performance. Fuaransmission block but vary independently between differe
thermore, simple and informative high SNR approximaslocks.
tions are presented. The analytical results suggest that thWe adopt the time-sharing protocol proposed in [2]. Hence,
achievable secrecy performance depends heavily on #heomplete transmission slot with time duratiorifois divided
available CSI at the source. With the CSI of the maimto two orthogonal sub-slots, i.e., the first one for power
channel, the system attains full secrecy diversity gaitransfer with time duration of’T" with 6 (0 < # < 1) being
while only unit secrecy diversity order can be achievetthe time switching ratio, and the second one for information
with only the CSI of the wiretap channel. In addition, théransmission with time duration dfi — 0)7T".
best performance is achieved when both the CSI of mainDuring the first phase, the PB sends an energy signal to
channel and wiretap channel are available. Alice, and the received energy signal at Alige can be

« For all schemes, closed-form expressions for averaggpressed as
secrecy rate and high SNR approximations are also
derived. Our results indicate that, all the schemes attain ¥s = V/Pshpa, +ny, @)

the same high SNR slope of one and distinct higlyhere Py denotes the transmit power of the PB, is the

SNR power offset. Moreover, increasing the number @fhergy signal with unit powen, is anN-dimensional additive
transmit antennas improves the secrecy rate. However, the

gain gradually diminishes when the number of transmit'The considered multi-antenna source model is relevant gostienarios

antennas is moderately Iarge. where an energy constrained multi-antenna sensor riéjdieansmits confi-

. . . ._dential information to a single-antenna fusion center oemergy constrained
« Based on the simple high SNR expressions, the Opt'mﬁ\ﬂti-amenna transmitter [24] performs secrecy transiois to a single-

time switching ratiod is studied. It was shown that thereantenna receiver.

Il. SYSTEM MODEL



match beam, as such, the received signal at Bob can be

written as

6 yn = VPl wa, + i, (@)

Bob where z; denotes the information symbol with unit energy;
N x 1 vectorh,, denotes the main channel from Alice to Bob,

6 whose elements are circularly symmetric complex Gaussian
random variables (RVs) with zero mean and variangeg;

Eve nys denotes the AWGN with zero mean and varianég w
. . h

------ » Power transfer channel is the MRT vector given byw = -4

[[ha

S . , [
Information transmission channels Similarly, the signal received at é\w/ can be expressed

. - ... as
Fig. 1. A schematic diagram of the system model consisting
of one PB, one information source Alice, one legitimate user yw = \/J_Dhivath + nw, (5)

B nd on \Y, r r Eve. .
ob and one eavesdroppe € where the N x 1 vector hy denotes the wiretap channel

from Alice to Eve, whose elements are circularly symmetric
white Gaussian noise (AWGN) vector wit{n,n!} = NyI. complex Gaussian RVs with zero mean and variahge and
The N x 1 vector hp denotes the power transfer channetw denotes the AWGN with zero mean and variafée
from PB to Alice. Due to relatively short distance between As such, the instantaneous SNR at Bofp and at Eveyy,
the power beacon and the source, it is likely that the line-cdre given by
sight propagation exists. Hence, the Nakagamilistribution vRT _ nPs|[hp||?||ha)? 6

is used to model the power transfer channel, i.e., the anaalit N -0 (6)
of each element ohp follows Nakagamim distribution with 0
shape parameter, and average powexp.? and
Therefore, at the end of the first phase, the total harvested 1nPs||[hp|? |h€thM?|2 ,
energy within duratio®7 can be expressed as AMRT — N ([ L (7
_ 2
E = nPs|[bp[|0T, @) respectively.

wheren (0 < n < 1) denotes the energy conversion efficiency. ) ]
Since the source communicates with the legitimate usgr Transmit Antenna Selection (TAS)
during the second phase with duratioh— 6)7', the transmit ~ TAS is another low-complexity transmission scheme. In

power can be computed as this work, we consider three different selection criterg a
E , 0 elabora_ted_below. _ _ _
= o7 = nPs||hp|| T4 (3) 1) Criterion 1. In this case, the antenna with the maximum
gain of main channel is selected, i.e.,
To exploit the benefits of multiple antennas at Alice, dif- )
ferent transmission schemes can be adopted. In this work, we k = arg i:flf}%?fN|hid| ; 8

consider two popular transmission schemes, namely MRT anﬂ o is the ith el t of in channdi. It i
TAS. The implementation of MRT and TAS requires differenf’ et;\e idt. IS the tz_b etem(tan ° mTunt_c ann J‘G Its h
types of CSI. For MRT, only the CSI of the main channe]/0"h Noting that best antenna selection according o the

is required. While for TAS, partial CSI of the main channe"flpoze cn;[]erlonllrg\plles atrhandom ar;[ennal §el¢c(:jt|0n fgr t?ef
or the wiretap channel is required. In practice, the CSI gyire ?ptc anEe elcause € main channet IS independent o
the main channel can be estimated at Bob, and then féQ%)W(':rﬁgJiocn zr'm:en.stead of maximizing the gain of main
back to Alice. On the other hand, the CSI of the wiretaBh nnel. we ndw intend to minimize %he gin of wireta
channel can be obtained when the eavesdropper is active i ' : 9 ap

. X . . .. channel. As such, the best antenna is selected according to
the network, a scenario that is particularly applicableha t . o

. . . o the following criterion:
networks combining multicast and unicast transmissionsrevh
the terminals play dual roles as legitimate receivers foneso k=arg min |h|? 9)
signals and eavesdroppers for others [25], [26]. =1, N
whereh,. is thei-th element of the wiretap channhjy .

A. Maximum Ratio Transmission (MRT) 3) Criterion 3: Since the secrecy performance of system

For the MRT scheme, Alice aims at maximizing the receptepends on the quality of both the main channel and wiretap

tion quality of the main channel by making use of a channethannel, we now propose the third selection criterion which
picks the antenna maximizing the ratio of main channel gain
2In the presence of line-of-sight effect, Rician fading isnenonly used in  gnd wiretap channel gain, i.e.,
literature. However, the analysis with Rician fading is imacore involved. As

such, for mathematical tractability, we adopt the Nakagamfiading model, |hid|2
since the Nakagamis distribution provides very accurate approximation to k =arg max 3 (20)
the Rician distribution. i=1 N\ [hiel



Hence, the instantaneous SNR at Bgh and at Eveyyy wherek; = %f"e andky = 21ts,

can be expressed as Proof: See Appendix A. ]
nPs|[hp| 2l haril? 6 Theorem 1 presents an exact closed-form expression for the
Tas _ NP L , (11) secrecy outage probability, which can be efficiently evilda
No 1=0 However, the expression is too complicated to yield any
and insights. Motivated by this, we now look into the asymptotic
tas _ nPs|[hp|?hwil* 0 1 regime, where simple expressions can be obtaifed.
W= No 1-6’ (12) For the asymptotic high SNR regime, we assume lhat—

whereh,, . denotes the channel coefficient of the link between’ with an arbitrary Ay . Such a scenario has been widely

the k-th antenna of the source and legitimate user, while; adopted in the literature, see for instance [27]-[30]. kucpice,

denotes the channel coefficient of the link between kké Lh'ft octchurs w_he? thehqualltly _Of thg g""f“n cr?_nnial ISI mucth
antenna of the source and eavesdropper. etier than wiretap channél, 1.e., Bob IS Telalively close

Alice while Eve is far away from Alice or the wiretap channel
C. Secrecy Performance undergoes severe small-scale and large-scale fadingteffec
In the following, we characterize the two key performance
arameters governing the secrecy outage probability in the
gh SNR regime, i.e., secrecy diversity ordey and secrecy
array gainGG, defined by [31]

For wiretap channels, the secrecy rafg is given by
the difference of the main channel capacity and the wiret
channel capacity [25]

log(1 + ~v3;) — log(1 + 75 M T o -
Cg = { 0 g( 71\/I> g( PYW) ’)/i\/l g PYI:V (13) Pout(RS) _ (Ga)\M) Gd,. (16)
T = Two
wherex € {MRT, TAS}. Proposition 1. In the high SNR regime, i.eAy — oo,

In this work, we consider two different communication scé!'® Secrecy outage probability of the MRT scheme can be
narios. In the first scenario, Alice uses a constant trargaris @PProximated by
rate Rs to communicate with Bob. Accordmg to [11], perfgct . N 4 T(mN — k) ( m(ks — 1) o \ Y
secrecy is achievable wheRg < Cg, otherwise, secrecy is Pyrr(Rs) = —

: . o k! T'(mN) k1kaAw Ap

compromised. In this case, secrecy outage probabilityrneso k=0
an appropriate performance metric. In the second scenario, (17)
we assume that Alice adapts its transmission rate according Proof: See Appendix B. m

to Cs, as such, ergodic secrecy rate becomes the appropriatg is evident from (17) that the system achieves a secrecy di-
performance measure. In the following sections, we presejirsity order ofN. In addition, we observe the intuitive effect
a detailed analysis of the achievable secrecy performahcegpthe position of nodes on the secrecy outage probability. F
both MRT and TAS schemes. instance, the secrecy outage probability decreases wieen th
PB is close to the source, i.e., large. It is also easy to

_ _ _ ) see that the high SNR secrecy outage probab§g(Rs)

In this section, we investigate the secrecy outage Pg&-a decreasing function with respect {o, indicating that

formance of the considered system. For both transmissigireasing the transmit power of the PB is always beneficial.
schemes, new closed-form expressions for the exact and

asymptotic secrecy outage probability are presented. Base o
on which, the impacts of multiple antennas on the secrefy TAS Criterion 1
performance are characterized in terms of the secrecy eutagWe now move to the TAS Criterion 1 scheme, and we obtain

A

IIl. SECRECY OUTAGE PROBABILITY

diversity order and the secrecy outage array gain. the following key result:
According to the definition, the secrecy outage probability Theorem 2: The exact secrecy outage probability of TAS
can be expressed mathematically as Criterion 1 scheme can be expressed in closed-form as
Pou(Rs) = P(Cs < Rs). (14) TSy — 1 2 Ni (D" () A
u s)=1—
A MRT o D(mN) & M + kodw (k + 1)
We start with the MRT scheme, and we have the followin m(k+1)(ky — 1) i m(k +1)(ky — 1)
key result: Tt A\ Kmn {2 k1A
Theorem 1. The exact secrecy outage probability of the 1AMAE LAMAP
MRT scheme can be expressed in closed-form as (18)
N-1 k Ao (kQ)\W)kip 3Although the energy transfer efficiency of state of the achiéque is

2
Po'\l’J'fT( Rg)=1—-—— Z p—1 low, it is still of both theoretical and practical interestswirelessly powered
F(mN) =0 p=0 p! ()\M + k:g)\w) communications systems due to the following reasons: ,Fitet energy
=r transfer efficiency can be significantly improved by adaptinultiple antenna

(k - 1)m mN+p (k: o 1)m technology and the PB assisted WPC architecture. Secomefféctive SNR
a2 7 )T Kon-n |2 a2 7 2T (15) could be still reasonably high even if the energy transféiciehcy is low.
ki Ap P kidpap | Third, the key insights obtained from high SNR analysis mevuseful

guidance for practical system design.



Proof: See Appendix C. B approximated as
While Theorem 2 presents an exact closed-form expres- 1 1 m(ks — 1) Koy Ay
sion for the secrecy outage probability, the expressiomds t Pras2(Rs) = <N R R RS- ) ( 3 > -
complicated to gather more insights. As such, we study the " 1AW AR M
asymptotic behavior for the outage performance. (21)
Proposition 2: In the high SNR regime, i.eA,; — oo, the Proof: See Appendix E. u
secrecy outage probability of TAS Criterion 1 scheme can bepifferent from the previous two cases which achieve a
approximated as diversity order of N, TAS Criterion 2 scheme only attains
- unit diversity order. This is also intuitive since TAS Critan
Prisi(Rs) = 2 scheme aims to minimize the received SNR of the eaves-
NN D(mN —k) [ m(ky —1) k ko Aw N 19 dropper and the selected antenna serves as a random transmit
T T(mN) (k1k2>\w>\p) ( ) (19) antenna for the main channel. As such, no secrecy diversity
k=0 gain can be realized, and increasing the number of antennas
N only yields some secrecy array gain.

A

o N—-1
Proof: When \y; — oo, we have(l — e’W) =

N—-1 N

(ALM) +o0 ((ALM) ) As such, following the same stepsD. TAS Criterion 3
as that of Proposition 1 yields the desired result. | We now analyze the secrecy outage probability of the

It is evident from (19) that the system also achieves system with the TAS Criterion 3 scheme.
secrecy diversity order ofV. Comparing (17) and (19), we Theorem 4. The secrecy outage probability of TAS Criteri-
see thatPgxc(Rs) = %, namely, the MRT scheme on 3 scheme can be approximated by
outperforms the TAS Criterion 1 scheme by a factor-gf N
This is not surprising since the MRT scheme has access to PTAS3 ka (22)
perfect CSI ofh,,;, while TAS scheme only utilizes partial out ko + i—cvf '
knowledge ofh,,. Recall in the conventional wirelessly pow-
Sreii;g si:]egwn\;vlljt:r? l;fosﬁg:i,cg egz??g?wiht;]?nzl:etggeog%abI Having obtained the.outage probabilit_y of TAS Criterion 3
due to the randomness of the transmit power, whisrés scheme,.v.ve now look |n.to the asymptotlg regime.
the number of antennas, apdis the SNR [32], [33]. In the Proposition 4: In the h!gh SNR regime, ey — oo, the
current work, we notice that the randomness of the transmftcr ey outage probability of TAS Criterion 3 scheme can be
power does not affect the scaling behavior of the Secre@{,)proxmated as
outage probability. This is because that in wiretap chasnieé - Eodw \
secrecy performance is determined by the difference betwee Priss = (A—M) .
the main and wiretap channel capacities, and the transmit

power affects both channels. Hence, the effect of transmit Proof: The proof is straightforward, hence omitted.m
power randomness is canceled. As expected, the system achieves a secrecy diversity order

of N. Recall the high SNR outage probability of the MRT
scheme, and noticing that »_, 4 ZurN_k) ( m (ks —1) )

k! T'(mN) kikoAw Ap
C. TAS Criterion 2 N mN-k) [ mka=1) \F
1+ Yoo, Aty (kf;c(szyp > 1, we observe that the

We now consider the TAS Criterion 2 scheme, and we haJéS Criterion 3 scheme outperforms the MRT scheme. This is
the following key result: reasonable since the TAS Criterion 3 scheme considers both

Theorem 3: The exact secrecy outage probability of TAghe CSI ofhy, and hy,, while only the CSI of theh,, is
Criterion 2 scheme can be expressed in closed-form as  Utilized in the MRT scheme.

Proof: See Appendix F. ]

(23)

PP (Rs) =1— F(niN) N)\J\ivilvl;)\w X E. Optimization of the Time Switching Ratio ¢
mN From the analytical expressions derived in previous subsec
(m(kZ — 1>) e N2 m(ks — 1) . (20) tions, we are ready to study the optimization of time switghi
k1A Ap " ki X Ap ratio 6. Specifically, we adopt the effective secrecy throughput
as the performance measure as in [34]. Hence, when the source
Proof: See Appendix D. B transmits at a constant rafy, the average secrecy throughput

Having obtained the exact outage probability of TAS Criean be evaluated b = (1 — Po,)Rs(1 — 6). Also, due to
terion 2 scheme, we now look into the high SNR regimgpace limitation and for illustrative purpose, we only fecu
and derive a simple analytical approximation for the outagsm the MRT scheme, while other cases will be numerically
probability of the system. illustrated in Section V.

Proposition 3: In the high SNR regime, i.el,; — oo, the Using the high SNR approximation given in (17), the effec-
secrecy outage probability of TAS Criterion 2 scheme can lige secrecy throughput of the MRT scheme can be expressed



as performance. However, in terms of high SNR protocols inves-

- (1-6)T tigated shown in Table I. We list the CSI that is required for
7(0) = (1 — Prr (0) Rs ——— each protocol and investigate the secrecy diversity orddr a
=(1- P (0)Rs(1—0). (24) the outage performance according to the asymptotic secrecy

outage probability.
Hence, the optimab* is the solution of the following opti-

mization problem: IV. AVERAGE SECRECY RATE

0" = argmax 7(0) In this section, we focus on the average secrecy rate

performance of the system. For both transmission schemes,

st. 0<d<1. (25) . :

new closed-form expressions for the exact and asymptotic
To this end, we have the following key result: average secrecy rate are presented. Based on which, the
Proposition 5: Consider a polynomial impacts of multiple antennas on the secrecy performance are
N k characterized in terms of the high SNR slope and the high

1-0 k SNR power offset
doar () (L+2)-1=0, (26) : o
0 0 Starting from the definition, the average secrecy rate can be

k=0
expressed as

k N
whereq = L HmN—k) (’”“”‘”N“ gkﬂw . Then, the

= B T(mN) \ nPskarpiw bYY; C = E{[log, (1 + ~*,) — log, (1 + ~%, )] 1. 31
optimal 0* is the unique root of the polynomial in (0,1). {lloga(1 + ) B2(1 i)} 1)
Proof: Substituting (17) into (24), we obtain We now study the achievable secrecy rate of different trans-
N . mission schemes in the following.
1 —
7(0) = <IZak (—9) )b(l@), (27)
part 0 A. MRT
whereb = Rg. Thus, the derivative of (¢) with respect tof Theorem 5: The exact average secrecy rate of MRT scheme
can be expressed as can be expressed in closed-form as (32) on the top of the next
ar(0) < 1-0\* &k Pads i
T(0) _ Zakb ( - ) (1+5 (28) Proof: See Appendix G. [
de — 0 0 While (32) provides the exact average secrecy rate, the

expression are too complex to yield insightful information
It is easy to show thatZ{ is a monotonically decreasingmotivated by this, we now look into the high SNR regime,
function with respect td. When6 approachesO‘fT—(:) — +0o0 where the secrecy rate is dictated by two key parameters
dr(0) _, (&) — known as the high SNR slop€&,, and the high SNR power
" do Am offset L, [31], i.e.,
Therefore, there exists a unigée € (0,1) with 42¢) — o, B
where(6) attains its maximum value. n C™ = S (logy(Anr) — Loo). (33)

In general, due to the complexity of the involved expression T4 this end. we have the following key result;

deriving a closed-form solution fof* is very challenging. Proposition 6: For the MRT scheme, the high SNR slope
However, for smallV, closed-form expressions féF can be gMRT g given by

and when# approaches 1

obtained. VIRT
Remark 1: When N = 1, the optimalé* is given by S =1, (34)
o — a (29) and the high SNR power offsétRT is given by
CVita—ay 1 [ kA
MRT __ 11\P
Remark 2: When N = 2, the optimalg* is given by L =13 <1n ot U+ MmN)) +
1 . m 0
coala  JraNt NG sl g [ra\?, (p\? G‘f%( )-(35)
o _\/ 2 " (2) +(3) +\/ 2 (2) +(3) ’ F(mN)mZ. F1dwAp |mA, 0,0
(30) Proof: See Appendix H. |
N on We note that the high SNR slope is also known as the
wherep = oo andg = — 0= maximum multiplexing gain or the number of degrees of

freedom [35]. According to (34), the high SNR slope is one
because we assume that the legitimate user only employs a
single antenna in this system. In addition, we observe tieat t
We now present a more detailed performance compariseiretap channel only reflects the high SNR power offset. It is
for the proposed schemes at the high SNR regime as suais0 easy to see that the asymptotic average secrecy rate is a
marized in Table | on the top of the next page. In generahcreasing function with respect fa and )\ p, indicating that
the secrecy performance depends heavily on the availadle @G&reasing the transmit power of the PB is always beneficial
at the source. The more CSI available, the better the secrecyl the secrecy rate increases when PB is close to the source.

F. Comparison of the Proposed Protocols



TABLE I: Comparison of the proposed schemes

Scheme CSI requirement Secrecy diversity ordef Outage performance
MRT hy, N Second best
TAS Criterion 1| Index of the entry oth,, N Third best
TAS Criterion 2| Index of the entry oty 1 Worst
TAS Criterion 3 h;; andhy, N Best
1 N—-1k—1 ! m k—p—1 1
CMRT — (—1)kFpri <7> 'mN—-k+p+1)|[1l-———= |+
! +1
F(mN) In2 = = k' \ ki \pAp (1 . i_‘Z/V‘i)p
N—-1 k 1 1 1
(=1)F m 3l Mxw 0 _ o3l m(/\_M + W) 0 (32)
B \kiAuAp B\ kiAp [mN —,0,0 e kidp  |mN—k0,0) )|
B. TAS Criterionl Proposition 8: For the TAS criterion2 scheme, the high
We now consider the TAS Criterion 1 scheme, and we haw\R slopes1;**? is given by
the following key result: GTAS2 _ ¢ (40)

Theorem 6: The exact average secrecy rate of TAS criteri-
onl scheme can be expressed in closed-form as (36) on @ the high SNR power offsdt’2>? is given by
top of the next page.

Proof: The proof follows similar lines as that of Theorem [,TAS2 — _ 1 <1n kiAp +(1) + ¢(mN)) +
5, hence is omitted. [ In2 m
We now look into the high SNR regime, and present the 1 31 mN 0 (41)
high SNR metrics in the following proposition. L(mN)In2 ¥ \ kA \wAp |[mN,0,0 )
SNPéopFStl?qusil I_:or .the E;AS criterionl scheme, the high Proof: The proof follows similar lines as that of Propo-
SI0peS,. ™ IS glven by sition 6, hence is omitted. ]
SIASL =1, (37)
and the high SNR power offsdt’*5! is given b
g P > g Y D. TAS Criterion3
N
LTAS b Z(’Uk <N) Ink + (1) + (mN)+ We now move to the TAS Criterion 3 scheme, and we obtain
In2 \ &~ k the following key result:
ki\p 1 31 m 0 Theorem 8. The average secrecy rate of TAS criterion3
In m + L(mN)In2 ¥ \ kiAwAp |[mN,0,0 ) scheme can be approximated by
(38) N1
Proof: The proof follows similar lines as that of Propo- (7% ~ 1 Am > ! X
sition 6, hence is omitted. n 2w = Dk + 1INV — k)
Av |-N,1+k—-N,1+k—N
G (1+ = ’ ’ ) . (42
C. TAS Criterion2 “( Aw | 0,1+k—Nk-N (42)
We now analyze the average secrecy rate of the system with proof: See Appendix I. m
the TAS Criterion 2 scheme, and we have the following key \ne now look into the high SNR regime, and present the
result: high SNR metrics in the following proposition.

Theorem 7. The exact average secrecy rate of TAS criteri-

. Proposition 9: For the TAS criterion3 scheme, the high
on2 scheme can be expressed in closed-form as

SNR slopeSTAS3 is given by

FTAS2 _ 1 gaf_m__1 |0 _ SXB =1, (43)
D(mN)In2 |~ \kiAp Ay |mN,0,0 . o
o om 1 N |0 and the high SNR power offsdt’A%3 is given by
; _— — 39
G15<k1)\p()\1\/j+)\w> mN,0,0)] ( ) N
1 N\ 1
o PS8 = — |mdw+ = - N+ (-1 —.
Proof: The proof follows similar lines as that of Theorem —°° In2 N P k)k
5, hence is omitted. | - (44)

Having obtained the exact average secrecy rate of TAS _
Criterion 2 scheme, we now look into the asymptotic regime. Proof: See Appendix J. u



OTASL _ 1 XN:(—l)k“ N 31 m i
L(mN)In2 &~ k B\ kidp s

0 m k
-G . (36
mN,0,0) <k1>\p(>\1\/[ >\W mNOO)] ( )

V. NUMERICAL RESULTS o

In this section, we present numerical results to verify the
theoretical expressions. Unless otherwise stated, wehset t
source transmission rate d@3s = 1 bit/s/Hz, the energy 2102k
conversion efficiency ag = 0.8 and the time switching ratio
asf = 0.5. The Nakagamin parameter is set to bex = 4,
which corresponds to a Rician factor &f = 3 + 1/12. The
transmit power of the PB to the noise ratio 5% = 10 dB,
the channel variance as» = 1 and Ay = 10. Also we set
p = %A andp; = £2 A\ to denote the average SNR of [0 et Cato Simiaon
the maln channel and the wiretap channel, respectively. ~ — ~ High SNR Approximation

TAS Criterion 2
TAS Criterion 1
10 TAS: Criterion: 3

Secrecy Outage Probability

; ; ; : ; i
10 15 20 25 30 35 40 45
p (dB)

Fig. 3: Secrecy outage probability versudor different TAS
schemes withV = 3.

sl O Monte Carlo Simulation
Analytical
— — — High SNR Approximation

Secrecy Outage Probability

N =2

s O Monte Carlo Simulation
Analytical
— — — High SNR Approximation

i i i i i
10 15 20 25 30 35 40

Average secrecy rate (bits/s/Hz)

P (dB) 3l
Fig. 2: Secrecy outage probability versusvith different N ’r
for the MRT scheme. 1t
o i i
Fig. 2 plots the secrecy outage probability vergusiith ° oo e

different vV for the MRT scheme. As illustrated, the analytical

results are in exact agreement with the Monte Carlo simuFig. 4: Average secrecy rate verspsvith different V' for

lations, which demonstrates the correctness of the analyti the MRT scheme.

expression. In addition, the high SNR results accuratedy pr

dict the secrecy diversity order and the secrecy array gain,

and increasingV substantially enhances the secrecy outadje previous section. Nevertheless, increasMgmproves the

performance by achieving a higher secrecy diversity gain. average secrecy rate by decreasing the high SNR power.offset
Fig. 3 illustrates the secrecy outage probability of thredowever, the benefit of increasing the number of antenvias

different TAS schemes. Once again, we observe that tgeadually diminishes whew is sufficiently large.

analytical curves are in perfect agreement with the MonteFig. 5 investigates the impact of distance between Alice and

Carlo simulation results and the high SNR approximation akeve on the average secrecy rate for different TAS schemes.

sufficiently tight for all curves. As expected, the TAS Crited ~ As expected, the TAS Criterion 3 scheme always attains the

2 scheme only attains unit diversity order, while the otler t best performance. At the low; regime, namely, relatively

TAS schemes achieves a full diversity orderf In addition, large distance between Alice and Eve (or smgjl), the TAS

it is observed that the TAS Criterion 3 scheme yields the beStiterion 1 scheme outperforms the TAS Criterion 2 scheme.

secrecy outage performance. However, the TAS CriterionHbwever, the opposite holds when the distance decreases, .

scheme tends to outperform the TAS Criterion 1 scheme in thg, becomes large. This phenomenon is quite intuitive, since

low SNR regime, and then becomes inferior as the operatingen the average channel gain of the wiretap channel isrbette

SNR becomes sufficiently high. than that of the main channel, selecting the worst antenna as
Fig. 4 examines the average secrecy rate of the MREr the TAS Criterion 2 scheme substantially degrades the

scheme. We observe that the high SNR slope of all the cuneapacity of the wiretap channel, thereby resulting in adarg

is one, which corroborates the theoretical analysis ptedensecrecy performance gain than the TAS Criterion 1 scheme.
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Fig. 5: Average secrecy rate versusfor different TAS

schemes withV = 3.
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(b) R(0) = (1 — 0)C

P (dB) Fig. 7: Effective throughput versusfor different schemes
Fig. 6: Average secrecy rate versugor different TAS with N' =2 and Ay = 1.
schemes.

forms the TAS Criterion 1. The reason is that we have set

Fig. 6 compares the average secrecy rate for different TAG; = 1 and Ay = 10 in the simulations, a scenario where
schemes. Once again, we observe that the high SNR slop#saverage gain of the main channel is worse than the wiretap
are one. The TAS Criterion 2 scheme outperforms the TASannel. Hence, the main channel capacity enhancementdue t
Criterion 1 scheme with a largey . In addition, the number selection of the strongest channel in TAS Criterion 1 schisme
of antennasV has a significant impact on the performanceather insignificant compared to the wiretap channel capaci
of TAS schemes. For smalN, i.e., N = 3, all the three degradation due to the selection of the weakest channel & TA
TAS schemes attain similar secrecy rate. While for laige Criterion 2 scheme.
i.e., N = 20, the secrecy rate difference becomes much more
pronounced.

Fig. 7 depicts the impact of time split parameteon the
secrecy performance of different schemes. Specifically, we
adopt the effective throughput as the performance measurén this paper, we have investigated the secrecy performance
as in [34]. Hence, when the source transmits at a constafitthe wirelessly powered wiretap channels. For both MRT
rate Rg, the average throughput can be evaluatediby= and TAS schemes, exact analytical expressions and asymptot
(1 — Pout)Rs(1 — 6), while when the source transmits at approximations are presented, which facilitate the etitvac
varying rate adapting to the secrecy rate, the throughputagkey insights of the achievable secrecy outage probgbilit
given by R = (1 — 0)C. It is observed that, in all cases,and average secrecy rate performance. The findings of the
the effective throughput first increases along wittand then paper suggest that, with CSI of the main channel (e.g., MRT
start to decrease after reaching the maximum point, indigat and TAS Criteria 1 and 3), the system can achieve substantial
that there exists a unique optimal time split paramétein  secrecy diversity gain. On the other hand, without the CSI of
addition, we see that, with optimized time split paraméter the main channel (e.g., TAS Criterion 2), no diversity gaan c
the MRT scheme achieves the highest throughput as expectezlattained, which indicates the critical importance of €SI
Also, it is observed that the TAS Criterion 2 scheme outpethe design of practical systems.

VI. CONCLUSION
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APPENDIXA Similarly, invoking [22, Eqg. (3.326.2)], we have
PROOF OFTHEOREM 1 Ly _= _
/OO _kga (kgzc)k P e 3w (k — p)! A (koA )P
3 dx =
0

e M

M w ()\M + kg)\w)k_p+1
We start by expressing the SNR given in (6) and (7) as (53)
WERY = kvynpyny, and AR = kiyn,yny,  (45)  To this end, pulling everything together yields the desired
result.
where ky = 5= Loy, = [[hpl[% yn,, = |[hal* and
' 2
Ynw = ‘Twhﬂlg‘ . It is straightforward to show that the APPENDIX B
probability density function (pdf) ofy,, follows a gamma PROOF OFPROPOSITION1

distribution with shape parameten N and scale parameter Starting from (49), conditioned og,, andy,,, we have
Ap/m given by [36] VIRT
Pout (R3|yhpath> =1-

1 m mi N—1 —& Yh ko—1
: ) = N1, xpx, 46 _ TR ey x
f!/hp( ) F(mN) ()\P) ( ) Prob (th > k2 1> )(/ 2 172Yh p )\1 e_WdX
0

k
and the pdf ofys,, follows a chi-square distribution witA\’ Lihe W

. kQ —1 _yh_M_i_%
degrees of freedom given by [37] = 1—Prob (th > - ) « (1 _ o FAw TR W, ) ]
1Yhp
2N-1 (54)
fth (z) = we EYVaN 47 _—
. 1AM YR _
In addition, according to [38]ys,, follows an exponential With the help of [22, Eq. (3.351.2)] and™ e =
distribution with pdf z % (74254=) . conditioned onys,., the outage proba-
e bﬁlt can be expressed as
fyny, (@) = o W (48) y P
ko —1 00 k
and is independent ofj,,,. As such, the secrecy outage PMRT(Rg|y,,.) = “Faring Z 1' ( ko~ 1 ) +
probability can be written as =N ki Anrynp
L+ F1ynpyn ky—1
MRT 1 _ pJhm >  kg—1 1 -
Pl (Rg)=1-P (71 R ko (49) TR MY Z o (k1>\My1P2v - (55)
wherek, = 2%s, Conditioned ony;,, andy,,, with the help b= (1 * ax )
of [22, Eq. (3.351.2)], we obtain Then, averaging ovay;, ., with the help of [22, Eq. (3.471.9)],
VRT oo 2N-1 the secrecy outage probability can be computed as (56) on the
Pout (Bslynp,ynw) =1— /krl wran© dx top of next page.
Fhayny TM Expanding the Bessel function by [22, Eqg. (8.446)] and
N Ky N " . . .
L e‘mfilylhp kzsz Z l ( y—1 kzth)k omitting the high order items yield
= KL\ k1AM ynp AM P (Rs) i 1 (m(ka —1)\" T(mN — k>+
(50) MRT S = k! kl)\M)\P F(mN)
By applying the binomial expansionz; + x2)" = m(ka1)
o (Ma1Fx," ", (50) can be further expressed as szl 1 (lmmp) L(mN — k) 57)
N—1 k —0 k! (1+ k)\ﬁl )Nﬁk F(mN> .
PYET(Rs|ynp, Yny ) = 1 — o
ot oY) ,;) pz% By omitting the high order items, the desired result can be
- , ) k— obtained.
e klfzszlhp (ﬂ)peki;&w (%) 1). (51)
k1Anynp Am APPENDIXC
Noticing that the RVy;,,. is decoupled withy;,,,., the expecta- PROOF OFTHEOREM 2
tion can be taken separately. Hence, with the help of [22, Eq.Based on (11) and (12), we sgt,, = |hark|? andyp,, =
(3.471.9)], we obtain |hw.x|?. In this case, since the selected antenna corresponds

00 kp 1 ky —1\P 2mN-1 /m mN to a random transmit antenna for the eavesdropper, the pdf
TRl _*_xd _ 1 _%
A e Fiim < > F(mN)( ) e *prdx of yn, can be expressed a§, (z) xo¢ *w. Now,
mN+p
2
) Konoy | 2

with some simple algebraic manipulations, the cumulative
(ks — 1)m distribution function (cdf) ofy,, can be shown as
kiAmAp kidvdp | € o1, N _ = \N
— = Y — _ X
(52) Fy, (v)= (/0 )\Me M dt) (1 e M) . (58)

k:l)\Mm

2 (kg — 1)m
I'(mN) <
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mN—k
1 (mlky— 1D\ 2 m(ks — 1)\ 2 m(ky — 1)
PMRT _ el Kpn—k | 24| ———
a (Bs) = !( ) T(mN) \ kiAurp Nk ki AnAp

K
KNk (2 o ) . (56)

k
_ m(ka—1) mN—
Nzll (kl,\jmp) 2 (m(k21)> K
k!
k=0

N—k F(mN) k? )\ /i )\ P
] )\Y\ 1AM
( kQ)\IVV )

Hence the pdf o, can be obtained with a simple derivative APPENDIXF
as follows: PROOF OFTHEOREM 4
Fun,, (@) = )\ﬂ (1 — e—m) e . (59) The exact secrecy outage probability is difficult to charac-
M

terize, instead, we apply the following approximation as in
Then, the desired result can be obtained by following simil§39]
lines as in the proof of Theorem 1.

APPENDIXD + harn2\17T
M |ha k| )]
~ |log [ — = |lo : . 64
PROOF OFTHEOREM 3 [ g<7W>} { g <|hW,k|2 (64)
In this case, the strongest antenna corresponds to a randbi worth pointing out that, such approximation is reaszipa
transmit antenna for the legitimate user, as such, the pdftight and becomes asymptotically exact in the high SNR
yn, Can be expressed 85, (z) = s % . Then, with regime.

some simple algebraic manipulations, the cdfypf, can be  Then, we can define a new variable as follows

shown as o |hial?
oo N i_max e (65)
by, ($)1</ —e *Wdt> =1—e *w". Le
v e AW Along with some simple algebraic manipulations, the cdf of

X can be computed as
Taking derivation of (60), the pdf afy,,, can be expressed as

N
fynw(x)ziefﬁz- (61) </ / P o _16 WdtdY>

Aw
Then, the desired result can be obtained by following simila _ (66)
lines as in the proof of Theorem 1. x4 i_x '
Taking derivation of (66), the pdf ok can be expressed as
APPENDIXE At ZN-1
PROOF OFPROPOSITION3 fx(z) = WW (67)
x+ P2t
By following the same steps as in the proof of Proposition v
1, we obtain To this end, the desired result can be expressell@%:).
Ny 2
PTASZ R — _
out . (125) Noas + ko F(mN)X APPENDIXG

. PROOF OFTHEOREM5
m(ky — 1 2 m(ky — 1
(%) KN (2 H) (62)  starting from (31), conditioned opy,,., by following the
LAMAP LAMAP same steps as in [31], we formulate the average secrecy rate
Expanding the Bessel function and omitting the high ord&®
items yield oMRT _ L [T kiyne

_ e p (1 -F ) d
ln 2 0 1 + klyhp$ Yhyy, (II:) Yh s (Z> X

N
pTAS2p .y 1 _ M z
s (Bs) Nr + k2w _ b /OO S (1 - e_ﬁ) F7<N’ TM) dx
1-— _mke =) 1 +o0 1 (63) 2 ), 1+ ke I'(N) .
(mN — 1)k1)\p )\M )\?\4 ' (68)

Then, the desired result can be obtained along with sofdmoking [22, Eq. (3.383.10)] and expanding the incomplete
simple algebraic manipulations. Gamma function, the average secrecy rate can be computed
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N-1 k X 1 P v 1 1
CMRT = i Z < 1 > (71)]6 ekl)\y]tfp I 0, —TM — € Ajkwlyh);’w I 0; A - Aw -
In2 k1 Anynp k! k1Ynp k1ynp
N—1k— k p+1 p+1
1 k+p 1 p! klyhp klyhp
— — - | — . (69

AMm

as (69) on the top of the page. With the help of [22, Eq. (4.352.1)/ 4 can be computed as
The next step is to average over, . Here, we set 1 i Ap
A= togsan) + o (10 202 4 09) + v )
k (-1 1 m\ " In2
Z — X (75)
1n2 k1>\1\/[ k! I‘(mN) )\p _
1 The calculation ofB is exactly the same a§' above. Then
/ mN—k=1,= X5+ T ( dx. (70) we have
0 kidpx 1 ( m 0
With the help of [22, Eq. (8.353.3)] and [22, Eq. 347L9), B = 7,3y ma O (klAwAp N0 0) - (78)
(70) can be further expressed as _ _ S
The desired result then follows immediately.
N-1 k k mitk
A LNy en o my T
In2 ki K T(mN) \\p APPENDIX|
k=0 PROOF OFTHEOREM 8

0 4me—k+1

Kpn—i | 22 ) ax. (71) Starting from the definition, we have
0 1:2 + ki iar " )\P

Invoking [22, Eq. (6.565.7)], we have CThS — /1 log(z) fx (z)dx. (77)
. Z L(mN —k+1) ( m >k N kto Substituting (67) into (77) yields
o] N—-1
— ln2 L(mN)k! ki Ap gmss_ N (< i 78)
mN—k In2 Ay /4 (x—l—)‘M) +
A

m 2 m N
X <7k Y > S_1—mN+k,mN—k <2’/7k W) ) : v
LAMAP LAMAP Making a change of variable= = — 1 and utilizing [40, Eq.

(8.4.6.5)], (78) can be alternatively written as
With the help of [22, Eqg. (9.34.6)] and [22, Eg. (9.31.5)], we

N-1
obtain grass _ IV Au 1 (t+1) ) dt
In2 )\W Ans N+1
N— k (t +1+ /\_)
— i Z ( m > X o] " N—-1
n2 £kl N) \kiauap L R A (t+1) dt.
In2 )\W 1,0 by N+1
o m 0 23 0 (t + 1+ /\—x)
13 kjl)\M)\p mN — kJ,0,0 ' ( ) (79)

To this end, by following the same steps and utilizing [22, Ed\pplying the binomial expansion and utilizing [22, Eq.

(3.326.2)], the desired result can be obtained. (7.811.5)] yield the desired result.
APPENDIXJ
PROOF OFPROPOSITION9
APPENDIXH By taki h |'f btai
PROOF OFPROPOSITIONG y taking the general form, we obtain
_ 1 [
- : C*=A-B=— [ @)fy,, (x)dx—
Capitalizing on the general framework proposed in [31] for In2 Jo M
the evaluation of asymptotic average secrecy rate, comeiti 1 >
— | d 80
on y,,, we have In?2 n(y) fyn,, (y)dy, (80)
1 [ where the two pdfsf,, (z)andf,, (x) have been derived

C’OO =A-B= E hl(klyhpx)fth (x)dxf in [41] as
NINfl T

1 e klyhP
L [T ke () , : _ YT rp-onN, D, 81



[17]

(18]

[19]

[20]

[21]

[22]

[23]

and
funyy (@) = N(N —1)x
N-—-2
N — 2\ zFt! x
Z(M( )ﬂr <1k—) (82)
k=0 ko) Aw
For A, by utilizing [22, Eq. (8.350.2)] and [22, Eq. (4.352.1)],
we obtain
1
Following the similar lines,B can be computed as
al N\ 1
- _ _1)k -
B = (Indw +u(1) +1 N+k§=:2( 1) <k)k
(84)

The desired result then follows immediately.
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