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Up close and personal: cybersecurity in medical IoT devices
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Abstract— The growing field of cybersecurity encompasses
a wide range of challenges, but we argue that none is more
pressing and timely than the rising issue of securing devices
in the so-called Internet of Things. In particular, we review
the challenges in securing IoT devices designed to interact in
a highly intimate and personal relationship with the human
body, e.g. medical devices. Their unique features, conjoined to
a very high potential impact of any security issue, pose specific
challenges and require novel approaches and research efforts
to be solved.

I. EXTENDED ABSTRACT

The field of cybersecurity has rapidly risen in status,
thanks to the growing perception of the value of the assets
that are managed, connected and empowered by computer
systems and networks, as well as the growing prevalence of
cyber threats (as shown, for instance, in [1]).

One of the emerging fields of ICT, the so-called Internet
of Things, is gathering a lot of attention from researchers.
In a recent report [2], 70% of the tested systems were found
to be vulnerable to different types of attacks.

Among the so-called IoT devices, a class which particu-
larly deserves attention is the category of medical devices, in
particular implantable ones. These are growing in prevalence,
thanks also to the increasing efficiency and low cost of
small scale, sense-actuate embedded systems: In 2001, the
estimated number of patients in the United States with an im-
plantable medical device exceeded 25 million [3]. Thanks to
ultra-low-power wireless connectivity, and the development
of a number of lightweight communication protocols, such
systems belong to a so-called Body Area Network (BAN) [4]
and can collect a number of physiological values and provide
actuation or treatment based on the measurements.

A seminal work exploring the security issues in Im-
plantable Medical Devices (IMDs) is [5], and a good review
of the state of the art of medical device security is offered
in [6]. While the details vary across different types of
devices and architectures, we can easily identify a number
of challenges in securing this peculiar class of IoT devices:

o They are designed to interact in a highly intimate and
personal relationship with the human body. They require
high precision and an impeccable safety record.

o They are often necessarily small in scale, and con-
strained in power consumption and heat generation.
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« They may need to connect wirelessly to be effective,
and at the same time require appropriate segmentation
and insulation from the public Internet

o Firmware updates might be unfeasible, or risky.

There are also challenges with the mindset of designers
and engineers. Safety-critical systems, as well as medical
devices, are most often tested according to standards and
regulatory specifications: Unfortunately, it is well known
that this type of testing is inapplicable, as of our current
understanding, to security engineering, where most testing is
negative (i.e. conducted by trying to break the system). Also,
security assessment and design needs a systemic approach,
whereby all components of a system are tested together,
observing their interactions.

One of the main challenges in several IoT domains (in-
cluding, for instance, automotive security) is the lack of a
perceived threat level to justify the investment of significant
resources. While it seems relatively straightforward to point
out the potentially dire consequences of an attack, security
investment is a risk-based decision, factoring in the likeli-
hood of an event. The perception of the industry is perhaps
shifting, but until now it has been a major factor in slowing
down the development and adoption of secure solutions and
approaches.
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