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Abstract—In this paper the cooperation of beam-forming
and artificial noise (AN) in two-hop amplify-and-forward (AF)
relaying system is proposed to enhance the security. we consider
a half duplex AF relaying network with a multi-antenna source
node and a destination in the presence of a passive eavesdropper.
Since channel state information (CSI) of the eavesdropper is
unknown, the AN transmitted by the source in the first phase
and by the relays in the second phase is in all directions except
the legitimate node one. As such two scenarios are considered
here,: i) when all the relays amplify and forward the information
source signal ii) when only the best relay is selected to amplify
and forward the information source signal. The beam-former
weights and the power allocation are obtained by solving an
optimization problem. Results reveal that the proposed system
can provide considerable improvements in terms of secrecy rate.
It is also found that increasing the AN power, relative to the
information signal power, will further improve the secrecy rate.

Index Terms—Physical layer security, beam-forming, coopera-
tive relaying, jamming, secrecy rate.

I. INTRODUCTION

THE fundamental broadcast nature of wireless network
makes it vulnerable to eavesdrop information signals.

This has rapidly increased the attention to the issue of security
in wireless communication networks. It is widely known
that the main purpose of security in such communication
medium is to prevent illegitimate receivers from understanding
confidential information signals between the transmitter and
the legitimate receiver. Physical layer security is able to secure
communications even in the presence of eavesdroppers with
unlimited computation ability. This concept is not new; in
fact, it was first developed a few decades ago by Wyner,
[1]. It was reported that secure communications is possible
if the eavesdropper channel is a degraded version of the
destination channel. In light of this, the rate at which the
transmitter can send secret messages to the receiver while the
unauthorized receiver is unable to understand them is known
as secrecy rate. Considerable amount of research has been
conducted on the topic of improving physical layer security in
wireless communication via cooperating relays. For example,
the authors in [2] [3] studied the physical layer security for
different cooperative schemes. These authors presented that
the cooperation can greatly improve the security. In addition,
to further enhance communication security, joint cooperative
beam-forming and jamming has been proposed in [4], [5],
whereas physical layer security with artificial noise (AN) in
the context of power allocation is presented in [6]. In [7] a joint
cooperative beam-forming and jamming scheme is proposed

to enhance the security of an AF relay network, where a part
of relay nodes adopt distributed beam-forming while others
jam the eavesdropper.

In this paper, we propose a joint beam-forming and AN
scheme in the two phases in an AF relay system, when
the channel state information (CSI) of the eavesdropper is
unknown. Two scenarios are considered here, : i) all the relays
amplify and forward the information source signal ii) only the
best relay is chosen to amplify and forward the information
source signal. In the former case, the source transmits infor-
mation signals with AN to confuse the eavesdropper in the first
phase; however, since the CSI of the eavesdropper is unknown,
the source transmits AN isotropically in the null space of the
relays’ channels. In the second phase all the relays amplify and
forward the received signal with AN, again, isotropically in the
null space of the destination channel. In the latter scenario, in
the initial phase the transmitter selects the best relay. In phase
I the source transmits the information signal to the selected
relay using beam-forming along with AN isotropically in the
null space of the best relay channel. In phase II, the best relay
amplifies and forwards the information signal using beam-
forming while the other relays transmit AN isotropically in
the null space of the destination channel. With this design, the
two phases are secure in both scenarios. In light of this, we
investigate the effectiveness of power allocation on the secrecy
rate of the system. Results reveal that considerable secrecy
rate improvements can be attained with the proposed system.
In particular, it is shown that increasing the information signal
power and decreasing the noise power will reduce the secrecy
rate. In addition, splitting the source power evenly between
the information and AN while increasing the AN power at the
relay will result in improved secrecy rate.

We use the following notations in this paper: Bold uppercase
and bold lowercase letters denote matrices and vectors, respec-
tively. Conjugate operation, transpose operation and conjugate
transpose are denoted by (.)

∗
, (.)

T and (.)
H , respectively.

The notation |.| denotes the absolute value of a scalar; ‖a‖
denotes the 2-norm of the vector a. Circularly symmetric is
denoted by CN

(
µ,σ2

)
; log (.) denotes logarithm of base-2;

I identity matrix and diag{a} represents a diagonal matrix
whose diagonal elements are the elements of the vector a.

II. SYSTEM MODEL

We consider AF relays network model consisting of one
source node equipped with N antennas sending informa-
tion signal to a destination via M helping relays in the
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Figure 1. Joint cooperative beam-forming and jamming technique.

existence of a passive eavesdropper. In this model, the
eavesdropper, the relays and the destination have a single
antenna each. All channel coefficients between these nodes
Hsr ∈ CM×N, hrd ∈ C1×M, gse ∈ C1×N, gre ∈ C1×M , as
shown in Fig. 1, are assumed to undergo quasi stationary
flat-fading. Due to the poor quality of the source-destination
channel, we assume that there is no direct link between the two
nodes, and there is full cooperation between the relays1. The
noise at any node is assumed to be zero mean white Gaussian.
As mentioned in the introduction, we propose, here, a joint
beam-forming and AN in the two phases, for two different
scenarios as follows.

A. Scenario (I)

In this Scenario all the relays amplify and forward the
information source signal. In the first phase the source sends
information signal with AN, since the CSI of the eavesdropper
is unknown the AN is isotropic in all directions and lies in the
null space of the relays’ channel while in the second phase all
the relays amplify and forward the received signal with AN
isotropically in the null space of the destination channel, as
follow
• Phase I: the signal transmitted by the source can be

written as [5], [6]

s = δ + Θ (1)

where δ is N × 1 information signal and Θ is N × 1 AN
vector. The information signal can be written as δ =

√
Pxρx,

where ρ is beam-forming vector matching to the right singular
vector of Hsr with highest singular value [9] and x is
the information signal with transmitting power Px. The AN
component can also be expressed as Θ = Un, where U is
a matrix, whose columns form an orthonormal basis for the
null space of Hsr such that HsrU = 0 and UHU = I and n
is Gaussian vector, the transmitter selects elements of n to be
i.i.d Gaussian random variables with zero mean and variance

1In many applications, the relay can not be equipped with multiple antennas
due to the cost and the limitation of size, in these cases, exploiting multiple
relays with cooperative communication is natural extension [8].

σ2
n [10]. Therefore, the signal received at the relays is given

by

yr = Hsrδ + nr (2)

where nris the M × 1 noise vector at the relays, with
E
[
nrn

†
r

]
= IMσ

2
r . The signal received at the eavesdropper

can be written as

y(1)e = gseδ + gseΘ + ne (3)

where ne is the noise at the eavesdropper with variance σ2
e .

• Phase II: the signal transmitted by the relays is
xr = diag {w}yr + na (4)

where w is the M × 1 relay beam-former vector, na is the
M × 1 AN component in form na = Vz, with V is a matrix,
each column of V is orthogonal on hrd, i.e. hrdV = 0, z is
Gaussian vector, the elements of z are i.i.d Gaussian random
variables with zero mean and variance σ2

z . The power of the
transmitted signal by each relay should be less than or equal
the relay power. The received signals at the destination and
eavesdropper in the second phase can be written as

yd = wHdiag {hrd}Hsrδ + wHdiag {hrd}nr + nd (5)

y(2)e = wHdiag {gre}Hsrδ

+wHdiag {gre}nr+grena+ne,
(6)

respectively, where nd is the noise at the destination with
variance σ2

d. From (5) and (6), the rate at the destination and
the eavesdropper can be expressed as in (7) and (8), shown at
the top of the next page, respectively.

Rd =
1

2
log

(
1 +

wHRaw

wHRrdw + σ2
d

)
(7)

where Ra = aaH , a =
√
Pxdiag {hrd}Hsrρ,

Rrd = σ2
rdiag {hrd} diag

{
hH
rd

}
, Rb = bbH , b =√

Pxdiag {gre}Hsrρ and Rre = σ2
rdiag {gre} diag

{
gH
re

}
.

B. Scenario (II)

In this case, we propose three phases to send the information
signal, in the initial phase the best relay is selected. The
conventional relay selection criterion can be expressed as [11]–
[13]

Optimal relay = max
i∈M
{min{‖hsi‖2 , |hid|2}}. (9)

where hsi is 1×N channels between the source and the ith

relay, and hid is the channel between the ith relay and the
destination. The conventional relay selection policy ensures
that the relay with the best path between the source and the
destination is selected. Secondly, In the first phase, the source
sends information signal with AN which is in the null space



Re =
1

2
log

(
1 +

Px |gseρ|2

gseUUHgH
seσ

2
n + σ2

e

+
wHRbw

wHRrew + greVVHgH
reσ

2
z + σ2

e

)
(8)

of the best relay channel. Thirdly, In the second phase, the
best relay amplifies and forwards the information signal to the
destination while the other relays send AN in all the directions
except in the destination direction as follow
• Phase I

The transmitted signal by the source is given by (1), the AN
here will broadcast in the null space of the best relay’s channel
(hsr∗), i.e. hsr∗U = 0. Therefore, the signal received at the
best relay is

yr = hsr∗δ + nr. (10)

where nr is the noise at the best relay with variance σ2
r . The

received signal at the eavesdropper is then

y(1)e = gseδ + gseΘ + ne (11)

• Phase II
Since the CSI of the eavesdropper is unknown, all the (M−1)
relays send AN isotropically in the null space of the destina-
tion channel, and the best relay amplifies and forwards the
information signal to the destination. The signal transmitted
by the relays can be written as

xr =

{
yrwr

ñ

transmitted by the best relay
transmitted by the(M − 1)relays

(12)

where wr is the weight of the best relay and ñ is the (M − 1)×
1 AN vector sent from the (M−1) relays. The AN transmitted
by the relays can be written as ñ = Vz, where V is the
projection matrix onto the null space of the channel vector
between the M − 1 relays and the destination hrd(m−1)

, i.e.
hrd(m−1)

V = 0 and z is Gaussian vector, the elements of z are
i.i.d. Gaussian random variables with zero mean and variance
σ2
z̃ . The received signal at the destination can be given by

yd = hrd∗wrhsr∗δ + hrd∗wrnr + nd. (13)

where hrd∗ is the channel between the best relay and the
destination. The signal received at the eavesdropper can be
written as

y(2)e = gre(m−1)
ñ + gre∗wrhsr∗δ+gre∗wrnr + ne (14)

where gre(m−1)
is 1 × (M − 1) channel vector between the

(M − 1) relays and the eavesdropper whereas gre∗ is the
channel between the best relay and the eavesdropper. Now,
from (13) we can write the rate at the destination as

Rd =
1

2
log

(
1 +

Px |hsr∗ρ|2 |hrd∗ |2 |wr|2

σ2
r |wr|

2 |hrd∗ |2 + σ2
d

)
. (15)

To maximize the received signal at the best relay in the first
phase the beam-forming vector ρ should be ρ =

hH
sr∗

‖hsr∗‖
[9].

Therefore, the rate at the destination is

Rd =
1

2
log

(
1 +

PxwrRsdw
∗
r

σ2
rwrrrdw

∗
r + σ2

d

)
(16)

where Rsd = hsr∗ hrd∗ h
H
rd∗ h

H
sr∗ , rrd = hrd∗ h

H
rd∗ . On the

other hand, the rate at the eavesdroppers is given by (17),
shown at the top of the next page.

III. POWER ALLOCATION SECRECY SCHEME

To consider the physical layer security, the achievable
maximum secrecy rate is measured as

Rs = max[Rd −Re]+ (18)

where [x]+ = max(0, x). In this section, the power allocation
at the relays as well as at the source is investigated.

A. Relays Power Allocation

Since the CSI of the eavesdropper is unknown, the power
used for information transmission at the relays is minimized
to threshold value of a signal-to-noise ratio (SNR) at the
destination γd. As a result, more power can be now used
for AN transmission by the relays in order to confuse the
eavesdropper [7]. To start with, we first fix the power at the
source while allocating the transmitted power at the relays.
The total power at the relays is PR = PI + Pn, where PI is
the power for information transmission and Pn is the power
for AN.

1) Scenario (I): In this case, the power for information
transmission at the relays is given by, PI = wHTw, where
T = E

(
|yr|2

)
. From (7) the SNR at the destination is

SNR =
wHRaw

wHRrdw + σ2
d

(19)

According to the discussion above, the problem of power
allocation can be solved mathematically as

min
w

wHTw

s.t...........
wHRaw

wHRrdw + σ2
d

> γd. (20)

It should be pointed out that a similar optimization problem
was solved in [14]. We can simplify (20) as , W̃ = T

1
2w and

W̃H = T
1
2wH . The inequality constraint in (20) is convinced

with equality at the optimum; therefore, we can write the
optimization problem as



Re =
1

2
log

(
1 +

Px |gseρ|2

σ2
ngseUUHgH

se + σ2
e

+
Px |wr|2 |hsr∗ρ|2 |gre∗ |2

gre(m−1)
VVHgH

re(m−1)
σ2
z̃ + |wr|2 |gre∗ |2 σ2

r + σ2
e

)
. (17)

min
∼
W

∥∥∥W̃∥∥∥2

s.t...........W̃HT−
1
2 (Ra − γdRrd)T−

1
2 W̃ = γdσ

2
d (21)

Lagrange multiplier function can be given as [15]

L(W̃ , λ) =
∥∥∥W̃∥∥∥2−λ([W̃HT−

1
2 (Ra−γdRrd)T−

1
2 W̃ ]−γdσ2

d).

(22)
By differentiate L(W̃ , λ) with respect to W̃H , we get

∂L

∂W̃H
= W̃ − λT− 1

2 (Ra − γdRrd)T−
1
2 W̃ (23)

Equating (23) to zero, we obtain

T−
1
2 (Ra − γdRrd)T−

1
2 W̃ =

1

λ
W̃ (24)

From (24), it is clear that W̃ is one of the eigenvectors of the
matrix T−

1
2 (Ra−γdRrd)T−

1
2 W̃ and 1

λ is the corresponding
eigenvalue. Multiplying both sides of (24) with λW̃H yields

∥∥∥W̃∥∥∥2 = W̃HW̃ = λW̃HT−
1
2 (Ra−γdRrd)T−

1
2 W̃ = λσ2

dγd
(25)

Minimizing
∥∥∥W̃∥∥∥2 is equivalent to minimizing λ. Hence, 1/λ

has to be the largest eigenvalue of T−
1
2 (Ra − γdRrd)T−

1
2 .

Finally the solution is W̃ = βµ, where µ = ß{T− 1
2 (Ra −

γdRrd)T−
1
2 }, ß{x} represents the normalized principal eigen-

vector of a matrix x and β is chosen to satisfy the equality
constrain .i.e.

β =

√
γdσ2

d

µHT−
1
2 (Ra − γdRrd)T−

1
2µ

(26)

Therefore, the optimal weight value is given by w = W̃T−
1
2 .

Now, we can easily find the AN power at the relays as
(PR − PI), this power is equally distributed between the
relays.

2) Scenario (II): In this case, the transmission power of the
information signal at the best relay PI is given by

PI = w∗rT wr (27)

where T = E
(
|yr|2

)
. From (16) the SNR at the destination

can be expressed as

SNR =
Pxw

∗
rRsdwr

σ2
rw
∗
rrrdwr + σ2

d

(28)

Similarly as in the previous scenario, we can solve the
problem of power allocation at the relays as follows

min
wr

w∗rT wr

s.t...........
Pxw

∗
rRsdwr

σ2
rw
∗
rrrdwr + σ2

d

> γd (29)

Using same procedures as in the first scenario, we can
derive the optimal weight value as wr = βµT−

1
2 , where

µ = ß{T− 1
2 (PxRsd − γdσ

2
rrrd)T

− 1
2 }, and β is selected to

satisfy the equality constrain .i.e.

β =

√
γdσ2

d

µHT−
1
2 (PxRsd − γdσ2

rrrd)T
− 1

2µ
(30)

Now, the AN power at the (M − 1) relays can be calculated
as (PR − PI), which is, again, equally distributed between the
relays.

B. Source Power Allocation

The total power at the source is Ps = Px + σ2
n (N − 1),

where Px is the power for information transmission and σ2
n

is the power for AN. As such, the relationship between the
information signal power (Px) and the total source power (Ps)
can be written as Px = εPs, where ε ∈ [0, 1) is the fraction
factor, whereas the relationship between the AN power and the
total power is σ2

n = (1−ε)Ps

N−1 . To allocate the source power,
we consider the following two approaches [6], [16]. In the
first approach, the fraction factor is progressively varied from
0 to 1, then the impact of this variation on the secrecy rate
can be observed. In the second, the power at the source is
equally distributed between the information signal and AN,
i.e. ε = 0.5.

IV. NUMERICAL RESULTS

In this section we present numerical results of the expres-
sions derived in the previous sections. For simplicity and
without loss of generality, our results in this section are based
on eight transmitting antennas (N = 8), the number of relays
is (M = 4), one eavesdropper and one destination. In addition,
the channel coefficients are randomly generated, Monte Carlo
simulations are conducted with 106 independent trials.

Fig. 2 depicts the secrecy rate as a function of the fraction
factor ε for the two different scenarios discussed previously
when γd = 12, 16 and 20 dB, the noise power at all the
nodes is σ2 = −20 dBm and PS = PR = 20 dBm. The
first observation one can see from these results is that, in
both scenarios the secrecy rate deteriorates when the fraction
factor is increased regardless of the value of γd and approaches
zero when the AN in the first phase is zero, and this explain
increasing the signal power without AN in the first phase
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Figure 3. Comparison of the secrecy rate of the proposed scheme scenario
II and the scheme proposed in [7] for various values of γd

makes the system insecure. It is also apparent that, as γd
is increased the secrecy rate improves. Interestingly enough,
however, it is clear that the secrecy rate for scenario II is
clearly better than that of scenario I and this is clearly justified
by the water-filling theorem [9].

On the other hand, To make fair comparison between our
scheme and the scheme proposed in [7], our results here are
based on number of relays is M = 8, we chose scenario II
for comparison. Fig. 3 illustrates the achievable secrecy rate
of the proposed system versus Pr with and without AN when
Ps = 12 dBm, N = 16, σ2 = −20 dBm and γd = 12 and
14 dB. It should be highlighted that in this figure the source
power is evenly divided between the information and noise
signals, i.e. Px = σ2

n = 0.5Ps. For comparison’s sake, results
for the system introduced in [7] are also included. It is clearly
visible that the proposed system always has better performance
compared to the system in [7] for all given SNR values. It
can also be seen that, for all cases, the secrecy rate gradually

enhances as Pr is increased and reaches a plateau when Pr is
sufficiently large, Pr & 15 dBm.

V. CONCLUSION

In this paper, we have proposed a joint beam-forming and
AN to improve the physical layer security in the two-hop AF
cooperative relays system. Two scenarios were analyzed, when
all the relays amplify and forward the information signal and
when the best relay is chosen to amplify and forward the
information signal. In both scenarios the power allocation at
the source and the relays were considered. Numerical results
have shown that considerable secrecy rate improvements can
be achieved with the proposed system. Furthermore, as we
expected, according to the water-filling theorem, the secrecy
rate is found to be better when the best relay is selected
compared to the case when all the relays send the message.
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