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ABSTRACT

We propose a new single key-lock mechanism based on the concept of an access
control matrix. In this system, each file is given a lock and each user is given a key and
through simple operations on keys and locks the user access privilege can be revealed.
We use Chinese Remainder theorem and tribes of Farey fractions in this method in-
stead of the method based on Euler's Theorem of Number Theory used by Chang [2].
An advantage of our method is the ease with which coding can be done for the locking
mechanism and for the much larger number of users and files.

0. INTRODUCTION

Recently, time-sharing computer systems, computer networks
and distributed network systems have permitted large number of users
to share common databases. Because of this people have begun to be
concerned with the rising importance of information security.

It is generally agreed that some kind of information protection
measure is required to prevent disclosures to unauthorized persons.
An access control mechanism grants the privilege to access informa-
tion resources in the system to a user. For instance, users may be able
to access filed via READ, WRITE, EXECUTE, DELETE OR APPEND
commands, but different users will be given different access rights to
individual files. Traditionally this can be achieved by using an access
control matrix which specifies who has what access privileges to system
resources (see Chang [2]).
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Sharing segments of data or programs becomes more and more
important in today’s computing systems. For example, one might selec-
tively let others use a data segment that he has stored or a routine
that he has developed. Therefore, as sharing is inevitable, it is important
to let the system know which users are allowed to what degree of
access on which segments of data or programs, so that data with certain
privacy would be at the disposal of right users. An access control matrix
can represent privacy decisions on the relationships of users to files.
Let us consider the matrix as shown below:

Table 0.1
File
User 1 2 J 3 4 j

( Suresh Write Read J
' Ramesh | Read Write J Own

|

\ Rao Read Own J Write J Read
|
|

Table 0.1 illustrates the access control matrix of a simple infor-
mation protection system with three users and four files (i.e., seg-
ments of data or programs). In this case we can see that Rao owns file
2 which Suresh can read and Ramesh can write. Ramesh might grant
Suresh the right to write on file 3 or Ramesh might request to read
file 4 which is owned by Suresh.

The concept and the implementation of access control matrix
seem to be simple and easy. But we cannot store the access control
matrix because it will tend to be sparse and large when the system
grows large.

Now we shall describe the key-lock pair mechanism which is pro-
posed by Wu and Hwang [4].

For a user, every attempt to access a file is intercepted and vali-
dated by the file system. We assume that there are a fixed number n
of files to be protected. The file system assigns a lock for each file.
When a new user joins the system his access rights to these n files are
decided and the file system generates a key for each user according to
the locks and his access rights.

The organization of the single key-lock system is as depicted in
the following figure:
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Figure 0.2

We now review Wu and Hwang’s key-lock pair mechanism that
fulfils the requirement of the single key-lock (SKL for short) system
[4]. Each user is given a key and each file a lock by the file system.
An operation on the key of user i with the lock of file j yields the at-
tribute value in the (z, j)th entry of the invisible access control matrix.
The construction procedures of keys and locks and the operations of
keys and locks are better illustrated through a simple example:

We assume the state of a simple system having five users and six
files as shown below:

Table 0.3
File ;

Useri| 1 2 3 4 5 6
L1 2 4 1 4 4 0 |
BE 1 2 2 1 2 |1 |
3 ] 2 [ o 3 3 3 0
4] 1 1 | 2 R 3
5 | 3 0 | 4 | 2 2 | 1 |
. No access

. Execute

. Write
Own.

B o= O
=
[¢]
oo
o,
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In this case access by user i to file j is allowed only when the re-
quest of the privilege matches the attribute value a;, which is the
(i, Nth entry in the access control matrix as shown above. Here, we
note that a linear hierarchy of access privileges may optionally. be
implied, as is the case in our example. That is, the access is allowed
only if the request privilege is smaller than or equal to the value of
a;;. Therefore, the right to read implies the right to execute, the right
to own implies the right for all and so on. .

Wu and Hwang [4] devised a method to assign each user U, a key
K; of n-digit sequence and each file ¥; a lock L; of n-digit sequence too,
where n is the total number of files. In this method the attribute value
a; can be evaluated as a; = K; * L; where the operator * means the inner
product over Galois field GF(f) and ¢ is chosen as the smallest prime
number that is larger than all attribute members of the access control
matrix considered. (See C. C. Chang [2])

In the example above, since all g;/'s have values less than 7, we
may assume that the access control matrix is over finite field
GF(7). Now a 5 x 5 non-singular matrix with pseudo-random entries
over GF(7) is chosen as follows:

K=

[SoI R JUING) TN
= O O
o O =
R NI ]
e W OO

At this moment we choose the rows of matrix K as the keys for
the user. That is

K =(4,2,1,3,0
K,=(5,0,1,2,0)
K;=(3,4,0,1,3)
K,=(2,0,1,3 4)
K,=(2 1, 1,1, 4).

For evaluating the lock of F;, we assume that L, =(x;, x,,
X3, X4, %5). Thus we have the following five equations:

2 = 4x; + 2x9 + lxg + 3x4 + Ox;5

1 = 5x; + Oxy + 13 + 2x4 + Ox;
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2 = 3x; + 4x, + Oxg + 1xg + 35
1=2x; + 0xg + Lxg + 3y + 45
3= 2%, + 1x5 + 1xg + Ly + 4x5

Over GF(7), solving these equations we have L= (xy, x5, X3, X4, X5)
=4, 2, 3,0, 1). Similarly, we determine

L,=(1,1,2,1,2)
L;=(6,1,1,3,2)
L,=2,5,1,2,1)
L;=(3,2,6,1,2)
Lg=(2,0,3,1,0).
To check its correctness, let us consider
age =Kz * Lg
=(3,4,0,1,3)%(2,0,3,1,0)
=7
=0 over GF(7)

which is correct.

Three big disadvantages Wu and Hwang’s [4] method are 1) the
size of required storage due to the keys and locks actually exceeds
that of the original access control matrix, 2) the operations of keys and

-locks are tedious, 3) the constructions of keys and locks are not simple.

C. C. Chang [2] has proposed another single key-lock pair mechanism
using Euler’s theorem of number theory. In this method the construc-
tion of keys is not simple. Therefore we intend to develop a new key-
lock pair mechanism using tribes of Farey fractions as described in
the next section 1.

1. KEY-LOCK PAIR MECHANISM USING TRIBES OF FAREY
FRACTIONS

In this section we present a mechanism that fulfils the require-
ment of the key-lock protection system. We suppose that each user
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U, is given a key K;, each file F; a lock L; and an operation on the L;
with K; yields the attribute q;; in the (i, ))th entry of the access control
matrix.

Let there be n files and m users. Let the access control matrix be
as follows:

Table 1.1
Files
Users| 1 2 3 ... n
1 an | @1z | a3 ay,
2 Qz) | @z | Qg3 gy,
3 az; | Q32 | Qa3 as,
m a1 Q2 Q3 27

where the attribute a; denotes the access for the user U, to the file F;.
We use Chinese Remainder Theorem in our method.

THEOREM 1.1. (Chinese Remainder Theorem) Let n,, 1o, ..., 1, be
positive integers such that ged(n;, n;)=1 for i #j. Then the system of
linear congruences

x=a,(mod n,;)

x = ag(mod ny)

x=a(mmod n,)
has a stmultaneous solution, which is unique modulo the integer
nqlg...0,.
Example 1.2. Let the system of three congruences be
x = 2(mmod 3)
x = 3(imod 5)

x=2(mod 7).
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Here n; =3, ny =5, ng =7 are mutually relatively prime integers.

Let

n=nong=3x5x7=105

and
non
Nl“nl—3_35
n o n
Ny=TtZ_gg
2 n, 5
non
N3~n,3_7_15

Now the linear congruences
35x = 1(mod 3)
21x = 1(mod 5)
15x = 1(mod7)
are satisfied by
=2, %=1 x=1

respectively.
Thus a solution of the system is given by

x=2x35x2+3x21x1+2x15x1

=233.
Modulo 105, we get the unique solution
x=233
= 23(mod 105).

Key-Lock Mechanism 1.3

We select n mutually relatively prime positive integers
b, 1y, ..., 1, different from attribute values o;. Each file F; is assigned
an integer /; from the set above, while is treated as its lock.

The attributes @;;, a;5, O3, ..., @;, Will determine the key number
for the user U,. for this, we consider the following system of linear
congruences:
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x = a;(mod l,)

x = ae(mod ly)

(1.1)

x=a;,(nod ).

Let the solution of the system (1.1) be &;. We call this number the
key number for the user U,. '

For each user U, the unique integer A; is determined. Now, we
encode this integer A; by using tribe of either Gaussian Farey fraction

o,
— or rational Farey fraction FL and the key k; is determined. We de-

13 12
scribe the method using the tribe of Gaussian Farey fraction.

. . .o
We associate the Gaussian Farey fraction —* to each User U;. The
o; i
characteristic equations of — are given by
i

2
We consider the characteristic equation,
Biai—ainiz 1. (13)

Let o;=q;+ib; and B,=c¢;+id; be two Gaussian integers where
aidi - bici =1.
We have the tribe of % as
~d; +\B;’ e Ji (1.4)

(See Chandrashekhar and Nagaraj [1} and Nagaraj and Srinivasa
Murthy [3]).

We assign the key &; to the user U, as

Tai =

Bi

b+ Ao &
14 [ gl (1.5)

b= =
Po-di+ B My

by taking A =);, the key number.
Therefore, the key for the user U, is

k; = (g;, m;)- (1.6)
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We define

Bi(ei + bt) + G.L'(T]i + dD
kvl 20,;

(modl;) _ a.7

=A; (mod 1)
= a,-j .

Thus, the attribute a;; can be evaluated with key %; and lock [;
which is the access for the user U; to the file F;.

Similarly we can construct keys using tribes of rational Farey
fractions.

This ‘is our new single key-lock pair mechanism.

h;
Remark 1.4. If we use tribes of rational Farey fractions ——L (See M.

Nagaraj and R. Srinivasa Murthy [3]) to encode the key number A
then

kie; = xo;) + hin; — Yop)
Rix 1= 2h K,

=A(mod 1)

=aij.

Example 1.5. The following table illustrates the state of a simple

system having three users and three files.

Table 1.2
File j

2
J 4

DN =
| B B

N
[T = I I
(=T O 4]
|
E

Let l1=5, l2=7 and l3:11.
By Chinese Remainder Theorem, we calculate the key numbers
A1, Ay and Ay for the users U, U,, U; respectively.
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The solution of the system of linear congruences

x = 2(mod 5)

x=4(mod 7)
x=1(mod 11)
is x = 1992
=}

The solution of the system of linear congruences

x = 1(mnod 5)

x=2(mod 7)
x=2(mod 11)
is x=1311
=A,y.

The solution of the system of linear congruences

x = 2(mod 5)
x=0(mnod 7)
x = 3(mod 11)
is x=1092
=Ag.

(1) Keys using the tribes of Gausstan Farey fractions

. . . . (x. .
We associate arbitrary Gaussian Farey fractions — with users

Bi
U..
% 1+2i % 3+i O3 5+2i
Let = 5 =245’ B, 5+21 ™ B, 7ya
-2+ A0
NOW kl—-m
_ 1990 + 3984i
" 3979 + 9960i

~ (1990 + 3984i, 3979 + 9960i)
= (81: Th)
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Similarly %, = (3932 + 1311i, 6553 + 2622i)
= (82, N2)
and kg = (5458 + 2184i, 7641 + 32761)
= (g3, N3)-
Verification. From the equation (1.7)

Bi(er + b)) +oy(ny +dy)

Lo ] = mod [
1A 20,04 ( Y
_ (2+5)(1990+3984i +2) + (1+20)(3979 + 9960i + 5) (-
= 2(1+ 2i)(2+ 5i)
=1992 (mod 5)
=2

which is access for file F; and for the user U, . Similarly we can verify
key k; with I, and 5.

(1) Keys using the tribes of rational Farey fractions

If we associate rational Farey fractions with users U; then the
encoded keys for the above example are as follows:

h.
Let us associate, the Farey fractions FL for the users U;.

12

2 3
Let =5 _5and ==.

Now k=
_1+1992x2
T2+1992 x5
_ 3985
T 9962
=(3985,9962)
= (81 ’ nl)

Similarly k, =3935, 6558)

= (g2, Ng)
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and ks = (5463, 7648)
= (g3, Ny)-

Concluding Remarks 1.6

In this paper we have presented a new single key-lock pair
mechanism. In our method we use Chinese Remainder Theorem for
determining the key and the tribe of Gaussian Farey fraction for coding
the key. The advantages of this method over the methods described by
Wu and Hwang [4] and C. C. Chang [2] are:

1) The operations of keys and locks are not tedious.
2) The constructions of keys and locks are simple.
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